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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.0

AHHOTAaUMA

[laHHoe PyKoBOACTBO afAMuHUCTPaTOPa (fanee — PyKOBOACTBO) NpeAHas3HauyeHo A/1A NepcoHana,
OCYLLLECTB/IAIOLLErO 3KCM/yaTaumio nporpaMmmHoro obecnedeHuns EguHbiii Kavert JaCarta.

B HacTosAwem PykoBoacTBe NpueeaeHbl 06Lme CBeAeHUs, PesKMMbl PaboTbl, 0630p NMo/b30BaTENIbCKOro
nHTepdeiica, cBeaeHMA N0 U3IMEHEHUNIO HAacTpoek, cmeHe PIN-Koaa, onepaumax ¢ 06bekTamu B NamaATH
3/1EKTPOHHbIX KNtouel n pasbnokunposke PIN-koga nonb3osaTens.

PyKoBOACTBO paccymTaHO Ha NoJsib3oBaTenei, 061a4atoWmx HauyanbHbIMK HaBblKamu PaboTbl Ha
KOMMbIOTEPE, 3HAKOMbIX C paboToit B onepaunoHHoi cucteme Windows 1 MHTepHer.

JlaHHbIN JOKYMEHT, BKAOYaA NoA60p U pacnonoKeHne UANKCTPaLLMA U MaTepuanos B HEM, ABNAETCA 06BEKTOM aBTOPCKMX NPaB M OXPaHAETCA B COOTBETCTBUM
C 3aKoHOAaTeNbCTBOM Poccuiickoit depepaumun. Obnagatenem UCKIOUUTENIbHBIX aBTOPCKUX M MMYLLLECTBEHHbIX NpaB asasetca 3A0 "Anagaud P.A.".
Micnonb3oBaHue 3TUX MaTepuanos Ntobbim cnocobom 6e3 nMcbMeHHOro paspelleHns NpaBoo6iaAaTens 3anpeLeHo U MOXKeT NOB/IeYb OTBETCTBEHHOCTb,
npeaycMOTPEHHYH 3aKOHOAaTeNbCTBOM PO,

NHbopmauma, npuBesEHHan B JaHHOM JOKYMeHTe, MpefHa3HauyeHa UCKIIOUYUTENbHO AJ1f 03HAKOMIEHUA U He ABAAETCA ucyepnbiBatoLieid. CocTaB NpoAyKToB,
KOMMOHEHT, UX QYHKLMK, XapaKTEPUCTUKU, BEPCUU, AOCTYMHOCTb U NP. MOTYT 6bITb M3MEHEHbI KoMmNaHuel "AnanauH P.A." 6e3 npeaBapuTensHoro
yBeAoMaeHuA. Bce yKasaHHble AaHHbIe O XapaKTePUCTUKaX NMPOAYKTOB OCHOBAHbI HA MEXAYHAPOAHbIX UM POCCUIACKUX CTaH4apTax U pesynbTatax
TeCTUPOBaHMA, NOJTY4E€HHbIX B HE3AaBUCUMBbIX TECTOBbIX NN CepTl/Id)l/IKaLI,I/IOHHbIX na6opaTopMﬂx, nmnbo Ha NMPUHATbLIX B KOMNAaHUN MeTOAUKaX. B AaHHOM
LOKyMeHTe KomnaHua "AnagauH P.[." He npefoCTaBifeT HUKAKMX HU ABHBIX, HU NOAPa3yMeBaeMblX rapaHTui.

Bnagenbuem ToBapHbix 3Hakos AnaaauH, Aladdin, JaCarta, norotunos v npasoo6iagaTenem UCKNIOUNUTENbHBIX NPAB Ha UX AW3aiiH U UCNONb30BaHME,
NaTeHTOB Ha COOTBETCTBYtoLME NPoAyKTbl aasetca 3A0 "Anagaud P.A4.".

Bnagensbuem ToBapHbIX 3HakoB Apple, iPad, iPhone, Mac OS, OS X asnsetca kopnopauusa Apple Inc. Bragenbuem ToBapHoro 3Haka |0S aBasetca KomnaHus
Cisco (Cisco Systems, Inc). Bragenbliem ToBapHoro 3Haka Windows Vista u gp. — kopnopauusa Microsoft (Microsoft Corporation). HazsaHus npoumnx
TEXHONOMMI, NPOAYKTOB, KOMMNAHUI, yNTOMUHAOLLMXCA B JAHHOM JOKYMEHTE, MOTYT ABAATLCA TOBAPHbIMM 3HaKaMM CBOWX 3aKOHHbIX BAAAE/bLEB.

CBefieHus, NpuBeAEHHbIE B AHHOM JOKYMEHTE, aKTyabHbl Ha AaTy ero nybankaumm.

Mpu NepeneyaTke U UCMOL30BAHUN AAHHbIX MaTepuanos Mbo Ntoboi ux YacTu cebinku Ha 3A0 "AnapavH P.[." obasaTtenbHbl.

© 1995-2015, 3A0 "AnagauH P.A." Bce npasa 3awmieHbl.
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.0

1. Obwme cBegeHUA

EaunHbivi KnneHT JaCarta npeacTtasnaeT coboli nporpammHoe obecneyveHne, obecneymsatowee paboty c
371eKTPOHHbIMM Katodamu JaCarta/eToken B onepauMoHHbIX cuctemax cemelictea Windows.

1.1. TepMuHbI N onpegeneHunn

TepMUWHbI, UICNOJ/Ib3YeMble B HacToALeM PykoBoacTBe npuBeaeHsbl B Tabavue 1.

Tabnuua 1

TepmuH OnpepaeneHue
Monb3oBatens KoHeuHbI nosib3oBaTeNb 3/1EKTPOHHOTO K/oYa
PIN-koa nonb3oBatens PIN-KoA, NpesfocTaBAAOWMA JOCTYN K ONepaLyMsam Ha YpoBHe A0CTyna nonb3oBaTtens
AZLMUHUCTPATOP COTpYyAHVK, OTBEYAIOLLMIA 38 NOATOTOBKY K PaboTe U TEXHUYECKOe 06C/yKMBAHWE 3NEKTPOHHOIO KAtoYa

PIN-ko4 agMmnHUcTpaTopa PIN-KoA, NpefocTaBAAOWMIA JOCTYN K ONEPaLMAM Ha YPOBHE aAMUHKUCTPaTOpa

MHuumanmsauma YcTaHOBKa OCHOBHbIX napameTpos paGOTbI 3/1EKTPOHHOr0 KNK4Ya (I'IpOBO,CI,MTCﬂ a,CI,MVIHVICTpaTOpOM)

I'IporpaMMHoe 06ECI'IE"IEHVI8, YCTaHOB/IEHHOE B NaMATb 3/IEKTPOHHOTO K/1Ko4a. CyLI.I,ECTByIOT cheaywouwme

NPUNOXKEHUA:
e PKI;
e  PKI/BIO;
MNpunoxeHne e [OCT;
e STORAGE;
e  OKH.

PIN-KoA nonb3oBaTtens A4eWCTBYET B pamMKax NPUNoKeHMsA. Takum 06pa3om, eCn Ha 3NEKTPOHHOM Kitoye
YCTaHOBNEHO A,Ba NPUNOXKEHUA, TamM MOXKeT bbITb ABa PIN-Koaa nonb3oBartens.

Tabnuya 1

1.2. PeXnmMbl paboTbl EaMHOro KnueHTta JaCarta

EAanHbIN KnneHT JaCarta moskeT paboTaTb B ABYX PEXKMMAX:

1. PexuMm nosib30BaTesid — NO3BO/AET NPOCMATPMBATL KPATKUE CBEAEHUA O NMOACOEANHEHHbIX
3/7IEKTPOHHbIX KOYaxX U NPeaoCcTaBaseT 4OCTYN K 6a30BbIM OMepaLmam C 31eKTPOHHbLIMU K/louamm.

2. Pexum agMMHUCTPaTOpa — NO3BOJIAET MPOCMATPMBATb MOJIHbIE CBEAEHMSA O NOACOEANHEHHbIX
3/1eKTPOHHbIX K/OYaxX M NPeAoCTaBAfET 4OCTYN KO BCEM ONepaLmam C INEKTPOHHBIMU KNoYaMK.

HacTtoAwmin 4OKYMEHT B OCHOBHOM MocBsLeH paboTe EguHoro KaneHTa JaCarta B pexume nosb3osBaTens.

1.3. PIN-Kog nonb3oBaTtenA No YMOMYaHUIO

YCTaHOB/IEHHbIE B NAMATb 3/1IEKTPOHHBIX KAOYEN NPUIOKEHNA MMetoT pasHble PIN-Koabl nonb3oBaTens no
ymonuaHuto. CeesieHns o PIN-Kogax no yMONYaHWIO B 3aBUCMMOCTH OT UCMOJIb3YEMOTO NPUIOKEHUS
npuseaeHbl B Tabaunue 2.

f'j B 3aBMcMMOCTM OT Npasun 6esonacHOCTM B Balei opraHmsaumnm PIN-Ko4 nonb3osaTens no ymoadaHuio
MOXKET BbITb UISMEHEH Nepes nepesayein Bam 31EKTPOHHOTO Ktoya. B Takom cnyyae 3HaueHue PIN-Koga

© 2015, "AnapauH P.A." Crp. 4
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1.0

no/ab30BaTeNs AOMKHO ObITb COOBLLEHO Bam JONONHUTENBHO. B cnyyae 3aTpyaHeHU obpaTutecs K
Ballemy aAMUHUCTPATOPY.

Tabnuua 2

Mogenu aneKTPOHHbIX KNoUei:

eToken PRO
eToken PRO (Java)
eToken NG-FLASH

eToken NG-FLASH
(Java)

YMONYaHUIO

JaCarta PKI JaCarta FOCT/Flash
MapameTpbl eToken NG-OTP
JaCarta PKI/Flash JaCarta FOCT JaCarta LT
eToken NG-OTP
(Java) JaCarta PKI/BIO eToken rOCT
JaCarta PKI c
¢yHKUMel obpaTHOM
COBMECTUMOCTH C
npoAyKTamu
KomnaHuu Aladdin.
MNpunoxeHne PKI PKI un PKI/BIO roct STORAGE
PIN-koA nonb308aTen o 1234567890 11111111 He ycTaosnen 1234567890

1
nonb3osatena

MNoseaeHne kntova npu
pasbnokuposke PIN-koga

Bo Bpems pa3b/I0KMPOBKM aAMUHICTPATOP 334aET
HOBbIN PIN-KoA nonb3osatens

Pa3b10KnpoBKa copacbiBaeT CYETUMK HEBEPHbIX
nonbIToK aoctyna — PIN-koa nonb3oBaTtens npu sTom

OCTaéTCA HEM3MEHHbIM

MoskHo pa3bokuposaTb PIN-Koa

nonb3osarens 6es
MHULMANN3ALUN

nonb3oBaTens B yaanéHHOM [a Oa Het
pexume
ALMUHUCTPATOP MOXKET CMEHUTb
CTaHOBNEHHbIV PIN-KO,
v A JiF] Oa Het

Tabnuya 2

; Mpw nony4yeHMn aNEeKTPOHHOIO KtoYa HAacToATEeIbHO pekomeHayeTcAa cmeHuTb PIN-Koa nonb3oBaTtens
- (cm. pasgen 4. CmeHa PIN-Koaa nonb3oBatens).

1
B caiyyae ¢ anekmpoHHbIMU Katodamu JaCarta PKI/BIO npu pazbaokuposke 6uomempuyecko2o docmyna rons3osamesib 8HO8b
nosy4aem 803MOXHOCMb ayMeHMuUpUYUpo8amMsCA No paHee COXPAHEHHOMY OmMneyamky nansbya.

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.0

2. 0630p NoNb30BaATENbCKOro NHTEpPENCa

2.1. MeHIo 6bICTPOro 3anycKa

MeHto 6bicTporo 3anycka EguHoro knneHTa JaCarta oTobpaskaerca Ha NaHenu 3a4ad B 061acTu
yBELOMNEHWI B BUAE 3HauKa 4.

YT706bl OTKPbITb MEHIO, HAXKMWUTE Ha 3HAUYKE MPaBOIt KHOMKOW MbILLK — MeHI0 ByeT MUMETb cneayowwmii Bua,
(cm. puc. 1).

MeHto HbICTpOro 3anycka
& EauHbIi knwelT JaCarta...

HacTpoliku. . .

0 EavroM knkernTe JaCarta...

BraTi
PucyHok 1
OnucaHue NYHKTOB MeHI0 BbiCTporo 3anycka npueegeHo B Tabauvue 3.
MyHKT meHIo OnucaHue
EAUHbINA KnueHT JaCarta... OTKpbIBaeT OKHO OCHOBHOTO UHTEpdeica EguHoro kaneHTa JaCarta (nogpobHee cm. noapasgen 2.2.
OcHOBHOI MHTepdEiiC).
HacTtpoitku... OTKpbIBaeT OKHO, NO3BOAAIOLEE PefaKTMPOBaTb 0bLmMe HAacTPoKKN EanHoro knmeHTa JaCarta (nogpobHee
cM. pa3gen 3. Hactpolika pabotbl EaMHoro knnenTa JaCarta).
O egnHom KnueHTe JaCarta... OTo6paskaert cBeaeHUn 06 yctaHoBeHHOM ak3emnaspe EguHoro kanenTa JaCarta.
Boiitn CKpbIBaeT 3Ha40oK & 13 061acT1 yBeOMIEHUI Ha NaHen 334a4 M OCyLLecTBAAET BbIxoa, U3 EanHoro
KnueHTa JaCarta.
Tabnuya 3

2.2. OCHOBHOM UHTepdenc

Y106bI OTKPbITb OCHOBHOE OKHO M0/b30BaTENbCKOrO UHTepdeiica EanHoro knneHTa JaCarta BbinosHUTE
OZHO U3 crieayowmnx A4enNcTBUi:

e HammuTe Ha 3Hauke & NpPaBoOM KHOMKOM MbILIN M B KOHTEKCTHOM MeHI0 BbibepuTe EQUHDBIN KNneHT
JaCarta.

nnn

e B meHto MNyck BbibepuTe Bce nporpammbl > AnagguH P. [i. > EauHbIA KaneHT JaCarta.

OKHoO ByaeT BbIrA4eTb Cieayolwmm obpasom (cm. puc. 2).

© 2015, "AnapauH P.A." Ctp. 6



EAuHbIN KNneHT JaCarta PykoBoacTBO Nonb3osaTens 1.0

OcHOBHOE OKHO N0Nb30BaTE/bCKOIO MHTepd)eﬁca

[ EpmmiicmentJaCarta =lof x|
EavHbIA KNneHT JaCarta Anan‘\ m.)»

JaCarta#0B52001511229243

JaCarta#0B52001511229243
HazeaHwne JaCarta PKI

Tpunoxerns:  EKE 2 CmenwTs PIN-KoA
BesonacHsiii docmyn K pecypcam

Homep moaenn JaCarta PKI (Laser) Generic
Hazogume smom Homep npu 0BPaWEHUL 8 MeXHUYECKyr0 NOOOepXKY.

* Hacrpoiikmn

MepeknoYnTLCa B PeXUM
SAMUHWCTPMPOBaHNA

PucyHok 2

B BepxHeit 4acT1 1eBOI NaHeNn 0TOBPaXKaoTCA NOACOEANHEHHbIE K KOMNbIOTEPY 3NEKTPOHHbIE KoUK,
3HAYOK 3/1IEKTPOHHOrO K/to4Ya 3aBUCMT OT TMMA 3TOrO 3/1eKTPOHHOTO K/toYa. BUabl 3HAUKOB 3N1EKTPOHHBbIX
KAloYei M onmncaHme COOTBETCTBYHOLMX MM TUMOB NPUBeAeHb! B Tabauue 4.

Tabnuua 4

U306pakeHune OnucaHue

.., MicroUSB TokeH
H TokeH JaCarta B Kopnyce nano

E .: TokeH JaCarta B kopnyce mini
H I‘ TokeH JaCarta B kopnyce XL

- CmapT-KapTa

eToken PRO, eToken PRO (Java), eToken I'OCT, JaCarta PKI c ¢yHKLMel 0bpaTHON COBMECTUMOCTM C
H- NPOAYKTaMu KOMMNaHUM «AnapamnH»

nlgi eToken NG Flash, eToken NG-FLASH (Java)
—

© 2015, "AnapauH P.A." Crp.7




EAuHbIN KNneHT JaCarta

PykoBogacTBO Nnonb3oBartens 1.0

N306paxkeHue

OnucaHue

==

eToken NG OTP, eToken NG-OTP (Java)

TN 3NEKTPOHHOTO K/Il0Ya He onpesaenéx

INEeKTPOHHbINV KAtou B opm-pakTope MicroSD

3ﬂeKTp0HHbIl7I K/IOY Haxo4AuTCA Ha CTaguu onpeaeneHna

Tabauya 4

B HMXKHel YacTu NeBOI NaHeNn OCHOBHOIO OKHa EanHoro kaneHTa JaCarta pacnonoeHbl CCbIKM:

HacTpoiiku — oTobpaskaeT oKHO HacTpoeK EanHoro knneHTa JaCarta (cm. pasaen 3. Hactpolika paboTbl
EanHoro knvexTa JaCarta);

MepeKkNoUunTbCA B PEXUM aMUHUCTPUPOBAHUA/NONb30BaTeNA — NO3BOAET NEPEKNYNTL EANHDBIN
knueHT JaCarta B peXxmm aAMUHUCTPATOPA NN B PEXUM NONb30BaTENA COOTBETCTBEHHO.

B LI,EHTpaI'IbHOﬁ 4aCTh OKHa CBepxy 0To6pa)+<aeTc;'-| MeTKa 3/IEKTPOHHOTIO K/lo4a, Bbl6paHHOI’O B NeBOM

naHenu.

OnucaHune uHTepodelica EguHoro knneHta JaCarta B pexknme nonb3oBaTens npuseaeHo B Tabauue 5.

Tabnuuya 5

Mone OnucaHue
HasBaHue HasBaHue mofe/iM BbIBPaHHOIO 3/IEKTPOHHOTO KJlloYa.
annO)KeHMﬂ Cnucok npmnomeHMﬁ B MaMATH BblﬁpaHHOFO 3/IEKTPOHHOrO K/koYa. 3,Cl,ecb TaKXe pacnosioXeHa KHOMKa CMmeHUTb

il, KOTOPas NO3BO/IAET MNO/b30BaTE/t0 CMEHUTb NaPOJib NOb30BATENA BbIOPAHHOIO 3N1EKTPOHHOTO KAtoua
(onucaHme npoueaypbl CMeHbI Napoas Nosib3oBaTens npuseaeHo B pasaene 4. Cmera PIN-koga nonb3osarens).

Homep mogenu

HOMEp moaenun Bbl6paHHOI’0 3/IEKTPOHHOrO KAtoYa. B cnyyae BO3HUKHOBEHMA I'Ip06}1€M npn NCNONb30BaHUN
nonb30BaTeNb A0/TXKEH C006LLI,MTb 3TOT HOMep B cny>+<6y TeXHUYecKomn noaaepxku.

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.0

3. HacTponKa paboTbl EQUHOM0 KNNEHTA
JaCarta

f, BbINO/IHATE CAMOCTOATENbHYIO HAaCTPOIKY paboTbl EAMHOTO KaneHTa JaCarta TO/IbKO MO peKoMeHgaLmu
—*  agMuHMCTpaTOpa.

OKHO HacTpoiKku EgMHOro KnneHTa JaCarta MOXKHO BbI3BaTb ABYMSA Cnocobamu:

e HaxXmuTe NpaBoi KHONKOM MbILM Ha 3HAYKe # B obnactu yBegomneHui n soibepute Hactpoiiku.
e B 1IeBOM HUMKHEM YIly OCHOBHOIO OKHa EanHoro kaneHTa JaCarta HaxkmuTe Hactpoiku. Otobpasutca
cneaytolee okHo (cm. puc. 3)

HacTtpoiku EgmuHoro knnenTta JaCarta Ha BKnagKke OCHOBHble

x

OCHOBHbIe AunarHocTuka SecurLogon

O6HosneHne ‘ He nposepate 06HoBNEHNA v ‘

Konwpoaarb CEPTM¢MKaTb| B NOK3NBHOE XPaHWINLLE

OTtoBpaxaTs 3Ha4OK NPUACKEHNA B 0BNACTH YBEAOMAEHMIA

Coc ] oo

PucyHok 3

OkHo HacTtpoliku EgmuHoro knneHTa JaCarta coaepKuT Tpyu BKNAAKM:

e OcCHOBHble

e [lnarHocTuka

e SecurLogon

OnncaHue HacTpoek Ha BKNaaKe OCHOBHble NpuBeaeHOo B Tabanue 6, nocne M3MeHeHUsa HacTpoek cnepyet
HaxkaTb OK, 4ToObl COXPaHUTb UBMEHEHMUS.

Tabnuuya 6

HacTpoiika OnucaHue

CNUCOK COAEPHKUT TPU NYHKTa:

e He nposepsaTb 06HOBAEHUA - EAMHbIN KnneHT JaCarta He ByaeT npoBepATb Hann4Yne 06HOBAEHWI;
o [poBepATb 06HOBNEHMSA - MPU BbIXOAE HOBbIX OBHOB/IEHMI HA 3KpaHe KomnbioTepa byaeT

O6HoBNEHME
OT06pa)KaTbCﬂ COOTBETCTBYHOLEe nNpeaynpexxaeHue;
® ABTOMATMYECKM - NP BbIXOAE HOBbIX 0BHOBAEHUI OHW BYAYT 3arpyeHbl ¥ YCTaHOBEHbI Ha
KOMNbOTEP aBTOMATUYECKU.
Konuposatb ceptudukartbi B Ecnu pnaxoK ycTaHoBAEH, CEPTUPMKATLI B NaMATU NOACOEANHEHHBIX 3NEKTPOHHbBIX KAtouen byayT
NNIOKaJIbHOe XpaHMﬂMl.U,e KOMMpoBaTbCA B JIOKA/IbHOE XpaHuauue CEPTVId)VIKaTOB,

OT06parkaTb 3HAYOK
NpUAoXKeHUs B obnactu Onpepenset, byaet M 0TobpaXKaTbCs 3HAUOK & B 061acTv yBeAOMIEHUIA.
yBeAomMneHui

© 2015, "AnapauH P.A." Ctp.9




EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.0

Tabauya 6

OnuncaHue okHa HacTpoliku Ha BKnaake [iarHoctuka (cm. puc. 4) npueegeHo B Tabauue 7, nocne
W3MEHEHWUA HAacTPOEK cenyeT HaxKaTb OK, 4Tobbl COXpaHUTb U3MEHEHUA.

OkHo HacTtpoliku EgmHoro knneHTa JaCarta Ha BKnagKe narHoctmka

x

AwnarHoctuka

LlenocTHocTb NPOAYKTa: NMPOIiAEHO YCNeLHOo

30ece 86! MOXeEMeE 8bINONHUME NPOBEPKY

YenocmHocmu. HaxmMume KHonky BbINOAHUTL

*BeinoaHUMS "™ U nodoxadume.

PucyHok 4

Tabnuua 7

HacTpoiika OnucaHue

BbINnOHUTL BbinonHseTca nposepka LenoctHoctT EanMHoro knnexTa JaCarta ¢ nocnegytowmm otobpaxkeHnem pesybTaToB NPOBEPKU.

Tabnuuya 7

OnucaHue oKHa HacTpoiiku Ha BKnagKe SecurLogon (cm. puc. 5) npusegeHo B Tabauue 8, nocne
M3MEHEeHUA HAaCcTPoeK cneayeT HaxaTb OK, 4uTo6bl COXpaHUTb U3MEHEHMUS.

OkHo HacTtpoitkn EanHoro knmeHTa JaCarta Ha BKnaake SecurLogon

x

SecurLogon

Aannble anuenzun Securlogon:
Cratyc: He ycTaHoBneHa
3akaHumuBaeTca:

Opranuzauua:

YcraHoBuTb AnLeHsuio SecurLogon...
OTMeHa

PucyHok 5

MNopapobHee npo paboTty c npoaykTom JaCarta Securlogon HanucaHo B oKymeHTe [JaCarta Securlogon
PykoBOACTBO Nonb3osaTens].

© 2015, "AnapauH P.A." Crp. 10



EAuHbIN KNneHT JaCarta PykoBoacTBO Nonb3osaTens 1.0

Tabnuuya 8

Hactpoiika OnucaHue
YCcTaHOBUTb NLEH3UIO OTKpbIBaeT OKHO A1 Bblbopa U ycTaHOBKM daina nmueHsum MO JaCarta SecurLogon ¢ nocneayrowmm
SecurLogon... oTobpaskeHnem MHGOPMaLLMK O CTaTyCe NNLEH3UN.

Tabauya 8

© 2015, "AnapauH P.A." Crp. 11



EAuHbIN KNneHT JaCarta PykoBoacTBO Nonb3osaTens 1.0

4. CmeHa PIN-Koaa nonb3oBaTtena

Zg_\_ HacTtoATenbHO pekomeHAyeTca ocylecTBuTb cmeHy PIN-KoA nonb3oBaTtenda npu Nosyv4eHuUm 31eKTPOHHOro
KNtoYa Ha pyKM (3HauyeHuna PIN-Ko4oB Nosib30BaTe A No YMOIYaHUIO NpuBeaeHbl B noapasgene 1.3. PIN-
KOJA, M0Nb30BaTeNA MO YMOAYAHUIO).

/'\ Buumanue!

Y1066 cMeHUTb PIN-KoA nonb3oBaTens Heobxoaumo 3HaTb Tekywmit PIN-kog nonb3osaTens. Nocne
BBEAEHMA HenpasuabHoro PIN-Koga nonb3oBaTens HECKO/IbKO pa3 NoAPAL 3/IEKTPOHHbIN KoY
6nokupyeTca. B cnyyae 6/10KMPOBKU 3/1EKTPOHHOIO K/to4a 0H6paTUTECh K BalleMy afMUHUCTPATOpY.

Y7066 cMeHNTb PIN-KOZ, N0/Ib30BaTe A, BbINOAHUTE Cleaylolme AeACTBUA:

1. TlNoacoeamHUTe 3N1EeKTPOHHLIN KAtoY, Ha KOTOPOM HEobX0AMMO YCTaHOBUTL/cMmeHMTb PIN-Kop,
No/sb30BaTeNA K KOMMbIOTEPY.

2. 3anyctute EguHbiii kaneHT JaCarta.

3. Ec/v K KOMMblOTEPY NOACOEAMHEHO HECKOJIbKO 3/IEKTPOHHBIX K/to4el, B 1eBOM naHenn EanHoro
KnAneHTa JaCarta BbibepuTe HyKHbI 3N1eKTPOHHbIN Kaod. OTobpasuTca cieaytolee oKHO (Cm. puc.6).

OKHo EgnHoro knneHTa JaCarta B peXxume nonb3osaTtena

[ EgmewiikmenvJaCarta =loj x|
EAnHbIN KNneHT JaCarta Ana.q: m)»

JaCarta#0B52001511229243

JaCarta#0B5.
HazeaHwne JaCarta PKI

Mpunoxenna  PKI s CmennTb PIN-KkO4
BezonacHeili docmyn K pecypcam

Homep moaenn JaCarta PKI (Laser) Generic
Hasogume 3mom HomMep npu 0BpaWeHUU 8 MeXHUYECKyro NoG3epxKy.

7 Hacrpoiiku

) MepeknoynTbea B pexum
L 3AMUHUCTPUPOBAHMNA

PucyHok 6
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.0

4. B UeHTpanbHOM YacT OKHa HAaNPOTWUB NPUNOMKEHUSA, AN KOTOPOTrO Bbl XOTUTE CMeHUTb PIN-KoZ,
Nno/ib30BaTeNA, HAXKMUTE . OT06pasuTca cnegytouiee oKHo (cm. puc. 7).

OkHo cmeHbl PIN-Koga nonb3oBaTena

Cmena PIN-xo0a nonb30BaTens llil

Terywmi PIN-kog

| | &

PIM-koa He mMoxeT BeITe NycTEIM.

Hoeeiin PIMN-kog nonezoearenn

| | &b

Moareepxaeqne PIN-koaa

PIM-koa HE MOXET BBITE NYCTEIM.

& Hoewid PIN-kog He 3a8aH

ELINOAHWTE 3aKpuITh

PucyHok 7

5. B none Tekywuir PIN-koa seeaute Tekywmii PIN-kog nosb3osatens.
6. B nonsx Hosbiit PIN-koa nonb3oBatens u MoareepaeHue PIN-koaa BeegmTe HOBbIM PIN-Kop,
nosb3oBaTena U NoATBEpPKAeHWEe COOTBETCTBEHHO.

\: f) Mpw 3agaHmm Hosoro PIN-Koga pekomeHayeTca ciegyolee:

e KCNonb3oBaTb BYKBbI NAaTUHCKOro andasuTa (abc...z, ABC...Z), umdpsi (123...0) 1 cneucumsonsl (V! @4...);
e  MMUHUManNbHaa aaunHa PIN-koga — 6 cMmBOOB.

N

HaxmuTte BbInONHUTD.

Mpw ycnewHow yctaHoBKe HOBOro PIN-Kofa nonb3oBaTtens nosBMTCA COOTBETCTBYIOLLEE COOBLEeHNe
(cm. puc. 8).

®

CoobuieHune 06 ycnewHol cmeHe PIN-Koza nosib3oBaTens

| Venewwo x|

I@I Onepauma BBINCAHEHE YCMELLIHG,
k.

OK

PucyHok 8

9. Haxmute OK aona 3asepweHuns.
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EAuHbIN KNneHT JaCarta

PykoBoacTBO Nonb3osaTens

5. Onepauyum c 06 beKTaMn B NAMATU
3NEeKTPOHHbIX Ko4yeun

Onepaumm ¢ 06LEKTAaMM B NAMATU IIEKTPOHHBIX K/HOUYE PEKOMEHAYETCA BbINONHATL MO YKa3aHUIo
agMUHKCTpaTopa.

1.0

% B HacToAwem SOKYMeHTe onepaLmmn ¢ 06beKTammu onmncaHbl Ha Npumepe cepTUdMKaToB B NpuaoxKeHun PKI.

5.1. OTobpaxeHne CNNCKa 06 bEKTOB

Y106bI NPOCMOTPETH CMMCOK O6BEKTOB, BbINOIHUTE CAeAyoLMe AeNCTBUS:

1. TloacoeAnHWTE 3NEKTPOHHbIM KAKOY K KOMMNblOTEPY U 3anycTuTe EanHbIA KnneHT JaCarta.

2. Ecnv K KomnbloTepy NOACOeAMHEHO HECKOJIbKO 3/IEKTPOHHbIX K/AKOYEl, B N1€BOM YacTn HTepdelica
EanHoro KnveHTa JaCarta BbibepuTe HYKHbIA.

3. Ecnv eanHblit KnneHT JaCarta paboTaeT B pexkMme NoNb30BaTeNs, NEPEKNOYNTECH B PEKUM

aAMMHUCTpaTOpa.

4. B UeHTpasbHOM YacTu OKHa BblbepuTe BKAAAKY NPUIOKEHUS, 0OBbEKTbI KOTOPOTO Bbl XOTUTE
oTo6pasuTb. B okHe EanHoro KaveHTa JaCarta oTo6pasmTca cNMCcoK 06LeA0CTyNHbIX 06BbEKTOB B
NamATU 3IEKTPOHHOTO K/toYa (cm. puc. 9).

EanHbin knneHT JaCarta

OKHO cO CNUCKOM 06LLea0CTyNHbIX 06beKTOB B None Katouum n ceptnudmKartol

Y onepaTopa

10| x|
AnapauH|™

Knrou onepatopa

VH@ropMaUna o TOKeHe ‘ PKI |

Onepauru ¢ NPUACKEHWEM

E:}'CTEHDEMWPIN—KD %CMEHMTbPIN-KD

NONB30EATENA. . AAMUHUCTPATOPA. . C)\ Mrnunanusuposate...
KAoun 1 cepTHdUKaTL <

e |e-I041104371043510440104301044 219957

B cnucke omoBpaxarmcs maoaskoe obujedocmynHele 0BLekmIEL
A npocmompa ecex ofibekmoe wiu 9na pedakmupoeanua codepRUMOz0,
Heobxodumo esecmu PIN-ko0.

Beectn PIN-kog

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta PykoBoacTBO Nonb3osaTens 1.0

5. Y106bl 0TO6PA3UTL NONHLIV CIUCOK OBBEKTOB B MAMATU SNEKTPOHHOIO K/OYaA, HAXKMUTE KHOMKY
. OTob6pasnTca cnegytouee okHo (cm. puc. 10).
OkHo BBOAa PIN-Kopa nosb3oBaTena

Beeawute PIN-koa none3oeatens

| - Res
PIM-koa He MoXET BBIT NYCTBIM.

PucyHok 10

6. Bsepgute PIN-Koa nonb3oBaTensa B COOTBETCTBYOLW,EE Noe, Nocae Yero Haxkmute OK.
B okHe EguHoro knneHTa JaCarta oTob6pasmnTca NOHbIN CNUCOK 06bEKTOB BbIGPAaHHOIO NPUIOKEHUA
(cm. puc. 11).

OKHO € NOJ/IHbIM CIMCKOM 06bEKTOB

=10l x|
EanHbi kKnneHT JaCarta AnagawH)™

Knrou onepatopa

Knwou onepatopa MHpopMaUna o TOKeHe ‘ PKI |

Onepauri ¢ NpUAoXeHWeM

%}CTEHDEHTE‘ PIM-koa mCMEHMTb PIM-koa Q TP

NoNb30E3ATENA. .. SAMUHNCTRATORA. ..
KAoun v cepTMdMKaThl EES]

E | le-1041el04371043510440/04301044 219957
: le-1041e!04371043510440!10430!044 2-19957
=& le-1041el043710435104401043010442 19957

PucyHok 11

5.2. IMnopT 06bEKTOB

Y106bI MMNoOpPTUPOBATb 06bEeKT B npunoxeHue, BbiINONHUTE cheagyrouime ,D,eVICTBVIFIZ

1. BbinonHuTe pelicteua M3 nogpasgena 5.1. OTobparkeHne cnmcka 06beKToB.

2.  BbINONHWUTE OAHO M3 CAeAYOLWMX AeNCTBUI:

®  HaXXMUTe NPaBoOi KHONKOM Mbiwu B ceKumm Kntoumn u ceptudurKaTbl U B KOHTEKCTHOM MeHHO Bblbepute
Umnopr;

® Ha)KMMUTEe Ha 3HaYKe E OT06pasuTCcs cnegytolee oKHo (cm. puc. 12).

© 2015, "AnapauH P.A." Crp. 15



EAuHbIN KNneHT JaCarta

PykoBogacTBO Nnonb3oBartens 1.0

OKHO MMMOpT cepTudUKaTa

WunopT ceprmpmkaTa 2=

MyTs K dainy MMmnopTUpyemMore ceptudkaTa

| |

BeeguTe naponk, 2aLLWLLEHOLWINA 3aKPBITEIR KIoY

|:| 3arpysuTe BCH) LENOHK]

3a4aTh MMA KOHTEAHEDS

| |

OTmMeHa

PucyHok 12

3.  BbinonHuTe Heobxoanmble AeACTBUA B COOTBETCTBMMU C Tabanuen 9.

Tabnuuya 9

Hacrpoiika

OnucaHue

MNyTb K daiiny
MMNOPTMPYEMOro
ceptTudmKarta

Bocnonb3ylitecb KHOMKoi 0630p..., YTOObI YKa3aTb NyTb K UMNOPTUPYEMOMY cepTUdUKaTY.

Besegute naponb,
3aWMLLAIOWMIA 3aKPbITbIN

Mone CTaHOBUTCA aKTUBHbIM, €C/IM MMMNOPTUPYEMbIN CEPTUDMKAT COAEPIHKMT 3aLLUMLLEHHDIN naposem
3aKPbITbI KAtOY.

3arpysuTb BCIO LIEMOYKY

®NaKoK CTaHOBUTCA aKTUBHbBIM, €C/IM UMMOPTUPYEMbII CePTUDUKAT COAEPKMUT LLEeNoYKy cepTUdUKaToB
60/1ee BbICOKOrO YPOBHA. YCTaHOBUTE 3TOT G/IaXKOK, €C/IM XOTUTE 3arpy3unThb BCHO LLEMOUKY
cepTudUKaToB.

3aAaTb UMA KOHTelHepa

YcTaHoBUTE GIaKOK, ECIN XOTUTE BPYYHYIO 334aTb UMA KOHTEWHEepa, B KOTOPbIN ByAeT MMNOpTMPOBaH
cepTUdMKaT. B NPOTUBHOM Cy4Yae UMsA KOHTEHepa ByAeT creHeprupoBaH aBTOMATUYECKH.

Tabauya 9
4.  Haxmute Umnopr. Mpu ycnewHom 3aBepLIeHUn onepaummn otobpasuntcs cneaytowiee okHo
(cm. puc. 13).
CoobuieHune 06 ycrnewHoM nmnopTe cepTUduKaTta
| vonewnwo x|
I@I CepTrdmkar yonewHe nMnpopTURoEaH.
k"4
PucyHok 13
5.  Haxmute OK.
MmnopTupoBaHHble 06BbEKTbI 0TObpasaTca B cekunn Kntoum u ceptudmkarol (cm. puc. 14).
Crp. 16
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EAuHbIN KNneHT JaCarta

PykoBoacTBO Nonb3osaTens

OKHO C 0T06pa)KeHMEM MMNOPTUPOBAHHbIX 0b6beKkToB

Enun wnuenT JaC

EauHbi kKnneHT JaCarta

Knrou onepatopa

MHGopMaLna o TOKEHE | PKI ‘

Anagawnd)™

1.0

=101 ]

Onepauri ¢ NPUACKeHUEM

NoNe30EdTENA. .. AAMHWHWUCTRATORA. ..

%}CTEHDEMTbPIN-KDﬂ mCMEHMTbPIN-KDﬂ. Q T

KAun 1 CepTUPHUKaTEI

[ O

E] | Ecertificate

5 a

: An RSA private key object

le-1041e!043f104351044010430!044 2-19957
: le-1041e!043f104351044010430!044 2-19957
- |=# 1e-104104371043510440104301044 219957

5.3. JKCNopT 06bEKTOoB

PucyHok 14

YT06bI 3KCNOPTUPOBATL OBBEKT U3 NPUNOKEHUSA, BbINOJHUTE CAefytolme AeACTBUA:

1. BbinonHWTe AelicTBuA M3 nogpasgena 5.1. OtobparkeHne cnucka o6bEKTOB.

2.

BbINOAHWTE O4HO M3 CeayoWmX AeNCTBUI:

Ha*KMUTE MPaBOM KHOMKOW MbIWN Ha 06bEKTE, KOTOPbIM Bbl XOTUTE 3KCMOPTUPOBATb M BblibepuTe

JKcnopr;

P
Bbl6epMTe 06BbeKT ANA 3KCNOPTa, Nocne 4Yero HaXxXMnTe Ha 3Ha4dke D

OTobpasunTca cneaytouiee okHo (cm. puc. 15).

OKHO 3KCMopT cepTudukaTta

IxkcnopT ceprmdukara ﬂﬂ

Yeamute nyTe u MMA Gaiing gna 3KCNopTHRoEaHNA

| ==

@ 5 gai
B xpaHnuLLe

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.0

3. Bocnosb3oBaBLWMCb KHOMKOW-NepeKtoUYaTesieM, Bbibepute, Kyaa Bbl XOTUTE SKCNOPTUPOBATb
ceptudumKaT:
e B ¢aitn — B 3TOM C/lyyae BocnonbaynTecb KHonKo O630p, 4TobbI YKa3aTb NyTb COXPaHEHMA
aKcnopTupyemoro ceptnudurKara;
e B xpaHunuuwe — ceptTnuduKaT byaeT SKCNOPTUPOBAH B IMUHOE XPaHUAULLE cepTUOUKATOB Ha
KOMMbtoTEpE (NepexoauTe K ciedytolemy wary npoueaypbl).

4. HaxmuTte IKcnopTt. B ciyyae ycnewHoro 3aBepLieHma onepaumm oTobpasuntca COoTBeTCTBYOLLEE
coobuieHue (cm. puc. 16).
CoobueHune 06 ycnewHom aKkcnopTe cepTudukaTa

5I

Ceptudimeat ycnelHo coxpaned & daidn 'ChDownloadshcertificate?. pfx’

OK

PucyHok 16

5. Haxmute OK gna sasepieHma npoueaypsbl.
5.4. YapaneHne o6beKToB
Y1060l yAaNTb 06BEKT, BbINOJIHUTE Ceayowme AeUCTBUA:
1. BbInonHuTe geicTeus us nogpasgena 5.1. OTobpakeHne cnncka 06bEKTOB.
2.  BbINnonHWUTE OAHO M3 CAeayOLWMX AeNCTBUN:
e HaXmuTe NpaBoi KHOMKOM MbILWM HAa 0OBEKTE, KOTOPbIN XOTUTE YA3aNUTb, U Bbibepute YAanuTb;
e BbibepuTe 06BEKT, KOTOPLIV XOTUTE YAA/INTb, NOC/E YEro Ha*KMUTE Ha 3HayKke .
OTobpasunTca cneaytouiee okHo (cm. puc. 17).
OKHO yaaneHns o6beKkTos
x|
Bl 4efCcTENTENEHD XOTUTE YAANWTE BEIAENEHHEBIE 0BBEKTEI?
o |
PucyHok 17

3. Haxmwute [a ana noarsepAaeHus.

5.5. OTobpaxeHne nHpopmaumm ob ob6bLekTe

Y7106bI NPOCMOTPETL MHPOPMaLMIO 06 06BEKTE, BbINMOAHUTE Caeayloume 4eACTBUSA:

1. BbinonHuTe gencTeus us noapasgena «5.1. OTobparkeHue cnMcka 06 bEKTOBY.

2.  BbINOSHWUTE OAHO M3 CAeAyOWMX AeNCTBUN:

®  Ha)XKMMUTe NPaBoi KHOMKOM MbILIM Ha 06beKTe, MHPOPMALMIO O KOTOPOM XOTUTE NPOCMOTPETb, U
BblbepuTe MpocmoTp;

e Bblbepute 06BHEKT, MHGOPMALMIO O KOTOPOM XOTMUTE NPOCMOTPETb, MOC/IE YEro HaXKMMTE Ha 3HauYKe #

OTob6pa3sunTca OKHO, coaepKaliee ceeaeHns o6 obbekTe (cm. puc. 18).

© 2015, "AnapauH P.A." Crp. 18



EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.0

OKHO cBOMCTB cepTUdUKaTa

5I

Ofiuwme |Cocras | MyTb cepTuduKaLM |

! I_\a Ceegenns o cepTndmKare

Hegocratouno nadopMayn ONA NPpoBEpKH 3TONo
cepTwdmKaTa.

KoMy BoigaH: al

Kem Boigan: EntCA

Oeiicteurenen ¢ 31. 07, 2014 mo 31. 07. 2015

¥CTaHOBMTE CEpTHRMKET. .. I ZaAENEHHE MOCTAEWMEE |

MNoapobHee o tg

OK |

PucyHok 18

5.6. MOBTOPHaA MHULNANN3ALUMA O3TYMKA
C/ly4anHbIX Yncen (npunoxxeHue MOCT)

[aHHylo npoueaypy pekoMmeHAayeTca NPoM3BOANTL He pexke, Yem pas B Tpu roga (36 mecsaues).
Y7066l NOBTOPHO MHULMAAN3MPOBATbL AATYMK C/YHaANHbIX YMCEN, BLINONHUTE Cleaytolme AelCTBNA:

1. TMNoacoeguHUTE SNEKTPOHHbIN KOY K KOMMbIOTEPY, 3anycTuTe EanHbIi KnmeHT JaCarta 1 nepelignte B
peXunm afMMHUCTPaTOopa.

2. Bbibepute Bknaaky NOCT.

3.  Haxmute UHuumanusmposatb A,CY. OTobpasuTca cieaytoliee okHo (cm. puc. 19).

OKHo BBOAa PIN-Koga nonb3osaTena

N8 BEINCAHEHNA MHALMANN3ALMK J3THYNKA ClyYantex yncen seegnTe PIN-kog
NoABE30EATENA W HAKMKUTE KHONKY "BeinoaHuTs",

BrincnHeHne onepaLun IAAMET OKONO TPEX MAHYT

PIM-kog none3oBaTENA |

ELIMOAHUTE OTmeHa

PucyHok 19
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.0

4. BeeguTe PIN-Kog nosb3oBaTens U Haxkmute BbinoaHuTb. Mpouecc 3aMMET HEKOTOpoe Bpems
(cm. puc. 20).
Mpouecc MHULMANN3aLMM SaTYNKA CAIYHaNHbIX YMCcen

+: Beinonnaerca wHnuwanwsayma JCY. K gure...

PucyHok 20
Mpu ycnewHom 3aBeplLueHMM 0TobpasnTca cneaytolee okHo (cm. puc. 21).
CoobuieHne 06 ycnewHom MHMLMaNn3aLmMm 4aTunKa CIy4amHbIX Ymucen
Henumanusaunn flaTunka Cryuaiinbig x|
WMHuumannsauma 4at4mka ciyYaiHeix YNCcen BeINenHEHa
YCMELLHO
OK
PucyHok 21

5.  HaxmuTte OK, utobbl 3aBEpLINTL NpOLEAYpPY.

5.7. [JNarHoCTUKa 3NeKTPOHHOro KN4a
(npunoeHue FOCT)

JnarHoCcTuKa BbINO/HAETCA B C/ly4ae BblABAEHUA KaKkux-nmbo HEMCHpaBHOCTEVI B pa60Te nPUNOoXKeHUA.
[na AnarHOCTUKKU NPUNOXKEHUA BbINOAHUTE Caeaylowme ,Cl,eVICTBVIﬂ:

1. MNopcoeanHUTE 3NEKTPOHHbIN KAOY K KOMMbOTepy, 3anyctute EamHblin kKaneHT JaCarta
NepeKkNYNTECD B PEXUM aJMUHUCTPATOPA.

2. Nepengute Ha BKnagKy FOCT.

3.  Haxmute AunarHocTuKa. Mpouecc 3aiMET HeKoTopoe Bpems (cm. puc. 22).

Mpouecc BbINOJHEHMA ANATHOCTUKM

. Beinonnserca gnarnoctuka. K gute...

PucyHok 22
Mpu ycnewHom 3aBeplueHnmM oTobpasnTca cieaytollee okHo (cm. puc. 23).
COO6LIJ,€HM€ 06 ycnewHoOM 3aBeplieHnn AuarHoCTuKn
® JMarHocTika BbINCAHEHE YCNELLIHD
OK
PucyHok 23

4.  Haxmute OK ans 3aseplueHUA npoLesypsol.

© 2015, "AnapauH P.A." Ctp. 20



EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.0

6. PazbnokmposKa PIN-Koga nonb3oBaTtens
(B NpUCYTCTBUN aAMUHUCTPATOPA)

Ecnv nonb3osaTens npeBbICUA MaKCMMaibHOE AOMYCTUMOE HYUC/I0 NOC/eA0BaTe/IbHbIX HEBEPHbIX NOMbITOK
BBoAa PIN-koaa nonb3osaTens, To PIN-kog nonb3osatens 6n1okupyetca. Mpoueaypa pazbaoknposkm PIN-
Ko Nonb3oBaTensa pasMvyaeTca B 3aBUCMMOCTHM OT NPUIOMKEHUA, YCTAHOBIEHHOMO B NaMATb
3NEKTPOHHOrO KAtoYa:

PKI n PKI/BIO — nocne pa3610KMPOBKM aAMUHUCTPATOP A0/KEH YCTAHOBUTbL HOBbIN PIN-KOZ,
nosab3osarens.

FOCT 1 STORAGE — pa3610KMpoBKa 06HyNsieT CHETYMK HEBEPHbIX MNOMNbITOK A0CTYMa, 3HaYeHne PIN-Koaa
No/ab30BaTeNA OCTAETCA NPEXKHUM.

6.1. Mpunoxenua PKI n PKI/BIO

Y106kl pa3bnokunposatb PIN-Koa Nosib30BaTe s, BbINOAHUTE Cleaylolime AeNCTBUA:

5.

10.
11.

12.

13.

MoacoeauHUTE 3NEKTPOHHBIN KN4, Ha KOTOPOM Heobxoanmo pasbnokuposaTb PIN-kog,
No/sb30BaTeNA, K KOMMbIOTEPY.

3anyctute EanHbIN KnneHT JaCarta 1 neperanTe B peXum agMUHUCTPATOPA.

B nesow naHenu EanHoro knveHTa JaCarta Bbl6epuTe HYXKHbI 3NEKTPOHHDBIN KAOY U B LLEHTPaNbHOM
4acTu B 3aBUCMMOCTM OT YCTAHOB/IEHHOTO B NAaMATU 3/IEKTPOHHOTO K/t04Ya NPUIONKEHUA OKHa
Bbi6epuTte BKknagky PKI nam PKI/BIO.

Ecnun PIN-kop, nonb3osaTens 3abnokuposaH, bynet otobpakatbea 3HaYoK Pasbnokuposatb PIN-kopg,
nonb3oBaTtensa (cm. puc. 24).

3HauokK pasbnoknposatb PIN-koa nosb3osaTena

Enmubiit knnenT JaCarta

EauHbia knneHT JaCarta

JaCarta#0B53000130496

JaCarta#0B5 30496966 VHpopMaUmna o TOKeHe ‘ PKI |

Onepauyi C NPUACKEHUEM

PazBnokuporats PIN-
KO NONbL30EATENS,

% Cwmenute PIM-koa
BAMUHWCTRATePE. .

PucyHok 24

Haxxmute Pa3zbnokuposatb PIN-Kog nonb3oBatensa. OTobpasutca cieaytollee oKHo (cm. puc. 25).
Mpurnacute agMMHUCTPATOPA K KOMNbOTEPY.

B none Tekywmii PIN-Kog agMUHUCTPATOPa aAMUHUCTPATOP A0JIKEH BBECTU TeKywmii PIN-Kog,
aAMUHUCTPpaTopa.

B nonsax Hosblii PIN-Kog, nonb3osartens v Noarsep:kaeHue PIN-Koga BBeanTe HoBbIM PIN-Kopg,
nosb30BaTeNa U NOATBEPXKAEHNE COOTBETCTBEHHO, MOC/1e Yero HaXxmuTe BbinONAHUTD.

Mpw ycnewHon pazbaokMpoBKe M HasHaveHmn Hosoro PIN-Koaa nonb3oBaTens oTobpasuTcs
cooTBeTCTBYIOLLee cooblieHne (cM. puc. 26) — HaxkmuTe OK, UuTo6bl 3aKpbITh €ro.
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EAuHbIN KNneHT JaCarta PykoBoacTso nonb3osatena

OKHoO pasbnokunposku PIN-Koza nonb3oBaTens

Pazbnokuposka PIN-KoOa NONbZ0BATE ﬂﬂ

Tekywymit PIN-kog agrauHncTpatopa

| &b

Hogeir PIN-koa nons3oeatenn

| &

MoareepaeHne PIN-koga

PIM-kog He MoXET BbITe MycTBIM.

& Hoewi PIN-kog He 3agaH

EBINOAHNTE 3aKpbITh

COOGLI.I,EHME 06 ycnewHOM BbINO/IHEHUK onepaunn

x

I@I CInepauma BEINDAHEHA YCMELLHO.
k.

OK

6.2. NpunoxeHna FOCT n STORAGE

Y106b1 pazbnokuposats PIN-Ko4 No/ib30BaTeNA, BbINOMHUTE Cieaylolme AedCTBUA:

1. lMoacoegnHWTE 3NEKTPOHHDIN KNKOY, Ha KOTOPOM Heobxoanmo pasbaokuposaTb PIN-Kog,

noNb30BaTeIA, K KOMNbIOTEPY.

2. 3anyctute EguHblit KnneHT JaCarta n nepeingute B peskMm agMmUHUCTPaTopPa.

1.0

PucyHok 25

PucyHok 26

3. B nesoit naHenn EguHoro KnnenTa JaCarta Bbi6epuTe HY}KHbI 3N1EKTPOHHbIN KAHOY U B LLEHTPaIbHOM

4aCTu B 3aBUCMMOCTU OT YCTAHOB/IEHHOIO B NaMATU 3N1EKTPOHHOIO K/1l04a NPUNOKEHNA OKHA

BbibepuTe BKAaaKy FOCT nav STORAGE.

Ecnu PIN-Kog nonb3oBaTens 3abnoKkmMpoBaH, byaet oTobpakaTbca 3Ha4oK Pasbaokuposatb PIN-Kop,

nonb3osartensa (cm. puc. 27).
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EAuHbIN KNneHT JaCarta

PykoBogacTBO Nnonb3oBartens

3HauyoK pasbioknposku PIN-Koga nonb3oBaTens

Equuuiit kment JaCarta

EauvHbit KnneHT JaCarta

PKITOCT
MHGopMaLna o TOKEHE | PKI ‘ rocTt

Onepauri € NPUNOXKEHUEM

oy n{ CraeHuTs PIN-Kkog
® AAMUHWCTPATOPA. .

PazBnoknpoeate PIN-

Q WMuuynanuinposark...

1.0

PucyHok 27

4. Haxmute Pa3bnokupoBatb PIN-Kopg nonb3osartena. OtobpasuTca caeayloliee okHo (cm. puc. 28).
OKHO pasbioknposku PIN-Koza nonb3oBaTens

Pazbnoknposka PIN-koaa nons30EaTens d |

Terywmi PIN-kog agmuHncTpaTepa

&

PIM-kog He MoXET BbITe MycTBIM.

ELINOAHWTE 3aKpLITh

5. lpurnacvte agMMHUCTPATOPA K KOMMbIOTEPY.
6. B none Tekywuit PIN-Koa agMUHUCTpaTOPa agMUHUCTPATOP A0/KEH BBECTU TeKylwmit PIN-Koa,
A4MUWHUCTPATOPA, NOC/IE YErO HaXKaTb BbINONHUTD.

PucyHok 28

Mpu pasbnokuposke PIN-koga nonb3osaTtens cbpacbiBaeTcs CHETYMK HEBEPHbBIX MOMNbITOK BBoAa PIN-Koaa
nosb3oBaTena, Npu 3Tom camo 3HavyeHune PIN-Koaa nonb3oBaTena oCTaéTcA HEM3MEHHbIM.

7. Npwu ycnewHoi pasbnokunposke PIN-koga nosb3osaTtensa 0To6PasmTCa COOTBETCTBYIOLWEE cCoobLLeHne

(cm. puc. 29), HaxkmuTe OK, uTO6bI 3aKPbITL €rOo.

© 2015, "Anapgamu PO

CoobueHre 06 ycrnewHoM BbINOJHEHWM OnepaLmm

x

@ Onepauma BEINCAHEHS YCMELIHO.

PucyHok 29
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EAuHbIN KNneHT JaCarta PykoBoacTBO Nonb3osaTens 1.0

7. Pa3bnokmpoBKa PIN-Koga nonb3oBaTtenA
(B yO3ANEHHOM peXuMe)

Pa3bnokunposka PIN-kKoga nonb3osaTens B yAaIEHHOM peXXUMe JOCTYMHA TONIbKO /15 3/IEKTPOHHbIX
Katouei ¢ npunoxkenmamu PKI n PKI/BIO.

@ [na BO3MOXKHOCTM Pa3bIOKMPOBKM 31€KTPOHHOTO K/HoYa B YAANEHHOM peXMme HeobxoaMmo:

e yT0b6bI B OpraHun3aumm 6bii1a ycTaHOBAEHA CMCTEMA YYETA U YNPABIEHUA annapaTHbIX CPeACTB
ayTeHTUdMKaUMK; B HACTOALLEM AOKYMEHTe AnA npumepa byaeTt ncnosb3oBatbes cuctema JaCarta
Management System;

® [/1A CNy4aeB, CM UCMONb3YOTCA 3/IEKTPOHHbIe Katoum eToken u JaCarta PKI ¢ dyHKumen obpaTHoM
COBMECTMMOCTM C NPOAYKTaMM KOMNaHMK AnagamH, Heobxoaumo, YTobbl OHM Bbian
WMHULMAAN3NPOBAHBI C 3aaaHHbIM PIN-KOLOM afgMUHUCTPATOPA;

® /1A C/lyYaeB, eC/IM UCMONb3YIOTCA 31eKTPOHHbIE Kntoum JaCarta, Heobxoammo, 4Tobbl B KadyecTse PIN-
K043 afMUHUCTPATOPA NPU MHULMANN3ALMM SNEKTPOHHOTO K/toYa bbia 3a4aH Kntoy 3DES.

Y1060l pazbnokmpoBaTb PIN-Kog nonb3oBaTens B ya4aNEHHOM PeXMME, BbINMOJHUTE Cegyowme 4eAcTBUA:
1. TMoAKkaunTe 3NEeKTPOHHbIN KoY ¢ 3ab10KMpoBaHHbIM PIN-KOZ0OM N0/b30BaTeNA K KOMMbIOTEPY U

3anyctute EamHbiii KnneHT JaCarta.

OkHo EgnHoro kKnveHTa JaCarta Ha sKpaHe noJsib3oBaTena ByAeT BbIrA4eTb Cleayowmm obpasom
(cm. puc. 30).

OKHO ¢ 3a610KMpoBaHHbIM PIN-KOZOM MO/Ib30BaTE/IA B PEXXUME NoJIb30BaTeNA

Epmnbiit knwent JaCarta 10| =|
EavHbivi KnneHT JaCarta AnapanH)™
MonbsoBateno JMS
MNonezceatene JIMS

Hazeanwne JaCarta PKI

Mpunoxesna PKI - 2afn0KMPOEAHO
BezonacHelldl Jocmyn K pecypoan

Homep mogenn JaCarta PKI (Laser) Generic
Hazoeume 3mom HOMED Npu oBDAaLERUL 8 IMEXHLIYECKYFD
noddepoxiy:

PucyHok 30
2. Haxmwurte . Ha akpaHe oTobpasutcsa cneaytoliee okHo (cm. puc.31).
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.0

OKHO 3aaaHuAa Hoeoro PIN-koga nonb3oBaTens

Pazbnokupoeka PIN-kKoOa NnoNb30BATENS ﬂﬂ

Texymin PIN-kog agmusmcTpatopa

| | &

Hogeir PIN-koa nons3oeatenn

| | &

MoareepaeHne PIN-koga

PIM-kog He MoXET BbITe MycTBIM.

ELINOAHNTE 33KpLITE

PucyHok 31

3. B nonsx Hosbi#t PIN-koa nonb3oBatens u Moareep:kaeHue PIN-Kopa sBegmTe HoBOe 3HaveHue PIN-
KOZa NONb30BaTeNA U NOATBEPKAEHME COOTBETCTBEHHO, NOC/E Yero HaxkmuTte BoinonHUTb. Ha skpaHe
0oTObpasunTCA cneaytolee okHo (cm. puc. 32).

OKHoO 3anpoc/oTseT

Beegure oTeET gnA:

MNonezceatent JIMS

3anpoc ‘ EF219CB4C01D7594 ‘

Oteer ‘ ‘

OK OTmMeHa

Octanoce noneimok: 7

PucyHok 32

4.  CBsXKMTECb C aAMUHUCTPATOPOM Mo TenedoHy U NPOAUKTYITE emy OToBpakatloWwmiicsa Koz 3anpoca.

AOMUWHUCTPATOP A0/KEH NPOANKTOBATb BaM KOZ OTBETa.

6. BBeauTe Ko oTBeTa B COOTBETCTBYOLEM NoJe (M. puc. 33) M NnoaTBepAUTE BBOA, Ha*KaTUEM KHOMKK
OK.

o

OKHO 3anpoc/oTBeT C BBeAEeHHbIM KOAOM OTBETa

BeeawTe oTeET AnA:

Monezoeatents JMS
3anpoc ‘ EF219CEBAC01D7594 ‘
OTeer ‘ 1471781C583442E0 ‘

Ocranoce nonemok: 7

PucyHok 33

Ecnv Koa oteeTa 6bln BBeAEH BEPHO, Ha IKPaHe Mo/ib3oBaTena 0TobpasmnTca cieayrowee coobuieHne
(cm. puc. 34).
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EAuHbIN KNneHT JaCarta

© 2015, "Anapgamu PO

PykoBoacTBO Nonb3osaTens 1.0

OKHO ycrneLHO BbINOJIHEHHOW Pa3bo0KNPOBKK

| yonewwo RS

@ OnepaLma BEINOAHEHE YCRELLIHOD.

PucyHok 34
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EAuHbIN KNneHT JaCarta

PykoBoacTBO Nonb3osaTens

CoKpalleHnAa n abbpesunaTtypbl

rocr
PIN
PKI

uUsB

© 2015, "Anapgamu PO

FocynapcTBEHHbIN CTaHAapT
(Personal Identification Number) nMuyHbI ono3HaBaTeNbHbI HOMEP
(Public Key Infrastructure) nHbpacTpyKTypa OTKPbLITbIX KAtouein

(Universal Serial Bus) yHuBepcanbHas nocnegosatensHas WwWyHa

1.0
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.0

KOHTaKTbl, TEXHMYECKaA noaaepHKa

Odwuc (obLime Bonpochbl)
Appec: 129226, MockBa, ya. JOKyKuHa, 4. 16, ctp. 1, Komnaxuua "Anagaud P.A."
TenedoHbl: +7 (495) 223-00-01 (MHOroKaHanbHbINM), +7 (495) 988-46-40
®dakc: +7 (495) 646-08-82
E-mail: aladdin@aladdin-rd.ru (o6wmit)

Web: www.aladdin-rd.ru

Bpemsa paboTbl: exxegHesHo ¢ 10:00 go 19:00, Kpome BbIXOAHbIX M NPA3AHUYHbIX AHEN.

TexnogoaepHka
Cnyxba TexnoaaepKm NPUHMMAaET 3anpochl TO/IbKO B NMCbMeHHOM Buae yepes Web-caliT:

www.aladdin-rd.ru/support/index.php

[na onepaTUBHOro peleHns Bale Npobaembl yKaxKMTe UCNoab3yemblii Bamu npoaykKT, ero
BEPCMIO, NOAPOBHO OMULLUTE YCI0BUA U CLLEHAPUMN MPUMEHEHUSA, MO BO3MOXKHOCTH, CHabauTe
CoO0bLLIeHME CHUMKAMM 3KpaHa, NPYMepPamMm UCXOL4HOTO Koaa.
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EAuHbIN KNneHT JaCarta PykoBoacTBO Nonb3osaTens 1.0

Perncrtpauna namMeHeHuUn

Bepcua U3meHeHusA

0.1 draft Co3paHune gOKYMeHTa
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EAuHbIN KNneHT JaCarta PykoBogacTBO Nnonb3oBartens 1.0

[lpegMeTHbIN YKa3aTenb

Onepauny c o6bekTamMy B NaMATU 3NEKTPOHHbIX

P Kntoven, 17
OCHOBHOE OKHO M0/1b30BaTe/IbCKOr0 UHTEpdENiCa,
PIN, 32 7

PIN-kKoa agmuHucTpatopa, 4
PIN-kog nonb3osaTtens, 4
PIN-koa nonb3osatensa no ymoayaHuto, 5 n

PKI, 32 .
MonHbIN cNUcoK 06beKTos, 18

Monb3oBaTens, 4
V) MpunoxeHwue, 4

USB, 32 MposepaTb 06HOBAEHMSA, O

P

Pas6nokuposatb PIN-koz, 24
Pasbnokuposka PIN-koga nonb3osatens, 27
Pexxum agmunHuctpaTopa, 4

A

AamuHuctparop, 4

r Pexkum nonb3oBatens, 4
[OCT, 32

C
ﬂ, CnuncoK obbveKkTos, 17
[aTumK cnyyaliHbix uncen, 22

T
" Tekywmit PIN-kog nonb3oBatens, 11
MmnopTupoBaTb 06BEKT B NpUNoKeHue, 18
MHuunanusauma, 4 y

Ypanutb 06bekT, 21
M
MeHto 6bicTporo 3anycka, 6 )

MeTKa 3/1eKTpOHHOro Kato4a, 8
IKCNOpPTUPOBATL OOBEKT U3 NpunoxeHus, 20

(o)

OKHo 3anpoc/oTBeT, 28
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