Cisco SvsTems

Lab 6.5.3.1 Manage Bridge Configuration and Image Files

Estimated Time: 20 minutes
Number of Team Members: Students will work in teams of two.

Objective

In this lab, the student will learn the features of the wireless bridge configuration dump and the
process used for wireless bridge configuration and image load processes. Additionally, in this lab,
the student will learn the process for distributing firmware and configurations.

Topology

POD P

10.0.0.1/24

PodP

10.0.0.0/24

PC 1
10.0.0.2/24

Preparation
The students will read and familiarize themselves with the concepts in Chapter 6 prior to attempting
this lab.

Tools and Resources
Each team will require the following:
a. One BR350
b. One PC on the wired LAN for bridge configuration
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Step 1 Backup the current configuration file

In order to backup the current configuration files, complete the following steps:

BPod1 Summary Status

Cisco 350 Series Bridge 12.03T

Cisco SYSTEmS

| Home Map | Network | Associations | s | Help | Uptime: 00:2530
Current Associations
Clients: 0 of 0 ‘ Repeaters: 0 of 0 | Bridges: 0 of 1 ‘ APs: 0
Recent Events
Time | Severity | Description
Network Ports Diagnostics
Device Status Mb/s IP Addr. MAC Addr.
Ethernet Up 100.0 10.0.1.1 004096522746
Root Radio Up 11.0 10.0.1.1 0040965aa7dé

a. On PC1, open a web browser and access the bridge. From the Home page, click on the Setup

tab.

BPod1 Setup

Cisco 350 Series Bridge 12.03T

Home | Map | Network | Associations | Serup Logs | Help |

Cisco SYSTEmS

Uptime: 00:27:35

Express Sefup

Associations
Display Defaults Spanning Tree Port Assiznments Advanced
Address Filters Protocol Filters VLAN Service Sets

Event Log
Display Defaults | Event Handling | Motifications
Services

Console Telnet Boot Server Eouting Mame Server
Time Server FIP Web Server SNMP
Cisco Services Security Accounting Proxy Mobile IP

Network Ports Diagnostics
Ethernet Identification Hardware Filters Advanced
Foot Radio Identification Hardware Filters Advanced

b. From the Services section, select Cisco Services.

2-13

Fundamentals of Wireless LANs v 1.2 — Lab 6.5.3.1

Copyright © 2003, Cisco Systems, Inc.




BPod1 Cisco Services Setup Cisco SysTEms

Cisco 350 Series Bridge 12.03T

Home |£J Network | Associations ﬁu Logs | Help | Uptime: 00:29:23

Manage Installation Kevs

Manage Svstem Confisuration

Distribute Configuration to other Cisco Devices

Distribute Firmware to other Cisco Devices

Hot Standby Management

Cisco Discovery Protocol (CDP)

Fully Update Firmware: Through Browser From File Server
Selectively Update Firmware: Through Browser From File Server

Locate unit by flashing LEDs: " Enabled @& Disabled

Applyl OK | Cancel | Restore Defaults

c. Click on the Manage System Configuration link.

BPod1 System Configuration Setup Cisco SYSTEMS

Cisco 350 Series Bridge 12.03T

_Home | Map | Network |  Associations | Setup | Logs | Help | Uptime: 00:30:28

"WARM"RESTART SYSTEM NOW | "COLD" RESTART SYSTEM NOW |

Download Non-Default Svstem Configuration Except IP Identity

Reset System Factory Defaults Except IP Identity

Download Non-Default System Confisuration Download All System Configuration

Reset All System Factory Defaults |

Additional System Configuration File: | Browse... |
Read Config File from Server | Browser Update Now | Done |
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d. Click onthe Download All System Configuration button.

BPod1 System Configuration Setup Cisco SysTEMs
Cisco 350 Series Bridge 12.03T ®
Home | Map | Network |  Associations | Setup | Logs | Help | Uptime: 00:30:28
File Download X |bLD" RESTART SYSTEM NOW |
o ] Some files can ham your computer. i the file information below
! 2 looks suspicious, or you do not fully trust the source, do not open or
save this file.
File: name: BPod1.ini |
File type: Configuration Settings
1 From: AL All System Conficuration
) Would you like to open the file or save it to your computer? — Browse.. |
Open | Save I Cancel More Infa
v Abways ask before opening this type of file Browser Update Now | Done |
I,
e. When the File Download screen appears, click the Save button.
BPod1 System Configuration Setup Cisco SysTENs

Cisco 350 Series Bridse 12.03T

EEEsaveAs 20x||

Savein: I&}Gsco ;I e _? 2 [inl>
MATA
My Recent
Documents
| (&
Saving:
I BPod L.ini fror Desktop
Estimated tim ‘
Download to:
“ Transferrate UGN LEE
. W Close this .
| IE
-~
"
My Metwork File name: IEPod'l ;I Save
e Earias T Flaces
e Save as type: ICorrfigumtion Settings ;I Cancel

o
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f. Choose a file name and location or click Save to accept the defaults.

In this example, BPod1.ini was selected as the file name, and C:\Cisco directory was selected as
the location to save the configuration file.

_lo|x|

File Edit View Favorites Tools Help "
Back v () ~ (¥ | J)Search |~ Folders |53~

Address Ihi'l C:\Cisco ~| M

r

_ . e BBodi
File and Folder {ﬁ Configuration Settings
=) Make a new 20 KB
fﬂlde_f _ c1200-kow7-tar.122-11.JA
& Publish this TAR File
folder to the 3,315 KB
Web
&/ Share this
folder

- |4 |

g. Verify the configuration file is saved on PC1.

B BPod1 - Notepad _ ol x|
File Edit Format View Help
[t===Beginning of BPodl (Cisco 350 Series Bridge 12.03T) fj
Configuration File===

dotllauthenticationResponseTimeQut . 2=2000
dotllPowerManagementMode. 2=active
dotllDesired3SID. 2=BR1
dotllOperationalRateSet . 2="x82 x84 3x8b~x9%6
dotllBeaconPeriod. 2=100

dotll1DTIMPeriod. 2=2
dotllissociationResponseTimelut . 2=2000
dotllMultiDomainCapabilityEnabled. 2=false
dotlliuthenticationdlgorithmsEnable. 2. l=true
dotllauthenticationdlgorithmsEnable. 2. 2=false
dotlliuthenticationdlgorithmsEnable. 2. 3=false
dotllPrivacyInvoked. 2=false

dotl1lWEFPDefaul tKeyID. 2=0
dotl1WEPKeyMappingLlength.2=0
dotllExcludeUnencrypted.2=false
dotllRTSThreshold. 2=2339
dotllShortRetryLimit. 2=32
dotlllongRetryLimit.2=32
dotllFragmentationThreshold.2=2338
dotllMaxTransmitMSDULifetime . 2=5000
dotllMaxReceivelifetime.2=10000
dotllChanneligilityEnabled. 2=false
dotllCurrentTxAntenna. 2=diversity
dotllCurrentRxAntenna. 2=diversity
dotllCurrentTxFowerLevel . 2=6
dotllCurrentDwellTime. 2=19
dotllCurrentsSet. 2=1

dotllCurrentPattern.2=1
dotllCurrentChannel. 2=6
dotllCurrentCCiMode. 2=1

=2 t Wirelegs Communications. Inc.
rsysNamezBPodl ﬂ
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h. On PC1, open the configuration file with Notepad. Edit the “sysName="value to BPodlbackup.
i. Save the changes and exit Notepad.

Step 2 Load a configuration file

If the configuration is ever lost or corrupted, it can be restored by using the Additional System
Configuration File. This is an option from the Cisco Services Setup menu or page to move the
configuration file into the bridge. The system automatically restores the configuration based on these
commands.

In order to load a configuration file, complete the following steps:

a. Onthe Cisco Services Setup page, click on the Manage System Configuration button.

BPod1 System Configuration Setup Cisco SYSTEMS
Cisco 350 Series Bridge 12.03T ®
Home | Map | Network |  Associations | Setup | Logs | Help | Uptime: 00:30:28

"WARM" RESTART SYSTEM NOW | "COLD" RESTART SYSTEM NOW |

Dowmnload Non-Default System Configuration Except IP Identity
Reset System Factory Defaults Except IP [dentity

Download Non-Default Svstem Configuration Download All Svstem Configuration

Reset All System Factory Defaults |
Additional Systemn Configuration File: | Browse .. |

Read Config File from Server | Browser Update Now | Done |
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b. From the System Configuration Setup Page, click on the Browse... button near the Additional

System Configuration file: field.

BPod1 System Configuration Setup

Cisco 350 Series Bridge 12.03T

BB A Choose file 20|

Cisco SYSTEMS

Look in: I |3 Cisco

~| «®cFEr

WA -
E BPod1
I [21c1200-kow7-tar. 122-11.
Download Ne [N [211200-kow7-tar. 122-11.JA
Documents
R [@
Dovwnload N¢ [
Rese ‘
My Documents
Additional Sy =
o f
My Computer
»

-

File: name:

My Network
Places

|BPod

Cigco 350 Series Br

Fles oftype: Al Files (")

[ |
=

C.

Choose the configuration file BPod1 that is to be loaded and click the Open button.

MBPodlbackup System Configuration Setup

Cisco 350 Series Bridge 12.03T

Home | Map |

Network |  Associations

"WARM" RESTART SYSTEM NOW |

| Setup | Logs | Help |

Cisco SYSTEMS

Uptime: 00:48:38

"COLD"RESTART SYSTEM NOW |

Download Non-Default Svstem Confisuration Excepr IP Identity

Reset System Factory Defaults Except IP Identity

Download Non-Default Svstem Configuration

Download All Svstem Configuration

Reset All System Factory Defaults |

Additional System Configuration File: |

Read Config File from Server |

Browse. .. |

Browser Update Now | Done |
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d. Click the Browser Update Now button to load the file. After about 10 seconds, the page will
update. Notice the System name will change in the upper left corner.

1. Was it possible to load the saved configuration file into the current configuration of the
bridge? How is this confirmed?

Step 3 Update bridge firmware using a browser
Bridges may need to be updated to provide new services or greater security features.

In order to update firmware using a web browser, complete the following steps:

Home | Login | Register

Cisco SysTEMS

Technical Support ~ |W o]

MICAL SUPPORT
/ARE CENTER O (Y EA TN b O

DOWNLOADS

Wireless LAN Software

Cisco Aironet Wireless LAN Client Adapter Firmware, Drivers and
Utilities

Wireless LAM client adapters require firmware, drivers and utilities for
full functionality. Please select the link below to visit the new Wireless
LaM Client Adapter web page.

m Cisco Aironet Wireless LAN Client Adapters

Cisco Aironet Access Point Firmware and Utilities
Wirelezs Software Includes access point MIBs and Technology Releases (T).

Cisco Aironet Conversion Tool or Cisco 103 Software
Cizco Aironet 1200 Series (Cisco |08 Software)
Cisco Aironet 1200 Series (WVWarks

Cisco Aironet 1100 Series

Cisco Aironet 350 Series

Cisco Aironet 240 Series

Cisco Aironet 4300 Series

Cisco Aironet Wireless Bridge Firmware and Utilitie:

m Cisco Aironet 1400 Series
m Cisco Aironet 350 Series
n
n

Cisco Aironet 340 Series
Cisco Aironet 4300 Series

a. Download the latest BR350 image from Cisco.com. Save the image file on PC1.
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BPod1 Cisco Services Setup Cisco SYSTEMS

Cisco 350 Series Bridge 12.03T

_Home | Map | Network | Associations | Setup | Logs | Help | Uptime: 01:10:03

Manage Installation Kevs

Manage Svstem Confiouration

Distribute Configuration to other Cisco Devices

Distribute Firmware to other Cisco Devices

Hot Standby Manapement

Cisco Discovery Protocol (CDP)

Fully Update Firmware: Through Browser From File Server
Selectively Update Firmware: Through Browser From File Server

Locate unit by flashing LEDs: " Enabled ' Disabled

Applyl 0K | Cancel | Restore Defaults

b. From the Cisco Services Setup Page, click on the Fully Update Firmware: Through Browser
link.

BPodl Update All Firmware Through Browser Cisco SYSTEMS

Cisco 350 Series Bridge 12.03T

Home | Map | Network | Associations | Setup | Logs | Help | Uptime: 01:14:02

Current Version of System Firmware: 12.03
Current Version of Web Pages: 1203
Current Version of Internal Radio Firmware: 5.200
Retrieve All Firmware Files
New File for All Firmware: Browse... |
Browser Update Now | Daone |

c. From the Update All Firmware Through Browser Page, click on the Browse... across from the
New File for All Firmware:
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BPodl Update All Firmware Through Browser Cisco SYSTEMS
Choose file 2] x|

x| = ®EckEr

Cisco 350 Series

. I | Look in: IE}GSCD

Current Versior E Bonsai_release_Enterprise
Current Versios i

“4BPod1
Current Versios [ c1200-kow7-tar.122-11.JA

Retrieve All Fir @

_

New File for A

My Documents

o

My Computer

-
My Network File name: IBonsai_reIease_Ewterprise
Flaces

Cizco 350 Series Brids

&l
§

Files of type: [ Al Files ()

d. Select the downloaded BR350 image file and click the Open button.

BPodl Update All Firmware Through Browser Cisco SYSTEMS

Cisco 350 Series Bridge 12.03T

Home IM Network | Associations |% Logs | Help | Uptime: 01:14:02

Current Version of System Firmware: 12.03
Current Version of Web Pages: 12.03
Current Version of Internal Radio Firmware: 5200

Retrieve All Firmware Files

New File for All Firmware: |C:HCiscoIBonsai_release_Er Browse... |

| Browser Update Now Daone

e. The image file location will now appear in the field.

Note If the bridge has the latest image installed, skip the next step. If the bridge requires updating, ask for
instructor permission before upgrading.

f. Click on the Browser Update Now button.

Note Do not interrupt the update process one the update begins. This will corrupt the bridge operating
system, rendering the bridge inoperable.
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Step 4 Distribute bridge firmware

The Cisco Services Setup menu provides an option for distributing firmware or configuration from

one bridge to all other bridges on the infrastructure. These options reduce the time needed to
perform firmware upgrades or make global changes to the configuration.

In order to distribute firmware, complete the following steps:

BPodibackup Cisco Services Setup

Cisco 350 Series Bridge 12.03T

Manage Installation Kevs

Manage Svstem Conficuration

Distribute Confisuration to other Cisco Devices

Distribute Firmware to other Cisco Devices

Hot Standby Management

Cisco Discovery Protocol (CDP)

Locate unit by flashing LEDs: " Enabled & Disabled

Cisco SYSTEMS

Home Ig | Networls | Associations I& Logs I Help | Uptime: (0:39:08

Fully Update Firmware: Through Browser From File Server
Selectively Update Firmware: Through Browser From File Server

Applyl OK | Cancel | Restore Defaults

page.

a. Click on the Distribute Firmware to other Cisco Devices from the Cisco Services Setup

BPodlbackup Distribute Firmware

Cisco 350 Series Bridge 12.03T

Current User:

Distribute All Firmware:

Home | Map | Network | Associations | Setup | Logs | Help |

User Manager Not Enabled

Cisco SYSTEMS

Uptime: 00:33:12

% yes

Current Version of System Firmware: 12.03
Current Version of Web Pages: 12.03
Current Version of Internal Radio Firmware: 5200

Status: INACTIVE

firmware option.

Ltltltl:’
(=]

% Abort

b. From the Distribute Firmware Page, choose the yes radio button on for the Distribute all
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c. Click the Start button.

BPodlbackup Distribute Firmware

Cisco 350 Series Bridge 12.03T

Distribute All Firmware:

Current Version of System Firmware: 12.03
Current Version of Web Pages: 12.03
Current Version of Internal Radio Firmware: 520U

Status: SEARCHING

Home | Map | Network | Associations | Setup | Logs | Help |

Current User: User Manager Not Enabled

Cisco SYSTEMS

Uptime: 00:36:26

The bridge will search for other bridges to distribute its firmware to, which is indicated by the
SEARCHING status in the lower left hand corner of the page. If it locates a bridge, the distribution
will occur automatically. If no other bridges are available, the status will display INACTIVE.

Step 5 Reset the bridge configuration

The bridge provides an option to restore the bridge configuration back to factory defaults using a web

browser. In order to reset the bridge, complete the following steps:

BPod1 Cisco Services Setup

Cisco 350 Series Bridge 12.03T

Home | Map | Network | Associations | Setup | _Help |

Manage Installation Kevys

Manage Svstem Configuration

Distribute Configuration to other Cisco Devices

Distribute Firmware to other Cisco Devices

Hot Standbv Management

Cisco Discovery Protocol (CDP)

Fully Update Firmware: Through Browser
Selectively Update Firmware: Through Browser

Locate unit by flashing LEDs: " Enabled & Disabled

Applyl oK | Cancel |

Cisco SysTEmS

Uptime: 00:29:23

From File Server
From File Server

Restore Defaults |

a. From the Cisco Services Setup page, click on the Manage System Configuration link.
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BPodi System Configuration Setup Cisco SYSTEMS

Ciszco 350 Series Bridge 12.03T

Home | Map | Network |  Associations | Setup | Logs | Help | Uptime: 01:27:57

"WARM" RESTART SYSTEM NOW | "COLD" RESTART SYSTEM NOW |

Download Non-Defaunlt Svstem Configuration Except IP Identity

Reset System Factory Defaults Except IP [dentity |

Download Non-Default Svstem Configuration Dowrﬂoa.@ Confisuration

Reset All System Factory Defaults |

Additional System Configuration File: | Browse... |
Read Config File from Server | Browser Update Mow | Daone |

b. From the System Configuration Setup Page, click on the Reset All System Factory Defaults
button.
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