Cisco SvsTems

Lab 2.6.5.2 Using ADU Utilities

Estimated Time: 10 Minutes
Number of Team Members: 2 students per team

Objective

Students will use the Aironet Desktop Utility (ADU) to complete the following tasks when using a
Cisco Aironet IEEE 802.11a/b/g Wireless Adapter:

e Assess the performance of the Radio Frequency (RF) link
e View the general and advanced transmit/receive statistics
e View the adapter information

e Run and analyze troubleshooting reports
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Scenario

The ADU provides tools that enable a wireless technician to assess the performance of the client
adapter and other devices on the wireless network. ADU diagnostic tools perform the following
functions:

e Display the current status and configured settings of the client adapter
e Display statistics pertaining to the transmission and reception of data of the client adapter
o Display a graphical image of the client adapter RF link

e Run an RF link test to assess the performance of the RF link between the client adapter and
its associated AP.

Preparation

The instructor will prepare one AP that will be used by the whole class to perform this lab exercise.
An IP address and SSID must be configured for the AP. The instructor must announce or post the
AP SSID to which student clients should connect.

Step 1 View the current status of the client adapter

Open the ADU application from either the Start Menu or by right-clicking the client monitor icon from
the System Tray. From the Current Status tab, a number of useful settings can be seen.

[ Cisco Aironet Desktop Utility - Current Profile: Airport 7] x|

Action  Options  Help

Current Status | Prafile Management | Diagnostics

Ci1sco SYSTEMS Profile Mame:  Airport

Link Status:  Aszociated

Server Bazed Authentication:  Mone Data Encryption:  Maone
Metwork Tepe:  Infrastructure Current Channel: &
Wirglesz Mode: 2.4 GHz 54 Mbpz [P Address:  192.168.0.103
Signal Strength: | Excellent

Record the following information from the Current Status screen:;

1. Profile Name:

2. Network Type:

3. Data Encryption:
4. Adapter IP Address:

If the connection is made from a laptop computer, move the computer to another part of the room
and observe the Signal Strength. The graphical display should change as the adapter receives a
stronger or weaker signal from the access point.
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Step 2 Advanced information

The Advanced button can be used to view more detailed statistics for the adapter. Information in the
Advanced Status window includes settings that have been assigned for SSID, Channel, and

Available Power Levels.

If the access point has been configured to move to the least congested channel, the information in
this screen can be used to determine which channel has been selected.

1. Record the current Channel from the Advanced Status screen for the adapter:

2. Record the current Link Speed:

3. Record the Signal Strength and Quality:

Advanced Status

Mebwark: Mame (55107 default

Server Bazed Authentication: Mone

Drata Encryptior: MHaone

Authentication Tope: Open

Mezzage Inteqrity Check: MHaone

Agzociated AP Mame:

Agzociated AP IP Address: 0000

Azzociated AP MAC Address: 00-00-g3-EB-CF-8a

Power Save Mode: Cakd [Constantly fwvake Mode]
Current Power Level: 100 s

brailable Power Levels [B02.17a); 40, 25, 20, 13, 10 mw
Arailable Power Levelz [B02.11bAg); 100, 63, 50, 30, 20, 10 mw

[

Current Signal Strenagth: 933
Current Signal Quality: 4%
Ip Tirne: 00:26:04
30211k Preamble: Shart & Lang
Current Link, Speed: 6.0 Mbps
Channel; B
Frequency: 2437 GHz
Channel Set: America

0K |
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Step 3 Diagnostics

The Diagnostics tab has several useful utilities. Basic transmit and receive statistics are presented
on the main page. These statistics are useful to determine if the adapter is sending and receiving
wireless data.

Etiscn Aironet Desktop Utility - Current Profile: Airpork ed A

Action  Options  Help

Cuirert Statuz | Profile Management  Diagnostics

— Tranzmit
b ulticast Packets: 0

Broadcast Packets: 0

Advanced Statiztics |

Unicazt Fackets: 1
Total Bytes: 95 |

Troubleshooting

— Receive
Multicazt Packets: 0
Broadzast Packets: 10
Unicast Packetz: 0
Total Bytes: 3332
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Clicking the Advanced Statistics button will open up a window with more detailed information for
the wireless connection. Two of the most useful categories of information in this window include
authentication statistics and encryption error statistics. When security is applied to the access point,
these statistics will be useful to determine if the adapter has had authentication or encryption errors.

— Tranzmit
Frames Transmitted OF; ] RTS Framesz: ]
Frames Fetred: ] CTS Framesz: ]
Framesz Dropped: ] Mo CTS Frames: ]
Mo ACE. Frames: ] Fetied BTS Frames: ]
ALK Frames: ] Fetried [0 ata Frames: ]

— Receive
Beaconz Received: 29 Authentication Time-0Out; 1]
Frames Received OF.; ] Authentication Fejects: 1]
Framez Received with Ermors: ] Bgzociation Time-0ut; 1]
CRC Errors: ] Bgzociation Rejects: 1]
Encryphion Errors: ] Standard MIC OF: ]
Duplicate Frames: ] Standard MIC Erors: 1]
AP Mizmatches: ] CEIP MIC Ok ]
[ata B ate Mizmatches: ] CKIP MIC Errars: ]

The Adapter Information button opens a window that provides information about the adapter
hardware. One very useful parameter displayed is the adapter MAC address.

1. Record the adapter MAC address here:

Adapter Information

Card Mame:
tAC Address:

Drriveer:

Drriver Yerzion:

Drriver D ate:;

Serial Mumber:

Clignt M arne;

Cizco Aironet 30211 a/bAg Wireless Adapter
00-40-36-45-24-23

CWWARM T seystem32SDRIMER S \caoo2 1. avs
1.1.0.10

10 Jun 2004 20:08:50

AMBOST90 46

SCORER-W2KT

2l x|

0K |
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Step 4 Troubleshooting

The Troubleshooting button is used to access the built in diagnostic tests. Click the Start Test
button to begin the diagnostic tests.

= |Troubleshooting Utility EI

— Test result / repart

Rurnning Driver inztallation test .
Test pazsed
Running Card inzertion test
Test paszed

Running Card enable test ...
Test paszed
Funning Radio test .
Test pazsed
Funning Aszociation hest
Test pazzed
Rurning Authentication test .
Test bypazsed.
Running Metwork, test

Test paszed

Start Test I Save Hepart.. Wiew Repart

Once the tests have completed, a detailed report can be viewed. This report provides useful
information for troubleshooting both the hardware and software configuration of the wireless adapter.

% | Troubleshooting UEility x|

— Test result £ report

Wironet Deskiop Utilig -
Troubleshooter report...
Fepaort date: \Wednesday, September 15, 2004

Marme: Driver ingtallation best
Dezcription: Thiz test iz bo check the radio driver installation.
The radio's registy keys are OF.

Mic name. ... .. ... Cizco Aronet 802,11 a/bdg Wireless Adapter
Dirivername . ... ... CSCO2N
Diriver path. ... CSWINNT SepstemZ25DRIYER Sesco2] . ays
Drriver wersion. . ... .2 1.1.0.10
Wotive Profile Mame . Airport

Test Done: The radio driver has been inztalled.

Start Test Save Report... | Wiew Besuls I

6-7 Fundamentals of Wireless LANs v 1.2 — Lab 2.6.5.2 Copyright © 2003, Cisco Systems, Inc.



Scroll through the test results and record the following information:

1. Active Profile Name:

AP name:

2
3. AP IP address:
4

Default network gateway:
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