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Lab 8.4.5.1 Configuring LEAP/EAP using Local RADIUS Authentication

Estimated Time: 40 minutes

Number of Team Members: Students can work in teams of two.

Objective

In this lab, the student will learn about the second generation of Wireless LAN security and how to
implement LEAP on a Wireless LAN for secure client authentication.

The main steps to this lab are:

1.

Topology

N o o k0D

Configure AP WEP Key or Cipher

Configure RADIUS Server

Configure Local RADIUS Server

Configure Users

Configure and verify LEAP/EAP Authentication on the AP
Configure LEAP/EAP on the client (PC2) through ACU

Monitor the connection, login, and authentication statistics

POD P

»
PC 2

10.0.P.0/24

10.0.P.11/24
(optional
DHCP server)

(
PC 1
10.0.P.10/24
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Scenario

One way to secure wireless LANs and improve network security is to use authentication for
accessing the AP. Wireless clients can use Extensible Authentication Protocol (EAP) to authenticate
to a wireless LAN. 802.1x local RADIUS authentication is available on the 1100 and 1200 APs. This
allows LEAP/EAP to be used without requiring a Cisco Secure ACS Server. Furthermore, this
feature provides a backup for ACS Servers in an Enterprise network.

Preparation

Prior to this lab, the Cisco Aironet AP should be configured to allow clients to associate. The IP
address, hostname and SSID should be configured on the AP. A PC should be installed with a Cisco
Aironet Client Card, and it should already be associated to the AP.

Cable the equipment according to the Topology.
Update the Aironet Client Utility version 6.0 or later.

Tools and Resources
Each team of students will require the following:
o Cisco Aironet AP
e Hub or switch

o Awireless PC, laptop, or handheld (PC2) with a Cisco Aironet Client Adapter Card and utility
properly installed and configured.

¢ One wired PC (PC1)

Step 1 Configure the AP WEP keys or cipher

Cisco 1200 Access Point

RADIO0-802.11B

RADIO1-802.11A

ap uptime is 1 hour, 46 minutes

Hostname ap

Security: Encryption Manager - Radio0-802.11B

| SECURITY Encryption Modes
| Admin Access
| 88ID Manager " None
|_Encryption Manager & WEP Encryption IMandalury -
Server Manager . .
T Local RADIUS Server Cisco Compliant TKIP Features: [~ Enable MIC I~ Enable Per Packet Keying
Advanced Security " Cipher IWEP 128 bit -
Encryption Keys
Transmit Key Encryption Key (Hexadecimal) Key Size
Encryption Key 1: o sesssssssssssssssssete |123 bit ~
Encryption Key 2: e ITZB bit =
Encryption Key 3: e ITZB bit =
Encryption Key 4: e ITZB bit =

In order to enable Cisco LEAP on the AP, WEP Encryption or a Cipher must be enabled.

a. From the SECURITY>Encryption Manager Page of the AP, configure the Encryption Key 1.
b. Click on the WEP Encryption radio button.

c. Select Mandatory.

d. Click Apply-All.
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e. The Cipher option can be used for greater security. What options are available?

Step 2 Configure RADIUS server

Cisco 1200 Access Point

SERVER MANAGER

GLOBAL PROPERTIES

ap uptime is 2 hours, 19 minutes

Hostname ap

Security: Server Manager

Backup RADIUS Server

SECURITY
Admin Access

[1001.

$SID Manager Backup RADIUS Server: (Hostname or IP Address)

Encryption Manager

Shared Secret:

Server Manager
Local RADIUS Server
Advanced Security

Apply | Delete Cancel

Corporate Servers

Complete the following steps to configure the Backup RADIUS Server from the SECURITY>Server
Manager Page:

a. Enter the IP address of the Local RADIUS server in the Server Name/IP entry field. This will be
the IP address of the AP where the local RADIUS database is running. Should be 10.0.P.1

b. Enter the Shared Secret key of secretkey
c. Click Apply.

Step 3 Configure local RADIUS server

Cisco 1200 Access Point

GEMNERAL SET-UP

ap uptime is 2 hours, 22 minutes

Hostname ap

Security: Local RADIUS Server - General SetUp

SECURITY

Network Access Server

Admin Access
SSID Manager

Current Network Access Servers

Encryption Manager

Senver Manager 10.01.1 Network Access Server: |1DD_11 (IP Address)
Local RADIUS Server

Advanced Security Shared Secret: W

Delete
Apply | Cancel |

Complete the following steps to configure a Local RADIUS Server from the SECURITY>Local
RADIUS Server Page:

a. Click on the GENERAL SET-UP tab.

b. Enter the IP address of the Local RADIUS server in the Server Name/IP entry field. This will be
the IP address of the AP where the local RADIUS database is running, 10.0.P.1

Enter the Shared Secret key of secretkey
Click Apply.
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Step 4 Configure users

Local RADIUS Server 10001

Advanced Security Shared Secret:
Delete
Apply | Cancel
Individual User
Current User List
Username: I
aaauser
cisco Password: I  Text © NT Hash
Confirm Password: I
Delete Group Name: |< NONE> ~
Apply | Cancel

Complete the following steps to configure users from the SECURITY > Local RADIUS Server Page:
a. Continue from the GENERAL SET-UP tab.

b. Enter the following users:

User Username Password

1 aaauser aaapass

2 Cisco1 ciscopass
c. Click Apply.
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Step 5 Configure authentication on AP

Cisco 1200 Access Point

RADIOD-802.11B

RADIO1-802.11A

Hostname ap ap uptime is 45 minutes

Security : 551D Manager - Radio0-802.11B

SECURITY SSID Properties
Admin Access )
$SID Manager Current SSID List
Encryption Manager < NEW > SSID: IP\P‘I
Server Manager
Lacal RADIUS Server VLAN: <NONE > ~ I Define VLANS
Advanced Security
Delete-Radiol o .
Delete-All :
™ Open Authentication: |< NO ADDITION> ;I
I Shared Authentication: | < NO ADDITION> =
¥ Network EAP: <NQ ADDITION > -
Authenti d Key M
= None  CCKM: | Mandatary = I £ WPA: |Optional =

WPA Pre-shared Key: # ASCIl ¢ Hexadecimal

EAP Client (optional):

Usemame: Password:

Association Limit (optional): (1-255)
" Enable Proxy Mobile IP

¥ Enable Accounting

Apply-Radiod | Apply-All I Cancell

In order to enable Cisco LEAP on the AP, complete the following steps to configure the
Authentication Method:

a. Onthe SECURITY>SSID Manager page of the AP, create a new SSID of APP, where P is the
Pod number.

b. Check the Network EAP box.
c. Click the Apply-All button.
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Step 6 Verify the LEAP configuration

Cisco 1200 Access Point

ap uptime is 8 minutes

Hostname ap

Read-Only Read-Write

Cisco
$SID Shared Network EAP

none
SSID Shared Network EAP

none
Encryption Mode TKIP WEP40bit WEP128bit CKIP CMIC Key Rotation
Cipher
Encryption Mode TKIP WEP40bit WEP128bit CKIP CMIC Key Rotation
Cipher
Server Name/IP Address Proxy Mobile IP Admin Accounting
10.0.1.1 RADIUS v

From the SECURITY Home page of the AP, verify Network EAP is checked and the only SSID is
APP. The default tsunami SSID should be deleted for security. Also verify the Server Based
Security is configured correctly as shown.

6-9 Fundamentals of Wireless LANs v 1.2 — Lab 8.4.5.1 Copyright © 2003, Cisco Systems, Inc.



Step 7 Configuring LEAP on the ACU

350 Series Properties - [LEAP]

In order to enable the EAP in the Aironet client utility, complete the following steps:

a. On PC2, configure the TCP/IP settings for the Wireless Network Connection if a DHCP server
is not available. Otherwise, when the client authenticates, the wireless PC will not be able to
communicate through IP.

i IP address of 10.0.P.12
il Subnet mask of 255.255.255.0
iii. Gateway of 10.0.P.254

LAN or High-Speed Internet

Wireless Network Connection 3
Enabled
— Cisco Systems 350 Series PCMCIA W...

— v [y —

b. Go to the Network Security tab in the Aironet Client Utility on PC2 and each of the wireless
client computers.

c. Select the LEAP from the Network Security Type: drop down list and click Configure.

7-9

Fundamentals of Wireless LANs v 1.2 — Lab 8.4.5.1 Copyright © 2003, Cisco Systems, Inc.



LEAP Settings X|

—LEAP Uzer Mame and Pazsword Settings

A~ Use Temporary Uzer Name and Passward

=) [ze windawe een Hiame atd Fasswond
| sutanmaticall Franmet fan LEEE U zer Hame atd Fasswerd
| Famualli Bramet fon LESE zer M ame. and Easswend

1% Usze Saved User Mame and Password

Idzer Mame: Iaaauser

EET R

Paszword: I

EET R

Confirm F'asswu:uru:l:l

Dramair: I

[ Include Windows Logon Domain with User Mame

[~ Mo Metwark Connection Unless User |z Logged In

LEAP Authentication Timeout ¥ alue [seconds]; IE":I
Defaultz | k. I Cancel | Help

d. Click on Use Saved User Name and Password.

i. Enter aaauser for the User Name.
ii. Enter aaapass for the Password.
iii. Enter aaapass for the Confirm Password.
iv. Uncheck the two checkboxes at the bottom of the LEAP Settings window.
v. Click OK.

e. In the profile manager, select the profile which LEAP is configured on and click OK. If a save
username and password was not configured, an authentication screen should come up asking
for a user ID and password. Type in the following.

i. The username for authentication is aaauser.
ii. The password for authentication is aaapass.
f.  The ACM icon should change to green once the authentication is complete.

g. From PC1, PC2 or the ACS Server, browse to the AP ASSOCIATION page to verify the
connection.

h. What are the three authentication states?
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Step 8 Verify the wireless connection

Cisco 1200 Access Point

Hostname ap

Association

Clients: 1

Repeaters: 0

ap uptime is 1 hour, 41 minutes

View: M Client M Repeater

Apply

Radio802.11B

SSIDAP:

Device Type Name IP Address MAC Address State Parent VLAN
350-client = 0.0.0.0 0007.eb31.7c12 EAP-Associated self nene
Radio802.11A

From the ASSOCIATION page of the AP, verify the association state. This should display all of the
connected clients.

EVENT LOG

Motification Options

Configuration Options

Cisco 1200 Access Point

Hostname ap

ap uptime is 2 hours, 34 minutes

Start Display at Index: |1 Max Number of Events to Display: IQD Previous I Next | Refresh | Clear
Index | Time Severity Description

1 Mar 102:27:22139 #information Interface Dot11Radio0, Station 0007.eb31.7¢12 Associated KEY_MGMT[NONE]

5 Mar 1 02:27-20 820 #information Lgt‘?cl“face Dot11Radio0, Deauthenticating Station 0007.eb31.7c12 Reason: Previous authentication no longer
3 Mar 1 02:27:20 820 ‘Warning Packetto client 0007 eb31.7¢12 reached max retries, remove the client

From the EVENT LOG Page of the AP, check the association logs.

STATISTICS

Hostname ap

Cisco 1200 Access Point

ap uptime is 11 minutes

Security: Local RADIUS Server - Statistics

SECURITY Local RADIUS Server Information
|| S mATEEY Successful Authentication 1 | Unknown Usernames 0
1 SSID Manager
Encryption Manager Client Blocks 0 | Invalid Passwords ]
| Server Manager Unknown NAS 0 | Invalid Packets From NAS 0
Local RADIUS Server
'm Network Access Server Information
View Information for: | < ALL servers > >
Network Access Server 10.0.1.1
Successes 1| Unknown Username 0
Client Blacks 0 | Invalid Passwords 0
Corrupted Packsts 0 | Unknown RADIUS Messages 0
Mo Username Attribute 0 | Shared Key Mismatch 0
Invalid Authentication Attribute 0 | Invalid State Attribute 0
Unknown EAP Messages 0 | Unknown EAP Type 0
User Information
User Name Successes Failures Blocks
aaauser 0 0 0
Ciscol 1 ] ]

From the SECURITY>Local RADIUS Server Page of the AP, click on the STATISTICS tab. Verify
the User Information for authentication successes, failures, and blocks.

9-9 Fundamentals of Wireless LANs v 1.2 — Lab 8.4.5.1

Copyright © 2003, Cisco Systems, Inc.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


