Cisco SvsTems

Lab 11.5.6.2 Configure SNMP on AP

Estimated Time: 20 minutes
Number of Team Members: Students will work in teams of two.

Objective

In this lab, the student will install and configure the Kiwi Syslog Daemon to listen for SNMP logs.
The student will configure the contact and location of the SNMP agent and test the configuration.

Scenario
SNMP is an application-layer protocol that facilitates the exchange of management information

between network devices. It is part of the TCP/IP protocol suite. SNMP uses User Datagram
Protocol (UDP) port 161 for most requests and responses. SNMP traps use UDP port 162.

Topology

10.0.P.1/24

FODP
=
PC 2

10.0.P.11/24
(optional
DHCP server)

10.0.P.0/24

PC1

10.0.P.10/24
(Syslog server)

Preparation

1 Pod1 AP1 10.0.1.1/24

2 Pod2 AP2 10.0.2.1/24

1-7 Fundamentals of Wireless LANs v 1.2 — Lab 11.5.6.2 Copyright © 2003, Cisco Systems, Inc.



Tools and resources
The following tools and resources are required:
e One AP 1200
e Awired PC (PC1) acting as the SNMP server.
o A wireless PC or laptop with ACU

Command list

In this lab exercise, the following commands will be used. Refer to this list if assistance or help is
needed during the lab exercise:

Command Description
no snmp-server Disable SNMP.
show snmp Monitors SNMP status.
snmp-server community Defines the community access string.
snmp-server contact Sets the system contact string.

snmp-server enable traps snmp Enables the sending of traps, and specifies the type of
notification to be sent.

snmp-server host Configures the recipient of an SNMP trap operation.

snmp-server location Sets the system location string.

Step 1 Download and install the software
Go to the following web sites and download Kiwi Syslog Daemon Standard version software

http://www.kiwisyslog.com/software downloads.htm

Install the program on PC1.
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http://www.kiwisyslog.com/software_downloads.htm

Step 2 Setup and execute the Kiwi Syslog Daemon

Kiwi Syslog Daemon Setup = =10l
AXO OB @O @ SNMP SNMP input options
= Rules = .
.= ¥ Default ¥ Listen for SNMP Traps
Fiters UDP Part (1 - 65535): |132
= Actions
; Display ~SNMP fields ——— — Spslag Priority to use
[v| Logto file v Community Syslog Facility:
Archiving [V Enterprise
= Formatting v Uptime
- Custom file formats 7 | Agant sdcress Syslog Level
Custom DB formats ElE IDehug ﬂ
= DNS Resolution e Sl
i . v
- DNS Caching kil ~ SNMP field tagging
Modifiers IV Message
Scripting [Drag and drop to re-order fields) Iﬁeldname:vdue j
Display
Appearance Decoding options
E-mail [~ Use LinkSys Display fiter [remove PPP everits)
= Alarms
-~ Min message count P~ | B fokis ;
- Max message count v Loag failed lookups to debug file
Disk space manitor ¥ Show OID of each variable binding
= Inputs |
- UDP g
- TCP
I L Kren-alive -:-l
| Hep | oKk | Concel | ooy |

Click on the Setup icon 4 located in the upper left corner of the syslog program window.
Configure SNMP on Kiwi Syslog Daemon by checking the Listen for SNMP Traps box.
Click the OK button to save the changes.

What UDP port does SNMP Trap Watcher listen on?

o o T o

Step 3 Use the web browser to setup SNMP

Cisco 1200 Access Point

Hostname ap ap uptime is 1 hour, 31 minutes
Services: SNMP- Simple Network Management Protocol
SNMP Properties
SERVICES Simple Network Manag t Protocol (SNMP): ' Enabled ¢ Disabled
Telnet’35H
Hot Standby
COP System Description: Cisco 1200 Access Point 12.2
DNS
Filters
HTTP System Name (optional): AP1

Proxy Mobile IP

QoS System Location (optional): Building 1, Room 200
SHMP

NTF System Contact (optional): John Doe

VLAN

m B
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a. Ensure the AP is configured according to the Topology and Preparation table. Ping from PC1,
located at 10.0.P.10 to the AP to ensure connectivity.

b. Browse to the SERVICES>SNMP Page of the AP.

c. Click the Enabled radio button to Enable SNMP on the AP.

d. Seta System Name (this is optional, but useful)

e. Seta System Location (this is optional, but useful)

f. Set a System Contact (this is optional, but useful)

g. Complete the following information for your AP in the table below:

System Name

System Location

System Contact

h. Click on the Apply buttion.

Step 4 Public community string

SNMP Request Communities

Current Community Strings New/Edit Community Strings
< NEW >
SNMP Community: |pub|ic
Delete | Object Identifier (optional): |ieeeSD2dot'|'I

% Read-Only " Read-Write

Applyl Cancel |

Create a public community string with Read Only. In a production environment, it is important to
configure a unique string for increase security. SNMP read only provides monitoring through an
SNMP management application.

Step 5 Private community string

SHNMP Request Communities

Current Community Strings New/Edit Community Strings
<MNEW =
ublic
SNMP Community: Iprivate‘lz}ﬂr

Delete | Object Identifier (optional): I

' Read-Only * Read-Write

Applyl Cancel |
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SNMP read-write access monitoring and management using SNMP management applications.
a. Click on the <NEW> in the Current Community String
b. Create a private1234 community string with Read_Write

c. Click the Apply button to create the string.

Step 6 SNMP trap destinations

SNMP Trap Community

SNMP Trap Destination: |‘ID.D.‘I.‘ID (Hostname or IP Address)
SHMP Trap Community: Ipublic 'I

& Enable All Trap Notifications

" Enable Specific Traps

™ 802.11 Event Traps [~ Encryption Key Trap
[ QOS Change Trap [~ Syslog Trap
™ Standby Switchover Trap [~ Rogue AP Trap

Applyl Cancel |

a. Seta SNMP Trap Destination by entering the IP address of PC1 located at 10.0.P.10.
b. Setthe SNMP Trap Community to public.
c
d

Enable All Trap Notifications.
Click the Apply button.

Step 7 Test the configuration

54 Kiwi Syslog Daemon (version 7.0.3) -0l x|
File View Help
/] G 4 & [Display 00 Defaul) ]

|Data Time | Priority } Hostname Message -

|

| 100% | 9MPH | | 21:39 | 07052003

a. Click on the Kiwi Syslog Daemon Icon on the desktop to bring up the syslog application. The
Kiwi Syslog Daemon can be customized or the defaults can be used.

b. Have a wireless user connect to the bridge.

c. Have the wireless user disconnect from the bridge.
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5% Kiwi Syslog Daemon (version 7.0.3) i -10] x|

Eile View tleip
' /] [ A Y [pisplay 00 (Default) =]
Date Time | Priority Hostname | Message -
BRI ER 21:43:20  Mews.Info 192.168.0.105 2:352;?:2:3:;[: :;:}iug;aliunz[?E PATRICK]0007eb317c12 User="ppatrnick"
community=public enterprise=1.3.6.1.4.1.522 ise_mib_r

uptime=42986213 agent_ip=192.168.0.105 generic_num=6 specific_num=4
version=Yerl varD1_oid=1.3.6.1.4.1.522.3.14.23.1.2.9186880 var01_value="4
days, 23:24:14" valm7mib7name=a|m:Eveanime
var02_oid=1.3.6.1.4.1.522.3.14.23.1.3 9186880 vai02_value=14
var02_mib_name=awcE ventSeverity var02_mib_value=protocollnfo
varl]3 0id=1.3.6.1.4.1.522.3.14.23.1.4.9186880 vail3_value=" [Info):
Slallun-lPEPATFIICK]I]UI]TEIJHI 7c12 User="ppatrick"” EAP-Authenticated"”
var03_mi e
var4_ 0|d-1.3.5‘1.4.1.522 3 14.23.1.5.9186880 var04_value=EAP_AuthOK
07-05-2003 21:43:20 HNews.Info 192.168.0.105 AP350-5a56de (Info): Station [PEPATRICK]0007eb317c12 Associated<000>
ity=public er ise=1.3.6.1.4.1.522 enterprise_mib_name=enterprises
uptlme—42936205 agent_ip=192.168.0.105 generic_num=6 specific_num=4
version=Yerl varD1_oid=1.3.6.1.4.1.522.3.14.23.1.2.9191576 var01_value="4
days, 23:24:14" varD1 _mib_name=awcEventTime
varD2_oid=1.3.6.1.4.1.522.3.14.23.1.3.9191576 var02_value=14
var02_mib_name=awcE ventSeverity vai02_mib_value=protocollnfo
var03_oid=1.3.6.1.4.1.522.3.14.23.1.4.9191576 var03_value=" [Info): Station
[PEPATRICK]0007eb 31 7c1 2 Associated”
var03_mib_i ntD
varl4_ uld-1 .36.1.41 .522 3.14.23.1.5.9191576 var04_value=AssociationOK
07-05-2003 21:43:20 Mews.Info 192.168.0.105 AP350-5a56de (Info): Station [PEPATRICK]0007eb317c12 Authenticated<000>
community=public enterprise=1.3.6.1.4.1.522 enterprise_mib_name=enterprises
uptime=42986203 agent_ip=192.168.0.105 generic_num=6 specific_num=4
version=Yerl varl1_oid=1.3.6.1.4.1.522.3.14.23.1.2. 9191608 var01_value="4

07-05-2003 21:43:20 Local7.Debug 1392.168.0.105

07-05-2003 21:43:20 Local7.Debug 192.168.0.105

days. 23_:24:]4" var01_mib_name=awcE ventTime ]
i |100% | 15MPH | | 21:55 | 07052003

d. View the main logging screen on Kiwi.

Step 8 Set the system contact, and location of the SNMP agent through 10S CLI

Before beginning this step, reset the AP back to factory configuration. Configure the AP according to
the Topology and Preparation table.

a. Now configure the system contact and location:
PodP (config) #snmp-server contact [name] [phone]
PodP (config) #snmp-server location [location]

b. What command would be used to verify this information on an AP?

Step 9 Enable SNMP traps
a. Enable all the SNMP trap types at once,

PodP (config) #snmp-server enable traps snmp

b. Specify to the SNMP destination host the trap notifications will be sent to.
PodP (config) #snmp-server host 10.0.P.10 private udp-port 162

c. If the default for an SNMP response is on port 162, what port is the request sent on?
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Step 10 Test the configuration

a. Exit out of the AP and log back in using the wrong password. After the failed attempts log back
into the AP. There will now be entries of traps sent from the AP to the SNMP server. Check the
SNMP application on PC1.

Besides startup-config and running-config, where would information on the contact,
location, and SNMP logging information for SNMP on the router be?

Step 11 Disable the SNMP traps on the AP by using the following commands

PodP (config) #no snmp-server enable traps
PodP (config) #no snmp-server system-shutdown

PodP (config) #no snmp-server trap-auth

Note By disabling SNMP trap notifications, which are not needed, the amount of free bandwidth can be
increased and unnecessary SNMP processing tasks can be eliminated.
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