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Lab 8.4.5.2 Configuring LEAP/EAP using Cisco Secure ACS (OPTIONAL)

Estimated Time: 60 minutes

Number of Team Members: Students can work in teams of two.

Objective

In this lab, the student will learn about the second generation of Wireless LAN security and how to
implement LEAP on a Wireless LAN for secure client authentication.

The main steps to this lab are:

1.

N o o k0D

Topology

Install Cisco Secure ACS software (Instructor)

Configure the Cisco Secure ACS software

Create user accounts in the Access Control Server (ACS)
Configure AP WEP Key or Cipher

Configure LEAP/EAP on the AP

Configure LEAP/EAP on the client (PC2) through ACU

Monitor the connection and login

POD P

»
PC 2

10.0.P.0/24

10.0.P.11/24
ACS Server

(
PC 1
10.0.P.10/24
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Scenario

One way to secure wireless LANs and improve network security is to use authentication for
accessing the AP. Wireless clients can use Extensible Authentication Protocol (EAP) to authenticate
though a wireless LAN. EAP can authenticate through digital certificates such as public key
infrastructure (PKI) or passwords and usernames. EAP can pass authentication information onto an
Authentication, Authorization, Accounting (AAA) RADIUS server, such as a Cisco Access Control
Server (ACS).

The Network Authentication Process can be summarized in four main stages:
o The client adapter uses the username and password to start the authentication process.

o The AP communicates with the EAP-compliant RADIUS server to authenticate the username
and password.

e If the username and password are valid, the RADIUS server and the client adapter negotiate
a dynamic, session-based Wired Equivalent Privacy (WEP) key. The key, which is unique for
the authenticated client, provides the client with secure network access.

e The client and AP use the WEP key for all data transmissions during the session.

Preparation

Prior to this lab, the Cisco Aironet AP should be configured to allow clients to associate. The IP
address, hostname and SSID should be configured on the AP. A PC should be installed with a Cisco
Aironet Client Card, and it should already be associated to the AP.

Cable the equipment according to the Topology.
A Windows 2000 Server running ACS 2.6 or above must be available.

Update the Aironet Client Utility version 6.0 or later.

Tools and Resources

Each team of students will require the following:
e Cisco Aironet AP
e Hub or switch

o Awireless PC, laptop, or handheld (PC2) with a Cisco Aironet Client Adapter Card and utility
properly installed and configured.

e Windows 2000 Server running Cisco Secure ACS 2.6 or above.
e One wired PC (PC1)
An evaluation copy of Cisco Secure ACS can be downloaded from the following link:

http://www.cisco.com/cgi-bin/tablebuild.pl/acs-win-3des
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Step 1 Add a AAA client

bsee s Network Configuration

(8] %

ﬁ SE?U”S ‘%Q} AAA Clients ﬂ

H | E'Qinr;fn?nﬂ"e AAA Client Hostname | AAA Client IP Address | Authenticate Using
e | AP350 1192.168.0.105 | RADIUS (Cisco Aironet)
s ot imation AddEntry | Search |
Gonfiguration
oy | Adrninistration ‘%Q AAA Servers ﬁ
Em——— | AAA Server Name | AAA Server IP Address | AAA Server Type
s | Alliance 192.168.0.101 | CiscoSecure ACS

Repaorts and
dctivity

‘ Online
e Docurnentation

AddEntry | Search |

El

Follow these steps to include the AP as a AAA Client in Cisco Secure ACS:

a. After properly loading the TACACS software on the Windows Server computer, on the ACS main
menu, click Network Configuration.

b. Click Add New Access Server, or it may display Add Entry.
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Step 2 Configure AAA Client

3;—3 | Ex:e;na] T [T Single Connect TACACS+ AA RADIUS Cecatoe on faihre).
atabazes - . IsCco
[T Log Update/Watchdog Paclcets f :
S et aD RADIUS (Ciaco VN 3000}
crIN Ty T H
I Log RADIUS Tunneling Packets| o b/ 1o (Cicco VPN 5000)
B | Dosumentst I Replace RADIUS Port info with [RADIUS (IETF)
’ Docurnentation = i) RADILS (ASCEHCI]

tueo surews — etwork Configuration

Edit
Uszer
@ Setup
B | St Add AAA Client
% | ghared Protf'ile
S AAA Client Hostname IF-‘od‘l
Network
a Cin;’hgog:ration 10.0.1.1 ;l
= AAA Client I[P Address
s Sust
%l Cgﬁfg.gnl-l.lration LI
Key Isecretl-cey
Canfigur stion
L | Administration Authenticate Using RADIUS (Cisco Aironet) ~|

RADIUS {Juniper)

(
_ RADIUS (Nortel)
[Submit ] S|RaDIUS (Pass)

In the Network Access Server Hostname box, type the system name of the AP. Enter PodP
(where P is the Pod number)

In the Network Access Server IP address box, type the AP IP address. Enter 10.0.P.1 (where
P is the Pod number)

In the Key box, type the shared secret that the AP and Cisco Secure ACS use to encrypt the
data. For correct operation, the identical key, which is case sensitive, must be configured on the
AP. For simplicity of the lab, use the word secretkey.

From the Authenticate Using list box, click the network security protocol. Select RADIUS
(Cisco Aironet).

Each AP in the class will have to be added to this list if it will be using LEAP.

Remote Access Services must be started on the RADIUS Server for LEAP to work properly. To
save the changes and apply them immediately, click the Submit + Restart button.

Note It is very important to click Submit + Restart
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Step 3 Create a user account in the Access Control Server (ACS)

Cisco SvsTems

User Setup

| Uszer
Setup

Group
Setup

% Shared Profile
Cornponents

MNetwork
Configuration

= aq| Sustern
= Configuration

Interface
| Configuration

Adrninistration
Control

£ External User
3@ | Databaszes

User: |aaauser

Find [ Add/Edit |

List users beginning with letter/number:

Reports and
Activity

5 | Online
| Cocumentation

@ Back to Help |
-1

a. Click on the User Setup button located on the left side of the ACS Home page.

b. Type the user name aaauser in the User: field box, and then click on the Add/Edit button

beneath this box.
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Cisco Sverems USE[ SEII]I]
el

Edit

User
Setup
Group
Setup

User: aaauser (New User)

| [ Account Disabled
% Shared Profile
Components
Metwark - 17 @
é| e o Supplementary User Info s
=g System Real Name I
= Configuration
Description |

Interface
| Configuration
[=]

- =8 | Administration
24 | Contral
LA | Escternal User User Setup E
36 | [atabases
% Reports and Password Authentication:
Aoty |CiscoSecure Database ;I
[EE] | potne . tion CiscoSecure PAP (Also used for CHAP/MS-CHAP/ARAP, if the
Separate field is not checked )
Password |u|"u
Confirm Password |u|"u %

Type the user password aaapass in the Password: box and then type aaapass in the Confirm
Password: box.

d. Click on the Submit button to add this entry to the user list.

e. Additional users can be added to this database list for each wireless PC client.
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Step 4 Configure the AP WEP Keys or Cipher

Cisco 1200 Access Point

RADIO0-802.11B

RADIO1-802.11A

ap uptime is 1 hour, 46 minutes

Hostname ap

Security: Encryption Manager - Radio0-802.11B

| SECURITY Encryption Modes
|_Admin Access
| SSID Manager " None
| Encryption Manager ' WEP Encryption IMandamry -
Server Manager X 5
T Local RADIUS Server Cisco Compliant TKIP Features: I~ Enable MIC ™ Enable Per Packet Keying
Advanced Security " Cipher IWEP 128 bit -
Encryption Keys
Transmit Key Encryption Key (Hexadecimal) Key Size
Encryption Key 1: g sssssssssssssssssssnsns |123 bit +
Encryption Key 2: 8l ITEB bit_»
Encryption Key 3: 8l ITEB bit_»
Encryption Key 4: 8l ITEB bit_»

In order to enable Cisco LEAP on the AP, WEP Encryption or a Cipher must be enabled.

a. From the SECURITY>Encryption Manager page of the AP, configure the Encryption Key 1.
Click on the WEP Encryption radio button.

Select Mandatory.

Click Apply-All.

The Cipher option can be used for greater security. What options are available?

© 2 o T
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Step 5 Configure authentication on AP

Cisco 1200 Access Point

RADIOD-802.11B

RADIO1-802.11A

Hostname ap

Security : $SID Manager - Radio0-802.11B

ap uptime is 45 minutes

Advanced Security

Delete-Radiol
Delete-All

SECURITY 551D Properties

Admin Access

SSID Manager Current 551D List

Encryption Manager < NEW > SSID: |AP1

Server Manager

Local RADIUS Server VLAN: <NONE > » I Define VLANS

™ Open Authentication: |< NO ADDITION>

[ Shared Authentication: [<NO ADDITION>

<NOADDITION > -

v Network EAP:

d Key M
 None

—

WPA Pre-shared Key:

EAP Client (optional):

Usemame:
(1-255)

Association Limit (optional):
" Enable Proxy Mobile IP

¥ Enable Accounting

=]
=]

 CCKM: | Mandatary vl " WPA: |Optional =

& ASCIl ¢ Hexadecimal

Password:

Apply-Radiod Apply-Al | Cancel |

In order to enable Cisco LEAP on the AP, complete the following steps to configure the

Authentication Method:

> Pod number)

b. Check the Network EAP box.
Check the Enable Accounting box.

d. Click the Apply-All button.

On the SECURITY>SSID Manager page of the AP, create a new SSID of APP (where P is the
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Step 6 AP RADIUS configuration

SECURITY

Admin Access

SSID Manager

SERVER MANAGER

Hostname ap

Cisco 1200 Access Point

GLOBAL PROPERTIES

ap uptime is 41 minutes

Security: Server Manager
Backup RADIUS Server

Backup RADIUS Server:

(Hostname or IP Address)

Use Server for:

¥ EAP Authentication

™ MAC Authentication

™ Proxy Mobile IP Authentication
I Admin Authentication

¥ Accounting

Encryption Manager e Sy l—
Server Manager
Local RADIUS Server Apply | Delete Cancel
Advanced Security
Corporate Servers
Current Server List
RADIUS =
Server: 100111 {Hostname or IP Address)
Shared Secret: sssssssns
Delete Authentication Port (optional): (0-65536)
Accounting Port (optional): (0-65536)

Apply | Cancel

In order to enable Cisco LEAP on the AP, complete the following steps to configure a RADIUS
Server from the SECURITY>Server Manager Page:

a.

Enter the IP address of the RADIUS server in the Server Name/IP entry field. This will be the IP
address of the Windows Server where the ACS software is running. Should be 10.0.P.11.

Enter the port number the RADIUS server uses for authentication. This will default to port 1645 if
the field is left empty.

Enter the shared secret used by the RADIUS server in the Shared Secret entry field. This was
configured as secretkey on ACS. The shared secret on the AP must match the shared secret on

the RADIUS server.
d. Check the EAP Authentication and Accounting box.
e. Click the APPLY button.

SECURITY Read-Only Read-Write
Admin Access
SSID Manager Cisco v
Encryption Manager Radio0-802.11B SSIDs
Server Manager
Local RADIUS Server SSID VLAN Open Shared Network EAP
Advanced Security AP1 nane i
Radio1-802.11A SSIDs
SSID VLAN Open Shared Network EAP
AP1 nane v
Radio0-802.118 Settings
Encryption Mode MIC PPK TKIP 'WEP40hit WEP128bit CKIP CMIC Key Rotation
None
Radio1-802.11A Encryption Settings
Encryption Mode MIC PPK TKIP 'WEP40bit WEP128bit CKIP CMmIC Key Rotation
None
Server Based Securif
Server Name/IP Address Type EAP MAC Proxy Mobile IP Admin Accounting
100111 RADIUS v v
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e. From the SECURITY Home page of the AP, verify Network EAP is checked and the only SSID.
The default tsunami SSID should be deleted for security. Also verify the Server Based Security
is configured correctly as shown.

Step 7 Configuring LEAP on the ACU

350 Series Properties - [LEAP] X|

System Parameters I RF Metwork I Advanced (Infrastructure)  MNetwork Security I

. WEP:
Metworlc Security Type:
) I ER
Ij‘r Corfigure... | 1 (s Static ERKeys
= (U2 Dynamic wWEEKeps
— Static WEF Keys
WEP Key Entry Method: ————————— Access Point Authentication:
% | Hezadesimal (058 A-F | [Ipen Authentization
£ S| Tt £ Shared Kep duthentization
Already Transmit WEP Key Size
Set 7 Ky 40 128
™ WEPKey1: © @ s
r wePkey2 © | e
~ WePKeyz © | B
™ WEPKeys © | e

[~ Allow Association to Mied Cells Defaults |
ok | Cancel | Hp |

In order to enable the EAP in the Aironet client utility, complete the following steps:

a. On PC2, configure the TCP/IP settings for the Wireless Network Connection if a DHCP server
is not available. Otherwise, when the client authenticates, the wireless PC will not be able to
communicate through IP.

i. IP address of 10.0.P.12
ii. Subnet mask of 255.255.255.0
iii. Gateway of 10.0.P.254

LAN or High-Speed Internet

= Wireless Network Connection 3
> | Enabled
— Y Cisco Systems 350 Series PCMCIA W...

- . Ioa —

b. Go to the Network Security tab in the Aironet Client Utility on PC2 and each of the wireless
client computers.

c. Select the LEAP from the Network Security Type: drop down list and click Configure.
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LEAP Settings X|

—LEAP Uzer Mame and Pazsword Settings

A~ Use Temporary Uzer Name and Passward

=) [ze windawe een Hiame atd Fasswond
| sutanmaticall Franmet fan LEEE U zer Hame atd Fasswerd
| Famualli Bramet fon LESE zer M ame. and Easswend

1% Usze Saved User Mame and Password

Idzer Mame: Iaaauser

EET R

Paszword: I

EET R

Confirm F'asswu:uru:l:l

Dramair: I

[ Include Windows Logon Domain with User Mame

[~ Mo Metwark Connection Unless User |z Logged In

LEAP Authentication Timeout ¥ alue [seconds]; IE":I
Defaultz | k. I Cancel | Help

d. Click on Use Saved User Name and Password

i. Enter aaauser for the User Name
ii. Enter aaapass for the Password
iii. Enter aaapass for the Confirm Password
iv. Uncheck the two checkboxes at the bottom of the LEAP Settings window
v. Click OK.

In the profile manager, select the profile which LEAP is configured on and click OK. If a save
username and password was not configured, an authentication screen should come up asking
for a user ID and password. Type in the following.

i. The username for authentication is aaauser.
ii. The password for authentication is aaapass.

From PC1, PC2 or the ACS Server, browse to the AP ASSOCIATION page to verify the
connection.

What are the three authentication states?
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Step 8 Verify connection

Cisco 1200 Access Point

Hostname ap ap uptime is 1 hour, 41 minutes

Association
Clients: 1 Repeaters: 0
View: M Client M Repeater Apply
RadioB802.11B
SSIDAP:
Device Type Name IP Address MAC Address State Parent VLAN
350-client = 0.0.0.0 0007.eb31.7c12 EAP-Associated self nene
RadioB02.11A

| | | | | |

From the ASSOCIATION page of the AP, verify the association state. This should display all of the
connected clients.

Step 9 Monitoring LEAP login on ACS (Optional)

b s Reports and Activity
b

Reports

User
Setup

L
@ Group
Setup

i |ghared Profie TACACS+ Accounting
omponents . .
- B TACACS+ Administration
a MNetwork T . .
Ezn}l‘;?;[lratinn BADIUS Accounting
Cregy— VolP Accounting
| Sustern ] ) .
%| ool Passed Authentications
iE | Interface Failed Attempts
‘ Configuration ﬁ LDEEEd m _[:ieri
E‘% | G Disabled Accounts

ﬁ o o @3 ACS Baclap And Festore
z Databaces @3 Database Replication
% | Ezfif,ritt; and % Administration Aundit
& | Online @3 User Password Changes
' [Docurmentation

B ACS Service Moritoring

a. Click on the Reports and Activity button located on the left side of the ACS Home page.
b. Next, click on the RADIUS Accounting link.
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Select a RADIUS Accounting file

BRADIUS Accounting active.csv

RADIUS Accounting 2003-07-01 .csv
RADIUS Accounting 2003-06-30.csv
BADIUS Accounting 2003-06-29 csv
RADIUS Accounting 2003-06-28.csv
PADIUS Accounting 2003-06-27.csv
RADIUS Accounting 2003-06-26.csv
RADIUS Accounting 2003-06-25.csv
BADIUS Accounting 2003-06-24 csv
RADIUS Accounting 2003-06-23 csv

c. On the right hand side, select the RADIUS Accounting active.csv link.

d. Fillin the information found in the accounting file below.
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