
 
 

Lab 4.4.8a Configure a Cisco GRE over IPSec Tunnel using SDM 

Objective 
In this lab, the students will complete the following tasks: 

• Prepare to configure Virtual Private Network (VPN) Support  
• Configure GRE over IPSec tunnel using SDM VPN Wizard  
• Modify GRE over IPSec configuration  
• Verify and test GRE over IPSec configuration 

Scenario 
The XYZ Company has Cisco routers at two branch offices, with SDM installed, and wants to create 
a secure VPN over the Internet between the two sites. The company needs to support IP, IPX, and 
Appletalk traffic across the WAN.  Therefore a GRE over IPSec tunnel must be configured. 

Topology 
This figure illustrates the lab network environment.  
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Preparation 
Begin with the standard lab topology and verify the startup router configuration on the pod routers. 
Test the connectivity between the pod routers. Access the perimeter router console port using the 
terminal emulator on the Windows 2000 server. If desired, save the router configuration to a text file 
for later analysis. Refer back to the Student Lab Orientation if more help is needed. 

Tools and resources or equipment  
In order to complete the lab, the following is required: 

• Standard IOS Firewall lab topology 

• Console cable  

• HyperTerminal 

Additional materials 
Further information about the objectives covered in this lab can be found at the following websites: 

http://www.cisco.com/en/US/products/sw/secursw/ps5318/products_user_guide_chapter09186a0080
40443e.html   

Step 1 Configure GRE over IPSec VPN Parameters 

Work with the members of the pod group to complete the VPN configuration. 

a. Establish an SDM session with the pod router. When prompted for a username and 
password, use sdm/sdm. 

b. In SDM, select VPN from the Tasks panel of the Configuration page.  

c. Select the Create a secure GRE tunnel (GRE over IPSec). Option from the Site to Site 
VPN tab. 
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d. Click Launch the selected task button. 

 
e. Click the Next button. 

f. Select the outside interface (Fa0/1) for the Tunnel Source Interface. 

 
 

g. Click on the Details button to verify the proper external address.  

172.30.P.2 / 255.255.255.0 
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h. Set the Tunnel Destination as 172.30.Q.2 (where Q = peer pod number).  

i. Enter the IP address and subnet mask of the GRE Tunnel. 

172.16.1.P 

255.255.255.0 or 24 

j. Click the Next button. 

k. Skip the Backup GRE Tunnel Window and click the Next button.  A backup will not be 
configured. 

l. In the VPN Authentication window, enter and re-enter to confirm a pre-shared key to be used 
for authentication. (make sure the CAPS lock is not on) 

cisco1234 

 
m. Click the Next button. 

n. In the IKE Proposal window, notice the default policy. 
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o. Click the Next button  

p. An information window will appear about IKE. 

q. The Transform Set window will appear. 

 
r. Click the Next button 

s. The Select Routing Protocol window will appear. 

t. Select EIGRP and click the Next button 
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u. The Routing Information window will appear for EIGRP. 

 
v. Click the Next button. 

w. The Configuration Summary window will appear. 

6 - 12 Network Security 2 v2.0 – Lab 4.4.8a Copyright © 2005, Cisco Systems, Inc. 



 
x. Verify the configuration.  

y. Click the Finish button  

z. Click the OK button on the Command Deliver Status window to complete the configuration 
delivery. 
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Step 2 Verify and Monitor the VPN Tunnel 
Work with the members of the pod group to verify the VPN Tunnel. 

a. Navigate to the Tools>Ping. 

b. Ping the peer’s router outside address at 172.30.Q.2.  

 
c. The ping should be successful.  Most likely, the tunnel is already established due to the EIGRP 

routing update traffic. 

d. Click on the Close button. 

e. Now click on the Monitor button on the top navigation bar. 

 
f. Notice the VPN Status box where one open IKE SA and one open IPSec tunnel are now shown. 

g. Click on VPN Status in the Tasks panel to view detailed information about the established VPN 
tunnel.  The VPN tunnel status should display as Up by the green icon. 
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h. Select the IKE SAs tab to view the active IKE SAs. 

 
i. Select VPN from the Tasks panel of the Configuration page.  

 
j. This will provide the tunnel status as well as additional information about the VPN tunnel 

configuration. 

k. Click through the VPN Components tree to view the detailed configuration. 

 
 

Step 3 Modify the GRE over IPSec configuration 

Work with the members of the pod group to modify the VPN encryption settings 

a. Click on IPSec Rules(ACLs) in the VPN Components tree. 
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b. Click on the IPSec Rules Number 100. 

c. Click the Edit button. 

 
Notice that the only traffic which is in the GRE over IPSec tunnel is from outside interface of the 
router to the outside interface of the peer router. 

d. Click the Add button to add an ACL to protect LAN to LAN traffic. 
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This sample shows the ACL added on Router1.  Router 2 will have Source/Destination Networks 
reversed. 

e. Click the OK button. The Edit a Rule window will appear now with the added ACL entry. 
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f. If the Command Delivery Status window appears, click the OK button to continue. 

g. Verify that there are now two ACL entries. 

 
l. Navigate to the Tools>Ping. 

h. Ping the inside address of the peer router at 10.0.Q.2 from a source address of 10.0.P.2. 20% 
may be lost while the tunnel is negotiated for the first time for this traffic. 
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