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Lab 4.4.8b Configure Cisco 10S IPSec with Pre-Shared Keys using SDM

Objective

In this lab, the students will complete the following tasks:

Prepare to configure Virtual Private Network (VPN) Support
e Configure VPN tunnel using SDM VPN Wizard

e Modify IKE and IP Security (IPSec) configuration

o Verify and test IPSec configuration

Scenario

The XYZ Company has Cisco routers at two branch offices, with SDM installed, and wants to create
a secure VPN over the Internet between the two sites. The security policy specifies using IPSec with
pre-shared keys for authentication.

Topology
This figure illustrates the lab network environment.
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Preparation

Begin with the standard lab topology and verify the startup router configuration on the pod routers.
Test the connectivity between the pod routers. Access the perimeter router console port using the
terminal emulator on the Windows 2000 server. If desired, save the router configuration to a text file
for later analysis. Refer back to the Student Lab Orientation if more help is needed.
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Tools and resources or equipment
In order to complete the lab, the following is required:
e Standard IOS Firewall lab topology
e Console cable

e HyperTerminal

Additional materials
Further information about the objectives covered in this lab can be found at the following website:

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products configuration gquide chapter091
86a00800ddebe.html

Step 1 Prepare to Configure VPN Support
Perform the following steps to prepare for the IPSec configuration:

a. Determine the IKE and IPSec policy. In this exercise, use the default values except when
directed to enter a specific value. The following are the overall policies used in the lab exercise:

e |KE policy is to use pre-shared keys.

e |PSec policy is to use Encapsulating Security Payload (ESP) mode with Advanced
Encryption Standard (AES) encryption.

e IPSec policy is to encrypt all traffic between perimeter routers.
b. Verify that connectivity has been established to the peer router. Answer the following question:
ping 172.30.Q.2
(where Q = peer pod number)
1. In a production environment, what other steps would need to be completed at this point?

Step 2 Configure VPN Parameters
Work with the members of the pod group to complete the VPN configuration.

a. Establish an SDM session with the pod router. When prompted for a username and
password, use sdm/sdm.

b. In SDM, select VPN from the Tasks panel of the Configuration page.
c. Selectthe Create a Site to Site VPN. option from the Create Site to Site VPN tab.
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Create Site to Site VPN | Edit Site to Site VPN |

SDM can guide vou through Site to Site WP configuration tasks. Select a task
then click ‘Launch the selected task' button.

Use Case Scenario

Site-lo-Site VPN

@ Create a Site to Site VPN.

Use thiz option to configure a WPR tunnel fram this router to ahother YPN device uging either
& pre-shared key or using digital cerificates. To complete this configuration, you must know
the remate device's IP address If 3 pre-shared key i= used for authentication, it must match
the pre-shared key configured onthe remote device.

" Create a secure GRE tunnel (GRE over IPSec).

Usge this option to configure a protected GRE tunnel from this router to anather YRR device
using either a pre-shared key or using digital certificates. To complete this configuration, you
tust know the remmote device's IP address If a pre-shared key is used for authentication, it
must match the pre-shared key configured on the remote device

Launch the selected task |

How dol: |How Dol Create a ¥PM to More Than One Site? j Go

WP
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d. Click Launch the selected task button.

I

Site-to-Site ¥PN Wizard B x|

Site-to-Site VPN

This wizard will guide you through the necessary steps to configure one end of a
site-to-site WPK tunnel on this router. The peer device must be configured with identical
WP M configuration for the tunnel to wark. Please select one of the following setup and
click on the next hutton to hegin.

;;asks for minimal infarmation and uses S0DM defaults This is
recammended ifyou are creating a WP tunnel between two Cisco routers using SO

View Defaults |

{” Step by step wizard
Step by step wizard allows yvou 1o specify either the SOM default configuration oryour
own custorn configuration.

- gack | Nest> | Finish | cancel | Help |

At this point, a choice between one of two options is available. The Quick setup mode or the
Step by step wizard can be used. For this lab exercise, use the Quick setup mode.

e. Click View Defaults button to see how the quick setup will configure the VPN.
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SDM ¥PM defaults

The following defaults will be applied to the router

Default [KE Policies
Encryption:3DES
Hash:5HA_1
D-H Group:group
Authentication:RSA_SIG
Encryption:3DES
Hash:5HA_1
O-H Group:group?
Althentication:PRE_SHARE

Crefault Transform Set
Mode: TLIRMNEL
ESP Encryption:ESP_3DES

ESP Authentication:ESFP_SHA_HMAC

Help

f. Select Quick Setup and click the Next button.
g. Click the Close button to return to the Site to Site VPN Wizard.
h. Select the outside interface (Fa0/1) for the VPN connection.

Click on the Details button to verify the proper external address.
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Details of the Interface: FastEthernetl, /1 I x|

Iterm Mame | [term Yalue

IP AddressiSubnet Mask 172.3001.2/255.255 2550
MAT =Mlaones

Access Rule - inbound =Mlanes

Access Rule - outhound =Mlaones

IPSec Policy =Mlanes

Inspect Rule - inbound =Mlaones

Inspect Rule - outhound =Mlanes

Easzy WPH Remaote =Mlaones

205 Policy - authound =Mlanes

Close |

The IP address should be 172.30.P.2 (where P = pod number)
j-  Click the Close button to return to the Site to Site VPN Wizard.
k. Setthe Peer Identity as 172.30.Q.2 (where Q = peer pod number).

[.  Enter and confirm a pre-shared to be used for authentication. (make sure the CAPS lock is
not on)

ciscol234

m. Select the inside interface (Fa0/0) where the traffic to be encrypted originates to protect the
source traffic.

n. Click on the Details button to verify the address is 10.0.P.2/255.255.255.0 (where P = pod
number).
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Details of the Interface: FastEthernet /0 N |

Iterm Mame ‘ Iterm Walue

IP Address/Subnet Mask 10.0.1.2/255.255.255.0
MAT =Maones

Access Rule - inbhound =haone=

Access Rule - outhound =Mone=

IPSec Palicy =Maone=

Inspect Rule - inbound =kone=

Ingpect Rule - outhound =hones=

Easy WPM Remaote =Maone=

205 Policy - outhound =Mone=

Close |

0. Click the Close button to return to the Site to Site VPN Wizard.

p. Make the appropriate selection for the destination where encrypted traffic terminates to
protect all destination traffic.

IP Address: 10.0.Q.0/ (where Q = peer pod number)
Subnet Mask: 255.255.255.0 or 24

g. Click the Next button. When a message appears stating that IKE is disabled on the router,
click the OK button.

r. Verify the configuration summary.

Summary of the configuration

Flease click Finish to deliver ta the rauter,

Interface:FastEthernetln -
Peer Device:172.30.2.2

Authentication Type © Preshared Key

Pre-Shared key =

IKE policies:
Hash  DH Group Althentication  Encryption
SHA_1 group2 FRE_SHARE 3DES

Transform Set:
Mame:ESP-ZDES-SHA
ESP Encryption:EEP_3DES
ESF Integrity ESP_SHA_HMAC
Mode TUNNEL

IP2ar Bular =
4] :

Note which IKE policy and Transform set will be deployed. If there are any mistakes, go back
and fix them before proceeding.
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S.

Click the Finish button to apply this change to the router configuration. Click the OK button
on the Command Deliver Status window to complete the configuration delivery.

Step 3 Verify and Monitor the VPN Tunnel
Work with the members of the pod group to verify the VPN Tunnel.

a.
b.

h.

Navigate to the Tools>Ping..

Ping the peer’s inside router interface address at 10.0.Q.2. Make sure the source address is

the inside address of the router.10.0.P.2. In the example below, the ping is initiated from Pod
1.

Ping x|
* Bource: |1 no1.2 @ Sending 5, 100-byte I[CMP Echos to 10.0.2.2, timeout is 2 secnnde;l

Packet sentwith a source address of 10.0.1.2

i
Destination:{10.0.2.2 @ Success rate is B0 percent (4151, round-trip minfavafra = 1201201

™ Optional Field Clear Qutput Close Help

b 8
4| | 4

If the ping is less than 100% successful the first time, this is due to the tunnel establishment
phase.

Click on the Clear Output button and repeat the ping.
The ping should be at 100%.

Click on the Close button.

Now click on the Monitor button on the top navigation bar.

7. Resource Status

’— CPU Usage: ’— Memory Usage: ————————————— ’— Flash Usage:

Available: 74 nB

Ll Interface Status
Total Interfaceis) Up: 2 Total Interface(s) Down: i}
Interface 13 ‘Status  Bandwidth Usage Description
FastEthernetdio 10001.2 (4 Lp 0% inside
FastEthernetdn 172.301.2 e Up 0% outside

7% Firewall Status

Mo. of Attempts Denied: 1] Mo. of QoS-enabled Interfaces: I}
Firewall Log: Mot Configured

2 VPN Status
Mo. of Open IPSec Tunnels: 1 No. of DMVPN Clients: ]
No. of Open IKE SAs: 1 Mo. of Active PN Clients: ]

Notice the VPN Status box where one open IKE SA and one open IPSec tunnel are now
shown.
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Click on VPN Status in the Tasks panel to view detailed information about the established
VPN tunnel. The VPN tunnel status should display as Up by the green icon.

%5 VPN Status

IPSec Tunnels | DMYFN Tunnels | Easy¥PN Serer | IKE S4s |

Each row represents one IPSec Tunnel Testiunmnel.,, | Update |

Local IP | Remote IP | FPeer | Tunnel Status| Encapsulation P DecapsulationPl Send ErrorPack| Received Error H
172.301.2 172.30.2.2 1723022500 @ Up 198 0 121 a

1. What other types of connections can be viewed on this page?

Select the IKE SAs tab to view the active IKE SAs.

‘
el

%% VPN Status

IPSec Tunnels | DMVPN Tunnels | Easy VPN Server | IKE SAs

Each row represents one [KE 5A

Lpdate | Clearl

Source IP

| Destination IP

State

1723012

1723022

QM_IDLE

Click on the Clear button. This will delete the IKE SA.
On the router, through the command line, clear the VPN session
RouterP#clear crypto session

Return back to the IPSec Tunnels tab in SDM. Click the Update button to update the IPSec
Tunnels status.

[ %5 vPN Status

IPSec Tunnels | DMVPN Tunnels | Easy YPN Server | IKE S4s |

Each row represents one IPSec Tunnel TestTunnel. I Update |

Local IF | Remote IP | Feer | Tunnel Statu3| Encapsulation P DecapsulationF‘| Send ErrorPackl Received Error H
172.301.2 172.30.2.2 172.30.2.2500 &9 Down 0 a i 0

The VPN tunnel will show a down state indicated by the red icon.
Repeat the ping as directed, beginning in Step3a to reestablish the tunnel.

Select VPN from the Tasks panel of the Configuration page.

4; YPN

B a|site 1o Site VPN

€5 Easy VPN Remote

C3 Easy VPN Server

£ Dvnamic hultipoint VPN

e
Create Site to Site VPN | Edit Site to Site WPN

MI Delete |

E‘"E:QVF'N Caomponents Status Interface Cescription IPSec Policy g
&-C3 Psec Tunneld | FastEthemnetdit Tunnel tol72.30.2.2 SOM_CMAP 1 1
E-L8 IKE

1@ Group Palicies
{8 Public Key Infrastructure
el ;% WM Keys Encryption

This will provide the tunnel status as well as additional information about the VPN tunnel
configuration.

Click through the VPN Components tree to view the detailed configuration.

Network Security 2 v2.0 — Lab 4.4.8b

Copyright © 2005, Cisco Systems, Inc.



&d Easy YPN Server
-G8 Dwnamic Multipaint VPN
=-8 VPN Components
=8 1PSec

{8 IPSec Palicies (Crypta
R Dynarnic Crypto Map 9
2 IPsec Profiles
&8l Transform Sets
~{Rg IPSer RulestACLS)

-8 IKE

g IKE Policies

i Pre-shared Keys
i@ Group Policies

H-C8 Public ey Infrastructure
----- % WPMN Keys Encryption

Step 4 Modify the VPN configuration
Work with the members of the pod group to modify the VPN encryption settings

a. Navigate to the Configure>VPN.
b. Click on VPN Components>IPSec>Transform Sets in the tree menu.

add. | Edit | Delets |

£/ Site to Site VPN Transform Set

B Easy WPM Remote

EasyVPM Server = 3 3 =
: ﬁi Dynamic Multipoint YR Mame . EF' cptmn EF' Integnty _ AH Integrity IF Compression
E@ VPN Components -SHA ESP_ZDES 5 HA_HMALC

-8 IPSec

II% Group Policies
{8 Public Key Infrastructure
B WP Keys Encryption

. Click on the Edit button
d. Change the Encryption Algorithm: to ESP_AES 256

Edit Transform Set x|

Marme: IESP-EDES-SHA

¥ Data integrity and encryption (ESP)

Integrity Algorithm:  |ESP_SHA_HMAC =]

Encryption Algarithrm:

Show Advanced ==

[0].4 | Cancel | Help |

e. Click OK.
f. Ifthe Command Delivery Status window appears, click the OK button to continue.

1. On the router, through the command line, clear the VPN sessions.

RouterP#clear crypto session
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2. Make sure the peer router has changed to ESP_AES256.

g. Ping the peer as directed, beginning in Step3a. The ping step may have to be repeated a
second time.

h. Navigate to Monitor>VPN Status>IPSec Tunnels.
i. Click the Update button. The tunnel should now be up.

5 VPN Status
IPSec Tunnels | DMYFN Tunnels | Easy¥PN Server | IKE S4s |

Each row represents one IPSec Tunnel TestTunnel.., | Update |
Local IF | Remaote IP | FPeer | Tunnel Status| Encapsulation P DecapsulationPI Send ErrorPack| Received Error H
172.30.1.2 172.30.2.2 1723022600 @ Up 198 0 121 a

j-  Click the Configure button at the top of the SDM window.

k. Select VPN from the Tasks panel.

[.  Inthe tree menu, select VPN Components>IPSec>Transform Sets
m. The transform set ESP_AES_ 256 should be shown.

-G Site to Site VPN Transform Set add.. | Edit. | Delete |

' Easy VPN Remote
# Easy VPN Server
L Dynarnic Multipoint YR
B8 YPN Components

B8 IPSec
-8 IPSac Policies (Crypto
-{Rg Dynarnic Crepto Map 9
4R IPsec Profiles

il Transform Sets
i IPSec Rules(ACLs)

Mame ESF Encryption ESF Integrity AH Integrity IF Compression

ESP-3DES-SHA  ESP AES 256  ESP_SHA_HMAC

~IR8 Group Policies
"@ Fublic Key Infrastructure
b % WPM Keys Encryption

If desired, change the IKE Policy to AES 256
If desired, change the DH group to Group 5.

If desired, change the Pre-shared Keys.

L T o o5

If desired, change the lifetimes of the IKE and IPSec Policies. Change these to a low value
around 2 or 3 minutes. Debug the IPSec output to observer the Tunnel rekey before the time
expiration. Also, configure a different lifetime value on the Peer router and observer the Tunnel
characteristics at the expiration time.

r. Enable debug output for IPSec events.
RouterP#debug crypto ipsec

s. Enable debug output for ISAKMP events.
RouterP#debug crypto isakmp
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Step 5 Configure VPN Parameters using Step by Step Wizard.(Optional)

Work with the members of the pod group to complete the VPN configuration using the Step by step
wizard.

a. Delete the current VPN.
b. Selectthe VPN wizard from the category bar.
Figurel
c. Select the Create a Site to Site VPN with Pre-Shared Key option.
d. Click Launch the selected task button.

e. Choose the Step by step wizard.

Site-to-Site YPH

This wizard will guide you through the necessary steps to configure one end of 3
site-to-site WP tunnel on this router. The peer device must be configured with identical
WP M configuration for the tunnel to work. Please select one of the following setup and
click on the next button to begin.

" Quick setup
Gick setup asks for minimal information and uses S0DM defaults This is
recammended if you are creating a YPR tunnel betiween two Cisco routers using S0M

Wiew Defaults

ﬁéstep by =tep wizard:
Step by step wizard allows you to specify either the S0 default configuration ar yaur
o custom configuration.

f.  Continue through the Step by step wizard using the same values that were used in the previous
steps.
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