Cisco SvsTems

—_—

Lab 4.4.8a Configure a Cisco GRE over IPSec Tunnel using SDM

Objective

In this lab, the students will complete the following tasks:

Prepare to configure Virtual Private Network (VPN) Support
e Configure GRE over IPSec tunnel using SDM VPN Wizard
e Modify GRE over IPSec configuration

o Verify and test GRE over IPSec configuration

Scenario

The XYZ Company has Cisco routers at two branch offices, with SDM installed, and wants to create
a secure VPN over the Internet between the two sites. The company needs to support IP, IPX, and
Appletalk traffic across the WAN. Therefore a GRE over IPSec tunnel must be configured.

Topology
This figure illustrates the lab network environment.
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Preparation

Begin with the standard lab topology and verify the startup router configuration on the pod routers.
Test the connectivity between the pod routers. Access the perimeter router console port using the
terminal emulator on the Windows 2000 server. If desired, save the router configuration to a text file
for later analysis. Refer back to the Student Lab Orientation if more help is needed.

Tools and resources or equipment
In order to complete the lab, the following is required:
e Standard IOS Firewall lab topology

e Console cable

e HyperTerminal

Additional materials
Further information about the objectives covered in this lab can be found at the following websites:

http://www.cisco.com/en/US/products/sw/secursw/ps5318/products _user guide chapter09186a0080
40443e.html

Step 1 Configure GRE over IPSec VPN Parameters
Work with the members of the pod group to complete the VPN configuration.

a. Establish an SDM session with the pod router. When prompted for a username and
password, use sdm/sdm.

b. In SDM, select VPN from the Tasks panel of the Configuration page.

c. Selectthe Create a secure GRE tunnel (GRE over IPSec). Option from the Site to Site
VPN tab.

Create Site to Site VPN | Edit Site to Site VPN |

SOM can guide you through Site to Site VPR configuration tasks. Select a task,
then click 'Launch the selected task' button.

Use Case Scenario

" Create a Site to Site WPN.

Use this option to configure & VPM tunnel from this router to another YPN device using either
a pre-zhared key or using digital cedificates. To complete this configuration, you must know:
the remote device's IP address If & pre-shared key is used for authentication, it must match
the pre-shared key configured on the refmote device.

&+ ‘Create a secure GRE tunnel (GRE over IPSec).:

Use this option to configure & protected GRE tunnel from this rauter to ancther PR device
using either & pre-shared key or using digital cerificates. To complete this configuration, you
must know the remote device's IP address If a pre-shared key is used for authentication, it
must match the pre-shared key configured on the remaote device.

Launch the selected task

How do | iHow Dol Create a VPN to More Than One Site? __:_! Go |
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d. Click Launch the selected task button.

Secure GRE Wizard g Bt 5'

Secure GRE Tunnel {GRE over IPSec)

Mormal IP Security ([P Sec) configurations cannot transfer routing protocols, such as
Enhanced Interior Gateway Routing Protocol (EIGRF) and Open Shortest Path First (OSPF),
ar naon-1P traffic, such as Internetwork Packet Exchange (P and AppleTalk.

Cigsco's GRE Tunneling protocol can encapsulate a wide variety of protocol packet types
inside IF tunnels, creating a virtual point-to-point link to Cisco routers at remote points aver
an IP internetwark:.

| This wizard will guide you through steps to create @ GRE tunnel with IPSec protection.

e. Click the Next button.

f. Select the outside interface (Fa0/1) for the Tunnel Source Interface.

Secure GRE Wizard - x|

GRE Tunnel Information

—— Tunnel Sourge—————————————— — Tunnel Destination

Interface:

IP Address ofthe
Tunnel Destination:

FastEthernetll

Details. . |
|F Address; I

@ |—

IP Address ofthe GRE tunnel

GRE tunnel IF address is required to establish a tunnel with the peer.
This entry can be a private address.

IP Address: Subnet Mask:

r [ o §

[ Enahle path MTU discovery

<Back | Mext= | Frien | cancel|  Heip |

g. Click on the Details button to verify the proper external address.
172.30.P.2 / 255.255.255.0
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Details of the Interface: FastEtherneti/ 1

Iterm Mame [term Yalue

IP AddressiSubnet Mask 172.3001.2/255.255 2550
MAT =Mlaones

Access Rule - inbound =Mlanes

Access Rule - outhound =Mlaones

IPSec Policy =Mlanes

Inspect Rule - inbound =Mlaones

Inspect Rule - outhound =Mlanes

Easzy WPH Remaote =Mlaones

205 Policy - authound =Mlanes

Close |

h. Set the Tunnel Destination as 172.30.Q.2 (where Q = peer pod number).

i. Enter the IP address and subnet mask of the GRE Tunnel.

172.16.1.P
255.255.255.0 or 24
j-  Click the Next button.

k. Skip the Backup GRE Tunnel Window and click the Next button. A backup will not be

configured.

[. Inthe VPN Authentication window, enter and re-enter to confirm a pre-shared key to be used

for authentication. (make sure the CAPS lock is not on)

ciscol234

VPN Authentication Information

Authentication

Authentication ensures that each end ofthe ¥PM connection uses the same secret key.

' Pre-Shared Keys  Pre-Shared Key: In—a—a—n—x—a—x " Digital Certificates

Re-enter Key:

m. Click the Next button.

IW—

n. Inthe IKE Proposal window, notice the default policy.
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IKE Proposals

The IKE proposals specifies the encryption algarithm, authentication algarithm, and key
exchange method that is used by this router when negotiating a ¥PH connection with the
remote device. For the WP connection to be established with the remote device, the
remote device should be configured with at least one ofthe policies listed below,

Cick the Add... hutton to add more policies and the Edit... button to edit an existing policy.

Priarity] Encryption Hash D-H Group Authentication| Type

groupz FPRE_SHARE SOM Default

Add... | Edit... |

0. Click the Next button
An information window will appear about IKE.

The Transform Set window will appear.

Transform Set

The Transfarm Set specifies the encryption and authentication algarithims used to pratect
the data in the YPH tunnel. Since the two devices must use the same algarithms to
cammunicate, the remote device must be canfigurad with the same transform set as the
one selected helow,

Click the Add... button to add a nesww Transform Set and the Edit... button to edit the selected
Transfarm Set.

Select Transform Set:

S0OM Default Transform Set L‘

Cietails ofthe selected transform set

Marme ESF Encription | ESP Integrity AH Integrity

§5 ESP-3DES-SHA  ESP_3DES ESP_SHA HMAC

Add... | Edit.., |

r. Click the Next button
s. The Select Routing Protocol window will appear.
t. Select EIGRP and click the Next button
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Select Routing Protocol

You can use dynamic routing or static routing to specify the traffic that should pass throudgh
thiz GRE tunnel.

Select a dynamic routing protocolwhen the GRE over IPSec YPH includes a large number
of private networks, The dynamic routing protocol will adverize these netwaorks to other VPR
routers.Select static routing when the GRE over IPSec WP includes only a few private
networks.

' RIF

" Static Routing

u. The Routing Information window will appear for EIGRP.

Routing Information

* Select an existing EIGRP AS number: |1 j

" Create a new EIGRP AS number; ]

Add the private netwarks that vou want to advertise to the other routers in this GEE over
IPSec WPr. Other routers inthis GRE over IPSec PR must be in the same autonomous
systern.

Private networks advertised using EIGREF

Metwork Wild card mask Add..
10.0.0.0 Edi
172.3000.0

v. Click the Next button.

w. The Configuration Summary window will appear.
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Summary of the configuration

FPlease click Finish to deliver to the router,

GRE Tunnel Information
Tunnel Source: FastEthernetli
Tuntel Destination: 172.302.2
TunnellP Address:1 T2.16.1.1/255.255.255.0
FPath MTL discovery is enabled

Authentication Type : Preshared Key
Pre-Shared kKey >

IKE policies:

Hash DH Group Authentication

Encryption

SHA_1 oroup2 FRE_SHARE

3DES

Transform Set:
Marme:ESP-3DES-SHA
4]

EFoP ExnrrntinnECDR 2MEC

Verify the configuration.
Click the Finish button

o

Click the OK button on the Command Deliver Status window to complete the configuration

delivery.

-12

Network Security 2 v2.0 — Lab 4.4.8a

Copyright © 2005, Cisco Systems, Inc.



Step 2 Verify and Monitor the VPN Tunnel
Work with the members of the pod group to verify the VPN Tunnel.
a. Navigate to the Tools>Ping.
b. Ping the peer’s router outside address at 172.30.Q.2.

*Source: | E Sending 5, 100-byte ICMP Echos to 172.30.2.2, timeout is 2 secor < |

Destination:[173.30 2 2 E Success rate is 100 percent (555, round-trip minfava/max = 153/4 1

3
1] |

) Optional Field CIearOutputl Close | Help |

c. The ping should be successful. Most likely, the tunnel is already established due to the EIGRP
routing update traffic.

d. Click on the Close button.

e. Now click on the Monitor button on the top navigation bar.

7. Resource Status

CPU Usage: Memory Usage: —————————————————— Flash Usage:
Available: T4 hiB

L% Interface Status

Total Interface(s) Up: 3 Total Interface{s) Down: i}
FastEthernet0i 10.01.2 ®up inside
FastEthernetli 1723012 & Up 0% outside
Tunneld 1721611 ©Up 0%

Sk Firewall Status

No. of Attempts Denied: 1] No. of GoS-enabled Interfaces: 1]
Firewall Log: Mot Configured

%5 VPN Status

No. of Open IPSec Tunnels: 1 Ho. of DMVYPN Clients: a
No. of Open IKE SAs: 1 Mo. of Active VPN Clients: ]

f.  Notice the VPN Status box where one open IKE SA and one open IPSec tunnel are now shown.

g. Click on VPN Status in the Tasks panel to view detailed information about the established VPN
tunnel. The VPN tunnel status should display as Up by the green icon.

5 VPN Status
IPSec Tunnels | DMYFN Tunnels | Easy¥PN Server | IKE S4s |

Each row represents one IPSec Tunnel TestTunnel.., | Update |
Lacal IP | Remaote IP | Feer | Tunnel Status| Encapsulation P DecapsulationPI Send ErrorPack| Received Error H
172.30.1.2 172.30.2.2 1723022600 @ Up 198 0 121 a
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h. Select the IKE SAs tab to view the active IKE SAs.

[ #5 yPN Status

IPSec Tunnels | DMVEN Tunnels | Easy VPN Server | IKE SAs

Each row represents ane [KE 5A

Lpdate | Clearl

Source IP | Destination [P State
1723012 1723022 Ch_IDLE
i. Select VPN from the Tasks panel of the Configuration page.
4 VPN
ol Site to Site VPN e e M 5 3
3 Easy VPN Remote Create Site to Site VP | Edit Site to Site VPN
i Easy VPN Server Add.. | Delsts
-G@ Dvnarmic Multipoint YR —I —l
E"@VF’N Carnponents Status Interface Description IPSec Palicy g
"@ IPSec Tunneld | FastEthernetdil Tunnel to172.30.2.2 SOm_ChAP 1 1
=-{8 IKE

1@ Group Palicies
"@ Public Key Infrastructure
LB WPN Keys Encryption

j-  This will provide the tunnel status as well as additional information about the VPN tunnel

configuration.

k. Click through the VPN Components tree to view the detailed configuration.

| Site to Site YPN
Eazy WFM Remate
@ Easy WPM Server
B8 VPN Components
E-8 PSec

-{Rg Dynarmic Cryp
-1 IFsec Profiles

B8 [KE

I% Group Policies

.32 Dynarnic Multipoint VPN
- IFSec Policies (Crypto

-8 Transform Sets
IPSec Rules{ACLs)

----- |KE Paolicies
...... Pre-shared Eeys

-8 Public ey Infrastructure
----- % WEM Keys Encrvption

to Map 3

Step 3 Modify the GRE over IPSec configuration

Work with the members of the pod group to modify the VPN encryption settings

a. Click on IPSec Rules(ACLs) in the VPN Components tree.
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C.

Destination Sernvice | Log | Aftributes
' Permit 172.30.1.2 172.30.2.2 gre
b. Click on the IPSec Rules Number 100.
Click the Edit button.
=
MameMumber: Type:
100 [Extended Rule =
Description:
Rule Entry

{8)
B8 VPN Components
E-81PSec

&l Transfarm Sets
S5l IPSec Rules

IKE Policies
Pre-shared keys
Ilﬁ Group Paolicies

E-CE Public Key Infrastructure
----- .% WPM Keys Encryption

IPSec Rules

agd.. | Edit.|  Delete|

MameMumber

Used by

Type Description

crypto ma

Extended

+

| Acti0n| Source

— Interface Association

Add

Clane...

Edit...

Delete

ove g

ff oy erCm

HE G

[Mane.

Aezociate.. |

8154 | Cancel | Help

Notice that the only traffic which is in the GRE over IPSec tunnel is from outside interface of the
router to the outside interface of the peer router.

d. Click the Add button to add an ACL to protect LAN to LAN traffic.
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e.

Add an Extended Rule Entry

Action -

Selectanaction  |Protectthetrafic x|

Source HostMetwork

Type: IA Metwnrk =
IP Address: (10010
wildeard Mask: [0.0.0.255 @

{Mask hit 0 - Must match )
(Maskhit1 - Dontcare)

Frotocol and Service

' TCP i LIDP i |CMP i |p

IP Protocol

IP Protocol |iD |

™ Log matches against this entry

DK |

Diescription -

LAM to LAN

Destination HostMetwork

Type: IA Metwnrk =
P Address:  [10.0.2.0
wildcard Mask: [0.0.0.258] @

{Mask hit0- Must match )
{Maskbit1- Dontcare)

Cancel Help |

This sample shows the ACL added on Routerl. Router 2 will have Source/Destination Networks

reversed.

Click the OK button. The Edit a Rule window will appear now with the added ACL entry.
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Edit a Rule =

Mame/Mumber; Type:

f100 [Extended Rule =
Description:

Rule Entry

permit gre host 172.30.1.2 host172.30.2.2 Add.

permitip 10

Clane...

Edit...

Delete

Move Lp

Ml otye [

iy

Interface Association -

Momne. Associate, |

] %4 Cancel Help

f. If the Command Delivery Status window appears, click the OK button to continue.

g. Verify that there are now two ACL entries.

‘ Actiun| Source Destination Service | Log | Attributes

' Permit 1723012 172.30.2.2 e
% Permit 10.01.000.0.0.255 100.2.0/0.0.0.255 ip

[.  Navigate to the Tools>Ping.

h. Ping the inside address of the peer router at 10.0.Q.2 from a source address of 10.0.P.2. 20%
may be lost while the tunnel is negotiated for the first time for this traffic.

Png x|

* Source: |1 n.o1.2 E\ Sending 5, 100-byte ICMP Echos to 10.0.2.2, timeout is 2 secnnde;‘
FPacket sentwith a source address of 10.0.1.2

A
Destlnatlnn:|1 0.02: E\ Success rate is 80 percent (4557, round-trip minfavgfmax = 8111 2

(*) Optional Field Clear Output Close | Help |
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