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Resource: Installing Cisco Secure ACS 3.0 and greater for Windows 2000
Cisco Secure ACS 3.0 for Windows 2000 is easy to install and configure. This section
presents a brief overview of the essential installation steps.

The Cisco Secure ACS installation can be condensed to the following steps:

Step 1 Configure the Windows NT or Windows 2000 server to work with Cisco
Secure ACS.

Step 2 Verify a basic network connection from the Windows 2000 server to the
network access server (NAS) using ping and Telnet.

Step 3 Install Cisco Secure ACS on the Windows 2000 server following the
Windows 2000 installation shield.
Step 4 Initially configure Cisco Secure ACS via the web browser interface.

Step 5 Configure the network access server for AAA.

Step 6 Verify correct installation and operation.

Configure the 2000 Server

The first step to follow when installing Cisco Secure ACS is to configure Windows 2000
for Cisco Secure ACS by doing the following:

e Ensure the latest Service Pack is installed
o Configure Windows 2000 User Manager.
e Use Windows 2000 services to control ACS.
Cisco does not recommend that you install Cisco Secure ACS for Windows on primary
domain controllers (PDC) or backup domain controllers (BDC).
Verify Connections Between 2000 Server and Other Network Devices

Verify that the NAS (router, pix, access point or switch) can ping the Windows 2000
server that will host Cisco Secure ACS. This verification will simplify installation and
eliminate problems when configuring Cisco Secure ACS and devices that interface with it.

Cisco Secure ACS is easy to install from a CD-ROM or the Trial version download.

http://www.cisco.com/cgi-bin/tablebuild.pl/acs-win-3des

It installs like any other Windows application, using an InstallShield template. Before
installating, ensure the network access server information such as host name, IP
address, and TACACS+ key is available.

Install Cisco Secure ACS on the Server

Follow the InstallShield instructions as listed below:


http://www.cisco.com/cgi-bin/tablebuild.pl/acs-win-3des

e Select and configure the database.
e Configure Cisco Secure ACS for NAS using the web browser.

e Configure the NAS (router, pix, access point or switch) for Cisco Secure ACS.

Configure Cisco Secure ACS Using the Web Browser

After successfully installing Cisco Secure ACS, an ACS Admin icon appears on the
desktop. Continue the initial configuration of Cisco Secure ACS with the web browser
interface as follows:

e Cisco Secure ACS on Windows 2000 supports only HTML; a web browser is the
only way to configure it. Cisco Secure ACS 3.0 for Windows supports the
following browsers:

o Microsoft Internet Explorer version > 5.5 for Microsoft Windows
o Netscape Communicator version > 7.0 for Microsoft Windows
e Selecting the icon launches the browser with the address http://127.0.0.1:2002/.
e http://<ip address>:2002/ and http://<host name>:2002/ also works.
After Cisco Secure ACS is installed, configuration and management is through the web-
based GUI. Make sure java and javascript are enabled in the web browser.
Configure Remaining Devices for AAA

The NAS (router, pix, access point or switch) must be configured to work with Cisco
Secure ACS.

Here are some of the possible configuration combinations where Cisco Secure ACS is
used to perform AAA. In each configuration, each of the devices must be configured to
work with Cisco Secure ACS:

¢ Dialup using the Windows NT or Windows 2000 user database with TACACS+
e Dialup using the Cisco Secure ACS user database with TACACS+

o Dialup using a token card server with TACACS+

e Dialup using the Cisco Secure ACS user database with RADIUS (Cisco)

e Dialup for an ARAP client using the Cisco Secure ACS user database with
TACACS+

e Device management using the Cisco Secure ACS user database with TACACS+
e User authentication for wireless access
e User authentication for switch port access

e PIX or router authentication/authorization using the Windows 2000 user database
with TACACS+



Installing Cisco Secure ACS

Step 1 Uncompress the packaged CSACS zip file.
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Step 2 After the CSACS zip file is uncompressed, launch the Setup.exe file.
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Step 3 Press ACCEPT to agree the Software License Agreement.

:'Qg Setup

CiscoSecure ACS v3.1 90-Day Trial for Windows Server

Flease read the following icense agreement. Use the scroll bar to read
the entire agresment

SOFTUARE LICENSE AGREEMENT ﬂ

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT
CAREFULLY BEFORE DOWNLOADING OR USING THE
SOFTUARE .

BY CLICKING 0N THE "ACCEPT'™ BUTTOM, OFENING
THE PACHAGE, DOUNLOADING THE PRODUCT, OR
USING THE EQUIFMENT THAT CONTAINS THIE
PRODUCT, YOU ARE CONSENTING TO EE EOUND EY
[THIS AGREEMENT. IF Y0OU DO MOT AGREE TO ALL
OF THE TEERMS OF THIS AGREEMENT, CLICK THE ;J

Do pou accept all of the terms of the CiscoSecuie AC5 v3.1 Software
License Agresment?

ACCEPT {\\S] DO NOT ACCEFT |

Step 4 If there are any Windows programs running, exit out of them and proceed
with the CSACS installation. Press Next> to continue.

x|

"welcome to the CizcoSecure ACS Setup program.  This program
will inztall CizcoSecure ACS on your comprter.

YWie ztrongly recommend that you exit all “Windows programs
before running thiz Setup program.

Click Cancel ta quit Setup and then cloze anp programs pau bave
inning. Click Mext to continue with the Setup progran.

WARMIMG: This program iz protected by copyright law and
international treaties.

IInauthonzed reproduction or distribution of thiz program, or any
portion of it, may result in zevere civil and criminal penalties and
will be prozecuted to the marimum extent poszsible under law.

Mest » [_: ! Cancel

Step 5 If IAS is running, the setup utility will recommend disabling this service.
To avoid any issues, disable IAS and press Next> to continue.




Internet Authentication Service Detected = ﬂ

Setup haz detected that the Intermet Authentication Serace [JAS]
i rUnning.

Thiz zervice will uzually prevent CizcoSecure's BADIUS server
fram waorking correctly. [t iz recommended that 145 iz dizabled

Do pou want to dizable [A57

* Dizable 145 [recommended)

™ |grare thiz warning [not recommended]

Ment » r ! Cancel
b

Step 6 Verify all the CSACS requirements have been met and proceed with the
installation by clicking Next>.

Before You Beqgin

BEFORE ¥0OU BEGIM. the following items must be
complete:

¥ End-user clients can succeszsfully connect to A48 clients
I Thiz Windows 2000 Server can ping the A8, clients
vty Cizco 105 Af8 clients are running Cizco 105 releasze

11.1 or later

V¥ Microsoft Intermet Explorer v5.5 or 6.0 or Netzcape 6.2 s
inztalled

YWhen yau have completed all of these items, check each onhe
and then chick Mext.

If theze items hayve not been completed. do not
proceed with the installation of CiscoSecure ACS.
Click Cancel and complete these items.

Explain »> < Back I Mext » &! Cancel

Step 7 Choose the desired destination folder and press Next> to continue.




Choose Destination Location F 5[

Setup will inztall CizcoSecure ACS w31 in the following falder.
T o inztall to this faolder, click Mext.

Toinztall to a different folder, click Browse and select another
folder,

Yo can chooze not toinstall CiscoSecure ACS5 +3.1 by clicking
Cancel ho exit Setup.

|' [restination Falder

C:A\Program FileshCizcoSecure ACS +3.1 Browsze, . |
< Back I Meut » I Cancel |
by

Step 8 In the Network Security courses, students will authenticate against the
CiscoSecure ACS database. Select the CSACS database checkbox and
press Next> to continue.

Authentication Database Configuration ' x|

CizcoSecure ACS offers the option to authenticate against the
uzer accounts that already exizt in the Windows 2000/MT Lzer
Databaze. Otherwize, each uzername must be entered in the
CizcoSecure ACS databaze.

% Check the CizcoSecure ACS databaze only
™ Also check the Windows 2000/NT User Database

To control dialin security from within *indows 20002HT,
CizcoSecure ACS alzo offers the option to reference the "Grant
dialin permizzion bo user' sething under the “Windows 2000/MT
Ilzer account to permit/deny dial access.

[T ez, referta ' Grant dislin permizsion to uzer setting

For additional detailz, click Explain. Euplain > |
< Back I [ et = r ! Cancel |
b




Step 9 Initially, a NAS must be configured to install the CSACS. In this
example, NAS1 is being configured. Press Next>to continue. In the
FWL course, users will be authenticated using RADIUS (Cisco Aironet)
and the RADIUS key is cisco. In the Network Security courses, users
will be authenticated using TACACS+ (Cisco 10S)

i

TACACS+ (Cisco 105)
RADIUS [Cisco Alronet)
RADIUS (Cisco BESM)
RADIUS (Cisco IOS{PIX)
RADIUS (Cisco VPN 3000)
RADIUS (Cisco VPN 5000)
RADIUS (IETF)

RADIUS (Ascend)
RADIUS (Juniper)
RADIUS (Nortel)

RADIUS (iPass)

CiscoSecure ACS Metwork Access Server Details 3 ﬂ

To succezsfully configure CizcoSecure ACS o communicate with
wovr first MAS | the fallowing information i required. Additional
MaSes can be configured from within CizcoSecure ACS once
inztalled.

Authenticate zers Lzing IFE.-‘-‘-.DILIS [Cizco Aironet] LI

Access Server Mame: IN.-’-\.S'I

Aoceszs Server P Address: I o .0 1 01

YWindaws Server [P Address: I o .0 .1 .10

TACACS+ or RADILS Kew: Iu:isu:u:u

Explain »> |
< Back I Ment » I Cancel |

Step 10 CSACS will begin updated the server.



CiscoSecure ACS v3.1 90-Day Trial for Windows Server

Installing Authentication Modules.

=———————— I

63 %

Step 11 Select all the advanced options and press Next> to continue.

Advanced Options

Select which advanced options to be digplayed ik the
CizcoSecure ACS uzer interface.
¥ User Level Mebwork Access Bestictions
V¥ Group Level Mebwork Sccess Restictions
¥ Max Sessions
v Default Time of Dap/Dap of ‘Week Specilication
¥ Distributed System Settings

¥ Database Replication

Thesze advanced optionz along with ather features that pou may
chooze bo display ar hide from the uzer interface can alza be
selected from within CiscoSecure ACS after installation is
complete.

Explain »> | Mext » &! Cancel

Step 12 Enable Log-in Monitoring and press Next> to continue.



Active Service Monitoring

Remedial Action on Log-In Failure

¥ Enable Log-in Monitoring

Script to execute: | =Fastart Al j

Mail Motifications

[ Enable Mail Matifications

SMTP mail zerver: I

M il account bo natify: |

Explain »> < Back I Mext » ; I Cancel
!

Step 13 Select the appropriate options and press Next> to continue.

CiscoSecure ACS Service Initiation

Setup haz finizhed inztaling CizcoSecure ACS on this computer.
CizcoSecure ACS runz az a Service on Windows 2000, Setup
can stark thig service for you now.

Automatically launch CSAdmin to continue sething up uzers,
groups, and network, access servers,

Additionally, Setup can dizplay the Beadme file that containg
pertinent information about thiz release.

Choose the options you would lke:

¥ ‘ez | wart to start the CiscoS ecure AC5 Service now

¥ ‘ez, | want Setup to launch the CizcoSecure ACS
Adriniztrator fram my browezer following installation

¥ ez | wart to view the Readme file

Step 14 Click Finish to complete the installation of CSACS.




CizcoSecure ACS iz HTMLAlava-bazed, making it pozsible ta
manage CizcoSecure ACS from Microzoft Internet Explorer 5.5
or later or Metscape wB. 2 or later browszerz anpwhere in the
network.

A, CigcoSecure ACS Admin zhortcut icon has been placed on
wour *Windows Desktop. Click this icon to launch pour broveser
and CizcoSecure ACS.

After your browser loads CiscoSecure ACS., click the button at
the bottom of the CizcoSecure ACS “Welcome screen for First
Time Inztallation instructions.

Faor aptimal perfarmance of CizcoSecure ACS. enable vour
browzer option to Check for newer versions of stored pages
every vizlk to the page.

To operate CizcoSecure ACS fram a browveser different fram that
uzed by the shortcut, enter ane of the following LRLz in the
browszer addrezs window: http: /f<semver |P address: 2002 or
hittp: A1 27 .0.0.7: 2002,

e

Step 15 The CSACS main menu will appear. CSACS has been successfully
installed.

Address [&] http:f(127.0,0.1:1550/ x| Pe

Cisco SrsTems
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Select "Log Of" to end the admmstration session.
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Administrative Options

The Cisco Secure ACS web browser interface makes administration of AAA features
easy. It provides a navigation bar with a number of buttons, each of which represents a
particular area or function that can be configured. Not all of the buttons will be used
depending on the configuration that is being put in place. The following is a list of the
buttons available to the administrator, as well as a brief description of each.

User Setup

Group Setup

Network Configuration

System Configuration

Interface Configuration

Administration Control

External User Databases

Reports and Activity

Add, edit, delete user accounts, list users in databases

Create, edit, rename groups, list all users in a group

Configure and edit network access server parameters;
add and delete network access servers; configure AAA
server distribution parameters

Start and stop Cisco Secure ACS services, configure
logging, control database replication, control RDBMS
synchronization

Configure user defined fields that will be recorded in
accounting logs; configure TACACS+ and RADIUS
options, control display of options in the user interface

Control administration of Cisco Secure ACS from any
workstation on the network

Configure the unknown user policy; configure
authorization privileges for unknown users; configure
external database types

Select Reports & Activity in the navigational bar to
view the information below. It is possible to input this
information into most database and spreadsheet
applications.

e TACACS+ Accounting Reports—Lists when
sessions stop and start; records network access
server messages with username; provides caller
line identification information; records the
duration of each session

¢ RADIUS Accounting Reports—Lists when
sessions stop and start; records network access
server messages with username; provides caller
line identification information; records the
duration of each session

o Failed Attempts Report—Lists authentication
and authorization failures with an indication of
the cause



o List Logged in Users—Lists all users currently
receiving services for a single network access
server or all network access servers with access
to Cisco Secure ACS

e List Disabled Accounts—Lists all user accounts
that are currently disabled

¢ Admin Accounting Reports—Lists configuration
commands entered on a TACACS+ (Cisco)
network access server
Online Documentation
Provides more detailed information about the configuration, operation, and concepts of
Cisco Secure ACS
Administrative Procedure

The previous list follows the order of the buttons in the navigational bar as they appear on
the main administrative screen. However, this will not always be the order in which an
administrator sets up the Cisco Secure ACS. The order the administrator uses will
entirely depend on the needs of the network and that administrator’s preferences. One
typical order of configuration is as follows:

¢ Administration Control - Configure access for remote administrators.

o NAS Configuration - Configure and verify connectivity to a network access
server.

e Group Setup - Configure available options and parameters for specific groups. All
users must belong to a group.

e User Setup - Add users to a group that is configured.

o All other necessary areas.



Configure ACS for remote management

Cisco Secure ACS can be managed locally on the server or remotely via a web browser.
CSACS can be managed remotely via any PC running IE 5.5 or Netscape 7 or later.
From the remote PC, enter the IP address:2002 of the server running ACS in the Address
field of the browser. See the example below.

http://192.168.0.101:2002

‘A CiscoSecure ACS Login - Microsoft Internet Explorer - |al x|
File Edit View Favorites Tools Help ‘ o

Q@Back v () ~ |x] 2] |3cFavorites @Media €| (v L B ~ @

Address |€ http://192.168.0.101:2002 ~|Beo

-
Cisco Secure ACS v3.2

Administration login required to access the system.

When the page loads vou should see a Username and Password field If you cannot see these fields then you will have to enable
Java support in vour browser.

Enter a uzemame and password then click the "Login'' button.

Username

Password

Login |



http://192.168.0.101:2002/

To enable remote management, an administrator account must be configured.

tisco Ssews —— Administration Control
N Y

Uszer
Setup

ﬁ BT Administration Control
Setup

8 |§2ﬁ:§:n2rn?;ﬂe ‘ Administrators E
e || admin
%' Sustern - 1

z Configuration Add Administrator

Interface
| Configuration

adrinistration . . .
% | Control Access Policy | Session Policy
3@3 Excternal User Audit Policy |
E Databazes

Reports and
Activity

5 | Online
‘ Docurnentation

Step 1 Click on the Administration Control button on the left hand navigation
area

Step 2 Click on the Add Administrator button



tsco Ssrews —— Administration Control
m

Edit -

User
Setup

Ba Add Administrator

Setup
Shatred Profile v w . @
% Components Administrator Details & |-
| Metwork Administrator
Configuratiaon _ |adm|n
_— Name
=Fa | System
% Egnfiguration Password IIIIII
| Interface Confirm I""'
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d | Control

ag External User @
£ Databases Admmlsh."ahl}ﬂ‘ﬁleges g
@ Reports and (

ot ity Grant All Revoke All |

]| pnline User & Group Setup...
7 Add/Edit users in these groups

[ Setup of these groups
Editable arouns ;I

Available arguns
Submit | Cancel

Step 3 Type in the admin name and password in the Administrator Details box.
Step 4 Click on the Grant All button in the Administrator Privileges box.

Step 5 Click on the Submit button at the bottom of the window.

Step 6 ACS can now be accesses remotely.
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