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Figure 1  

Complete the following steps to add authorization rules for services to specific hosts in 
CSACS: 

Step 1 Click Group Setup from the navigation bar. The Group Setup window opens. 

Step 2 Scroll down in Group Setup until you find Shell Command Authorization Set. 

Step 3 Select Per Group Command Authorization. 

Step 4 Select Deny, which is found under Unmatched Cisco IOS commands. 

Step 5 Select the Command check box. 

Step 6 In the command field, enter one of the following allowable services: ftp, telnet, or 
http. 

Step 7 In the Arguments field, enter the IP addresses of the host that users are authorized 
to go to. Use the following format: 
permit ip_addr 
(where ip_addr = the IP address of the host) 

Step 8 Select Deny, which is found under Unlisted arguments. 

Step 9 Click Submit to add more rules, or click Submit + Restart when finished. 
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