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RADIU
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Accounting Tacacs+ Console Authentication
With privilege level 7 Tacacs+ Teinet Authentication

Tacacs+ HTTP Authentication
Tacacs+ Authorization telnet/http
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Figure 1 Section 4 AAA Configuring Easy VPN Server with
Split tunnel on PIX

PIX Version 6.2 (2)

nameif ethernet0 outside securityO
nameif ethernetl inside securityl00
nameif ethernet2 DMZ2 securitylO
nameif ethernet3 DMZ securityl5s

enable password 2KFQnbNIdI.2KYOU encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

hostname PIX2

domain-name cisco.com

names

name 130.100.26.6 R6

access-list outside access_in permit icmp any 130.100.26.0
255.255.255.240

access-list outside access _in permit tcp any host
130.100.26.7 eq tacacs

access-list outside access in permit udp any host
130.100.26.8 eqg ntp

access-list outside access _in permit udp any host
130.100.26.7 eqg radius

access-list outside access _in permit udp any host
130.100.26.7 eqg radius-acct

access-list inside authentication TACACS+ permit tcp any any
eq telnet

access-list inside authentication TACACS+ permit tcp any any
eqg www

access-list inside authorization TACACS+ permit tcp any any

eq telnet

access-list inside authorization TACACS+ permit tcp any any

eqg www

access-list inside accounting TACACS+ permit tcp any any eq

telnet

access-list inside accounting TACACS+ permit tcp any any eq

WWW




access-list 101 permit ip 192.168.1.0 255.255.255.0
192.168.3.0 255.255.255.0
access-group outside access in in interface outside

interface
interface
interface
interface

ethernetO
ethernetl
ethernet?2
ethernet3

10full
auto
auto
10baset

ip address outside 130.100.26.2 255.255.255.224
ip address inside 192.168.1.222 255.255.255.0

ip local pool ippool 192.168.3.1-192.168.3.254
10 interface

global (outside)

0 access-1list 101
10 0.0.0.0 0.0.0.0 0O O

(inside)
(inside)

nat
nat
static (inside,outside) 130.100.26.7 192.168.1.7 netmask
255.255.255.255 0 O
static (inside,outside)
255.255.255.255 0 O

130.100.26.8 192.168.1.1 netmask

route outside 0.0.0.0 0.0.0.0 R6 1
route inside 8.8.8.0 255.255.255.0 192.168.1.1 1

aaa-server
aaa-server
timeout 5

aaa-server
aaa-server

TACACS+ protocol tacacs+

TACACS+ (inside) host 192.168.1.7 cisco6727
RADIUS protocol radius

LOCAL protocol local

aaa authentication match inside authentication TACACS+
inside TACACS+

aaa authentication telnet console TACACS+

aaa authentication ssh console TACACS+

aaa authorization match inside authorization TACACS+ inside
TACACS+

aaa accounting match inside accounting TACACS+ inside
TACACS+

sysopt connection permit-ipsecno sysopt route dnat

auth-prompt prompt Authentication Login please
auth-prompt accept Welcome to CCIE Lab
auth-prompt reject You enter wrong login: Check ACS Server
ipsec transform-set ccie esp-des esp-md5-hmac
dynamic-map dynmap 10 set transform-set ccie

map mymap 10 ipsec-isakmp dynamic dynmap

map mymap interface outside

crypto
crypto
crypto
crypto

enable outside
identity address

isakmp
isakmp




isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des

isakmp policy 10 hash md5

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

isakmp policy 20 authentication pre-share
isakmp policy 20 encryption des

isakmp policy 20 hash md5

isakmp policy 20 group 1

isakmp policy 20 lifetime 86400

vpngroup vpn address-pool ippool
vpngroup vpn dns-server 156.46.10.10
vpngroup vpn wins-server 10.1.1.1
vpngroup vpn default-domain cisco.com
vpngroup vpn split-tunnel 101
vpngroup vpn pfs

vpngroup vpn idle-time 1800

vpngroup vpn password cisco

telnet 192.168.1.100 255.255.255.0 inside

ssh 192.168.1.100 255.255.255.255 inside

ssh 192.168.1.1 255.255.255.255 inside

username admin password f3UhLvUjlQsXsuK7 encrypted privilege
15

username user2tacacs password mb02jYsl3AX1IAGa encrypted
privilege 2

RADIUS

8.8.8.8 TACACS+
RADIUS iside 13001?: I:ee x/27
Authentication 192.168.1.0/24 kRN VPN Cleint
Authorization Tacacs+ PIX1 PIX2 3.5.2b
Accounting Tacacs+ Console Authentication

With privilege level 7 Tacacs+ Telnet Authentication

Tacacs+ HTTP Authentication
Tacacs+ Authorization telnet/http
Tacacs+ Accounting

Tacacst ssh to PIX1
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Mew Connection Entry Wizard m: El

Cisco SysTEMS

The WPM Client letz pou create secure connechions ko
remote networks. Thiz wizard helps you create a
connection entry for connecting b a specific remote
tietork,

Mame of the new connection entry:

IEEIE_Security_UF'N

Descrption of the new connection entry [optional):

|5e.:urity_vPN_mient_a.E.zi

¢ Back MHext = I Cancel Help




New Connection Entry Wizard

Cisco SysTems

The following information identifies the server to which
you connect for access to the remote network.

Host name or IP address of the server:

|13u_1uu_25_2
To Firewall PIX2
Qutside IP address
< Back Mext > Cancel Help

New Connection Entry Wizard

Cisco Systews

x|
Your administrator may have pravided you with group
parameters or a digital certificate to authenticate your
access to the remote server. If so, select the appropriate PIX2 vpngroup configuration
authentication method and complete your entries . -
{* Group Access Information vpngroup vpn address-po:;l g)ptéojlo o
= vpngroup vpn dns-server 156.46.10.
Name:  [vpn <& vpngroup vpn wins-server 10.1.1.1
Password: [ vpngroup vpn default-domain cisco.com
Confirm AN vpngroup vpn split-tunnel 101
s \ vpngroup vpn pfs
= ~—— | _|vpngroup vpn idle-time 1800
€ Cettificate VPNQroup vpn password ******=*
Name:  |No Cettificates Installed =~
Yalidate Certificate.., I
< Back Next> Cancel | Hep |




Mew Connection Entry Wizard

Cisco SvsTeENS

You have successfully created a new wirtual private
nietworking connection entry narmed:

CCIE Security YFPM

Click Finigh ta zave this entmy.

Ta connect ta the remate netwark,, zelect the Connect
buttar fram the main window.

T o modify this connection entry, chick Optiong on the main
window and zelect Properties from the menu that appears.

£ Back I Finish Cancel Help




# Cisco Systems ¥PN Client

Gisco SvsTems

Connection Entry:
CCIE_Secunty PM i

Wew:|  Oplions ~

Hoszt name or IP addresz of remote server:
130.100.26.2

Connect LClose




User Authentication for CCIE_Security_¥F

@ The server has requested the information
. specified below to complete the user
authentication.

Userame:
admin

Password:

KRN

I” Save Password

ok | Cancel

aaa-server TACACS+ protocol tacacs+
aaa-server TACACSH+ (inside) host 192.168.1.7 cisco6727 timeout 5
crypto map mymap client authentication TACACS+

Connecting to 130.100.26.2

@ Authenticating user...

Connection Hizton

Initializing the connection. .. -
Contacting the gateway at 130100 26.2. ..
Authenticating user...

Cancel




d Cisco Systems ¥PN Client Connection Stak

General

Butes in: 180 Bytes out: arg
Facketz decrypted: 3 Packets encrepted: 3
Facketz bypaszed: 0 Packet: discarded: 7
Secured routes:

Metwark. Subnet M ask Butes Sz Port D=
=3 1921681.0 200,260 206.0 40z i
=3730.100.26.2 200, 266 206, 255 o i

4 | i
Local LAM routes:

M etwork: Subnet Mazk Src Part | D=t Port | Fre

1| | *

Time connected: O0:07.23
Ok Matifications. . Hezet | Dizconnect |

\WINNT\System32' . cmd.exe
Microsoft Windows 2088 [Version 5.80.21951]
{C> Copyright 1985-2888 Microsoft Corp.
C:\>ipconfiyg
Windows 2888 IP Configuration
Ethernet adapter Local Area Connection 4:

: cisco.com

: 287.67.1.2

: 255.255.255.6
: 207.67.1.1

Connection—specific DNS Suffix
IP Address. . . . . . . . . .
Subnet Mask . . .

Default Gateway .

C:\>ping 192.168.1.1 #———————— R8 Behind Firewall

Pinging 192.168.1.1 with 32 bytes of data:

Request timed out.

Reply from 192.168.1.1: bytes=32 time<1Bms TTL=255
Reply from 192.168.1.1: bytes=32 time<{1@ms TTL=255
Reply from 192.168.1.1: bytes=32 time<{1Bms TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 3, Lost = 1 {(25% loss).,
Approximate round trip times in milli-seconds:

Minimum = Bms., Maximum = ©Oms., Average = Omns

Ci\>




