For this lab section, refer to Figure 26-5 on page 922 of
the book.

PIX2 (config)# sho config
Saved
Written by enable 15 at 00:29:11.836 UTC Fri Jan 1 1993
PIX Version 6.2 (2)
nameif ethernet0 outside security0
nameif ethernetl inside securityl00
nameif ethernet2 DMZ2 securitylO
nameif ethernet3 DMZ securityl5
enable password 2KFQnbNIdI.2KYOU encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname PIX2
domain-name cisco.com
names
name 130.100.26.6 R6

access-list inside authentication TACACS+ permit tcp any any eg
telnet

access-list inside authentication TACACS+ permit tcp any any eqg www

access-list 1n81de authorization TACACS+ permit tcp any any eq
telnet

access-list inside authorization TACACS+ permit tcp any any eqg www

access-list inside _accounting TACACS+ permit tcp any any eq telnet

access-list inside accounting TACACS+ permit tcp any any eqg www

interface ethernet0 10full
interface ethernetl auto
interface ethernet2 auto
interface ethernet3 1l0baset

mtu outside 1500
mtu inside 1500

ip address outside 130.100.26.2 255.255.255.224
ip address inside 192.168.1.222 255.255.255.0

global (outside) 10 interface
nat (inside) 10 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 130.100.26.7 192.168.1.7 netmask
255.255.255.255 0 O

static (inside,outside) 130.100.26.8 192.168.1.1 netmask
255.255.255.255 0 O

route outside 0.0.0.0 0.0.0.0 R6 1
route inside 8.8.8.0 255.255.255.0 192.168.1.1 1

aaa-server TACACS+ protocol tacacs+
aaa-server TACACS+ (inside) host 192.168.1.7 cisco6727 timeout 5
aaa-server RADIUS protocol radius




aaa-

aaa

aaa
aaa

aaa
aaa

server LOCAL protocol local

authentication match inside authentication TACACS+ inside
TACACS+

authentication telnet console TACACS+

authentication ssh console TACACS+

authorization match inside authorization TACACS+ inside TACACS+
accounting match inside accounting TACACS+ inside TACACS+

auth-prompt prompt Authentication Login please

auth-prompt accept Welcome to CCIE Lab
auth-prompt reject You enter wrong login: Check ACS Server
telnet 192.168.1.0 255.255.255.0 inside

8.8.8.8 TACACS+
@ C\e 192.168.1.7
insi i
RADIUS inside outside

O00Am |

— (::) 6.6.6.6
RADIU

130.100.26.x/27

Authentication 192.168.1.0/24

Authorization Tacacs+ PIX1

Accounting Tacacs+ Console Authentication
With privilege level 7 Tacacs+ Telnet Authentication

Tacacs+ HTTP Authentication
Tacacs+ Authorization telnet/hitp
Tacacs+ Accounting

Tacacs+ ssh to PIX1

PIX2 (config)# sho ca my rsa
% Key pair was generated at: 17:14:26 UTC Jun 26 2002
Key name: PIX2.cisco.com
Usage: General Purpose Key
Key Data:

30819f30 0d4d06092a 864886f7 04010101 05000381 84003081
89028181 00d7£87b

15f565ac 9899dad2 a51d5cd8 allOb367d a79f52fe eaee425d
790b02c3 1£7b8231

5385eb6f 0771lcd4aa f£1b2975b 3b4455c2 f4b33d7c baf4a5f9
0c6687fc 83c4d7d4

5dlfdbac dfae4858 09d9081lc cc2eb27c 0690bdo90 ed3892d1
d0e2543c 079a68c9

9a8ea939 b98b4418 4d561d69 dde9fecb 7e434234 7fc6l60b
5d8398b8 f£3020301 0001
PIX2 (config)#

hostname PIX2

domain-name cisco.com

aaa authentication ssh console TACACS+
ssh 192.168.1.100 255.255.255.255 inside
ssh 192.168.1.1 255.255.255.255 inside
ssh timeout 5




Test AAA from Client to R6

Authentication Login please
Username: user2

Password:

Welcome to CCIE Lab

User Access Verification
Username: r8

Password:
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+ Unmatched Commands - Cisco Secure ACS can etther deny
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Prior to adding PIX command authorization, CSNT 3.0 must be
patched. Registered users can download the patch from the
Software Center. You can also view additional information
about this issue by accessing Cisco Bug ID CSCdw78255
(registered customers only) .



