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Figure 1 Section 7 PPP Call back w th TACACS+

First, Configure Local Callback Before Involving TACACS+

host name R6
!
!
usernanme R8 password O cisco
aaa new- nodel

I

!
aaa authentication login default |ocal
aaa aut hentication login no_|login none
aaa aut hentication ppp default | ocal

!

interface BRIO/O

no i p address

encapsul ati on ppp

di al er pool -nmenber 10

i sdn sw tch-type basi c-ni

i sdn tei-negotiation first-cal

i sdn spidl 6661 6666

i sdn spid2 6662 6666

ppp aut hentication chap

ppp multilink

nterface Dialerl

i p address 172.22.85.2 255.255. 255.0
encapsul ati on ppp

i p ospf network point-to-point

ip ospf cost 65535

ip ospf demand-circuit

di al er pool 10

di al er renote-nanme RS
dialer idle-tineout 45
dialer string 8888

di al er hol d- queue 100
dialer-group 5

ppp cal | back request
ppp aut hentication chap




Ippp mul tilink

dialer-list 5 protocol ip permt

R6#sho di al er
BRIO/O - dialer type = | SDN

Dial String Successes Fai |l ures Last DNI S
stat us

0 incomi ng call(s) have been screened.

O incomng call(s) rejected for call back.

BRIO/0:1 - dialer type = | SDN

Idle timer (120 secs), Fast idle tiner (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is idle

BRIO/0:2 - dialer type = | SDN

Idle timer (120 secs), Fast idle tiner (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is idle

Dil - dialer type = D ALER PROFI LE

Idle tinmer (45 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is idle

Nunmber of active calls =0

Dial String Successes Fai |l ures Last DNI S
stat us

8888 15 0 00: 17: 32
successf ul Def aul t

Last

Last

host name R8

|
aaa authentication login default |ocal
aaa aut horization network default | ocal
|

interface BRI 0/ 0

no i p address

encapsul ati on ppp

ip ospf cost 1

dialer rotary-group 10

dialer-group 1

i sdn sw tch-type basic-ni

i sdn spidl 8881 8888

i sdn spi d2 8882 8888

ppp aut hentication chap

ppp mul tilink

|

interface Dial erl0

i p address 172.22.85.1 255. 255. 255.0
encapsul ati on ppp

no i p route-cache

i p ospf network point-to-point

ip ospf demand-circuit




no i p nroute-cache

di al er in-band

dialer map ip 172.22.85.2 nane R6 class diall broadcast
6666

di al er cal | back-secure

dialer-group 1

no peer default ip address

ppp cal | back accept

ppp aut hentication chap
dialer-list 1 protocol ip permt

|
map-cl ass dialer diall

di al er cal | back-server usernane

#debug cal | back
Cal | back activity debugging is on

R8#

01: 04:34: BRO/O DDR rotor dialout [priority]

01: 04:34: BRO/O DDR: Dialing cause ip (s=172.22.85.1,
d=6. 6. 6. 6)

01:04:34: BRO/O DDR Attenpting to dial 6666

01: 04: 146090768040: 9% .1 NK-3- UPDOMWN: | nterface BRI 0/0: 1,
changed state to up

01:04:34: BRO/0:1 PPP: Using dialer call direction

01: 04:34: BRO/0:1 PPP: Treating connection as a call out
01: 04: 34: BRO/0:1 PPP: Authorization required

01: 04: 34: BRO/0:1 AAA/ AUTHOR/ LCP: Aut hori zation succeeds
trivially
01: 04: 36: BRO/0:1 CHAP: O CHALLENGE id 41 len 23 from"R8"
01: 04: 36: BRO/0:1 CHAP: | CHALLENCGE id 43 len 23 from"R6"
01: 04: 36: AAA/ AUTHEN PPP (0000002B): Pick nethod I|i st

' Per manent Local"

01: 04: 36: BRO/0:1 CHAP: Using hostnane from unknown source
01: 04: 36: BRO/0:1 CHAP: Using password from AAA

01: 04: 36: BRO/0:1 CHAP: O RESPONSE id 43 len 23 from"R8"
01: 04:36: BRO/0:1 CHAP: | SUCCESS id 43 len 4

01:04:36: BRO/0:1 CHAP: | RESPONSE id 41 len 23 from"R6"
01: 04: 36: AAA/ AUTHEN PPP (0000002B): Pick method I|i st

' Per manent Local"
01: 04: 36: BRO/O:
01: 04: 36: BRO/O:
01: 04: 36: BRO/O:
01: 04: 36: BRO/O:
01: 04: 36: BRO/O:
01: 04: 36: BRO/O:
01: 04: 36: BRO/O:
01: 04: 36: BRO/O:
01: 04: 36: BRO/O:
01: 04: 36: BRO/O:
01: 04: 36: BRO/O:

PR RRPRR

PPP: Sent CHAP LOGd N Request

PPP: Recei ved LOd N Response PASS
PPP/ AAA: Check Attr: Franed-Protocol
PPP/ AAA: Check Attr: usernane

PPP/ AAA: Check Attr: challenge

PPP/ AAA: Check Attr: id

PPP/ AAA: Check Attr: response

DDR: Renote nane for R6

AAA/ AUTHOR/ LCP: Process Aut hor

CHAP: O SUCCESS id 41 len 4

AAA/ AUTHOR/ | PCP: FSM aut hori zati on not

AAAN AUTHOR/ FSM We can start | PCP
AAA AUTHOR/ CDPCP: FSM aut hori zati on not

01: 04: 36: BRO/O:
01: 04: 36: BRO/O:

01: 04: 36: BRO/0:1 AAA/ AUTHOR FSM We can start CDPCP
01: 04: 36: BRO/O0:1 AAA/ AUTHOR/ | PCP: Start. Her address
172.22.85.2, we want 172.22.85.2

PR RR RPRRRPRRRRRRRR




01: 04: 36: BRO/0:1 AAA/ AUTHOR/ I PCP: Reject 172.22.85.2, using
172.22.85.2

01: 04: 36: BRO/0:1 AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded
01: 04: 36: BRO/0:1 AAA/ AUTHOR/ | PCP: Done. Her address
172.22.85.2, we want 172.22.85.2

01: 04: 36: BRO/0:1 DDR dialer protocol up

01: 04: 37: 9% .1 NEPROTO 5- UPDOWN: Line protocol on Interface
BRI 0/ 0:1, changed state to up

Now, Configure Call back Usi ng TACACS+:

interface Dialer10

ip address 172.22.85.1 255.255.255.0
encapsulation ppp

ip ospf cost 65535

dialer in-band

dialer idle-timeout 60

dialer enable-timeout 5

dialer hold-queue 20

dialer aaa

dialer-group 1

no peer default ip address
ppp callback accept

ppp authentication chap callin

Server
Call-Back Server

interface Dialerl

ip address 172.22.85.2
255.255.255.0
encapsulation ppp

ip ospf cost 65535

ip ospf demand-circuit
dialer pool 1

dialer idle-timeout 60
dialer string 8888

dialer hold-queue 20
dialer-group 1

no peer default ip address
no fair-queue

no cdp enable

ppp callback request

ppp authentication chap
ppp chap hostname r6
ppp chap password 0 cisco

ACS/IAAA

172.22.85.1
insi 022 0/6 Dialerl
0/8 inside 130.100.2d6.0/27 FO0/0
192.168.1.0/24 outside ) .
VLAN26 Call-Back Client

VLANS2

ISDN DDR

R6

version 12.2

service tinestanps debug datetinme nsec
service tinestanps |og datetinme nsec
no servi ce password-encryption

!

host nane R6

!

!

usernanme R8 password 0 cisco

i p subnet-zero

|

!
no i p domai n | ookup
!
!
i sdn switch-type basic-n
!
!
key chain ccie

key 1

key-string ccie

!
!
i nterface Loopback6




descriPtion OSPF Loopback
i p ospf network point-to-point
I p address 6.6.6.6 255.255. 255. 255

nterface Loopback66
i p address 140. 100. 86.1 255. 255. 255. 224

nterface Loopback666
description BGP Loopback
I p address 6.6.6.66 255.255. 255. 255

nterface Tunnel O

I p address 192.168. 2. 2 255. 255. 255. 0

p ospf authentication nessage-di gest

i p ospf nmessage-digest-key 5 nmd5 cisco
tunnel source 130.100. 26. 6

tunnel destination 130.100.26.3
|

nterface FastEthernet0/0

i p address 130. 100. 26. 6 255. 255. 255. 224
no i p proxy-arp

ip rip authentication node nd5

ip rip authentication key-chain ccie
speed 10

hal f - dupl ex

no cdp enabl e

standby 1 ip 130.100.26.1

standby 1 preenpt

standby 1 authentication ccie
standby 1 track Serial0/0

nterface BRIO/0

no i p address

encapsul ation ppp

i p ospf cost 65000

di al er pool -nmenber 1

i sdn switch-type basic-ni
isdn tei-negotiation first-cal
i sdn spidl 6661 6666

i sdn spi d2 6662 6666

no cdp enabl e

ppp aut hentication chap
ppp mul tilink

nterface Serial 0/0

i p address 140. 100. 56. 6 255. 255. 255. 192
no i p proxy-arp

i p ospf authentication nessage-di gest

i p ospf nmessage-digest-key 5 nmd5 cisco
i p ospf network point-to-point

no cdp enabl e

nterface FastEthernet0/1
no i p address

dupl ex auto

speed auto

no cdp enabl e




interface Dialerl
I p address 172.22.85.2 255.255.255.0

encapsul ation ppp

i p ospf cost 65535

i p ospf demand-circuit

di al er pool 1

di al er renote-nane R8

di al er idle-tinmeout 60

dialer string 8888

di al er hol d- queue 20

di al er-group 1

no peer default ip address

no fair-queue

no cdp enabl e

ppp call back request

ppp aut hentication chap

ppp chap hostnane R6

ppp chap password O cisco

ppp mul tilink

|

router ospf 123

router-id 6.6.6.6

| og- adj acency- changes det ai

area 56 authentication nessage-di gest

area 56 virtual-link 5.5.5.5 authentication nessage-
di gest

area 56 virtual-link 5.5.5.5 nessage-di gest-key 5 nd5
ci sco

area 86 authentication nessage-di gest

network 1.1.1.0 0.0.0.255 area 86

network 6.6.6.6 0.0.0.0 area 56

net wor k 140.100.56.0 0.0.0.63 area 56

network 172.22.85.0 0.0.0.255 area 86

network 192.168.2.0 0.0.0.255 area 86

|

router rip

version 2

net work 130.100.0.0

no aut o- summary

|

router bgp 456

no synchroni zation

bgp router-id 6.6.6.6

bgp | og- nei ghbor - changes

network 6.6.6.66 mask 255. 255. 255. 255

net wor k 130. 100. 86. 0 nmask 255. 255. 255. 224

nei ghbor 140. 100.56.5 renot e-as 456

nei ghbor 140. 100. 56. 5 next - hop-sel f

nei ghbor 192.168. 2.1 renote-as 65000

no aut o- summary

|

i p classless

ip route 0.0.0.0 0.0.0.0 BRIO/O

ip route 192.168. 1.0 255. 255. 255. 0 130. 100. 26. 2
ip route 192.168. 1.1 255. 255. 255. 255 130. 100. 26. 2
no ip http server

|

|




access-list 100 dynamc R3 tinmeout 6 permt ip any any
dialer-list 1 protocol ip permt

dialer-list 5 protocol ip permt

|

}oute-nap redi st deny 10
|

}oute-nap red permt 10
match ip address 1
|

call rsvp-sync
|

line con O

exec-tineout 0 O

privilege |level 15

l[ine aux O

line vty 0 4

privilege |level 15

 ogin

aut ocommand telnet 5.5.5.5
|
end

host nane R8
|

enabl e password 7 05080F1C2243
|

aaa new node
!
!
aaa aut hentication |ogin none
aaa aut hentication ppp default group tacacs+
aaa aut horization network default group tacacs+
aaa aut horization configuration default group tacacs+
aaa accounting network default start-stop group tacacs+
aaa accounting systemdefault start-stop group tacacs+
i sdn switch-type basic-n
!
!
key chain ccie
key 1
key-string 7 0307580203
!
i nterface LoopbackO
i p address 2.2.2.2 255.255. 255. 255
!
i nterface Loopback8
descri ption OSPF Loopback
i p address 8.8.8.8 255.255. 255. 255
i p broadcast-address 8.8.8.8
!
i nterface Loopback88
descri ption BGP Loopback
i p address 8.8.8.88 255. 255. 255. 255

nterface Loopbackl1l00
ip address 172.16.1.1 255.255.255.0




interface Tunnel 1

I p address 192.168. 2.1 255. 255. 255.0
I p broadcast -address 192. 168. 2. 255

i p ospf authentication nessage-di gest
I p ospf message-digest-key 5 nd5 7 045802150C2E
tunnel source 192.168.1.1

tunnel destination 130.100. 26.6

|

interface BRIO/O0

no i p address

encapsul ation ppp

i p ospf cost 65535

di al er rotary-group 10

di al er-group 1

i sdn switch-type basic-ni

i sdn spidl 8881 8888

i sdn spi d2 8882 8888

no cdp enabl e

ppp aut hentication chap

ppp mul tilink

nterface Serial 0/0

i p address 10.1.1.2 255.255.255.0
i p broadcast -address 10. 1. 1. 255
cl ockrate 512000

no cdp enabl e

terface FastEthernet0/1

p address 192.168. 1.1 255. 255.255.0
p nat inside

p rip send version 1

p

0

rip receive version 1
I p route-cache

no i p nroute-cache
dupl ex auto

speed auto

no cdp enabl e

n
|
|
i
|
n

nterface D al er10

I p address 172.22.85.1 255.255.255.0
encapsul ation ppp

i p ospf cost 65535

di al er in-band

di al er idle-tinmeout 60

di al er enabl e-tineout 5

di al er hol d- queue 20

di al er aaa

di al er-group 1

no peer default ip address

ppp cal |l back accept

ppp aut hentication chap callin

|

router ospf 123

router-id 8.8.8.8

| og- adj acency- changes det ai

area 86 authentication nessage-di gest
network 1.1.1.0 0.0.0.255 area 86
network 8.8.8.8 0.0.0.0 area 86




network 172.22.85.0 0.0.0.255 area 86
network 192.168.2.0 0.0.0. 255 area 86

| ocal pool Internet 192.168.1.10 192.168.1.20
| ocal pool test 172.16.1.10 172.16.1.100

| ocal pool default 10.10.10.1 10.10.10.10

drp access-group 3

drp aut hentication key-chain ccie

drp server

cl assl ess

route 6.6.6.0 255.255.255.0 192.168. 1. 222
route 10.1.1.0 255.255.255.0 10.1.1.1

route 130. 100. 26. 0 255. 255. 255. 0 192. 168. 1. 222
tacacs source-interface Loopback8

ip http server

http authentication | oca

pi m bi di r - enabl e

TCTTOTTTTTTOTTTTTO

access-|list extended idletime
access-| i1 st extended i nacl
access-list extended key-exchange
access-|ist extended protocol
access-| i1 st extended service
access-|i st extended tineout

—— e e e e e g e

TTTTTTDO

access-|i st
access-|i st
access-|i st

i permt 192.168.1.0 0.0.0.255 | og
[
[
access-list
[
[
[
[

deny 172.16.1.0 0.0.0. 255 | og
permt 8.8.8.88

permt 6.6.6.6

permt 192.168.2.1

permt 192.168.1.8 | og

protocol ip permt

protocol ip permt

access-|i st

access-|i st

dialer-Ilist

dialer-Ilist
!

route-map |l oop permt 10
match i p address 2

!

rout e-map Loopback permt 10
match i p address 10

|

ORPUIWWN R

tacacs-server host 192.168.1.7
tacacs-server directed-request
tacacs-server key cisco6727

!

!

alias exec sr sho ip route

alias exec DB show ip route

privilege configure |evel 7 snnp-server

privilege exec level 1 telnet

privilege exec |level 7 ping

privilege exec level 7 configure termna
privilege exec level 7 configure

privilege exec level 1 showip route
privilege exec level 1 showip

privilege exec level 1 show startup-config
privilege exec level 1 show




|

line con O
exec-tinmeout 0 O
privilege |evel
speed 115200
line aux O
nodem | nQut
transport input al

line vty 0 4

exec-tinmeout 0 O

privilege |level 15
session-limt 100000
transport input telnet ssh
line vty 5 15
privilege |evel

15

15

R8#debug cal | back

Cal | back activity debugging is on
R8#debug ppp aut hentication

PPP aut henti cation debugging is on
R8#debug ppp negoti ati on

PPP pr ot ocol
R8#deb di al er
Di al on demand events debugging is on
R8#debug aaa aut hori zation

AAA Aut hori zati on debugging is on
R8#debug aaa aut henti cati on

AAA Aut hentication debugging is on
R8#debug ppp pac

PPP packet display debugging is on

negoti ati on debugging is on

R8#sho debuggi ng

General OS:
AAA Aut hentication debugging is on
AAA Aut hori zati on debugging is on

D al on demand:
Di al on demand events debugging is on
PPP:

PPP aut henti cati on debugging is on

PPP protocol negotiation debugging is

PPP packet display debugging is on
Cal | back

Cal | back activity debugging is on

on

R8#sho i p route ospf

1.0.0.0/32 is subnetted, 2 subnets
OIA 1.1.1.1 [110/11368] via 192. 168.
Tunnel 1

3.0.0.0/32 is subnetted, 4 subnets

OIA 3.3.3.3 [110/11304] via 192. 168.
Tunnel 1

O E2 3.3.3.13 [110/20] via 192.168. 2.
O E2 3.3.3.23 [110/20] via 192.168. 2.

4.0.0.0/32 is subnetted, 2 subnets

2.2, 00:00:07,

2.2, 00:00:07,

2, 00:00:17, Tunnel1l
2, 00:00:17, Tunnel1l




OIlA 4.4.4.4 [110/11240] via 192.168.2.2, 00:00: 07,

Tunnel 1 _ _
140.100.0.0/16 is variably subnetted, 4 subnets, 2

masks
OIA 140. 100. 45. 0/ 26 [110/11239] via 192.168. 2. 2,
00: 00: 07, Tunnel 1
OIA 140. 100. 56. 0/ 26 [110/11175] via 192.168. 2. 2,
00: 00: 17, Tunnel 1l
O E2 140. 100. 9.0/ 27 [110/20] via 192.168.2.2, 00:00: 17,
Tunnel 1
5.0.0.0/32 is subnetted, 2 subnets
OIA 5.5.5.5 [110/11176] via 192.168.2.2, 00:00:07,
Tunnel 1
6.0.0.0/8 is variably subnetted, 3 subnets, 2 nasks
OIA 6.6.6.6/32 [110/11112] via 192.168.2.2, 00:00: 17,
Tunnel 1
67.0.0.0/24 is subnetted, 1 subnets
O E2 67.67.67.0 [110/20] via 192.168.2.2, 00:00: 17,
Tunnel 1
150.100.0.0/16 is variably subnetted, 3 subnets, 3
masks
OIA 150. 100. 32. 0/ 27 [110/11367] via 192.168. 2. 2,
00: 00: 07, Tunnel 1
OIA 150. 100. 33. 0/ 29 [110/11303] via 192.168. 2. 2,
00: 00: 07, Tunnel 1
OIA 150. 100. 31. 0/ 28 [110/11367] via 192.168. 2. 2,
00: 00: 07, Tunnel 1
R8#

R8(config)#int tun 1
R8(config-if)#shut
R8(config-if)#

R8#t er
14:02: 33: % .1 NK-3-UPDOMWN: Interface BRIO/0:1, changed state
to up

R8#t erm nal m
14: 02: 33: BRO/O:
14: 02: 33: BRO/O:
14: 02: 33: BRO/O:
14: 02: 33: BRO/O:
R8#t erm nal no
14: 02: 35: BRO/O:
14: 02: 35: BRO/O:
14: 02: 35: BRO/O:
trivially

14: 02: 35: BRO/O:

PPP: Using dialer call direction

PPP:. Treating connection as a callin
PPP: Phase is ESTABLI SH NG Passive Open
LCP:. State is Listeno

LCP: Tl MEout: State Listen
PPP: Aut hori zation required
AAA AUTHOR/ LCP: Aut hori zati on succeeds

LCP. O CONFREQ [Listen] id 196 len 15

RPRR RRR RRPRR

14:02: 35: BRO/0:1 LCP: Aut hProt o CHAP (0x0305C22305)
14:02: 35: BRO/0:1 LCP: Magi cNunber 0xB367E58C
(0x0506B367E58C)

14:02: 35: BRO/0:1 PPP: | pkt type 0xC021, datagransize 19
|'i nk[ ppp]

14:02: 35: BRO/0:1 LCP: | CONFACK [ REsent] id 196 len 15
14:02: 35: BRO/0:1 LCP: Aut hProt o CHAP (0x0305C22305)
14: 02: 35: BRO/0:1 LCP: Magi cNunber O0xB367E58C
(0x0506B367E58C)

14:02:35. BRO/0:1 PPP: | pkt type O0xCO21, datagransize 22
li nk[ ppp]




14:02:35: BRO/0:1 LCP: | CONFREQ [ACKrcvd% id 254 len 18
14:02:35: BRO/0:1 LCP: Aut hProto CHAP ( 0x0305C22305)
14:02:35: BRO/0:1 LCP: Magi cNunmber 0xB359C44F
(0x0506B359C44F)

14:02:35: BRO/0:1 LCP: Cal I back 0 (0x0D0300)

14:02:35: BRO/0:1 LCP: O CONFACK [ACKrcvd] id 254 len 18
14:02:35: BRO/0:1 LCP: Aut hProt o CHAP (0x0305C22305)
14:02:35: BRO/0:1 LCP: Magi cNunmber 0xB359C44F
(0x0506B359C44F)

14:02:35: BRO/0:1 LCP: Cal | back 0 (0x0D0300)

14:02:35: BRO/0:1 LCP: State is Open

14: 02: 35: BRO/0:1 PPP: Phase is AUTHENTI CATI NG by both
14:02:35: BRO/0:1 CHAP: O CHALLENGE id 225 len 23 from"R8"
14:02:35: BRO/0:1 PPP: | pkt type 0xC223, datagransi ze 27
|'i nk[ ppp]

14:02:35: BRO/0:1 CHAP: | CHALLENGE id 235 len 23 from"R6"
14:02:35: BRO/0:1 CHAP: Waiting for Peer to authenticate
first

14:02:35: BRO/0:1 PPP: | pkt type 0xC223, datagransi ze 27
|'i nk[ ppp]

14:02:35: BRO/0:1 CHAP: | RESPONSE id 225 len 23 from"R6"
14:02: 35: BRO/0:1 PPP: Phase is FORWARDI NG Attenpting
Forwar d

14: 02: 35: BRO/0:1 PPP: Phase i s AUTHENTI CATI NG,

Unaut henti cat ed User

14: 02: 35: AAA/ AUTHEN PPP (0000012C): Pick nethod Ii st
"defaul t'

14:02: 35: BRO/0:1 PPP: Sent CHAP LOG N Reqguest

14: 02: 35: BRO/0:1 PPP: Received LOA N Response PASS

14:02: 35: BRO/0:1 PPP: Phase is FORWARDI NG Attenpting
Forwar d

14: 02: 35: BRO/0:1 PPP: Phase i s AUTHENTI CATI NG,
Aut henti cated User

14:02:35: BRO/0:1 DDR Renote nane for R6

14:02: 35: BRO/0:1 DDR Authenticated host R6 with no

mat chi ng di al er map

14 02: 35: AAA/ AUTHEN PPP (0000012C): Pick nmethod |i st
"defaul t'

14: 02: 35: AAA/ AUTHOR (0x12C): Pick nethod list 'default'
14:02: 35: BRO/0:1 PPP: Sent LCP AUTHOR Request

14: 02: 35: AAA/ AUTHOR (0x12C): Pick nethod list 'default'
14: 02: 35: BRO/0:1 PPP: Sent |PCP AUTHOR Request

14: 02: 35: BRO/0:1 CHAP: Using hostnane from unknown source
14: 02: 35: BRO/0:1 CHAP: Using password from AAA

14:02:35: BRO/0:1 CHAP: O RESPONSE id 235 len 23 from"R8"
14:02:35: BRO/0:1 PPP: | pkt type 0xC223, datagransi ze 8
I i nk[ PpP]

:35: BRO/0:1 LCP: Received AAA AUTHOR Response PASS

14:02:35: BRO/ 0: 1 PPP/ AAA: Check Attr: Framed- Protocol

14: 02: 35: BRO/0:1 PPP/ AAA: Check Attr: usernane

14: 02: 35: BRO/0:1 PPP/ AAA: Check Attr: call back-dialstring
14:02: 35: BRO/0:1 PPP/ AAA: Check Attr: call back-rotary

14: 02: 35: BRO/0:1 AAA/ AUTHOR/ FSM W can start LCP
14:02:35: BRO/0:1 CHAP: | SUCCESS id 235 len 4

14:02:35: BRO/0:1 I PCP: Received AAA AUTHOR Response PASS
14: 02: 35: BRO/0:1 PPP/ AAA: Check Attr: Franed-Protocol

14: 02: 35: BRO/0:1 PPP/ AAA: Check Attr: usernane

14: 02: 35: BRO/0:1 AAA/ AUTHOR/ FSM W can start | PCP




14: 02: 35: BRO/0:1 AAA/ AUTHOR/ LCP: Process Aut hor

14: 02: 35: BRO/0:1 AAA/ AUTHOR/ LCP: Process Attr: call back-
dial stri

14: 02: 35: BRO/0:1 AAA/ AUTHOR/ LCP: Process Attr: call back-
rotary

14:02: 35: BRO/0:1 CHAP: O SUCCESS id 225 len 4

14:02: 35: DSES CB20: Session create

14: 02: 35: BRO/0:1 PPP/ AAA: Saving a copy of the

aut hori zation data

14: 02: 35: BRO/0:1 PPP/ AAA: Copying acct-sess-id to the
cal | back aut hor data

14:02: 35: BRO/0:1 DDR PPP call back: Callback server
starting to R6 6666

14:02: 36: % .1 NEPROTO- 5- UPDOMWN: Li ne protocol on Interface
BRI 0/ 0:1, changed state to up

14: 02: 36: BRO/0:1 DDR disconnecting cal

14:02: 36: 9% SDN- 6- CONNECT: Interface BRIO/0:1 is now
connected to 6666 R6

14:02: 36: % SDN- 6- DI SCONNECT: Interface BRIO/0: 1

di sconnected from 6666 R6, call |asted 3 seconds

14: 02: 156809430024: 9%.1 NK- 3- UPDOMN: | nterface BRI 0/0: 1,
changed state to down

14:02: 36: BRO/0:1 PPP: Sendi ng Acct Event[Down] id[12C]
14: 02: 36: BRO/0:1 PPP: Phase is TERM NATI NG

14:02:36: BRO/0:1 LCP: State is C osed

14:02: 36: BRO/0:1 PPP: Phase is DOMN

14: 02: 36: BRO/0:1 DDR disconnecting cal

14:02: 37: % .1 NEPROTO 5- UPDOMN: Li ne protocol on Interface
BRI 0/ 0:1, changed state to down

14:02:40: DDR Call back timer expired

14: 02: 40: D 10 DDR begi nning call back to R6 6666
14:02:40: BRO/O DDR rotor dialout [priority]

14:02:40: BRO/O DDR Dialing cause ???

14:02: 40: BRO/O DDR Attenpting to dial 6666

14: 02: 171860570985: 9%.1 NK- 3- UPDOMN: | nterface BRI 0/0: 1,

changed state to up

14: 02: 173

567861870: BRO/0:1 PPP/ AAA: Using authorization

data froma prior cal

14: 02: 171
14: 02: 173
unqueued

14: 02: 40:
from PPP

14: 02: 40:
14: 02: 40:
14: 02: 40:
14: 02: 40:
14: 02: 40:
14: 02: 40:
trivially
14: 02: 40:

14: 02: 40:

(0x0506B3
14: 02: 40:

| i nk[ ppp]
14: 02: 40:
14: 02: 40:

798691840: DDR Freeing call back to R6 6666

984808652: DDR: renoving cal | back, 0 packets

and di scar ded
BRO/ 0: 1 PPP(0000012D): Replacing Acct Session Id

Cal | back Aut hor Data
BRO/0:1 PPP: Using dialer call direction
BRO/0:1 PPP. Treating connection as a call out
BRO/0: 1 PPP. Phase is ESTABLI SHI NG Active Open
BRO/0: 1 PPP. Authorization required
BRO/0:1 PPP: No renote authentication for call back
BRO/ 0: 1 AAA/ AUTHOR/ LCP: Aut hori zati on succeeds
BRO/0:1 LCP: O CONFREQ [Cl osed] id 197 len 10
BRO/0: 1 LCP: Magi cNunmber OxB367FA47

67FAA4T)
BRO/0:1 PPP. | pkt type 0xC021, datagransize 19
BRO/0:1 LCP: | CONFREQ [ REQsent] id 255 len 15
BRO/0: 1 LCP: Aut hProt o CHAP (0x0305C22305)




14:02:40: BRO/0:1 PPP: | pkt type 0xC021, datagransize 14
| i nk

14:05?28! BRO/0: 1 LCP: Magi cNunmber OxB359EQ09A
(0x0506B359E09A)

14:02: 40: BRO/0:1 LCP: O CONFACK [ REQsent] id 255 len 15
14:02:40: BRO/0:1 LCP: Aut hProt o CHAP (0x0305C22305)
14:02:40: BRO/0:1 LCP: Magi cNunmber OxB359EQ09A
(0x0506B359E09A)

14:02: 40: BRO/0:1 LCP: | CONFACK [ACKsent] id 197 len 10
14:02:40: BRO/0:1 LCP: Magi cNunmber OxB367FA47
(0x0506B367FA47)

14:02:40: BRO/0:1 LCP: State is Open

14:02: 40: BRO/0:1 PPP: Phase is AUTHENTI CATI NG by the peer
14:02:40: BRO/0:1 PPP: | pkt type 0xC223, datagransi ze 27
|'i nk[ ppp]

14: 02: 40: BRO/0:1 CHAP: | CHALLENGE id 236 len 23 from"R6"
14: 02: 40: AAA/ AUTHEN PPP (0000012D): Pick nethod I|i st
"defaul t'

14: 02: 40: BRO/0:1 CHAP: Using hostnane from unknown source
14: 02: 40: BRO/0:1 CHAP: Using password from AAA

14: 02: 40: BRO/0:1 CHAP: O RESPONSE id 236 len 23 from "R8"
14:02:40: BRO/0:1 PPP: | pkt type 0xC223, datagransize 8
|'i nk[ ppp]

14: 02: 40: BRO/0:1 CHAP: | SUCCESS id 236 len 4

14: 02: 40: BRO/0:1 PPP: Phase is FORWARDI NG Attenpting
Forwar d

14: 02: 40: BRO/0:1 PPP: | pkt type 0x8021, datagransize 14
i nk[i p]

14: 02: 40: BRO/0:1 PPP: Phase is ESTABLI SHING Finish LCP
14: 02: 40: BRO/0:1 AAA/ AUTHOR/ LCP: Process Aut hor

14: 02: 40: BRO/0:1 AAA/ AUTHOR/ LCP: Process Attr: call back-
di al string

14: 02: 40: BRO/0:1 AAA/ AUTHOR/ LCP: Process Attr: call back-
rotary

14: 02: 40: BRO/0:1 PPP: Phase is UP

14:02: 40: BRO/0:1 AAA/ AUTHOR/ | PCP: FSM aut hori zati on not
needed

14: 02: 40: BRO/0:1 AAA/ AUTHOR/ FSM W can start | PCP
14:02:40: BRO/0:1 IPCP. O CONFREQ [Closed] id 1 len 10

14: 02: 40: BRO/0:1 | PCP: Address 172.22.85.1
(0x0306AC165501)

14: 02: 40: BRO/0:1 AAA/ AUTHOR/ CDPCP: FSM aut hori zati on not
needed

14: 02: 40: BRO/0:1 AAA/ AUTHOR/ FSM W can start CDPCP
14:02:40: BRO/0:1 CDPCP: O CONFREQ [Closed] id 1 len 4
14:02:40: BRO/0:1 PPP: Process pendi ng packets

14:02: 40: BRO/0:1 IPCP: | CONFREQ [REQsent] id 1 len 10
14: 02: 40: BRO/0:1 | PCP: Address 172.22.85.2
(0x0306AC165502)

14:02:40: BRO/0:1 AAA/ AUTHOR/ I PCP: Start. Her address
172.22.85.2, we want 0.0.0.0

14:02: 40: BRO/0:1 AAA/ AUTHOR/ I PCP: Reject 172.22.85.2, using
0.0.0.0

14: 02: 40: BRO/0:1 AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded
14: 02: 40: BRO/0:1 AAA/ AUTHOR/ | PCP: Done. Her address
172.22.85.2, we want 0.0.0.0

14:02:40: BRO/0:1 I PCP. O CONFACK [REQsent] id 1 len 10




14: 02: 40: BRO/0: 1 | PCP: Address 172.22.85.2

30x0306AC165502) _
4:02:40: BRO/0:1 PPP: | pkt type 0x8021, datagransize 14
i nk[ip]

14: 02: 40: BRO/0:1 PPP: | pkt type 0xC021, datagransize 14
l'i nk[ ppp]

14: 02: 40: BRO/0:1 IPCP: | CONFACK [ACKsent] id 1 len 10
14: 02: 40: BRO/0:1 | PCP: Address 172.22.85.1
(O0x0306AC165501)

14: 02: 40: BRO/0:1 IPCP: State is Open

14:02:40: BRO/0:1 LCP: | PROTREJ [Open] id O len 10 protocol
CDPCP (0x820701010004)

14:02:40: BRO/0:1 CDPCP. State is Listen

14:02:40: D10 IPCP: Install route to 172.22.85.2
14:02:40: BRO/0:1 IPCP. Add link info for cef entry
172.22.85. 2

14: 02: 40: BRO/0:1 DDR dial er protocol up

14:02:40: BRO/0:1: Call connected, O packets ungqueued, O
transmtted, O discarded

14: 02: 40: BRO/0:1 PPP: | pkt type 0x0021, datagransize 84
i nk[i p]

14: 02: 40: %OSPF- 5- ADJCHG Process 123, Nor 6.6.6.6 on
Dialerl0 fromDOM to INIT, Received Hello

14: 02:41: %.1 NEPROTO 5- UPDOMWN: Li ne protocol on Interface
BRI 0/ 0:1, changed state to up

14:02:41: BRO/0:1 PPP: Qutbound cdp packet dropped, CDPCP
state is Listen

14:02:41: BRO/0:1 PPP: Qutbound cdp packet dropped, CDPCP
state is Listen

14:02:41: BRO/0:1 PPP: Qutbound cdp packet dropped, CDPCP
state is Listen

14:02:41: BRO/0:1 PPP:. O pkt type 0x0021, datagransi ze 88
14: 02: 41: BRO/0:1 PPP: | pkt type 0x0021, datagransize 72
i nk[i p]

14:02: 41: %OSPF-5- ADJCHG Process 123, Nor 6.6.6.6 on
Dialerl0 fromINT to 2WAY, 2-Way Recei ved

14:02: 41: %OSPF- 5- ADJCHG Process 123, Nor 6.6.6.6 on
Dialer10 from 2WAY to EXSTART, Adj OK?

14: 02: 41: BRO/0:1 PPP: O pkt type 0x0021, datagransize 72
14: 02: 41: BRO/0:1 PPP: | pkt type 0x0021, datagransize 472
i nk[i p]

14:02: 41: %OSPF- 5- ADJCHG Process 123, Nor 6.6.6.6 on

Di al er 10 from EXSTART to EXCHANGE, Negoti ation Done

14: 02: 41: BRO/0:1 PPP: O pkt type 0x0021, datagransize 92
14:02:41: BRO/0:1 PPP: O pkt type 0x0021, datagransize 304
14: 02: 41: BRO/0:1 PPP: | pkt type 0x0021, datagransize 72
i nk[i p]

14: 02: 41: BRO/0:1 PPP: O pkt type 0x0021, datagransize 72
14: 02: 41: BRO/0:1 PPP: | pkt type 0x0021, datagransize 76
i nk[i p]

14: 02: 41: BRO/0:1 PPP: O pkt type 0x0021, datagransize 116
14: 02: 42: BRO/0:1 PPP: | pkt type 0x0021, datagransi ze 668
i nk[i p]

14: 02: 42: BRO/0:1 PPP: | pkt type 0x0021, datagransize 72
i nk[i p]

14:02: 42: %OSPF- 5- ADJCHG Process 123, Nor 6.6.6.6 on
D al er10 from EXCHANGE t o LOADI NG Exchange Done




14: 02: 42: %OSPF-5- ADJCHG Process 123, Nor 6.6.6.6 on

Di al er10 fronlLOADING to FULL, Loadlng Done )

14: 02: 42: BRO/0:1 PPP: | pkt type 0x0021, datagransize 128
i nk[i p]

14: 02: 42: BRO/0:1 PPP: O pkt type 0x0021, datagransize 128
14: 02: 44: BRO/0:1 PPP: | pkt type 0x0021, datagransize 84
i nk[i p]

14: 02: 44: BRO/0:1 PPP: O pkt type 0x0021, datagransize 464
14:02: 46: 9% SDN- 6- CONNECT: Interface BRIO/0:1 is now
connected to 6666 unknown

14: 02: 47: BRO/0:1 PPP: O pkt type 0x0021, datagransize 128
14: 02: 47: BRO/0:1 PPP: | pkt type 0x0021, datagransize 128
i nk[i p]

14: 02: 49: BRO/0:1 PPP: | pkt type 0x0021, datagransize 84
i nk[i p]

14: 02:50: BRO/0:1 PPP: O pkt type 0x0021, datagransize 84
14:02:58: BRO/0:1 PPP: O pkt type 0x0021, datagransize
44ping 17

14: 03:02: BRO/0:1 PPP: Qutbound cdp packet dropped, CDPCP
state is Llsten2 22.85.2

14: 03: 08: BRO/O.l LCP: O ECHOREQ [Open] id 1 len 12 magic
OxB367FA47

14:03:08: BRO/0:1 LCP-FS: | ECHOREP [Open] id 1 len 12 magic
OxB359E09A

14:03:08: BRO/0:1 LCP-FS: Received id 1, sent id 1, line up
R8#pi ng 172.22.85.2

Type escape seguence to abort.

Sending 5, 100-byte |ICWP Echos to 172.22.85.2, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
32/ 33/ 36 s

R8#

14: 03: 14: BRO/0O:
14: 03: 14: BRO/0O:
i nk[i p]

14: 03: 14: BRO/O:
14: 03: 14: BRO/O:
i nk[i p]

14: 03: 14: BRO/0:
14: 03: 14: BRO/O:
i nk[i p]

14: 03: 14: BRO/O:
14: 03: 14: BRO/O:
i nk[i p]

14: 03: 14: BRO/O:
14: 03: 14: BRO/O:

li nk[i p]

PPP: O pkt type 0x0021, datagransize 104
PPP: | pkt type 0x0021, datagransize 104

PPP: O pkt type 0x0021, datagransize 104
PPP: | pkt type 0x0021, datagransize 104

PPP: O pkt type 0x0021, datagransize 104
PPP: | pkt type 0x0021, datagransize 104

PPP: O pkt type 0x0021, datagransize 104
PPP: | pkt type 0x0021, datagransize 104

PPP: O pkt type 0x0021, datagransize 104
PPP: | pkt type 0x0021, datagransize 104

PR PR RPRR PR R

R8#show i p route ospf

1.0.0.0/32 is subnetted, 1 subnets
OIlA 1.1.1.1 [110/65792] via 172.22.85.2, 00:01: 35,
Di al er 10

3.0.0.0/32 i's subnetted, 3 subnets
O | 3.3.3.3 [110/65728] via 172.22.85.2, 00:01: 35,
Di IerlO




O E2 3.3.3.13 [110/20] via 172.22.85.2, 00:01: 35,
D al er10
O E2 3.3.3.23 [110/20] via 172.22.85.2, 00:01: 35,
Di al er 10

4.0.0.0/32 is subnetted, 1 subnets
OIlA 4.4.4.4 [110/65664] via 172.22.85.2, 00:01: 35,
Di al er 10

140.100.0.0/16 is variably subnetted, 3 subnets, 2
masks
OIA 140. 100. 45. 0/ 26 [ 110/ 65663] via 172.22.85. 2,
00:01: 35, Dialerl0
OIA 140. 100. 56. 0/ 26 [ 110/ 65599] via 172.22.85. 2,

00:01: 35, Dialerl0
O E2 140. 100. 9.0/ 27 [110/20] via 172.22.85.2, 00:01: 35,
Di al er 10

5.0.0.0/32 is subnetted, 2 subnets
| A 5.5.5.5 [110/65600] via 172.22.85.2, 00:01: 35,
i al er 10
| A 5.5.5.55 [110/65600] via 172.22.85.2, 00:01: 35,
i al er 10

6.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
A 6.6.6.6/32 [110/65536] via 172.22.85.2, 00:01: 35,
al erl0

67.0.0.0/24 is subnetted, 1 subnets
2 67.67.67.0 [110/20] via 172.22.85.2, 00:01: 35,
| er 10

192. 168. 2.0/ 24 [110/76646] via 172.22.85.2, 00:01: 35,
i al er 10

150.100.0.0/16 is variably subnetted, 3 subnets, 3

masks
OIA 150. 100. 32. 0/ 27 [110/65791] via 172.22.85. 2,
00: 01: 35, Dialeri0
OIA 150. 100. 33. 0/ 29 [110/65727] via 172.22.85. 2,
00: 01: 35, Dialeri0
OIA 150. 100. 31. 0/ 28 [110/65791] via 172.22.85. 2,
00: 01: 35, Dialeri0

0000 DO 0000
D M _
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