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host nane RR6
|

aaa new- nodel

|

aaa authentication login default group tacacs+

aaa authentication |login no_|login enable |ocal |ine none
aaa aut hentication enable default group tacacs+

aaa aut horization auth-proxy default group tacacs+

aaa authorization configuration default group tacacs+

aaa accounting exec default start-stop group tacacs+
|

cl ock timezone PST -8

cl ock sumrer-tinme PDT recurring
i p subnet-zero

|

ip dhcp pool VPN _ Qi ent
network 207.67.1.0 255.255.255.0

defaul t-router 207.67.1.1
I

aut h- proxy aut h- proxy- banner
aut h- proxy aut h-cache-tine 5

aut h- proxy nanme auth http
aut h- proxy aut h- proxy- audit

T TTT

i
i
[
i
!
i nterface Loopback6

i p address 6.6.6.6 255.255. 255. 255
|

i nterface FastEthernet0/0
i p address 130. 100. 26. 6 255. 255. 255. 224
ip aut h-proxy auth




interface Serial 0/0

i p address 140.100. 56. 6 255. 255. 255. 192
i p ospf network point-to-point

|

interface FastEthernet0O/1

i p address 207.67.1.1 255.255.255.0

i p aut h-proxy auth

|

cl assl ess _
tacacs source-interface Loopback6

http server
http authentication aaa

cacs-server host 130.100.26.7 key cisco6727
cacs-server key cisco6727
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r6 Authentication

1 Suecii Pagn - Micisall kadern, .

Username: (o Cisco Systems

Password: ..

Authentication
B Successful !
I::,. ..-*'I

& Fahoo Mam. .. E 1 Haespad

To verify Auth-Proxy enable the HTTP server on RS

host nane R5
|

ip http server
ip http authentication |ocal

Successful Debug

R6#show debuggi ng

General OS:
AAA Aut hentication debugging is on
AAA Aut hori zati on debugging is on

HTTP:
HTTP transacti ons debugging is on
HTTP EZSet up debugging is on
HTTP URL debugging is on
HTTP Aut henticati on debugging is on
HTTP Server Side Includes debugging is on

Feb 28 16:37:32: YSEC- 6- | PACCESSLOGS: list 10 permtted
130. 100. 26. 2 1 packet

Feb 28 16:37:59: tinmetag 392144

Feb 28 16:37:59: unane user 3t acacs




Feb 28 16:37:59: HITP: Authentication for url /" "/' level
15 riviess '/’ _ _
Feb 28 16:37:59: HITP: Authentication proxy_usernanme =

"user3tacacs' priv-level = 15 auth-type = aaa
Feb 28 16:37:59: AAA: parse nane=FastEthernet0/0 idb type=-1
ty=-1

Feb 28 16:37:59: AAA: nane=Fast Et hernet 0/ 0 fl ags=0x15
type=12 shel f=0 sl ot =0 adapter=0 port=0 channel =0
Feb 28 16:37:59: AAA. parse nane=<no string> idb type=-1
tty=-1
Feb 28 16:37:59: AAA/ MEMORY: create_user (0x830BD600)
user="NULL' ruser="NULL' ds0=0 port="'FastEt hernet0/0

rem addr ="' 130. 100. 26. 2 aut hen_t ype=ASCI | service=LOd N
priv=0 initial _task_id='0'
Feb 28 16:37:59: AAA/ AUTHEN START (2185388406)
port="FastEthernet0/0" list="default' action=LO3 N service
=LCE N
Feb 28 16:37:59: AAA/ AUTHEN START (2185388406): found Ili st
def aul t
Feb 28 16:37:59: AAA/ AUTHEN START (2185388406):
Met hod=t acacs+ (tacacs+)
Feb 28 16:37:59: TAC+: send AUTHEN START packet ver=192
i d=2185388406
Feb 28 16:37:59: TAC+: ver=192 id=2185388406 recei ved AUTHEN
status = GETUSER
Feb 28 16:37:59: AAA/ AUTHEN(2185388406) : St at us=GETUSER
Feb 28 16:37:59: AAA/ AUTHEN CONT (2185388406):
continue_l ogin (user="(undef)
Feb 28 16:37:59: AAA/ AUTHEN(2185388406) : St at us=GETUSER
Feb 28 16: 37:59: AAA/ AUTHEN(2185388406): Met hod=t acacs+
(tacacs+)
Feb 28 16:37:59: TAC+: send AUTHEN CONT packet id=2185388406
Feb 28 16:38: 00: TAC+: ver=192 id=2185388406 recei ved AUTHEN
status = GETPASS
Feb 28 16:38: 00: AAA/ AUTHEN(2185388406): Stat us=CGETPASS
Feb 28 16:38: 00: AAA/ AUTHEN CONT (2185388406):
continue_l ogin (user="user3tacacs')
Feb 28 16:38: 00: AAA/ AUTHEN(2185388406): Stat us=CGETPASS
Feb 28 16: 38: 00: AAA/ AUTHEN(2185388406): Met hod=t acacs+
(tacacs+)
Feb 28 16:38:00: TAC+: send AUTHEN CONT packet id=2185388406
Feb 28 16:38: 00: TAC+: ver=192 id=2185388406 recei ved AUTHEN
status = PASS
Feb 28 16:38: 00: AAA/ AUTHEN(2185388406): Stat us=PASS
Feb 28 16:38: 00: FastEthernet0/0
AAA/AUWFK}VI4TTP(3715440567) Port =' Fast Et her net 0/ 0
list="default' servic
e=AUTH PROXY
Feb 28 16:38: 00: AAA/ AUTHOR/ HTTP:
Fast Et her net 0/ 0( 3715440567) user ="' user 3t acacs
Feb 28 16:38: 00: FastEthernet0/0
AAA/ AUTHOR/ HTTP( 3715440567) : send AV servi ce=aut h- pr oxy
Feb 28 16:38: 00: FastEthernet0/0
AAA/ AUTHOR/ HTTP(3715440567) : send AV cnd*
Feb 28 16:38: 00: FastEthernet0/0
AAA/ AUTHOR/ HTTP( 3715440567): found |ist "default"
Feb 28 16:38: 00: FastEthernet0/0
AAA/ AUTHOR/ HTTP( 3715440567) : Met hod=t acacs+ (tacacs+)




Feb 28 16:38: 00: AAA/ AUTHOR/ TAC+: (3715440567):

user =user 3t acacs

Feb 28 16:38: 00: AAA/ AUTHOR/ TAC+: (3715440567): send AV
servi ce=aut h- pr oxy

Feb 28 16:38: 00: AAA/ AUTHOR/ TAC+: (3715440567): send AV cnd*
Feb 28 16:38:00: TAC+: (3715440567): received author
response status = PASS ADD

Feb 28 16:38: 00: AAA/ AUTHOR (3715440567): Post authori zation
status = PASS_ADD

R6#

Feb 28 17:34:57: AAA/ MEMORY: free_user (0x8300C092C)
user =" user 3tacacs' ruser="'NULL' port="FastEt hernet0/0'
rem addr ="' 130. 100. 26. 2' aut hen_t ype=ASClI | servi ce=LOd N
priv=0

Feb 28 17:35:15: AAA/ AUTHOR (00000000): Method i st

i d=FFFFFFFF not configured. Skip author

Feb 28 17:35:15: AAA/ AUTHOR/ CONFI G ' aaa aut hor

configuration' not set. Downl oad abort.

Feb 28 17:35:39: HITP: parsed uri '/’

Feb 28 17:35:39: HITP: processing URL '/' from host

130. 100. 26. 2

Feb 28 17:35:39: HITP: client version 1.1

Feb 28 17:35:39: HITP: parsed extension Accept

Feb 28 17:35:39: HITP: parsed extension Accept-Language
Feb 28 17:35:39: HITP: parsed extension Accept-Encoding
Feb 28 17:35:39: HITP: parsed extension User-Agent

Feb 28 17:35:39: HITP: parsed extension Host

Feb 28 17:35:39: HITP: parsed extension Connection

Feb 28 17:35:39: HITP: parsed extension Authorization
Feb 28 17:35:39: HITP: parsed authorization type Basic
Feb 28 17:36:08: HITP: parsed uri '/’

Feb 28 17:36:08: HITP: processing URL '/' from host

130. 100. 26. 2

Feb 28 17:36:08: HITP: client version 1.1

Feb 28 17:36:08: HITP: parsed extension Accept

Feb 28 17:36:08: HITP: parsed extension Referer

Feb 28 17:36:08: HITP: parsed extension Accept-Language
Feb 28 17:36:08: HITP: parsed extension Content-Type
Feb 28 17:36:08: HITP: parsed extension Accept-Encoding
Feb 28 17:36:08: HITP: parsed extension User-Agent

Feb 28 17:36:08: HITP: parsed extension Host

Feb 28 17:36:08: HITP: parsed extension Content-Length
Feb 28 17:36:08: HITP: Content-length 55

Feb 28 17:36:08: HITP: parsed extension Connection

Feb 28 17:36:08: HITP: parsed extension Cache-Contr ol
Feb 28 17:36:08: HITP: parsed extension Authorization
Feb 28 17:36:08: HITP: parsed authorization type Basic
Feb 28 17:36:08: HITP: received POST '/' 4

Feb 28 17:36:08: HITP: parsed variable 'au_pxytinetag'
Feb 28 17:36:08: HITP: parsed val ue '1527380

Feb 28 17:36:08: timetag 1527380

Feb 28 17:36:08: HITP: parsed vari able 'unang'

Feb 28 17:36:08: HITP: parsed val ue 'user3tacacs

Feb 28 17:36:08: unane user 3tacacs

Feb 28 17:36:08: HITP: parsed variable 'pwd’

Feb 28 17:36:08: HITP: parsed val ue 'cisco

Feb 28 17:36:08: HITP: parsed variable 'ok'




Feb 28 17:36:08: HITP: proxy done with post Parsing
Feb 28 17:36:08: HITTP: Authentication for url /" /' level
15 privliess '/’

Feb 28 17:36:08: HITP: Authentication proxy_usernanme =

"user3tacacs' priv-level = 15 auth-type = aaa
Feb 28 17:36:08: AAA: parse nane=FastEthernet0/0 idb type=-1
tty=-1

Feb 28 17:36:08: AAA: nane=Fast Et hernet 0/ 0 fl ags=0x15
type=12 shel f=0 sl ot =0 adapter=0 port=0 channel =0
Feb 28 17:36:08: AAA: parse nanme=<no string> idb type=-1
tty=-1
Feb 28 17:36: 08: AAA/ MEMORY: create_user (0x830BE494)
user="NULL' ruser="NULL' ds0=0 port="'FastEt hernet0/0

rem addr ="' 130. 100. 26. 2' aut hen_t ype=ASClI | servi ce=LOd N
priv=0 initial_task_ id="0
Feb 28 17:36: 08: AAA/ AUTHEN START (3090194579):
port="FastEthernet0/0" list="default' action=LO3 N service
=LOG N
Feb 28 17:36:08: AAA/ AUTHEN START (3090194579): found |i st
def aul t
Feb 28 17:36: 08: AAA/ AUTHEN START (3090194579):
Met hod=t acacs+ (tacacs+)
Feb 28 17:36:08: TAC+: send AUTHEN START packet ver =192
i d=3090194579
Feb 28 17:36:08: TAC+: ver=192 id=3090194579 recei ved AUTHEN
status = GETUSER
Feb 28 17:36:08: AAA/ AUTHEN(3090194579): Stat us=CGETUSER
Feb 28 17:36: 08: AAA/ AUTHEN CONT (3090194579):
continue_login (user='"(undef)')
Feb 28 17:36:08: AAA/ AUTHEN(3090194579): Stat us=CGETUSER
Feb 28 17:36:08: AAA/ AUTHEN(3090194579): Met hod=t acacs+
(tacacs+)
Feb 28 17:36:08: TAC+: send AUTHEN CONT packet id=3090194579
Feb 28 17:36:08: TAC+: ver=192 id=3090194579 recei ved AUTHEN
status = GETPASS
Feb 28 17:36: 08: AAA/ AUTHEN(3090194579): St at us=CGETPASS
Feb 28 17:36:08: AAA/ AUTHEN CONT (3090194579):
continue_l ogin (user="user3tacacs')
Feb 28 17:36: 08: AAA/ AUTHEN(3090194579): St at us=CGETPASS
Feb 28 17:36:08: AAA/ AUTHEN(3090194579): Met hod=t acacs+
(tacacs+)
Feb 28 17:36:08: TAC+: send AUTHEN CONT packet id=3090194579
Feb 28 17:36:08: TAC+: ver=192 id=3090194579 recei ved AUTHEN
status = PASS
Feb 28 17:36:08: AAA/ AUTHEN(3090194579): St at us=PASS
Feb 28 17:36:08: FastEthernet0/0
AAA/ AUTHOR/ HTTP(4207271648) : Port ="' Fast Et her net 0/ O’
list="default' servic
e=AUTH- PROXY
Feb 28 17:36:08: AAA/ AUTHOR/ HTTP:
Fast Et hernet 0/ 0(4207271648) user ="' user 3t acacs
Feb 28 17:36:08: FastEthernet0/0
AAA/ AUTHOR/ HTTP(4207271648) : send AV servi ce=aut h- pr oxy
Feb 28 17:36:08: FastEthernet0/0
AAA/ AUTHOR/ HTTP(4207271648): send AV cnd*
Feb 28 17:36:08: FastEthernet0/0
AAA/ AUTHOR/ HTTP(4207271648): found list "default"”




Feb 28 17:36:08: FastEthernet0/0

AAA/ AUTHOR/ HTTP( 4207271648) : Met hod=t acacs+ tacacs+)
Feb 28 17:36:08: AAA/ AUT TAC+: (4207271648):

user =user 3t acacs

Feb 28 17:36:08: AAA/ AUTHOR/ TAC+: (4207271648): send AV
servi ce=aut h- pr oxy

Feb 28 17:36:08: AAA/ AUTHOR/ TAC+: (4207271648): send AV cnd*
Feb 28 17:36:09: TAC+: (4207271648): received author
response status = PASS_ADD

Feb 28 17:36:09: AAA AUTHOR (4207271648): Post authori zation
status = PASS_ADD

Feb 28 16:52:07: %®YS-5-CONFI G |I: Configured fromconsol e by
consol e
Feb 28 16:52: 14: AUTH PROXY FUNC:. auth_proxy_fast_path
Feb 28 16:52: 14: AUTH PROXY FUNC:. auth_proxy_fast_path
Feb 28 16:52:29: AUTH PROXY FUNC:. auth_proxy_fast_path
Feb 28 16:52:29: AUTH PROXY auth_proxy_find_conn_info
find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5
i p-srcaddr 130. 100. 26. 2
pak-srcaddr 0.0.0.0

Feb 28 16:52:29: AUTH PROXY FUNC.
aut h_proxy_if_marked_for_proxy
Feb 28 16:52:29: AUTH PROXY FUNC:. auth_proxy_get idbsb
Feb 28 16:52:29: AUTH PROXY FUNC.
aut h_proxy_find_aprt_of _aprc_by_ protocol
Feb 28 16:52:29: ip_old accesscheck status = 0
Feb 28 16:52:29: AUTH PROXY FUNC:. auth_proxy_fast_path
Feb 28 16:52:29: AUTH PROXY auth_proxy_find_conn_info
find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5
i p-srcaddr 130. 100. 26. 2
pak-srcaddr 0.0.0.0

Feb 28 16:52:29: AUTH PROXY FUNC:. auth_proxy_fast_path
Feb 28 16:52:29: AUTH PROXY auth_proxy_find_conn_info
find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5
i p-srcaddr 130. 100. 26. 2
pak-srcaddr 0.0.0.0

Feb 28 16:52: 30: AUTH PROXY FUNC:. auth_proxy_fast_path
Feb 28 16:52: 30: AUTH PROXY auth_proxy_find_conn_info
find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5
i p-srcaddr 130. 100. 26. 2
pak-srcaddr 0.0.0.0

Feb 28 16:52: 30: AUTH PROXY FUNC:. auth_proxy_fast_path
Feb 28 16:52: 30: AUTH PROXY auth_proxy_find_conn_info
find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5
i p-srcaddr 130. 100. 26. 2
pak-srcaddr 0.0.0.0

Feb 28 16:52: 30: AUTH PROXY FUNC:. auth_proxy_fast_path
Feb 28 16:52: 30: AUTH PROXY auth_proxy_find_conn_info
find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5
i p-srcaddr 130. 100. 26. 2
pak-srcaddr 0.0.0.0




Feb 28 16:52: 30: AUTH PROXY FUNC: auth_Proxy_fast_path
Feb 28 16:52: 30: AUTH PROXY auth_proxy_ftind_conn_info
find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5
i p-srcaddr 130. 100. 26. 2
pak-srcaddr 0.0.0.0

Feb 28 16:52: 39: AUTH PROXY FUNC:. auth_proxy_fast_path
Feb 28 16:52: 39: AUTH PROXY FUNC:. auth_proxy_fast_path

R6#show i p aut h- proxy cache
Aut henti cati on Proxy Cache

Client I'P 130.100.26.2 Port 1065, timeout 5, state
HTTP_ESTAB




