
 

For this lab section, refer to Figure 26-9 on page 941 of the 
book. 
 

Section 1: Beginning Configuration (6 Minutes) and  
Section 2: Layer 2 Switching (15 Minutes) 

 
vlan database 
 vtp server 
 vtp domain ccie_lab 
 vtp password ccie 
 vlan 2 name VLAN2 
 vlan 8 name VLAN8 
 vlan 10 name VLAN10 
 vlan 11 name VLAN11 
 vlan 13 name VLAN13 
 vlan 26 name VLAN26 
 vlan 47 name VLAN47 
 vlan 82 name VLAN82 
 exit 
 
service timestamps debug datetime msec localtime  
service timestamps log datetime msec localtime  
service password-encryption 
! 
hostname 3550-A 
! 
enable secret 5 $1$ej9.$DMUvAUnZOAmvmgqBEzIxE0 
! 
clock timezone CST -6 
clock summer-time CDT recurring 
ip subnet-zero 
no ip finger 
no ip domain-lookup 
! 
spanning-tree vlan 47 root primary diameter 3 
! 
interface FastEthernet0/1 
 description Connection to R1 E0 
 switchport mode access 
 switchport access vlan 10 
! 
interface FastEthernet0/2 
 description Connection to R2 E0 



 switchport mode access 
 switchport access vlan 2 
! 
interface FastEthernet0/3 
 description Connection to R3 E0 
 switchport mode access 
 switchport access vlan 13 
! 
interface FastEthernet0/4 
 description Connection to R4 E0 
 switchport mode access 
 switchport access vlan 47 
! 
interface FastEthernet0/5 
 description 802.1Q Trunk 
 switchport mode trunk 
 switchport trunk encapsulation dot1q 
! 
interface FastEthernet0/6 
 description Connection to R6 F0/0 
 switchport mode access 
 switchport access vlan 26 
! 
interface FastEthernet0/7 
 description Connection to R7 E0 
 switchport mode access 
 switchport access vlan 47 
! 
interface FastEthernet0/8 
 description Connection to R8 F0/0 
 switchport mode access 
 switchport access vlan 82 
! 
interface FastEthernet0/9 
 description Connection to R9 E0 
 switchport mode access 
 switchport access vlan 11 
! 
interface FastEthernet0/10 
! 
interface FastEthernet0/11 
 description Connection to PIX1 Outside 
 switchport mode access 
 switchport access vlan 13 
! 
interface FastEthernet0/12 
 description Connection to PIX1 Inside 



 switchport mode access 
 switchport access vlan 11 
! 
interface FastEthernet0/13 
 description Connection to ACS Server 
 switchport mode access 
 switchport access vlan 82 
! 
interface FastEthernet0/14 
! 
interface FastEthernet0/15 
! 
interface FastEthernet0/16 
! 
interface FastEthernet0/17 
! 
interface FastEthernet0/18 
! 
interface FastEthernet0/19 
! 
interface FastEthernet0/20 
 switchport mode access 
 switchport access vlan 82 
! 
interface FastEthernet0/21 
 description Connection to PIX2 Inside 
 switchport mode access 
 switchport access vlan 82 
! 
interface FastEthernet0/22 
 description Connection to PIX2 Outside 
 switchport mode access 
 switchport access vlan 26 
! 
interface FastEthernet0/23 
 switchport mode access 
 switchport access vlan 82 
! 
interface FastEthernet0/24 
 description Port Monitor 
 monitor session 2 source vlan 26 rx 
 monitor session 2 destination interface fastethernet0/24 
 switchport mode access 
 switchport access vlan 26 
! 
! 
interface VLAN82 



 ip address 192.168.100.1 255.255.255.0 
 no ip directed-broadcast 
 no ip route-cache 
! 
ip classless 
no ip http server 
! 
snmp-server engineID local 800000009030000005313B8181 
! 
line con 0 
 password 7 1717651F98D896 
 logging synchronous 
 login 
 transport input none 
line vty 0 15 
 password 7 1717651F98D896 
 logging synchronous 
 login 
 transport input none 
! 
monitor session 1 source vlan 26 
monitor session 1 destination interface Fa0/24 
end 
 

 

Figure 26-8 

Section 3: Frame Relay (5 Minutes) 

Configuration items for R1: 
! 
hostname R1 



! 
enable secret 5 $1$1xxK$LWh42sY9aO17mvAuehLPM. 
! 
ip subnet-zero 
no ip finger 
no ip domain-lookup 
! 
interface Loopback1 
 ip address 1.1.1.1 255.255.255.255 
! 
interface Serial0 
 ip address 150.100.31.1 255.255.255.240 
 encapsulation frame-relay 
 frame-relay map ip 150.100.31.3 101 broadcast 
  
 frame-relay lmi-type ansi 
ip classless 
 
 
Configuration items for R2: 
hostname R2 
! 
enable secret 5 $1$OiDj$4.39veJ97UQ7La4nOLLiC0 
! 
interface Loopback2 
 ip address 2.2.2.2 255.255.255.255 
! 
interface Serial0 
 ip address 150.100.32.2 255.255.255.224 
 encapsulation frame-relay 
 frame-relay map ip 150.100.32.3 202 broadcast 
  frame-relay lmi-type ansi 
! 
ip classless 
 
 
hostname R3 
! 
ip subnet-zero 
! 
interface Loopback3 
 ip address 3.3.3.3 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Ethernet0 
 ip address 130.100.1.3 255.255.255.0 
! 



interface Serial0 
 no ip address 
 encapsulation frame-relay 
 no fair-queue 
 frame-relay lmi-type ansi 
! 
interface Serial0.1 point-to-point 
 ip address 150.100.31.3 255.255.255.240 
 frame-relay interface-dlci 301 
! 
interface Serial0.2 point-to-point 
 ip address 150.100.32.3 255.255.255.224 
 frame-relay interface-dlci 302 
! 
interface Serial0.3 point-to-point 
 ip address 150.100.33.3 255.255.255.248 
 frame-relay interface-dlci 304 
 
 
hostname R4 
! 
interface Loopback4 
 ip address 4.4.4.4 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Ethernet0 
 ip address 140.100.47.4 255.255.255.192 
! 
interface Serial0 
 ip address 150.100.33.4 255.255.255.248 
 encapsulation frame-relay 
 frame-relay map ip 150.100.33.3 404 broadcast 
  
 frame-relay lmi-type ansi 
! 
ip classless 
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Section 4: ATM (3 Minutes) 

 

R5 
 
interface ATM7/0 
 no ip address 
 no ATM ilmi-keepalive 
! 
interface ATM7/0/0.1 point-to-point 
 ip address 172.150.1.5 255.255.255.0 
 no ip directed-broadcast 
 pvc 1/100 
  protocol ip 172.150.1.11 broadcast 
  encapsulation aal5snap 
 
 
R11 
interface ATM7/0 
 no ip address 
 atm clock INTERNAL 
 no ATM ilmi-keepalive 
! 
interface ATM7/0/0.1 point-to-point 
 ip address 172.150.1.11 255.255.255.0 
 no ip directed-broadcast 
 pvc 1/100 
  protocol ip 172.150.1.5 broadcast 
  encapsulation aal5snap 
 

 
For this lab section, refer to Figure 26-2 on page 912 of the 
book. 
 
Section 5: RIP (17 Minutes) 

 
hostname R4  
! 
! 
ip subnet-zero 
no ip domain-lookup 
! 
! 
key chain ccie 



 key 6727 
  key-string ccie 
! 
interface Loopback4 
 ip address 4.4.4.4 255.255.255.255 
! 
interface Ethernet0 
 ip address 140.100.47.4 255.255.255.192 
 ip rip send version 2 
 ip rip receive version 2 
 ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
! 
! 
router rip 
 version 2 
network 4.0.0.0 
 network 140.100.0.0 
 default-information originate 
 no auto-summary 
! 
ip classless 
 
R4#sho ip route rip 
     67.0.0.0/24 is subnetted, 1 subnets 
R       67.67.67.0 [120/1] via 140.100.47.7, 00:00:06, Ethernet0 
 
hostname R7 
! 
ip subnet-zero 
! 
! 
key chain ccie 
 key 6727 
  key-string ccie 
! 
! 
interface Loopback6727 
 description Test Loopback for RIPv2 
 ip address 67.67.67.1 255.255.255.0 
! 
interface Ethernet0 
 ip address 140.100.47.7 255.255.255.192 
 ip rip send version 2 
 ip rip receive version 2 
 ip rip authentication mode md5 
 ip rip authentication key-chain ccie 



! 
! 
router rip 
 version 2 
 network 140.100.0.0 
 network 67.0.0.0 
 
 no auto-summary 
 
 
 
hostname R3 
! 
ip subnet-zero 
no ip domain-lookup 
! 
interface Loopback3 
 ip address 3.3.3.3 255.255.255.255 
! 
interface Ethernet0 
 ip address 130.100.1.3 255.255.255.0 
! 
interface Serial0 
 no ip address 
 encapsulation frame-relay 
 no fair-queue 
 frame-relay lmi-type ansi 
! 
interface Serial0.1 point-to-point 
 ip address 150.100.31.3 255.255.255.240 
 frame-relay interface-dlci 301 
! 
interface Serial0.2 point-to-point 
 ip address 150.100.32.3 255.255.255.224 
  frame-relay interface-dlci 302 
! 
interface Serial0.3 point-to-point 
 ip address 150.100.33.3 255.255.255.248 
frame-relay interface-dlci 304 
! 
router rip 
 version 1 
network 130.100.0.0 
! 
ip classless 
 
PIX1# sho config 



PIX Version 6.2(2) 
nameif ethernet0 outside security0 
nameif ethernet1 inside security100 
nameif ethernet2 DMZ security10 
 
hostname PIX1 
domain-name cisco.com 
names 
 
interface ethernet0 auto 
interface ethernet1 auto 
interface ethernet2 auto 
 
mtu outside 1500 
mtu inside 1500 
mtu DMZ 1500 
 
ip address outside 130.100.1.1 255.255.255.0 
ip address inside 10.1.1.1 255.255.255.0 
 
rip outside passive version 1 
rip inside passive version 2 authentication md5 ccie 2 
 
hostname R9 
! 
! 
key chain lab 
 key 2 
  key-string ccie 
! 
interface Loopback9 
 ip address 9.9.9.9 255.255.255.255 
! 
interface Loopback19 
 ip address 19.19.19.19 255.255.255.0 
! 
interface Ethernet0 
 ip address 10.1.1.9 255.255.255.0 
 ip rip authentication mode md5 
 ip rip authentication key-chain lab 
! 
router rip 
 version 2 
 network 9.0.0.0 
 network 10.0.0.0 
 network 19.0.0.0 
 no auto-summary 



! 
ip classless 
ip route 0.0.0.0 0.0.0.0 10.1.1.1 
 
 
 
hostname R8 
! 
enable password 7 05080F1C2243 
! 
interface FastEthernet0/1 
 ip address 192.168.1.1 255.255.255.0 
! 
router rip 
 version 1 
 network 192.168.1.0 
 
 
hostname R6 
! 
ip subnet-zero 
! 
key chain ccie 
 key 1 
  key-string ccie 
! 
! 
interface Loopback6 
 ip address 6.6.6.6 255.255.255.255 
! 
interface FastEthernet0/0 
 ip address 130.100.26.6 255.255.255.224 
 ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
! 
router rip 
 version 2 
 network 130.100.0.0 
 no auto-summary 
! 
ip classless 
 
 
PIX2# sho config 
PIX Version 6.2(2) 
nameif ethernet0 outside security0 
nameif ethernet1 inside security100 



nameif ethernet2 DMZ2 security10 
nameif ethernet3 DMZ3 security15 
 
hostname PIX2 
 
interface ethernet0 10full 
interface ethernet1 auto 
 
mtu outside 1500 
mtu inside 1500 
 
ip address outside 130.100.26.2 255.255.255.224 
ip address inside 192.168.1.222 255.255.255.0 
 
rip outside passive version 2 authentication md5 ccie 1 
rip inside passive version 1 
route outside 0.0.0.0 0.0.0.0 130.100.26.6 1 
 
 

 

Section 6: OSPF (23 Minutes) 

hostname R1 
! 
enable secret 5 $1$1xxK$LWh42sY9aO17mvAuehLPM. 
! 
ip subnet-zero 
no ip domain-lookup 
! 
interface Loopback1 
 ip address 1.1.1.1 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Serial0 
 ip address 150.100.31.1 255.255.255.240 
 encapsulation frame-relay 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 094F471A1A0A 
 ip ospf network point-to-point 
 frame-relay map ip 150.100.31.3 101 broadcast 
  
 frame-relay lmi-type ansi 
! 
router ospf 123 
 router-id 1.1.1.1 
 log-adjacency-changes 



 area 0 authentication message-digest 
 network 1.1.1.1 0.0.0.0 area 0 
 network 150.100.31.0 0.0.0.15 area 0 
! 
ip classless 
! 
line con 0 
 exec-timeout 0 0 
 logging synchronous 
line aux 0 
line vty 0 4 
 logging synchronous 
 login 
 
 
 
hostname R2 
! 
enable secret 5 $1$OiDj$4.39veJ97UQ7La4nOLLiC0 
! 
ip subnet-zero 
! 
! 
interface Loopback2 
 ip address 2.2.2.2 255.255.255.255 
 ip ospf network point-to-point 
! 
 

interface Serial0 
 ip address 150.100.32.2 255.255.255.224 
 encapsulation frame-relay 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 045802150C2E 
 ip ospf network point-to-point 
 frame-relay map ip 150.100.32.3 202 broadcast 
  
! 
router ospf 123 
 router-id 2.2.2.2 
 log-adjacency-changes 
 area 0 authentication message-digest 
  
 network 2.2.2.2 0.0.0.0 area 0 
  
 network 150.100.32.0 0.0.0.31 area 0 
! 
ip classless 



ip http server 
line con 0 
 
 
 
R3# sho run 
Building configuration... 
 
Current configuration : 2840 bytes 
! 
version 12.2 
service timestamps debug datetime msec localtime 
service timestamps log datetime msec localtime 
! 
hostname R3 
! 
ip subnet-zero 
! 
interface Loopback3 
 ip address 3.3.3.3 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback10 
 ip address 3.3.3.13 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback11 
 ip address 3.3.3.23 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback12 
 ip address 3.3.3.33 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback13 
 ip address 130.100.100.1 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Ethernet0 
 ip address 130.100.1.3 255.255.255.0 
! 
interface Serial0 
 no ip address 
 encapsulation frame-relay 
 no fair-queue 
 frame-relay lmi-type ansi 
! 



interface Serial0.1 point-to-point 
 ip address 150.100.31.3 255.255.255.240 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  
 frame-relay interface-dlci 301 
! 
interface Serial0.2 point-to-point 
 ip address 150.100.32.3 255.255.255.224 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  
 frame-relay interface-dlci 302 
! 
interface Serial0.3 point-to-point 
 ip address 150.100.33.3 255.255.255.248 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  
 frame-relay interface-dlci 304 
! 
! 
router ospf 123 
 router-id 3.3.3.3 
 log-adjacency-changes 
 area 0 authentication message-digest 
 network 3.3.3.3 0.0.0.0 area 0 
 network 150.100.31.0 0.0.0.15 area 0 
 network 150.100.32.0 0.0.0.31 area 0 
 network 150.100.33.0 0.0.0.7 area 0 
! 
router rip 
 version 1 
 network 130.100.0.0 
! 
! 
ip classless 
! 
! 
! 
line con 0 
 exec-timeout 0 0 
 privilege level 15 
 
 
 
R3# ping 1.1.1.1 



 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
44/47/48 ms 
R3#ping 2.2.2.2 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/60/60 ms 
R3#ping 4.4.4.4 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 4.4.4.4, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/60/64 ms 
R3#ping 5.5.5.5 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 5.5.5.5, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
88/89/92 ms 
R3#ping 6.6.6.6 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 6.6.6.6, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
112/114/120 ms 
R3#ping 8.8.8.8 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
116/116/120 ms 
 
R4# sho run 
Building configuration... 
 
Current configuration : 2339 bytes 
! 



version 12.2 
service timestamps debug datetime msec localtime 
service timestamps log datetime msec localtime 
service password-encryption 
! 
hostname R4 
! 
! 
ip subnet-zero 
no ip domain-lookup 
! 
! 
key chain ccie 
 key 6727 
  key-string ccie 
! 
! 
! 
! 
interface Loopback0 
 no ip address 
! 
interface Loopback4 
 ip address 4.4.4.4 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Ethernet0 
 ip address 140.100.47.4 255.255.255.192 
 ip rip send version 2 
 ip rip receive version 2 
 ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
! 
interface Serial0 
 ip address 150.100.33.4 255.255.255.248 
encapsulation frame-relay 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 104D000A0618 
 ip ospf network point-to-point 
  
 frame-relay map ip 150.100.33.3 404 broadcast 
  
 frame-relay lmi-type ansi 
! 
interface Serial1 
 ip address 140.100.45.4 255.255.255.192 
 ip ospf authentication message-digest 



 ip ospf message-digest-key 5 md5 7 1511021F0725 
 ip ospf network point-to-point 
 clockrate 64000 
! 
router ospf 123 
 router-id 4.4.4.4 
 log-adjacency-changes detail 
 area 0 authentication message-digest 
 area 45 authentication message-digest 
 area 45 virtual-link 5.5.5.5 authentication message-digest 
 area 45 virtual-link 5.5.5.5 message-digest-key 5 md5 7 
0822455D0A16 
 network 4.4.4.4 0.0.0.0 area 0 
 network 140.100.45.0 0.0.0.63 area 45 
 network 150.100.33.0 0.0.0.7 area 0 
! 
router rip 
 version 2 
 network 4.0.0.0 
 network 140.100.0.0 
 default-information originate 
 no auto-summary 
! 
! 
ip classless 
 
! 
! 
line con 0 
 exec-timeout 0 0 
 logging synchronous 
line aux 0 
line vty 0 4 
 privilege level 15 
 logging synchronous 
 no login 
! 
end 
 
 
R4#ping 1.1.1.1 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
100/104/108 ms 



R4#ping 2.2.2.2 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
116/116/116 ms 
R4#ping 3.3.3.3 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 3.3.3.3, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/60/64 ms 
R4#ping 5.5.5.5 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 5.5.5.5, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
32/32/32 ms 
R4#ping 6.6.6.6 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 6.6.6.6, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
56/59/64 ms 
R4#ping 8.8.8.8 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/60/60 ms 
 
 
R5#sho run 
Building configuration... 
! 
version 12.2 
service timestamps debug uptime 
! 
hostname R5 
! 
ip subnet-zero 
! 



interface Loopback5 
 ip address 5.5.5.5 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Ethernet0 
 ip address 130.100.26.5 255.255.255.224 
! 
interface Serial0 
 ip address 140.100.45.5 255.255.255.192 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
! 
interface Serial1 
 ip address 140.100.56.5 255.255.255.192 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
 clockrate 64000 
! 
router ospf 123 
 router-id 5.5.5.5 
 log-adjacency-changes detail 
 area 0 authentication message-digest 
 area 45 authentication message-digest 
 area 45 virtual-link 4.4.4.4 authentication message-digest 
 area 45 virtual-link 4.4.4.4 message-digest-key 5 md5 cisco 
 area 56 authentication message-digest 
 area 56 virtual-link 6.6.6.6 authentication message-digest 
 area 56 virtual-link 6.6.6.6 message-digest-key 5 md5 cisco 
 network 5.5.5.5 0.0.0.0 area 45 
  
 network 140.100.45.0 0.0.0.63 area 45 
 network 140.100.56.0 0.0.0.63 area 56 
! 
ip classless 
 
 
 
R5#ping 1.1.1.1 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
128/130/140 ms 
R5#ping 2.2.2.2 



 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
144/145/152 ms 
R5#ping 3.3.3.3 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 3.3.3.3, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
88/88/92 ms 
R5#ping 4.4.4.4 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 4.4.4.4, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
32/32/36 ms 
R5#ping 6.6.6.6 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 6.6.6.6, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
32/32/32 ms 
R5#ping 8.8.8.8 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds: 
!!!!! 
 
Success rate is 0 percent (0/3) 
R5#ping 67.67.67.1 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 67.67.67.1, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
32/32/32 ms 
R5# 
 
 
R6#sho run 
Building configuration... 



 
Current configuration : 2373 bytes 
! 
version 12.2 
service timestamps debug datetime msec 
service timestamps log datetime msec 
no service password-encryption 
! 
hostname R6 
! 
! 
ip subnet-zero 
! 
! 
no ip domain lookup 
! 
ip audit notify log 
! 
! 
key chain ccie 
 key 1 
  key-string ccie 
! 
! 
interface Loopback6 
 ip address 6.6.6.6 255.255.255.255 
 ip ospf network point-to-point 
! 
! 
  
! 
interface FastEthernet0/0 
 ip address 130.100.26.6 255.255.255.224 
 ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
! 
interface Serial0/0 
 ip address 140.100.56.6 255.255.255.192 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
! 
router ospf 123 
 router-id 6.6.6.6 
 log-adjacency-changes detail 
 area 56 authentication message-digest 
 area 56 virtual-link 5.5.5.5 authentication message-digest 



 area 56 virtual-link 5.5.5.5 message-digest-key 5 md5 cisco 
 area 86 authentication message-digest 
 network 6.6.6.6 0.0.0.0 area 56 
 network 140.100.56.0 0.0.0.63 area 56 
! 
router rip 
 version 2 
 network 130.100.0.0 
 no auto-summary 
! 
ip classless 
ip route 192.168.1.0 255.255.255.0 130.100.26.2 
! 
! 
! 
line con 0 
 exec-timeout 0 0 
line aux 0 
line vty 0 4 
 privilege level 15 
 no login 
! 
! 
end 
 
R6#ping 1.1.1.1 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
156/164/192 ms 
R6#ping 2.2.2.2 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
168/173/188 ms 
R6#ping 3.3.3.3 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 3.3.3.3, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
112/115/116 ms 
R6#ping 4.4.4.4 



 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 4.4.4.4, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/163/208 ms 
R6#ping 5.5.5.5 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 5.5.5.5, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
28/28/32 ms 
R6#ping 67.67.67.1 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 67.67.67.1, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/60/64 ms 
R6#ping 8.8.8.8 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
4/4/4 ms 
R6# 
 
 
 
R8#sho run 
Building configuration... 
 
Current configuration : 4766 bytes 
! 
! Last configuration change at 00:28:17 PST Sun Mar 7 1993 
! NVRAM config last updated at 18:16:29 PST Sat Mar 6 1993 
! 
version 12.2 
service timestamps debug uptime 
service timestamps log uptime 
service password-encryption 
! 
hostname R8 
! 



enable password 7 05080F1C2243 
! 
interface Loopback8 
 ip address 8.8.8.8 255.255.255.255 
 ip ospf network point-to-point 
! 
  
! 
interface FastEthernet0/1 
 ip address 192.168.1.1 255.255.255.0 
 
! 
! 
router ospf 123 
 router-id 8.8.8.8 
 log-adjacency-changes 
 area 86 authentication message-digest 
 network 8.8.8.8 0.0.0.0 area 86 
  
! 
router rip 
 version 1 
 network 192.168.1.0 
 no auto-summary 
! 
ip classless 
ip route 6.6.6.0 255.255.255.0 192.168.1.222 
ip route 130.100.26.0 255.255.255.0 192.168.1.222 
! 
line vty 0 4 
 privilege level 15 
login local 
 
 
R8#ping 1.1.1.1 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
156/160/168 ms 
R8#ping 2.2.2.2 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds: 
!!!!! 



Success rate is 100 percent (5/5), round-trip min/avg/max = 
172/172/172 ms 
R8#ping 3.3.3.3 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 3.3.3.3, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
116/117/124 ms 
R8#ping 4.4.4.4 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 4.4.4.4, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
56/59/60 ms 
 
R8# ping 6.6.6.6 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 6.6.6.6, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
4/4/4 ms 
R8#ping 67.67.67.1 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 67.67.67.1, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/62/64 ms 
 
PIX2(config)# sho run 
: Saved 
: 
PIX Version 6.2(2) 
interface ethernet0 auto 
interface ethernet1 auto 
nameif ethernet0 outside security0 
nameif ethernet1 inside security100 
hostname PIX2 
 
access-list outside_access_in permit icmp host 130.100.26.6 host 
130.100.26.3 
access-list outside_access_in permit gre any host 130.100.26.3 
 



ip address outside 130.100.26.2 255.255.255.224 
ip address inside 192.168.1.222 255.255.255.0 
 
 
global (outside) 10 interface 
 
nat (inside) 10 0.0.0.0 0.0.0.0 0 0 
 
static (inside,outside) 130.100.26.3 192.168.1.1 netmask 
255.255.255.255 0 0 
access-group outside_access_in in interface outside 
 
rip outside passive version 2 authentication md5 ccie 1 
rip inside passive version 1 
 
route outside 0.0.0.0 0.0.0.0 130.100.26.6 1 
 

Section 7: BGP (43 Minutes) 

R1#sho run 
Building configuration... 
 
Current configuration : 1694 bytes 
! 
version 12.2 
service timestamps debug datetime msec localtime 
service timestamps log datetime msec localtime 
service password-encryption 
! 
hostname R1 
! 
enable secret 5 $1$1xxK$LWh42sY9aO17mvAuehLPM. 
! 
ip subnet-zero 
! 
! 
interface Loopback1 
 description OSPF Loopback  
 ip ospf network point-to-point 
 ip address 1.1.1.1 255.255.255.255 
! 
interface Loopback10 
 description BGP Loopback 
 ip address 1.1.1.11 255.255.255.255 
! 
interface Serial0 



 ip address 150.100.31.1 255.255.255.240 
 encapsulation frame-relay 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 094F471A1A0A 
 ip ospf network point-to-point 
 frame-relay map ip 150.100.31.3 101 broadcast 
  
 frame-relay lmi-type ansi 
! 
router ospf 123 
 router-id 1.1.1.1 
 log-adjacency-changes 
 area 0 authentication message-digest 
 network 1.1.1.1 0.0.0.0 area 0 
 network 150.100.31.0 0.0.0.15 area 0 
! 
router bgp 1 
 no synchronization 
 bgp router-id 1.1.1.1 
 bgp log-neighbor-changes 
 bgp confederation identifier 1234 
 bgp confederation peers 2 3 
 network 1.1.1.11 mask 255.255.255.255 
 neighbor 150.100.31.3 remote-as 3 
 no auto-summary 
! 
ip classless 
ip http server 
! 
line con 0 
 exec-timeout 0 0 
 logging synchronous 
line aux 0 
line vty 0 4 
 logging synchronous 
 login 
! 
end 
 
 
 
 
R1#ping 2.2.2.22 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 2.2.2.22, timeout is 2 
seconds: 



!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
104/105/112 ms 
R1#ping 3.3.3.33 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 3.3.3.33, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
48/48/48 ms 
R1#ping 4.4.4.44 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 4.4.4.44, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
104/104/108 ms 
R1#ping 5.5.5.55 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 5.5.5.55, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
132/133/140 ms 
R1#ping 6.6.6.66 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 6.6.6.66, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
156/169/220 ms 
R1#ping 7.7.7.7 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 7.7.7.7, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
104/105/108 ms 
R1#ping 8.8.8.88 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 8.8.8.88, timeout is 2 
seconds: 



!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
156/160/164 ms 
 
 
R1#sho ip bgp su 
BGP router identifier 1.1.1.1, local AS number 1 
BGP table version is 1287, main routing table version 1287 
22 network entries and 22 paths using 2926 bytes of memory 
9 BGP path attribute entries using 540 bytes of memory 
6 BGP AS-PATH entries using 144 bytes of memory 
0 BGP route-map cache entries using 0 bytes of memory 
0 BGP filter-list cache entries using 0 bytes of memory 
BGP activity 251/535 prefixes, 815/793 paths, scan interval 60 
secs 
 
Neighbor        V    AS MsgRcvd MsgSent   TblVer  InQ OutQ 
Up/Down State/PfxRcd 
150.100.31.3    4     3    2246    1955     1287    0    0 
00:05:54       21 
 
 
R2#sho run 
Building configuration... 
 
Current configuration : 1629 bytes 
! 
version 12.2 
service timestamps debug datetime msec localtime 
service timestamps log datetime msec localtime 
service password-encryption 
! 
hostname R2 
! 
enable secret 5 $1$OiDj$4.39veJ97UQ7La4nOLLiC0 
! 
ip subnet-zero 
no ip domain-lookup 
! 
! 
! 
! 
! 
interface Loopback2 
 description OSPF Loopback 
 ip address 2.2.2.2 255.255.255.255 
 ip ospf network point-to-point 



! 
interface Loopback22 
 description BGP Loopback 
 ip address 2.2.2.22 255.255.255.255 
! 
interface Serial0 
 ip address 150.100.32.2 255.255.255.224 
 encapsulation frame-relay 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 045802150C2E 
 ip ospf network point-to-point 
  
 frame-relay map ip 150.100.32.3 202 broadcast 
  
! 
! 
router ospf 123 
 router-id 2.2.2.2 
 log-adjacency-changes 
 area 0 authentication message-digest 
  
 network 2.2.2.2 0.0.0.0 area 0 
 network 150.100.32.0 0.0.0.31 area 0 
! 
router bgp 2 
 bgp router-id 2.2.2.2 
 bgp log-neighbor-changes 
 bgp confederation identifier 1234 
 bgp confederation peers 1 3 
 network 2.2.2.22 mask 255.255.255.255 
 neighbor 150.100.32.3 remote-as 3 
 neighbor 150.100.32.3 description R3 
! 
ip classless 
! 
! 
line con 0 
 exec-timeout 0 0 
 logging synchronous 
line aux 0 
line vty 0 4 
 logging synchronous 
 login 
! 
end 
 
 



R2#ping 1.1.1.11 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 1.1.1.11, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
104/104/108 ms 
R2#ping 2.2.2.22 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 2.2.2.22, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
4/4/4 ms 
R2#ping 3.3.3.33 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 3.3.3.33, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/62/64 ms 
R2#ping 4.4.4.44 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 4.4.4.44, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
116/120/124 ms 
R2#ping 6.6.6.66 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 6.6.6.66, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
168/171/172 ms 
R2#ping 7.7.7.7 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 7.7.7.7, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
120/133/188 ms 



R2#ping 8.8.8.88 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 8.8.8.88, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
172/175/184 ms 
        ^ 
 
R2#sho ip bgp su 
BGP router identifier 2.2.2.2, local AS number 2 
BGP table version is 84, main routing table version 84 
22 network entries and 22 paths using 2926 bytes of memory 
9 BGP path attribute entries using 540 bytes of memory 
6 BGP AS-PATH entries using 144 bytes of memory 
0 BGP route-map cache entries using 0 bytes of memory 
0 BGP filter-list cache entries using 0 bytes of memory 
BGP activity 52/118 prefixes, 52/30 paths, scan interval 60 secs 
 
Neighbor        V    AS MsgRcvd MsgSent   TblVer  InQ OutQ 
Up/Down State/PfxRcd 
150.100.32.3    4     3      75      52       84    0    0 
00:12:42       21 
R2# 
 
R3#sho run 
Building configuration... 
 
Current configuration : 3428 bytes 
! 
version 12.2 
service timestamps debug datetime msec localtime 
service timestamps log datetime msec localtime 
no service password-encryption 
! 
hostname R3 
! 
! 
ip subnet-zero 
! 
! 
! 
interface Loopback3 
 description OSPF Loopback 
 ip address 3.3.3.3 255.255.255.255 
 ip ospf network point-to-point 



! 
interface Loopback10 
 ip address 3.3.3.13 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback11 
 ip address 3.3.3.23 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback13 
 ip address 130.100.100.1 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback33 
 description BGP Loopback 
 ip address 3.3.3.33 255.255.255.255 
! 
interface Ethernet0 
 ip address 130.100.1.3 255.255.255.0 
! 
interface Serial0 
 no ip address 
 encapsulation frame-relay 
 no fair-queue 
 frame-relay lmi-type ansi 
! 
interface Serial0.1 point-to-point 
 description To R1 
 ip address 150.100.31.3 255.255.255.240 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  
 frame-relay interface-dlci 301 
! 
interface Serial0.2 point-to-point 
 description To R2 
 ip address 150.100.32.3 255.255.255.224 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  
 frame-relay interface-dlci 302 
! 
interface Serial0.3 point-to-point 
 description To R4 
 ip address 150.100.33.3 255.255.255.248 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 



  
 frame-relay interface-dlci 304 
! 
router ospf 123 
 router-id 3.3.3.3 
 log-adjacency-changes 
 area 0 authentication message-digest 
 network 3.3.3.3 0.0.0.0 area 0 
 network 150.100.31.0 0.0.0.15 area 0 
 network 150.100.32.0 0.0.0.31 area 0 
 network 150.100.33.0 0.0.0.7 area 0 
! 
router rip 
 version 1 
 network 130.100.0.0 
! 
router bgp 3 
 no synchronization 
 bgp router-id 3.3.3.3 
 bgp log-neighbor-changes 
 bgp confederation identifier 1234 
 bgp confederation peers 1 2 
 network 3.3.3.33 mask 255.255.255.255 
 neighbor 10.1.1.9 remote-as 9 
 neighbor 10.1.1.9 description R9_->PIX 
 neighbor 10.1.1.9 ebgp-multihop 2 
 neighbor 150.100.31.1 remote-as 1 
 neighbor 150.100.31.1 description To R1 
 neighbor 150.100.31.1 next-hop-self 
 neighbor 150.100.32.2 remote-as 2 
 neighbor 150.100.32.2 description To R2 
 neighbor 150.100.32.2 next-hop-self 
 neighbor 150.100.33.4 remote-as 456 
 neighbor 150.100.33.4 description To R4 
 neighbor 150.100.33.4 next-hop-self 
 no auto-summary 
! 
ip classless 
ip route 10.1.1.0 255.255.255.0 130.100.1.1 
! 
access-list 1 permit 3.3.3.13 
access-list 1 permit 3.3.3.23 
route-map redist permit 10 
 match ip address 1 
! 
! 
line con 0 



 exec-timeout 0 0 
 privilege level 15 
 logging synchronous 
line aux 0 
line vty 0 4 
 logging synchronous 
 login 
! 
end 
 
 
R3#ping 1.1.1.11 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 1.1.1.11, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
48/48/52 ms 
R3#ping 2.2.2.22 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 2.2.2.22, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/61/64 ms 
R3#ping 3.3.3.33 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 3.3.3.33, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
4/4/8 ms 
R3#ping 4.4.4.44 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 4.4.4.44, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/65/84 ms 
R3#ping 6.6.6.66 
 
Type escape sequence to abort. 



Sending 5, 100-byte ICMP Echos to 6.6.6.66, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
112/116/120 ms 
R3#ping 7.7.7.7 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 7.7.7.7, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/61/64 ms 
R3#ping 8.8.8.88 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 8.8.8.88, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
116/116/120 ms 
R3#ping 9.9.9.9 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 9.9.9.9, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
4/4/8 ms 
 
R3#sho ip bgp summary 
BGP router identifier 3.3.3.3, local AS number 3 
BGP table version is 23, main routing table version 23 
22 network entries and 22 paths using 2926 bytes of memory 
9 BGP path attribute entries using 540 bytes of memory 
6 BGP AS-PATH entries using 144 bytes of memory 
0 BGP route-map cache entries using 0 bytes of memory 
0 BGP filter-list cache entries using 0 bytes of memory 
BGP activity 261/707 prefixes, 540/518 paths, scan interval 60 
secs 
 
Neighbor        V    AS MsgRcvd MsgSent   TblVer  InQ OutQ 
Up/Down State/PfxRcd 
10.1.1.9        4     9    1784    2349       23    0    0 
00:26:00        2 
150.100.31.1    4     1    1973    2269       23    1    0 
00:28:00        1 
150.100.32.2    4     2    2061    2275       23    0    0 
00:27:58        1 



150.100.33.4    4   456    1907    2339       23    0    0 
00:28:08       17 
R3# 
 
R4#sho run 
Building configuration... 
 
Current configuration : 2413 bytes 
! 
version 12.2 
service timestamps debug datetime msec localtime 
service timestamps log datetime msec localtime 
service password-encryption 
! 
hostname R4 
! 
! 
ip subnet-zero 
no ip domain-lookup 
! 
! 
key chain ccie 
 key 6727 
  key-string ccie 
! 
! 
! 
! 
interface Loopback4 
 description OSPF Loopback 
 ip address 4.4.4.4 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback44 
 description BGP Loopback 
 ip address 4.4.4.44 255.255.255.255 
! 
interface Ethernet0 
 ip address 140.100.47.4 255.255.255.192 
 ip rip send version 2 
 ip rip receive version 2 
 ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
! 
interface Serial0 
 ip address 150.100.33.4 255.255.255.248 
encapsulation frame-relay 



 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 104D000A0618 
 ip ospf network point-to-point 
  
 frame-relay map ip 150.100.33.3 404 broadcast 
  
 frame-relay lmi-type ansi 
! 
interface Serial1 
 ip address 140.100.45.4 255.255.255.192 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 1511021F0725 
 ip ospf network point-to-point 
 clockrate 64000 
! 
router ospf 123 
 router-id 4.4.4.4 
 log-adjacency-changes detail 
 area 0 authentication message-digest 
 area 45 authentication message-digest 
 area 45 virtual-link 5.5.5.5 authentication message-digest 
 area 45 virtual-link 5.5.5.5 message-digest-key 5 md5 7 
0822455D0A16 
 network 4.4.4.4 0.0.0.0 area 0 
 network 140.100.45.0 0.0.0.63 area 45 
 network 150.100.33.0 0.0.0.7 area 0 
! 
router rip 
 version 2 
 network 4.0.0.0 
 network 140.100.0.0 
 default-information originate 
 no auto-summary 
! 
router bgp 456 
 no synchronization 
 bgp router-id 4.4.4.4 
 bgp log-neighbor-changes 
 network 4.4.4.44 mask 255.255.255.255 
 network 140.100.47.0 mask 255.255.255.192 
 aggregate-address 209.112.0.0 255.255.0.0 summary-only 
 neighbor 140.100.45.5 remote-as 456 
 neighbor 140.100.45.5 next-hop-self 
 neighbor 140.100.47.7 remote-as 1560 
 neighbor 140.100.47.7 description R7_BB2 
 neighbor 140.100.47.7 password 7 1511021F0725 
 neighbor 140.100.47.7 remove-private-AS 



 neighbor 150.100.33.3 remote-as 1234 
 no auto-summary 
! 
ip classless 
! 
line con 0 
 exec-timeout 0 0 
 logging synchronous 
line aux 0 
line vty 0 4 
 privilege level 15 
 logging synchronous 
 no login 
! 
end 
 
 
R4#ping 1.1.1.11 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 1.1.1.11, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
104/104/104 ms 
R4#ping 2.2.2.22 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 2.2.2.22, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
116/118/120 ms 
R4#ping 3.3.3.33 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 3.3.3.33, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/63/64 ms 
R4#ping 4.4.4.44 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 4.4.4.44, timeout is 2 
seconds: 
!!!!! 



Success rate is 100 percent (5/5), round-trip min/avg/max = 
4/4/4 ms 
R4#ping 6.6.6.66 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 6.6.6.66, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/60/64 ms 
R4#ping 7.7.7.7 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 7.7.7.7, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
4/4/8 ms 
R4#ping 8.8.8.88 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 8.8.8.88, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/60/60 ms 
R4#ping 9.9.9.9 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 9.9.9.9, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/61/68 ms 
 
R4#sho ip bgp su 
BGP router identifier 4.4.4.4, local AS number 456 
BGP table version is 92, main routing table version 92 
25 network entries and 26 paths using 3361 bytes of memory 
8 BGP path attribute entries using 480 bytes of memory 
1 BGP rrinfo entries using 24 bytes of memory 
4 BGP AS-PATH entries using 96 bytes of memory 
0 BGP route-map cache entries using 0 bytes of memory 
0 BGP filter-list cache entries using 0 bytes of memory 
BGP activity 276/2935 prefixes, 538/512 paths, scan interval 60 
secs 
 
Neighbor        V    AS MsgRcvd MsgSent   TblVer  InQ OutQ 
Up/Down State/PfxRcd 



140.100.45.5    4   456    1855    2385       92    0    0 
01:13:52        4 
140.100.47.7    4  1560    1833    2374       92    0    0 
01:09:42       14 
150.100.33.3    4  1234    2342    1913       92    0    0 
00:31:57        5 
R4# 
 
R5#sho run 
Building configuration... 
 
Current configuration : 2366 bytes 
! 
! Last configuration change at 01:58:57 UTC Fri Mar 14 2003 
! NVRAM config last updated at 01:59:01 UTC Fri Mar 14 2003 
! 
version 12.2 
service timestamps debug uptime 
service timestamps log uptime 
no service password-encryption 
! 
hostname R5 
! 
! 
ip subnet-zero 
! 
! 
! 
interface Loopback5 
 description OSPF Loopback 
 ip address 5.5.5.5 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback55 
 description BGP Loopback 
 ip address 5.5.5.55 255.255.255.255 
! 
interface Ethernet0 
 ip address 130.100.26.5 255.255.255.224 
 ! 
interface Serial0 
 ip address 140.100.45.5 255.255.255.192 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
  
! 



interface Serial1 
 ip address 140.100.56.5 255.255.255.192 
 ip access-group 100 in 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
 clockrate 64000 
! 
! 
router ospf 123 
 router-id 5.5.5.5 
 log-adjacency-changes detail 
 area 0 authentication message-digest 
 area 45 authentication message-digest 
 area 45 virtual-link 4.4.4.4 authentication message-digest 
 area 45 virtual-link 4.4.4.4 message-digest-key 5 md5 cisco 
 area 56 authentication message-digest 
 area 56 virtual-link 6.6.6.6 authentication message-digest 
 area 56 virtual-link 6.6.6.6 message-digest-key 5 md5 cisco 
 network 5.5.5.5 0.0.0.0 area 45 
network 140.100.45.0 0.0.0.63 area 45 
 network 140.100.56.0 0.0.0.63 area 56 
! 
router bgp 456 
 no synchronization 
 bgp router-id 5.5.5.5 
 bgp log-neighbor-changes 
 network 5.5.5.55 mask 255.255.255.255 
 neighbor 140.100.45.4 remote-as 456 
 neighbor 140.100.45.4 route-reflector-client 
 neighbor 140.100.45.4 next-hop-self 
 neighbor 140.100.56.6 remote-as 456 
 neighbor 140.100.56.6 route-reflector-client 
 neighbor 140.100.56.6 next-hop-self 
 no auto-summary 
! 
ip classless 
! 
line con 0 
 exec-timeout 0 0 
line aux 0 
line vty 0 4 
 privilege level 15 
 no login 
 
 
 



R5#ping 1.1.1.11 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 1.1.1.11, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
128/132/140 ms 
R5#ping 2.2.2.22 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 2.2.2.22, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
144/144/148 ms 
R5#ping 3.3.3.33 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 3.3.3.33, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
88/89/96 ms 
R5#ping 4.4.4.44 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 4.4.4.44, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
32/32/32 ms 
R5#ping 6.6.6.66 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 6.6.6.66, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
28/30/32 ms 
R5#ping 7.7.7.7 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 7.7.7.7, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
32/34/36 ms 



R5#ping 8.8.8.88 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 8.8.8.88, timeout is 2 
seconds: 
!!!!! 
 
Success rate is 0 percent (0/2) 
R5#ping 9.9.9.9 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 9.9.9.9, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
88/90/96 ms 
 
R5#sho ip bgp summary 
BGP router identifier 5.5.5.5, local AS number 456 
BGP table version is 381, main routing table version 381 
22 network entries and 22 paths using 2926 bytes of memory 
8 BGP path attribute entries using 480 bytes of memory 
4 BGP AS-PATH entries using 96 bytes of memory 
0 BGP route-map cache entries using 0 bytes of memory 
0 BGP filter-list cache entries using 0 bytes of memory 
BGP activity 275/1074 prefixes, 516/494 paths, scan interval 60 
secs 
 
Neighbor        V    AS MsgRcvd MsgSent   TblVer  InQ OutQ 
Up/Down State/PfxRcd 
140.100.45.4    4   456    2390    1860      381    0    0 
01:18:40       18 
140.100.56.6    4   456     162     187      381    0    0 
00:41:34        3 
R5# 
 
hostname R6 
! 
! 
ip subnet-zero 
! 
! 
no ip domain lookup 
! 
! 
! 
key chain ccie 
 key 1 



  key-string ccie 
! 
! 
interface Loopback6 
 description OSPF Loopback 
 ip address 6.6.6.6 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback66 
 ip address 140.100.86.1 255.255.255.224 
! 
interface Loopback666 
 description BGP Loopback 
 ip address 6.6.6.66 255.255.255.255 
! 
interface Tunnel0 
 ip address 192.168.2.2 255.255.255.0 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  
 tunnel source 130.100.26.6 
 tunnel destination 130.100.26.3 
! 
interface FastEthernet0/0 
 ip address 130.100.26.6 255.255.255.224 
 ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
! 
interface Serial0/0 
 ip address 140.100.56.6 255.255.255.192 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
! 
router ospf 123 
 router-id 6.6.6.6 
 log-adjacency-changes detail 
 area 56 authentication message-digest 
 area 56 virtual-link 5.5.5.5 authentication message-digest 
 area 56 virtual-link 5.5.5.5 message-digest-key 5 md5 cisco 
 area 86 authentication message-digest 
 network 6.6.6.6 0.0.0.0 area 56 
 network 140.100.56.0 0.0.0.63 area 56 
  
! 
router rip 
 version 2 



 network 130.100.0.0 
 no auto-summary 
! 
router bgp 456 
 no synchronization 
 bgp router-id 6.6.6.6 
 bgp log-neighbor-changes 
 network 6.6.6.66 mask 255.255.255.255 
 network 140.100.86.0 mask 255.255.255.224 
 neighbor 8.8.8.8 remote-as 65000 
 neighbor 8.8.8.8 ebgp-multihop 2 
 neighbor 8.8.8.8 update-source Loopback6 
 neighbor 140.100.56.5 remote-as 456 
 neighbor 140.100.56.5 next-hop-self 
 no auto-summary 
! 
ip classless 
ip route 192.168.1.0 255.255.255.0 130.100.26.2 
! 
end 
 
 
R6#ping 1.1.1.1 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 1.1.1.11, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
156/159/168 ms 
R6#ping 2.2.2.22 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 2.2.2.22, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
168/171/176 ms 
R6#ping 3.3.3.33 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 3.3.3.33, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
116/116/116 ms 
R6#ping 4.4.4.44 



 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 4.4.4.44, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
56/58/60 ms 
R6#ping 5.5.5.55 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 5.5.5.55, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
28/31/32 ms 
R6#ping 6.6.6.66 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 6.6.6.66, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
1/1/4 ms 
 
R6#ping 8.8.8.8 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
4/4/4 ms 
 
R6#sho ip bgp summary 
BGP router identifier 6.6.6.6, local AS number 456 
BGP table version is 63, main routing table version 63 
20 network entries using 1940 bytes of memory 
20 path entries using 720 bytes of memory 
8 BGP path attribute entries using 480 bytes of memory 
1 BGP rrinfo entries using 24 bytes of memory 
4 BGP AS-PATH entries using 96 bytes of memory 
0 BGP route-map cache entries using 0 bytes of memory 
0 BGP filter-list cache entries using 0 bytes of memory 
BGP using 3260 total bytes of memory 
BGP activity 41/21 prefixes, 41/21 paths, scan interval 60 secs 
 
Neighbor        V    AS MsgRcvd MsgSent   TblVer  InQ OutQ 
Up/Down  State/PfxRcd 



8.8.8.8         4 65000     148     181       63    0    0 
01:24:12        1 
140.100.56.5    4   456     160     158       63    0    0 
01:48:02       18 
R6# 
 
R7#sho run 
Building configuration... 
 
Current configuration : 2967 bytes 
! 
version 12.2 
no service single-slot-reload-enable 
service timestamps debug uptime 
service timestamps log uptime 
service password-encryption 
! 
hostname R7 
! 
! 
! 
! 
! 
! 
ip subnet-zero 
no ip domain-lookup 
! 
! 
key chain ccie 
 key 6727 
  key-string ccie 
! 
! 
! 
interface Loopback1 
 ip address 7.1.1.7 255.255.255.0 
! 
interface Loopback2 
 ip address 17.1.1.7 255.255.255.0 
! 
interface Loopback3 
 ip address 27.1.1.7 255.255.255.0 
! 
interface Loopback4 
 ip address 37.1.1.7 255.255.255.0 
! 
interface Loopback100 



 ip address 209.112.65.1 255.255.255.0 
! 
interface Loopback101 
 ip address 209.112.66.1 255.255.255.0 
! 
interface Loopback102 
 ip address 209.112.67.1 255.255.255.0 
! 
interface Loopback103 
 ip address 209.112.68.1 255.255.255.0 
! 
interface Loopback104 
 ip address 209.112.69.1 255.255.255.0 
! 
interface Loopback105 
 ip address 209.112.70.1 255.255.255.0 
! 
interface Loopback200 
 ip address 156.46.1.1 255.255.255.0 
! 
interface Loopback201 
 ip address 156.46.2.1 255.255.255.0 
! 
interface Loopback202 
 ip address 156.46.3.1 255.255.255.0 
! 
interface Loopback203 
 ip address 156.46.4.1 255.255.255.0 
! 
interface Loopback204 
 ip address 156.46.100.1 255.255.252.0 
! 
interface Loopback444 
 ip address 140.100.9.1 255.255.255.224 
! 
interface Loopback777 
 ip address 7.7.7.7 255.255.255.255 
! 
interface Loopback6727 
 description Test Loopback for RIPv2 
 ip address 67.67.67.1 255.255.255.0 
! 
interface Ethernet0 
 ip address 140.100.47.7 255.255.255.192 
 ip rip send version 2 
 ip rip receive version 2 
 ip rip authentication mode md5 



 ip rip authentication key-chain ccie 
! 
router rip 
 version 2 
 network 67.0.0.0 
 network 140.100.0.0 
 no auto-summary 
! 
router bgp 1560 
 no synchronization 
 bgp router-id 7.7.7.7 
 bgp log-neighbor-changes 
 network 7.1.1.0 mask 255.255.255.0 
 network 7.7.7.7 mask 255.255.255.255 
 network 17.1.1.0 mask 255.255.255.0 
 network 27.1.1.0 mask 255.255.255.0 
 network 37.1.1.0 mask 255.255.255.0 
 network 140.100.47.0 mask 255.255.255.192 
 network 156.46.1.0 mask 255.255.255.0 
 network 156.46.2.0 mask 255.255.255.0 
 network 156.46.3.0 mask 255.255.255.0 
 network 156.46.4.0 mask 255.255.255.0 
 network 156.46.100.0 mask 255.255.252.0 
 network 209.112.65.0 
 network 209.112.66.0 
 network 209.112.67.0 
 network 209.112.68.0 
 network 209.112.69.0 
 network 209.112.70.0 
 neighbor 140.100.47.4 remote-as 456 
 neighbor 140.100.47.4 description R4 
 neighbor 140.100.47.4 password 7 045802150C2E 
 neighbor 140.100.47.4 version 4 
 neighbor 140.100.47.4 distribute-list 1 out 
! 
no ip classless 
no ip http server 
! 
access-list 1 deny   209.112.0.0 0.0.254.255 
access-list 1 permit any 
access-list 10 permit 150.100.0.0 0.0.255.255 log 
! 
line con 0 
 exec-timeout 0 0 
 privilege level 15 
line aux 0 
line vty 0 4 



 privilege level 15 
 no login 
! 
end 
 
 
R7#sho ip bgp su 
BGP router identifier 7.7.7.7, local AS number 1560 
BGP table version is 76, main routing table version 76 
28 network entries and 29 paths using 3760 bytes of memory 
6 BGP path attribute entries using 360 bytes of memory 
3 BGP AS-PATH entries using 72 bytes of memory 
0 BGP route-map cache entries using 0 bytes of memory 
0 BGP filter-list cache entries using 0 bytes of memory 
BGP activity 459/2554 prefixes, 665/636 paths, scan interval 60 
secs 
 
Neighbor        V    AS MsgRcvd MsgSent   TblVer  InQ OutQ 
Up/Down State/PfxRcd 
140.100.47.4    4   456    2401    1853       76    0    0 
01:29:14       12 
 
 
R8#sho run 
Building configuration... 
 
Current configuration : 5087 bytes 
! 
! Last configuration change at 19:56:43 PST Sun Mar 7 1993 
! NVRAM config last updated at 20:18:45 PST Sun Mar 7 1993 
! 
version 12.2 
service timestamps debug uptime 
service timestamps log uptime 
service password-encryption 
! 
hostname R8 
! 
enable password 7 05080F1C2243 
! 
ip subnet-zero 
! 
! 
! 
key chain ccie 
 key 1 
  key-string ccie 



! 
! 
! 
interface Loopback8 
 description OSPF Loopback 
 ip address 8.8.8.8 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback88 
 description BGP Loopback 
 ip address 8.8.8.88 255.255.255.255 
! 
interface Tunnel1 
 ip address 192.168.2.1 255.255.255.0 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 045802150C2E 
  
 tunnel source 192.168.1.1 
 tunnel destination 130.100.26.6 
! 
interface FastEthernet0/1 
 ip address 192.168.1.1 255.255.255.0 
no ip route-cache 
 no ip mroute-cache 
 duplex auto 
 speed auto 
! 
router ospf 123 
 router-id 8.8.8.8 
 log-adjacency-changes 
 area 86 authentication message-digest 
 network 8.8.8.8 0.0.0.0 area 86 
  
! 
router rip 
 version 1 
 network 192.168.1.0 
 network 199.199.199.0 
! 
router bgp 65000 
 no synchronization 
 bgp router-id 8.8.8.8 
 bgp log-neighbor-changes 
 redistribute connected route-map loop 
 neighbor 6.6.6.6 remote-as 456 
 neighbor 6.6.6.6 ebgp-multihop 2 
 neighbor 6.6.6.6 update-source Loopback8 



 no auto-summary 
! 
ip route 6.6.6.0 255.255.255.0 192.168.1.222 
ip route 130.100.26.0 255.255.255.0 192.168.1.222 
! 
access-list 1 permit any 
access-list 2 permit 8.8.8.88 log 
! 
route-map loop permit 10 
 match ip address 2 
! 
 
 
 
R8#ping 1.1.1.11 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 1.1.1.11, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
160/163/176 ms 
R8#ping 2.2.2.22 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 2.2.2.22, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
172/173/176 ms 
R8#ping 3.3.3.33 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 3.3.3.33, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
116/118/120 ms 
R8#ping 4.4.4.44 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 4.4.4.44, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/60/64 ms 



R8#ping 5.5.5.55 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 5.5.5.55, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
32/38/60 ms 
R8#ping 6.6.6.66 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 6.6.6.66, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
4/4/4 ms 
R8#ping 7.7.7.7 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 7.7.7.7, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
60/62/64 ms 
R8#ping 8.8.8.88 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 8.8.8.88, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
1/2/4 ms 
R8#ping 9.9.9.9 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 9.9.9.9, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
116/118/128 ms 
 
R8#sho ip bgp summary 
BGP router identifier 8.8.8.8, local AS number 65000 
BGP table version is 59, main routing table version 59 
20 network entries using 2020 bytes of memory 
20 path entries using 960 bytes of memory 
7 BGP path attribute entries using 420 bytes of memory 
4 BGP AS-PATH entries using 96 bytes of memory 
0 BGP route-map cache entries using 0 bytes of memory 



0 BGP filter-list cache entries using 0 bytes of memory 
BGP using 3496 total bytes of memory 
BGP activity 39/19 prefixes, 39/19 paths, scan interval 60 secs 
 
Neighbor        V    AS MsgRcvd MsgSent   TblVer  InQ OutQ 
Up/Down  State/PfxRcd 
6.6.6.6         4   456     118     110       59    0    0 
01:28:29       19 
R8# 
 
hostname R9 
! 
! 
interface Loopback9 
 ip address 9.9.9.9 255.255.255.255 
! 
interface Loopback19 
 ip address 19.19.19.19 255.255.255.0 
! 
interface Ethernet0 
 ip address 10.1.1.9 255.255.255.0 
! 
! 
router bgp 9 
 bgp log-neighbor-changes 
 network 9.9.9.9 mask 255.255.255.255 
 neighbor 130.100.1.3 remote-as 1234 
 neighbor 130.100.1.3 ebgp-multihop 2 
 neighbor 130.100.1.3 route-map as out 
 neighbor 130.100.1.3 maximum-prefix 100 
! 
ip classless 
ip route 0.0.0.0 0.0.0.0 10.1.1.1 
ip route 192.168.1.0 255.255.255.0 10.1.1.1 
! 
route-map as permit 10 
 set as-path prepend 93 
! 
! 
! 
line con 0 
 exec-timeout 0 0 
 privilege level 15 
 transport input none 
line aux 0 
line vty 0 4 
 privilege level 15 



 no login 
! 
end 
 
PIX1 
 
nameif ethernet0 outside security0 
nameif ethernet1 inside security100 
enable password 8Ry2YjIyt7RRXU24 encrypted 
passwd 2KFQnbNIdI.2KYOU encrypted 
hostname PIX1 
names 
access-list bgpin permit tcp host 130.100.1.3 host 10.1.1.9 eq 
bgp  
access-list bgpin permit icmp any any  
access-list bgpin permit tcp host 130.100.1.3 host 10.1.1.9 eq 
telnet  
access-list bgpin permit udp any any gt 33000  
pager lines 24 
interface ethernet0 auto 
interface ethernet1 auto 
mtu outside 1500 
mtu inside 1500 
ip address outside 130.100.1.1 255.255.255.0 
ip address inside 10.1.1.1 255.255.255.0 
arp timeout 14400 
static (inside,outside) 10.1.1.9 10.1.1.9 netmask 
255.255.255.255 0 0  
access-group bgpin in interface outside 
rip outside passive version 1 
rip inside passive version 2 authentication md5 ccie 2 
 
PIX2(config)# sho run 
: Saved 
: 
PIX Version 6.2(2) 
interface ethernet0 auto 
interface ethernet1 auto 
nameif ethernet0 outside security0 
nameif ethernet1 inside security100 
hostname PIX2 
 
access-list outside_access_in permit gre any host 130.100.26.3 
 
ip address outside 130.100.26.2 255.255.255.224 
ip address inside 192.168.1.222 255.255.255.0 
 



 
global (outside) 10 interface 
 
nat (inside) 10 0.0.0.0 0.0.0.0 0 0 
 
static (inside,outside) 130.100.26.3 192.168.1.1 netmask 
255.255.255.255 0 0 
access-group outside_access_in in interface outside 
 
rip outside passive version 2 authentication md5 ccie 1 
rip inside passive version 1 
 
route outside 0.0.0.0 0.0.0.0 130.100.26.6 1 

 

For this lab section, refer to Figure 26-3 on page 916 of the 
book.   
 
Section 8: Redistributing Protocols (5 Minutes) 

hostname R4 
! 
interface Ethernet0 
 ip address 140.100.47.4 255.255.255.192 
 ip rip send version 2 
 ip rip receive version 2 
 ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
! 
router ospf 123 
 router-id 4.4.4.4 
 log-adjacency-changes detail 
 area 0 authentication message-digest 
 area 45 authentication message-digest 
 area 45 virtual-link 5.5.5.5 authentication message-digest 
 area 45 virtual-link 5.5.5.5 message-digest-key 5 md5 7 
0822455D0A16 
 redistribute rip subnets route-map red_rip_ospf 
 network 4.4.4.4 0.0.0.0 area 0 
 network 140.100.45.0 0.0.0.63 area 45 
 network 150.100.33.0 0.0.0.7 area 0 
! 
router rip 
 version 2 
 redistribute ospf 123 metric 1 
 network 4.0.0.0 
 network 140.100.0.0 



 default-information originate 
 no auto-summary 
! 
route-map red_rip_ospf permit 10 
 match ip address 44 
! 
access-list 44 permit 67.67.67.0 log 
access-list 44 permit 140.100.9.0 log 
 
 
R4#sho ip route rip 
     140.100.0.0/16 is variably subnetted, 4 subnets, 2 masks 
R       140.100.9.0/27 [120/1] via 140.100.47.7, 00:00:19, 
Ethernet0 
     67.0.0.0/24 is subnetted, 1 subnets 
R       67.67.67.0 [120/1] via 140.100.47.7, 00:00:19, Ethernet0 
R4# 
 
 
 
R6# 
R6#ping 67.67.67.1 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 67.67.67.1, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
20/24/36 ms 
R6# 
 

Section 9: ISDN and DDR (10 Minutes) 

R6#sho run 
Building configuration... 
 
Current configuration : 3753 bytes 
! 
! Last configuration change at 08:06:30 UTC Sat Mar 15 2003 
! NVRAM config last updated at 08:06:31 UTC Sat Mar 15 2003 
! 
version 12.2 
service timestamps debug datetime msec 
service timestamps log datetime msec 
no service password-encryption 
! 



hostname R6 
! 
! 
username R8 password 0 cisco 
aaa new-model 
! 
! 
aaa authentication login default local 
aaa authentication ppp default local 
ip subnet-zero 
! 
! 
isdn switch-type basic-ni 
! 
! 
key chain ccie 
 key 1 
  key-string ccie 
! 
interface Loopback6 
 description OSPF Loopback 
 ip address 6.6.6.6 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback66 
 ip address 140.100.86.1 255.255.255.224 
! 
interface Loopback666 
 description BGP Loopback 
 ip address 6.6.6.66 255.255.255.255 
! 
interface Tunnel0 
 ip address 192.168.2.2 255.255.255.0 
ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 
 tunnel source 130.100.26.6 
 tunnel destination 130.100.26.3 
! 
interface FastEthernet0/0 
 ip address 130.100.26.6 255.255.255.224 
ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
! 
interface BRI0/0 
 no ip address 
 encapsulation ppp 



 dialer pool-member 10 
 isdn switch-type basic-ni 
 isdn tei-negotiation first-call 
 isdn spid1 6661 6666 
 isdn spid2 6662 6666 
 ppp multilink 
 ppp authentication chap 
! 
interface Serial0/0 
 ip address 140.100.56.6 255.255.255.192 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
 
! 
interface Dialer1 
 ip address 172.22.85.2 255.255.255.0 
 encapsulation ppp 
 ip ospf cost 65535 
 ip ospf demand-circuit 
 dialer pool 10 
 dialer remote-name R8 
 dialer idle-timeout 45 
 dialer string 8888 
 dialer hold-queue 100 
 dialer-group 5 
 ppp authentication chap 
 ppp multilink 
! 
router ospf 123 
 router-id 6.6.6.6 
 log-adjacency-changes detail 
 area 56 authentication message-digest 
 area 56 virtual-link 5.5.5.5 authentication message-digest 
 area 56 virtual-link 5.5.5.5 message-digest-key 5 md5 cisco 
 area 86 authentication message-digest 
 network 6.6.6.6 0.0.0.0 area 56 
 network 140.100.56.0 0.0.0.63 area 56 
 network 172.22.85.0 0.0.0.255 area 86 
 network 192.168.2.0 0.0.0.255 area 86 
! 
router rip 
 version 2 
 network 130.100.0.0 
 no auto-summary 
! 
router bgp 456 



 no synchronization 
 bgp router-id 6.6.6.6 
 bgp log-neighbor-changes 
 network 6.6.6.66 mask 255.255.255.255 
 network 140.100.86.0 mask 255.255.255.224 
 neighbor 140.100.56.5 remote-as 456 
 neighbor 140.100.56.5 next-hop-self 
 neighbor 192.168.2.1 remote-as 65000 
 no auto-summary 
! 
ip classless 
ip route 192.168.1.0 255.255.255.0 130.100.26.2 
! 
dialer-list 5 protocol ip permit 
! 
! 
! 
line con 0 
 exec-timeout 0 0 
 privilege level 15 
line aux 0 
line vty 0 4 
 privilege level 15 
 
R6#debug dialer 
Dial on demand events debugging is on 
 
R6#config t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R6(config)#int tun 0 
R6(config-if)#shut 
R6(config-if)# 
06:52:77309411327: %DIALER-6-BIND: Interface BR0/0:1 bound to 
profile Di0 
Mar 15 08:19:18.409: %OSPF-5-ADJCHG: Process 123, Nbr 8.8.8.8 on 
Tunnel0 from FULL to DOWN, Neighbor Down: Interface down 
or detached 
Mar 15 08:19:18.409: %BGP-5-ADJCHANGE: neighbor 192.168.2.1 Down 
Interface flap 
Mar 15 08:19:18.945: BR0/0 DDR: rotor dialout [priority] 
Mar 15 08:19:18.945: BR0/0 DDR: Dialing cause ip (s=172.22.85.2, 
d=224.0.0.5) 
Mar 15 08:19:18.945: BR0/0 DDR: Attempting to dial 8888 
Mar 15 08:19:19.025: %LINK-3-UPDOWN: Interface BRI0/0:1, changed 
state to up 
Mar 15 08:19:19.029: BR0/0:1: interface must be fifo queue, 
force fifo 



Mar 15 08:19:19.029: %DIALER-6-BIND: Interface BR0/0:1 bound to 
profile Di1 
Mar 15 08:19:19.033: BR0/0:1 PPP: Using dialer call direction 
Mar 15 08:19:19.037: BR0/0:1 PPP: Treating connection as a 
callout 
Mar 15 08:19:19.037: BR0/0:1 PPP: Phase is 
06:52:17: %LINK-3-UPDOWN: Interface BRI0/0:1, changed state to 
up ESTABLISHING, Active Open 
Mar 15 08:19:19.037: BR0/0:1 PPP: Authorization NOT required 
Mar 15 08:19:19.037: BR0/0:1 LCP: O CONFREQ [Closed] id 102 len 
24 
Mar 15 08:19:19.037: BR0/0:1 LCP:    AuthProto CHAP 
(0x0305C22305) 
Mar 15 08:19:19.037: BR0/0:1 LCP:    MagicNumber 0xB0901B05 
(0x0506B0901B05) 
Mar 15 08:19:19.037: BR0/0:1 LCP:    MRRU 1524 (0x110405F4) 
Mar 15 08:19:19.041: BR0/0:1 LCP:    EndpointDisc 1 R6 
(0x1305017236) 
Mar 15 08:19:19.053: BR0/0:1 LCP: I CONFREQ [REQsent] id 44 len 
24 
Mar 15 08:19:19.053: BR0/0:1 LCP:    AuthProto CHAP 
(0x0305C22305) 
Mar 15 08:19:19.053: BR0/0:1 LCP:    MagicNumber 0xB1DDE702 
(0x0506B1DDE702) 
Mar 15 08:19:19.053: BR0/0:1 LCP:    MRRU 1524 (0x110405F4) 
Mar 15 08:19:19.057: BR0/0:1 LCP:    EndpointDisc 1 R8 
(0x1305017238) 
Mar 15 08:19:19.057: BR0/0:1 LCP: O CONFACK [REQsent] id 44 len 
24 
Mar 15 08:19:19.057: BR0/0:1 LCP:    AuthProto CHAP (0x0305C223 
06:52:18: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
BRI0/0:1, changed state to up05) 
Mar 15 08:19:19.057: BR0/0:1 LCP:    MagicNumber 0xB1DDE702 
(0x0506B1DDE702) 
Mar 15 08:19:19.057: BR0/0:1 LCP:    MRRU 1524 (0x110405F4) 
Mar 15 08:19:19.057: BR0/0:1 LCP:    EndpointDisc 1 R8 
(0x1305017238) 
Mar 15 08:19:19.061: BR0/0:1 LCP: I CONFACK [ACKsent] id 102 len 
24 
Mar 15 08:19:19.061: BR0/0:1 LCP:    AuthProto CHAP 
(0x0305C22305) 
Mar 15 08:19:19.061: BR0/0:1 LCP:    MagicNumber 0xB0901B05 
(0x0506B0901B05) 
Mar 15 08:19:19.061: BR0/0:1 LCP:    MRRU 1524 (0x110405F4) 
Mar 15 08:19:19.061: BR0/0:1 LCP:    EndpointDisc 1 R6 
(0x1305017236) 
Mar 15 08:19:19.061: BR0/0:1 LCP: State is Open 



Mar 15 08:19:19.061: BR0/0:1 PPP: Phase is AUTHENTICATING, by 
both 
Mar 15 08:19:19.065: BR0/0:1 CHAP: O CHALLENGE id 42 len 23 from 
"R6" 
Mar 15 08:19:19.073: BR0/0:1 CHAP: I CHALLENGE id 42 len 23 from 
"R8" 
Mar 15 08:19:19.073: AAA/AUTHEN/PPP (00000064): Pick method list 
'default' 
Mar 15 08:19:19.077: BR0/0:1 CHAP: Using hostname from unknown 
source 
Mar 15 08:19:19.077: BR0/0:1 CHAP: Using password from AAA 
Mar 15 08:19:19.077: BR0/0:1 CHAP: O RESPONSE id 42 len 23 from 
"R6" 
Mar 15 08:19:19.093: BR0/0:1 CHAP: I SUCCESS id 42 len 4 
Mar 15 08:19:19.097: BR0/0:1 CHAP: I RESPONSE id 42 len 23 from 
"R8" 
Mar 15 08:19:19.097: BR0/0:1 PPP: Phase is FORWARDING, 
Attempting Forward 
Mar 15 08:19:19.101: BR0/0:1 PPP: Phase is AUTHENTICATING, 
Unauthenticated User 
Mar 15 08:19:19.101: AAA/AUTHEN/PPP (00000064): Pick method list 
'default' 
Mar 15 08:19:19.101: BR0/0:1 PPP: Sent CHAP LOGIN Request 
Mar 15 08:19:19.105: BR0/0:1 PPP: Received LOGIN Response PASS 
Mar 15 08:19:19.105: BR0/0:1 PPP: Phase is FORWARDING, 
Attempting Forward 
Mar 15 08:19:19.105: BR0/0:1 PPP: Phase is AUTHENTICATING, 
Authenticated User 
Mar 15 08:19:19.105: BR0/0:1 DDR: Remote name for R8 
Mar 15 08:19:19.105: BR0/0:1 CHAP: O SUCCESS id 42 len 4 
Mar 15 08:19:19.109: BR0/0:1 PPP: Phase is VIRTUALIZED 
Mar 15 08:19:19.113: Di1 MLP: Added first link BR0/0:1 to bundle 
R8 
Mar 15 08:19:19.113: Di1 PPP: Using dialer call direction 
Mar 15 08:19:19.113: Di1 PPP: Treating connection as a callin 
Mar 15 08:19:19.113: Di1 PPP: Phase is UP 
Mar 15 08:19:19.113: Di1 IPCP: O CONFREQ [Closed] id 1 len 10 
Mar 15 08:19:19.117: Di1 IPCP:    Address 172.22.85.2 
(0x0306AC165502) 
Mar 15 08:19:19.117: Di1 CDPCP: O CONFREQ [Closed] id 1 len 4 
Mar 15 08:19:19.117: Di1 PPP: Process pending packets 
Mar 15 08:19:19.117: BR0/0:1 PPP: Process pending packets 
Mar 15 08:19:19.117: BR0/0:1 PPP: Process pending packets 
Mar 15 08:19:19.121: Di1 IPCP: I CONFREQ [REQsent] id 1 len 10 
Mar 15 08:19:19.121: Di1 IPCP:    Address 172.22.85.1 
(0x0306AC165501) 
Mar 15 08:19:19.121: Di1 IPCP: O CONFACK [REQsent] id 1 len 10 



Mar 15 08:19:19.121: Di1 IPCP:    Address 172.22.85.1 
(0x0306AC165501) 
Mar 15 08:19:19.121: Di1 CDPCP: I CONFREQ [REQsent] id 1 len 4 
Mar 15 08:19:19.125: Di1 CDPCP: O CONFACK [REQsent] id 1 len 4 
Mar 15 08:19:19.125: Di1 IPCP: I CONFACK [ACKsent] id 1 len 10 
Mar 15 08:19:19.125: Di1 IPCP:    Address 172.22.85.2 
(0x0306AC165502) 
Mar 15 08:19:19.129: Di1 IPCP: State is Open 
Mar 15 08:19:19.129: Di1 CDPCP: I CONFACK [ACKsent] id 1 len 4 
Mar 15 08:19:19.129: Di1 CDPCP: State is Open 
Mar 15 08:19:19.129: Di1 IPCP: Install route to 172.22.85.1 
Mar 15 08:19:19.133: Di1 IPCP: Add link info for cef entry 
172.22.85.1 
Mar 15 08:19:19.133: Di1 DDR: dialer protocol up 
Mar 15 08:19:19.133: Di1 DDR: Call connected, 1 packets 
unqueued, 1 transmitted, 0 discarded 
Mar 15 08:1 
06:52:22: %BGP-5-ADJCHANGE: neighbor 192.168.2.2 Down Peer 
closed the session9:20.109: %LINEPROTO-5-UPDOWN: Line protocol 
on Interface BRI0/0:1, changed state to up 
Mar 15 08:19:20.405: %LINK-5-CHANGED: Interface Tunnel0, changed 
state to administratively down 
Mar 15 08:19:21.406: %LINEPROTO-5-UPDOWN: Line protocol on 
Interface Tunnel0, changed state to down 
06:52:23: %ISDN-6-CONNECT: Interface BRI0/0:1 is now connected 
to 6666 R6 
Mar 15 08:19:25.030: %ISDN-6-CONNECT: Interface BRI0/0:1 is now 
connected to 8888 R8 
 
R6#sho ip route 8.8.8.8 
Routing entry for 8.8.8.8/32 
  Known via "ospf 123", distance 110, metric 65536, type intra 
area 
  Last update from 172.22.85.1 on Dialer1, 00:00:20 ago 
  Routing Descriptor Blocks: 
  * 172.22.85.1, from 8.8.8.8, 00:00:20 ago, via Dialer1 
      Route metric is 65536, traffic share count is 1 
 
R6#config t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R6(config)#int tun 0 
R6(config-if)#no shut 
 
R6(config-if)# 
06:52:54: %OSPF-5-ADJCHG: Process 123, Nbr 6.6.6.6 on Tunnel1 
from FULL to INIT, 1-Way 



Mar 15 08:19:58.206: %LINK-3-UPDOWN: Interface Tunnel0, changed 
state to up 
Mar 15 08:19:59.206: %LINEPROTO-5-UPDOWN: Line protocol on 
Interface Tunnel0, changed state to up 
06:53:01: %OSPF-5-ADJCHG: Process 123, Nbr 6.6.6.6 on Tunnel1 
from INIT to 2WAY, 2-Way Received 
06:53:01: %OSPF-5-ADJCHG: Process 123, Nbr 6.6.6.6 on Tunnel1 
from 2WAY to EXSTART, AdjOK? 
06:53:01: %OSPF-5-ADJCHG: Process 123, Nbr 6.6.6.6 on Tunnel1 
from EXSTART to EXCHANGE, Negotiation Done 
06:53:01: %OSPF-5-ADJCHG: Process 123, Nbr 6.6.6.6 on Tunnel1 
from EXCHANGE to LOADING, Exchange Done 
06:53:01: %OSPF-5-ADJCHG: Process 123, Nbr 6.6.6.6 on Tunnel1 
from LOADING to FULL, Loading Done 
Mar 15 08:20:03.091: %OSPF-5-ADJCHG: Process 123, Nbr 8.8.8.8 on 
Tunnel0 from DOWN to INIT, Received Hello 
Mar 15 08:20:03.091: %OSPF-5-ADJCHG: Process 123, Nbr 8.8.8.8 on 
Tunnel0 from INIT to 2WAY, 2-Way Received 
Mar 15 08:20:03.091: %OSPF-5-ADJCHG: Process 123, Nbr 8.8.8.8 on 
Tunnel0 from 2WAY to EXSTART, AdjOK? 
Mar 15 08:20:03.099: %OSPF-5-ADJCHG: Process 123, Nbr 8.8.8.8 on 
Tunnel0 from EXSTART to EXCHANGE, Negotiation Done 
Mar 15 08:20:03.115: %OSPF-5-ADJCHG: Process 123, Nbr 8.8.8.8 on 
Tunnel0 from EXCHANGE to LOADING, Exchange Done 
Mar 15 08:20:03.115: %OSPF-5-ADJCHG: Process 123, Nbr 8.8.8.8 on 
Tunnel0 from LOADING to FULL, Loading Done 
06:53:12: %BGP-5-ADJCHANGE: neighbor 192.168.2.2 Up 
Mar 15 08:20:13.735: %BGP-5-ADJCHANGE: neighbor 192.168.2.1 Up 
 
R6#sho ip route 8.8.8.8 
Mar 15 08:20:24.087: %SYS-5-CONFIG_I: Configured from console by 
console 
Routing entry for 8.8.8.8/32 
  Known via "ospf 123", distance 110, metric 11112, type intra 
area 
  Last update from 192.168.2.1 on Tunnel0, 00:00:14 ago 
  Routing Descriptor Blocks: 
  * 192.168.2.1, from 8.8.8.8, 00:00:14 ago, via Tunnel0 
      Route metric is 11112, traffic share count is 1 
 
 
R6#sho dialer 
 
BRI0/0 - dialer type = ISDN 
 
Dial String      Successes   Failures    Last DNIS   Last status 
0 incoming call(s) have been screened. 



0 incoming call(s) rejected for callback. 
 
BRI0/0:1 - dialer type = ISDN 
Idle timer (45 secs), Fast idle timer (20 secs) 
Wait for carrier (30 secs), Re-enable (15 secs) 
Dialer state is data link layer up 
Dial reason: ip (s=172.22.85.2, d=224.0.0.5) 
Interface bound to profile Di1 
Current call connected 00:01:15 
Connected to 8888 (R8) 
 
BRI0/0:2 - dialer type = ISDN 
Idle timer (120 secs), Fast idle timer (20 secs) 
Wait for carrier (30 secs), Re-enable (15 secs) 
Dialer state is idle 
 
Di1 - dialer type = DIALER PROFILE 
Idle timer (45 secs), Fast idle timer (20 secs) 
Wait for carrier (30 secs), Re-enable (15 secs) 
Dialer state is data link layer up 
Number of active calls = 1 
 
Dial String      Successes   Failures    Last DNIS   Last status 
8888                    42          0    00:01:17       
successful   Default 
R6# 
 
06:53:204049578924: %ISDN-6-DISCONNECT: Interface BRI0/0:1  
disconnected from 6666 R6, call lasted 89 seconds 
06:53:204049579004: %LINK-3-UPDOWN: Interface BRI0/0:1, changed 
state to down 
Mar 15 08:20:48.688: Di1 DDR: idle timeout 
Mar 15 08:20:48.688: Di1 PPP: Sending Acct Event[Down] id[65] 
Mar 15 08:20:48.688: Di1 DDR: disconnecting call 
Mar 15 08:20:48.688: BR0/0:1 PPP: Sending Acct Event[Down] 
id[64] 
Mar 15 08:20:48.692: BR0/0:1 PPP: Phase is TERMINATING 
Mar 15 08:20:48.692: BR0/0:1 LCP: O TERMREQ [Open] id 103 len 4 
Mar 15 08:20:48.692: Di1 CDPCP: State is Closed 
Mar 15 08:20:48.692: Di1 IPCP: Remove link info for cef entry 
172.22.85.1 
Mar 15 08:20:48.696: Di1 IPCP: State is Closed 
Mar 15 08:20:48.696: Di1 BACP: State is Closed 
Mar 15 08:20:48.696: Di1 PPP: Phase is TERMINATING 
Mar 15 08:20:48.696: Di1 LCP: State is Closed 
Mar 15 08:20:48.696: Di1 PPP: Phase is DOWN 



Mar 15 08:20:48.696: Di1 DDR is disconnecting, could not clear 
in 
06:53:201863462944: %DIALER-6-UNBIND: Interface BR0/0:1 unbound 
from profile Di0terface. 
Mar 15 08:20:48.700: Di1 IPCP: Remove route to 172.22.85.1 
Mar 15 08:20:48.700: BR0/0:1 LCP: I TERMACK [TERMsent] id 103 
len 4 
Mar 15 08:20:48.700: BR0/0:1 LCP: State is Closed 
Mar 15 08:20:48.700: BR0/0:1 PPP: Phase is DOWN 
Mar 15 08:20:48.700: BR0/0:1 DDR: disconnecting call 
Mar 15 08:20:48.704: BR0/0:1 PPP: Phase is ESTABLISHING, Passive 
Open 
Mar 15 08:20:48.704: BR0/0:1 LCP: State is Listen 
Mar 15 08:20:48.704: %ISDN-6-DISCONNECT: Interface BRI0/0:1  
disconnected from 8888 R8, call lasted 89 seconds 
Mar 15 08:20:48.760: %LINK-3-UPDOWN: Interface BRI0/0:1, changed 
state to down 
Mar 15 08:20:48.760: BR0/0:1 PPP: Authorization NOT required 
Mar 15 08:20:48.764: BR0/0:1 PPP: No remote authentication for 
call-out 
Mar 15 08:20:48.764: BR0/0 DDR: has total 0 call(s), dial_out 0, 
dial_in 0 
Mar 15 08:20:48.764: %DIALER-6-UNBIND: Inte 
06:53:48: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
BRI0/0:1, changed state to downrface BR0/0:1 unbound from profil 
e Di1 
Mar 15 08:20:48.768: BR0/0:1 PPP: Sending Acct Event[Down] 
id[66] 
Mar 15 08:20:48.768: BR0/0:1 LCP: State is Closed 
Mar 15 08:20:48.768: BR0/0:1 PPP: Phase is DOWN 
Mar 15 08:20:48.772: BR0/0:1 DDR: disconnecting call 
Mar 15 08:20:49.692: %LINEPROTO-5-UPDOWN: Line protocol on 
Interface BRI0/0:1, changed state to down 
 
R6#sho ip ospf interface dialer 1 
Dialer1 is up, line protocol is up (spoofing) 
  Internet Addre 
06:54:28: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
FastEthernet0/0, changed state to upss 172.22.85.2/24, Area 86 
  Process ID 123, Router ID 6.6.6.6, Network Type 
POINT_TO_POINT, Cost: 65535 
  Configured as demand circuit. 
  Run as demand circuit. 
  DoNotAge LSA allowed. 
  Transmit Delay is 1 sec, State POINT_TO_POINT, 
  Timer intervals configured, Hello 10, Dead 40, Wait 40, 
Retransmit 5 



    Hello due in 00:00:06 
  Index 1/4, flood queue length 0 
  Next 0x0(0)/0x0(0) 
  Last flood scan length is 1, maximum is 15 
  Last flood scan time is 0 msec, maximum is 4 msec 
  Neighbor Count is 1, Adjacent neighbor count is 1 
    Adjacent with neighbor 8.8.8.8  (Hello suppressed) 
  Suppress hello for 1 neighbor(s) 
  Message digest authentication enabled 
      No key configured, using default key id 0 
 
 
 
R8#sho run 
Building configuration... 
 
Current configuration : 5535 bytes 
! 
! Last configuration change at 22:57:24 PST Sun Feb 28 1993 
! NVRAM config last updated at 22:11:27 PST Sun Feb 28 1993 
! 
version 12.2 
service timestamps debug uptime 
service timestamps log uptime 
service password-encryption 
! 
hostname R8 
aaa new-model 
aaa authentication ppp default local 
aaa authorization network default local 
! 
! 
enable password 7 05080F1C2243 
! 
username R6 password 7 01100F175804 
username R8 password 7 13061E010803 
 
ip subnet-zero 
! 
! 
isdn switch-type basic-ni 
! 
! 
key chain ccie 
 key 1 
  key-string ccie 
! 



interface Loopback8 
 description OSPF Loopback 
 ip address 8.8.8.8 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback88 
 description BGP Loopback 
 ip address 8.8.8.88 255.255.255.255 
! 
interface Tunnel1 
 ip address 192.168.2.1 255.255.255.0 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 045802150C2E 
  
 tunnel source 192.168.1.1 
 tunnel destination 130.100.26.6 
! 
interface BRI0/0 
 no ip address 
 encapsulation ppp 
 dialer pool-member 1 
 isdn switch-type basic-ni 
 isdn spid1 8881 8888 
 isdn spid2 8882 8888 
 ppp authentication chap 
 ppp multilink 
! 
interface FastEthernet0/1 
 ip address 192.168.1.1 255.255.255.0 
 ip rip send version 1 
 ip rip receive version 1 
! 
interface Dialer0 
 ip address 172.22.85.10 255.255.255.0 
 encapsulation ppp 
 ip ospf cost 65535 
 dialer pool 1 
 dialer remote-name R6 
 dialer-group 5 
 dialer enable-timeout 45 
 ppp authentication chap 
 ppp multilink 
! 
router ospf 123 
 router-id 8.8.8.8 
 log-adjacency-changes detail 
 area 86 authentication message-digest 



 network 8.8.8.8 0.0.0.0 area 86 
 network 172.22.85.0 0.0.0.255 area 86 
 network 192.168.2.0 0.0.0.255 area 86 
! 
router rip 
 version 1 
 network 192.168.1.0 
 no auto-summary 
! 
router bgp 65000 
 no synchronization 
 bgp router-id 8.8.8.8 
 bgp log-neighbor-changes 
 network 8.8.8.88 mask 255.255.255.255 
 redistribute connected route-map loop 
 neighbor 192.168.2.2 remote-as 456 
 no auto-summary 
! 
! 
dialer-list 5 protocol ip permit 
! 
line con 0 
 exec-timeout 0 0 
 privilege level 15 
 speed 115200 
end 
 
 
 
R8#config t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R8(config)#int tun 1 
R8(config-if)#shut 
R8(config-if)# 
07:05:45: %OSPF-5-ADJCHG: Process 123, Nbr 6.6.6.6 on Tunnel1 
from FULL to DOWN, Neighbor Down: Interface down or detached 
07:05:45: %BGP-5-ADJCHANGE: neighbor 192.168.2.2 Down Interface 
flap 
07:05:47: %LINK-5-CHANGED: Interface Tunnel1, changed state to 
administratively down 
07:05:48: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
Tunnel1, changed state to down 
07:06:98784247807: %DIALER-6-BIND: Interface BR0/0:1 bound to 
profile Di0 
07:06:22: %LINK-3-UPDOWN: Interface BRI0/0:1, changed state to 
up 



07:06:23: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
BRI0/0:1, changed state to up 
07:06:28: %ISDN-6-CONNECT: Interface BRI0/0:1 is now connected 
to 6666 R6 
 
 
Section 10: Access Control (16 Minutes) 

For this lab section, refer to Figure 26-4 on page 918 of the 
book.   
 

R1#sho run 
Building configuration... 
 
Current configuration : 1719 bytes 
! 
version 12.2 
service timestamps debug datetime msec localtime 
service timestamps log datetime msec localtime 
service password-encryption 
! 
hostname R1 
! 
enable secret 5 $1$1xxK$LWh42sY9aO17mvAuehLPM. 
! 
ip subnet-zero 
no ip domain-lookup 
! 
! 
! 
! 
interface Loopback1 
 description OSPF Loopback 
 ip ospf network point-to-point 
 ip address 1.1.1.1 255.255.255.255 
! 
interface Loopback10 
 description BGP Loopback 
 ip address 1.1.1.11 255.255.255.255 
! 
interface Serial0 
 ip address 150.100.31.1 255.255.255.240 
 encapsulation frame-relay 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 094F471A1A0A 
 ip ospf network point-to-point 



 frame-relay map ip 150.100.31.3 101 broadcast 
  
 frame-relay lmi-type ansi 
! 
router ospf 123 
 router-id 1.1.1.1 
 log-adjacency-changes 
 area 0 authentication message-digest 
 network 1.1.1.1 0.0.0.0 area 0 
 network 150.100.31.0 0.0.0.15 area 0 
 distribute-list 2 in Serial0 
! 
router bgp 1 
 no synchronization 
 bgp router-id 1.1.1.1 
 bgp log-neighbor-changes 
 bgp confederation identifier 1234 
 bgp confederation peers 2 3 
 network 1.1.1.11 mask 255.255.255.255 
 neighbor 150.100.31.3 remote-as 3 
 no auto-summary 
! 
ip classless 
access-list 2 deny   6.6.6.6 
access-list 2 permit any 
 
 
 
R7#sho run 
Building configuration... 
 
Current configuration : 2967 bytes 
! 
version 12.2 
no service single-slot-reload-enable 
service timestamps debug uptime 
service timestamps log uptime 
service password-encryption 
! 
hostname R7 
! 
! 
! 
! 
! 
! 
ip subnet-zero 



no ip domain-lookup 
! 
! 
key chain ccie 
 key 6727 
  key-string ccie 
! 
! 
! 
interface Loopback1 
 ip address 7.1.1.7 255.255.255.0 
! 
interface Loopback2 
 ip address 17.1.1.7 255.255.255.0 
! 
interface Loopback3 
 ip address 27.1.1.7 255.255.255.0 
! 
interface Loopback4 
 ip address 37.1.1.7 255.255.255.0 
! 
interface Loopback100 
 ip address 209.112.65.1 255.255.255.0 
! 
interface Loopback101 
 ip address 209.112.66.1 255.255.255.0 
! 
interface Loopback102 
 ip address 209.112.67.1 255.255.255.0 
! 
interface Loopback103 
 ip address 209.112.68.1 255.255.255.0 
! 
interface Loopback104 
 ip address 209.112.69.1 255.255.255.0 
! 
interface Loopback105 
 ip address 209.112.70.1 255.255.255.0 
! 
interface Loopback200 
 ip address 156.46.1.1 255.255.255.0 
! 
interface Loopback201 
 ip address 156.46.2.1 255.255.255.0 
! 
interface Loopback202 
 ip address 156.46.3.1 255.255.255.0 



! 
interface Loopback203 
 ip address 156.46.4.1 255.255.255.0 
! 
interface Loopback204 
 ip address 156.46.100.1 255.255.252.0 
! 
interface Loopback444 
 ip address 140.100.9.1 255.255.255.224 
! 
interface Loopback777 
 ip address 7.7.7.7 255.255.255.255 
! 
interface Loopback6727 
 description Test Loopback for RIPv2 
 ip address 67.67.67.1 255.255.255.0 
! 
interface Ethernet0 
 ip address 140.100.47.7 255.255.255.192 
 ip rip send version 2 
 ip rip receive version 2 
 ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
! 
interface Serial0 
 ip address 140.100.48.1 255.255.255.0 
 no keepalive 
! 
router rip 
 version 2 
 network 67.0.0.0 
 network 140.100.0.0 
 no auto-summary 
! 
router bgp 1560 
 no synchronization 
 bgp router-id 7.7.7.7 
 bgp log-neighbor-changes 
 network 7.1.1.0 mask 255.255.255.0 
 network 7.7.7.7 mask 255.255.255.255 
 network 17.1.1.0 mask 255.255.255.0 
 network 27.1.1.0 mask 255.255.255.0 
 network 37.1.1.0 mask 255.255.255.0 
 network 140.100.47.0 mask 255.255.255.192 
 network 156.46.1.0 mask 255.255.255.0 
 network 156.46.2.0 mask 255.255.255.0 
 network 156.46.3.0 mask 255.255.255.0 



 network 156.46.4.0 mask 255.255.255.0 
 network 156.46.100.0 mask 255.255.252.0 
 network 209.112.65.0 
 network 209.112.66.0 
 network 209.112.67.0 
 network 209.112.68.0 
 network 209.112.69.0 
 network 209.112.70.0 
 neighbor 140.100.47.4 remote-as 456 
 neighbor 140.100.47.4 description R4 
 neighbor 140.100.47.4 password 7 045802150C2E 
 neighbor 140.100.47.4 update-source Loopback777 
 neighbor 140.100.47.4 version 4 
 neighbor 140.100.47.4 distribute-list 1 out 
! 
ip classless 
! 
access-list 1 deny   209.112.0.0 0.0.254.255 
access-list 1 permit any 
access-list 10 permit 150.100.0.0 0.0.255.255 log 
! 
line con 0 
 exec-timeout 0 0 
 privilege level 15 
line aux 0 
line vty 0 4 
 
R3#sho run 
Building configuration... 
 
Current configuration : 3410 bytes 
! 
version 12.2 
service timestamps debug datetime msec localtime 
service timestamps log datetime msec localtime 
no service password-encryption 
! 
hostname R3 
! 
ip subnet-zero 
! 
interface Loopback3 
 description OSPF Loopback 
 ip address 3.3.3.3 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback10 



 ip address 3.3.3.13 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback11 
 ip address 3.3.3.23 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback13 
 ip address 130.100.100.1 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback33 
 description BGP Loopback 
 ip address 3.3.3.33 255.255.255.255 
! 
interface Ethernet0 
 ip address 130.100.1.3 255.255.255.0 
! 
interface Serial0 
 no ip address 
 encapsulation frame-relay 
 no fair-queue 
 clockrate 64000 
 frame-relay lmi-type ansi 
! 
interface Serial0.1 point-to-point 
 ip address 150.100.31.3 255.255.255.240 
 ip access-group 100 in 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  
 frame-relay interface-dlci 301 
! 
interface Serial0.2 point-to-point 
 ip address 150.100.32.3 255.255.255.224 
 ip access-group 100 in 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  
 frame-relay interface-dlci 302 
! 
interface Serial0.3 point-to-point 
 ip address 150.100.33.3 255.255.255.248 
 ip access-group 100 in 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  



 frame-relay interface-dlci 304 
! 
router ospf 123 
 router-id 3.3.3.3 
 log-adjacency-changes 
 area 0 authentication message-digest 
 redistribute connected subnets route-map redist 
 network 3.3.3.3 0.0.0.0 area 0 
 network 150.100.31.0 0.0.0.15 area 0 
 network 150.100.32.0 0.0.0.31 area 0 
 network 150.100.33.0 0.0.0.7 area 0 
! 
router rip 
 version 1 
 redistribute ospf 123 metric 1 
 network 130.100.0.0 
! 
router bgp 3 
 no synchronization 
 bgp router-id 3.3.3.3 
 bgp log-neighbor-changes 
 bgp confederation identifier 1234 
 bgp confederation peers 1 2 
 network 3.3.3.33 mask 255.255.255.255 
 neighbor 10.1.1.9 remote-as 9 
 neighbor 10.1.1.9 ebgp-multihop 2 
 neighbor 10.1.1.9 next-hop-self 
 neighbor 10.1.1.9 description to R9 
 neighbor 150.100.31.1 remote-as 1 
 neighbor 150.100.31.1 next-hop-self 
 neighbor 150.100.31.1 description to R1 
 neighbor 150.100.32.2 remote-as 2 
 neighbor 150.100.32.2 next-hop-self 
 neighbor 150.100.32.2 description to R2 
 neighbor 150.100.33.4 remote-as 456 
 neighbor 150.100.33.4 next-hop-self 
 neighbor 150.100.33.4 description to R4 
 no auto-summary 
! 
ip classless 
ip route 10.1.1.0 255.255.255.0 130.100.1.1 
! 
access-list 1 permit 3.3.3.13 
access-list 1 permit 3.3.3.23 
access-list 100 permit tcp any eq bgp any 
access-list 100 permit ospf any any 
access-list 100 permit tcp any host 130.100.1.13 eq www 



access-list 100 permit tcp 130.100.26.0 0.0.0.255 host 
130.100.1.13 eq 443 
access-list 100 permit tcp 130.100.26.0 0.0.0.255 host 
130.100.1.13 eq ftp 
access-list 100 permit tcp 130.100.26.0 0.0.0.255 host 
130.100.1.13 eq ftp-data 
access-list 100 permit icmp any any echo-reply log 
access-list 100 permit icmp any any echo log 
access-list 100 deny any any log 
route-map redist permit 10 
 match ip address 1 
! 
! 
line con 0 
 exec-timeout 0 0 
 privilege level 15 
 logging synchronous 
line aux 0 
line vty 0 4 
 logging synchronous 
 
R2#sho run 
Building configuration... 
 
Current configuration : 1742 bytes 
! 
version 12.2 
service timestamps debug datetime msec localtime 
service timestamps log datetime msec localtime 
service password-encryption 
! 
hostname R2 
! 
enable secret 5 $1$OiDj$4.39veJ97UQ7La4nOLLiC0 
! 
ip subnet-zero 
no ip domain-lookup 
! 
! 
! 
interface Loopback2 
 description OSPF Loopback 
 ip address 2.2.2.2 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback22 
 description BGP Loopback 



 ip address 2.2.2.22 255.255.255.255 
! 
interface Serial0 
 ip address 150.100.32.2 255.255.255.224 
 
 encapsulation frame-relay 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 045802150C2E 
 ip ospf network point-to-point 
  
 frame-relay map ip 150.100.32.3 202 broadcast 
  
! 
router ospf 123 
 router-id 2.2.2.2 
 log-adjacency-changes 
 area 0 authentication message-digest 
  
 network 2.2.2.2 0.0.0.0 area 0 
 network 150.100.32.0 0.0.0.31 area 0 
! 
router bgp 2 
 bgp router-id 2.2.2.2 
 bgp log-neighbor-changes 
 bgp confederation identifier 1234 
 bgp confederation peers 1 3 
 network 2.2.2.22 mask 255.255.255.255 
 neighbor 150.100.32.3 remote-as 3 
 neighbor 150.100.32.3 description R3 
 no auto-summary 
! 
ip classless 
! 
line con 0 
 exec-timeout 0 0 
 logging synchronous 
line vty 0 4 
 logging synchronous 
 login 
! 
end 
 
 
R5#sho run 
Building configuration... 
 
Current configuration : 2337 bytes 



! 
! No configuration change since last restart 
! 
version 12.2 
service timestamps debug uptime 
service timestamps log uptime 
no service password-encryption 
! 
hostname R5 
! 
! 
ip subnet-zero 
! 
! 
interface Loopback5 
 description OSPF Loopback 
 ip address 5.5.5.5 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback55 
 description BGP Loopback 
 ip address 5.5.5.55 255.255.255.255 
! 
interface Ethernet0 
 ip address 130.100.26.5 255.255.255.224 
 ! 
interface Serial0 
 ip address 140.100.45.5 255.255.255.192 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
! 
interface Serial1 
 ip address 140.100.56.5 255.255.255.192 
 ip access-group 100 in 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
 clockrate 64000 
! 
router ospf 123 
 router-id 5.5.5.5 
 log-adjacency-changes detail 
 area 0 authentication message-digest 
 area 45 authentication message-digest 
 area 45 virtual-link 4.4.4.4 authentication message-digest 
 area 45 virtual-link 4.4.4.4 message-digest-key 5 md5 cisco 



 area 56 authentication message-digest 
 area 56 virtual-link 6.6.6.6 authentication message-digest 
 area 56 virtual-link 6.6.6.6 message-digest-key 5 md5 cisco 
 network 5.5.5.5 0.0.0.0 area 45 
network 140.100.45.0 0.0.0.63 area 45 
 network 140.100.56.0 0.0.0.63 area 56 
! 
router bgp 456 
 no synchronization 
 bgp router-id 5.5.5.5 
 bgp log-neighbor-changes 
 network 5.5.5.55 mask 255.255.255.255 
 neighbor 140.100.45.4 remote-as 456 
 neighbor 140.100.45.4 route-reflector-client 
 neighbor 140.100.45.4 next-hop-self 
 neighbor 140.100.56.6 remote-as 456 
 neighbor 140.100.56.6 route-reflector-client 
 neighbor 140.100.56.6 next-hop-self 
 no auto-summary 
! 
ip classless 
ip http server 
! 
access-list 100 deny udp host 140.100.56.6 any range 33434 33523  
access-list 100 permit ip any any 
! 
line con 0 
 exec-timeout 0 0 
line aux 0 
line vty 0 4 
 privilege level 15 
 no login 
 
From R6 
R6#ping 1.1.1.1 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
160/164/176 ms 
R6#ping 2.2.2.2 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds: 
!!!!! 



Success rate is 100 percent (5/5), round-trip min/avg/max = 
172/176/184 ms 
 
R6#traceroute 1.1.1.1 
 
Type escape sequence to abort. 
Tracing the route to 1.1.1.1 
 
  1 140.100.56.5 !A  16 msec 16 msec 
R6#traceroute 2.2.2.2 
 
Type escape sequence to abort. 
Tracing the route to 2.2.2.2 
 
  1 140.100.56.5 !A  16 msec 16 msec 
R6# 
 

 

Section 11: IP Services (18 Minutes) 

R6#sho run 
Building configuration... 
 
Current configuration : 3778 bytes 
! 
! No configuration change since last restart 
! 
version 12.2 
service timestamps debug datetime msec 
service timestamps log datetime msec 
no service password-encryption 
! 
hostname R6 
! 
! 
username R8 password 0 cisco 
aaa new-model 
! 
! 
aaa authentication login default local 
aaa authentication login no_login none 
aaa authentication ppp default local 
ip subnet-zero 
! 
! 
no ip domain lookup 



ip dhcp excluded-address 130.100.26.6 
ip dhcp excluded-address 130.100.26.2 
! 
ip dhcp pool ccie 
   network 130.100.26.0 255.255.255.224 
   default-router 130.100.26.6 
   lease infinite 
! 
! 
isdn switch-type basic-ni 
! 
! 
key chain ccie 
 key 1 
  key-string ccie 
! 
! 
! 
interface Loopback6 
 description OSPF Loopback 
 ip address 6.6.6.6 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback66 
 ip address 140.100.86.1 255.255.255.224 
! 
interface Loopback666 
 description BGP Loopback 
 ip address 6.6.6.66 255.255.255.255 
! 
interface Tunnel0 
 ip address 192.168.2.2 255.255.255.0 
  
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  
 tunnel source 130.100.26.6 
 tunnel destination 130.100.26.3 
! 
interface FastEthernet0/0 
 ip address 130.100.26.6 255.255.255.224 
ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
 speed 10 
standby 1 ip 130.100.26.1 
 standby 1 preempt 
 standby 1 authentication ccie  



 standby 1 track Serial0/0 
! 
interface BRI0/0 
 no ip address 
 encapsulation ppp 
 dialer pool-member 10 
 isdn switch-type basic-ni 
 isdn tei-negotiation first-call 
 isdn spid1 6661 6666 
 isdn spid2 6662 6666 
 ppp authentication chap ppp multilink 
! 
interface Serial0/0 
 ip address 140.100.56.6 255.255.255.192 
ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
! 
! 
interface Dialer1 
 ip address 172.22.85.2 255.255.255.0 
 encapsulation ppp 
 ip ospf cost 65535 
 ip ospf demand-circuit 
 dialer pool 10 
 dialer remote-name R8 
 dialer idle-timeout 45 
 dialer string 8888 
 dialer hold-queue 100 
 dialer-group 5 
 ppp authentication chap 
 ppp multilink 
! 
router ospf 123 
 router-id 6.6.6.6 
 log-adjacency-changes detail 
 area 56 authentication message-digest 
 area 56 virtual-link 5.5.5.5 authentication message-digest 
 area 56 virtual-link 5.5.5.5 message-digest-key 5 md5 cisco 
 area 86 authentication message-digest 
 network 6.6.6.6 0.0.0.0 area 56 
 network 140.100.56.0 0.0.0.63 area 56 
 network 172.22.85.0 0.0.0.255 area 86 
 network 192.168.2.0 0.0.0.255 area 86 
! 
router rip 
 version 2 



 network 130.100.0.0 
 no auto-summary 
! 
router bgp 456 
 no synchronization 
 bgp router-id 6.6.6.6 
 bgp log-neighbor-changes 
 network 6.6.6.66 mask 255.255.255.255 
 network 140.100.86.0 mask 255.255.255.224 
 neighbor 140.100.56.5 remote-as 456 
 neighbor 140.100.56.5 next-hop-self 
 neighbor 192.168.2.1 remote-as 65000 
 no auto-summary 
! 
ip classless 
ip route 192.168.1.0 255.255.255.0 130.100.26.2 
no ip http server 
! 
! 
snmp-server community public RO 18 
snmp-server community priavte RW 18 
snmp-server enable traps snmp authentication linkdown linkup 
coldstart warmstart 
snmp-server enable traps tty 
snmp-server enable traps isdn call-information 
snmp-server enable traps isdn layer2 
snmp-server enable traps isdn ietf 
snmp-server enable traps hsrp 
snmp-server enable traps config 
snmp-server enable traps entity 
snmp-server enable traps envmon 
snmp-server enable traps bgp 
snmp-server enable traps frame-relay 
snmp-server enable traps rtr 
snmp-server enable traps syslog 
snmp-server enable traps dial 
! 
access-list 18 permit 192.168.1.10 log 
! 
dialer-list 5 protocol ip permit 
! 
! 
! 
! 
line aux 0 
line vty 0 4 
 privilege level 15 



  
 
R6#sho standby 
FastEthernet0/0 - Group 1 
  State is Active 
    1 state change, last state change 00:34:32 
  Virtual IP address is 130.100.26.1 
  Active virtual MAC address is 0000.0c07.ac01 
    Local virtual MAC address is 0000.0c07.ac01 (default) 
  Hello time 3 sec, hold time 10 sec 
    Next hello sent in 1.016 secs 
  Authentication text "ccie" 
  Preemption enabled 
  Active router is local 
  Standby router is 130.100.26.5, priority 95 (expires in 7.056 
sec) 
  Priority 100 (default 100) 
    Track interface Serial0/0 state Up decrement 10 
  IP redundancy name is "hsrp-Fa0/0-1" (default) 
 
R6(config)#int ser 0/0 
R6(config-if)#shut 
Mar  1 06:28:35.882: %HSRP-6-STATECHANGE: FastEthernet0/0 Grp 1 
state Active -> Speak 
Mar  1 06:28:36.030: %LINK-5-CHANGED: Interface Serial0/0, 
changed state to administratively down 
Mar  1 06:28:37.030: %LINEPROTO-5-UPDOWN: Line protocol on 
Interface Serial0/0, changed state to down 
 
R6#sho standby 
FastEthernet0/0 - Group 1 
  State is Standby 
    3 state changes, last state change 00:00:11 
  Virtual IP address is 130.100.26.1 
  Active virtual MAC address is 0000.0c07.ac01 
    Local virtual MAC address is 0000.0c07.ac01 (default) 
  Hello time 3 sec, hold time 10 sec 
    Next hello sent in 0.708 secs 
  Authentication text "ccie" 
  Preemption enabled 
  Active router is 130.100.26.5, priority 95 (expires in 9.156 
sec) 
  Standby router is local 
  Priority 90 (default 100) 
    Track interface Serial0/0 state Down decrement 10 
  IP redundancy name is "hsrp-Fa0/0-1" (default) 



 
hostname R5 
! 
! 
ip subnet-zero 
! 
interface Loopback5 
 description OSPF Loopback 
 ip address 5.5.5.5 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback55 
 description BGP Loopback 
 ip address 5.5.5.55 255.255.255.255 
! 
interface Ethernet0 
 ip address 130.100.26.5 255.255.255.224 
 standby 1 ip 130.100.26.1 
 standby 1 priority 95 
 standby 1 preempt 
 standby 1 authentication ccie 
! 
interface Serial0 
 ip address 140.100.45.5 255.255.255.192 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
 fair-queue 
! 
interface Serial1 
 ip address 140.100.56.5 255.255.255.192 
 ip access-group 100 in 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
 clockrate 64000 
! 
router ospf 123 
 router-id 5.5.5.5 
 log-adjacency-changes detail 
 area 0 authentication message-digest 
 area 45 authentication message-digest 
 area 45 virtual-link 4.4.4.4 authentication message-digest 
 area 45 virtual-link 4.4.4.4 message-digest-key 5 md5 cisco 
 area 56 authentication message-digest 
 area 56 virtual-link 6.6.6.6 authentication message-digest 
 area 56 virtual-link 6.6.6.6 message-digest-key 5 md5 cisco 



 network 5.5.5.5 0.0.0.0 area 45 
  
 network 140.100.45.0 0.0.0.63 area 45 
 network 140.100.56.0 0.0.0.63 area 56 
! 
router bgp 456 
 no synchronization 
 bgp router-id 5.5.5.5 
 bgp log-neighbor-changes 
 network 5.5.5.55 mask 255.255.255.255 
 neighbor 140.100.45.4 remote-as 456 
 neighbor 140.100.45.4 route-reflector-client 
 neighbor 140.100.45.4 next-hop-self 
 neighbor 140.100.56.6 remote-as 456 
 neighbor 140.100.56.6 route-reflector-client 
 neighbor 140.100.56.6 next-hop-self 
 no auto-summary 
! 
ip classless 
ip http server 
! 
access-list 100 deny udp host 140.100.56.6 any range 33434 33523 
access-list 100 permit ip any any 
! 
line con 0 
 exec-timeout 0 0 
line aux 0 
line vty 0 4 
 privilege level 15 
 no login 
 
R5(config)#line vty 0 4 
R5(config-line)#access-class 15 in 
R5(config-line)#login local 
R5(config-line)#exit 
 
R5(config)#username admin privilege 15 password cisco 
R5(config)#crypto key generate rsa 
The name for the keys will be: R5.cisco.com 
Choose the size of the key modulus in the range of 360 to 2048 
for your General Purpose Keys. Choosing a key modulus greater 
than 512 may take a few minutes. 
 
How many bits in the modulus [512]:512 “or hit ENTER” 
Generating RSA keys ... 
[OK] 
 



R5(config)# 
Sep 29 22:26:42: %SSH-5-ENABLED: SSH 1.5 has been enabled 
 
R5(config)#ip ssh authentication-retries 3 
R5(config)#ip ssh time-out 60 
R5(config)# 
 
R6 SSH Client to R5 
R6#ssh -c des -l admin 140.100.56.5 ? R5 
Trying 140.100.56.5...Open 
password:cisco 
 
 
 
R5#sho standby 
Ethernet0 - Group 1 
  Local state is Standby, priority 95, may preempt 
  Hellotime 3 sec, holdtime 10 sec 
  Next hello sent in 0.556 
  Virtual IP address is 130.100.26.1 configured 
  Active router is 130.100.26.6, priority 100 expires in 7.044 
  Standby router is local 
  Authentication text "ccie" 
  10 state changes, last state change 00:00:40 
  IP redundancy name is "hsrp-Et0-1" (default) 
R5# 
 
R8#sho run 
Building configuration... 
 
Current configuration : 6829 bytes 
! 
! Last configuration change at 16:04:36 PST Sun May 28 2003 by 
admin 
! 
version 12.2 
service timestamps debug uptime 
service timestamps log uptime 
service password-encryption 
! 
hostname R8 
! 
enable password 7 05080F1C2243 
! 
username admin password 7 094F471A1A0A 
username R6 password 7 01100F175804 
username R8 password 7 13061E010803 



username cisco privilege 15 password 7 01100F175804 
clock timezone PST -8 
clock summer-time PDT recurring 
aaa new-model 
! 
! 
aaa authentication login default local 
aaa authorization network default local 
aaa session-id common 
ip subnet-zero 
! 
ip domain name cisco.com 
! 
isdn switch-type basic-ni 
! 
! 
key chain ccie 
 key 1 
  key-string ccie 
! 
interface Loopback8 
 description OSPF Loopback 
 ip address 8.8.8.8 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback88 
 description BGP Loopback 
 ip address 8.8.8.88 255.255.255.255 
! 
interface Loopback100 
 ip address 172.16.1.1 255.255.255.0 
! 
interface Tunnel1 
 ip address 192.168.2.1 255.255.255.0 
 ip broadcast-address 192.168.2.255 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 045802150C2E 
  
 tunnel source 192.168.1.1 
 tunnel destination 130.100.26.6 
! 
! 
interface BRI0/0 
 no ip address 
 encapsulation ppp 
 ip ospf cost 1 
 dialer pool-member 1 



 isdn switch-type basic-ni 
 isdn spid1 8881 8888 
 isdn spid2 8882 8888 
 ppp authentication chap 
 ppp multilink 
! 
interface FastEthernet0/1  
 ip address 192.168.1.1 255.255.255.0 
ip rip send version 1 
 ip rip receive version 1 
 no ip route-cache 
! 
interface Dialer0 
 ip address 172.22.85.10 255.255.255.0 
 encapsulation ppp 
 ip ospf cost 65535 
 dialer pool 1 
 dialer remote-name R6 
 dialer-group 5 
 ppp authentication chap 
 ppp multilink 
! 
router ospf 123 
 router-id 8.8.8.8 
 log-adjacency-changes detail 
 area 86 authentication message-digest 
 network 8.8.8.8 0.0.0.0 area 86 
 network 172.22.85.0 0.0.0.255 area 86 
 network 192.168.2.0 0.0.0.255 area 86 
! 
router rip 
 version 1 
 network 192.168.1.0 
! 
router bgp 65000 
 no synchronization 
 bgp router-id 8.8.8.8 
 bgp log-neighbor-changes 
 network 8.8.8.88 mask 255.255.255.255 
 redistribute connected route-map loop 
 neighbor 192.168.2.2 remote-as 456 
 no auto-summary 
! 
ip classless 
ip route 6.6.6.0 255.255.255.0 192.168.1.222 
ip route 130.100.26.0 255.255.255.0 192.168.1.222 
! 



access-list 1 permit any 
access-list 2 permit 8.8.8.88 
access-list 3 permit 6.6.6.6 
access-list 3 permit 192.168.2.2 
access-list 5 permit 192.168.1.8 log 
dialer-list 5 protocol ip permit 
! 
route-map loop permit 10 
 match ip address 2 
! 
! 
privilege configure level 7 snmp-server 
privilege exec level 1 telnet 
 
privilege exec level 7 show ip route 
privilege exec level 7 show startup-config 
! 
line con 0 
 exec-timeout 0 0 
 privilege level 15 
 speed 115200 
line aux 0 
 modem InOut 
 transport input all 
line vty 0 4 
 exec-timeout 0 0 
 privilege level 15 
 session-limit 100000 
 transport input telnet ssh 
line vty 5 15 
 privilege level 15 
! 
 
 
 

Section 12: Catalyst Security (6 Minutes) 

interface FastEthernet0/19  
switchport mode access 
switchport port-security maximum 10 
switchport port-security mac-address 1000.2000.3000 
switchport port-security violation protect 
switchport port-security aging time 600 
switchport port-security aging static 
no ip address 
 



 
access-list 1 permit 192.168.1.1 log 
access-list 1 permit 130.100.1.3 log 
 
access-list 1 permit 130.100.26.2 log 
 

! 
line con 0 
 exec-timeout 0 0 
line vty 0 4 
 access-class 1 in 
 login 
line vty 5 15 
access-class 1 in 
 login 
 
For this lab section, refer to Figure 26-5 on page 922 of the 
book.  
 
Section 13: AAA Using RADIUS (17 Minutes) 

R8 
 
username user1 privilege 7 password 7 121A0C041104 
! 
aaa new-model 
! 
aaa authentication login default group radius local 
aaa authentication login no_login local none 
aaa authorization exec default local  
 

aaa accounting exec default start-stop group radius  
ip radius source-interface loopback 8 
! 
line con 0 
  privilege level 15 
 login authentication no_login 
! 
privilege configure level 7 snmp-server 
privilege configure level 7 snmp-server host 
privilege exec level 7 ping 
privilege exec level 7 configure terminal 
privilege exec level 7 configure 
radius-server host 192.168.1.7 auth-port 1645 acct-port 1646 
radius-server key cisco 
 



 
R8#debug radius authentication 
R8#debug radius brief 
R8#debug aaa authentication 
 
R8#sho debugging 
General OS: 
  AAA Authentication debugging is on 
Radius protocol debugging is on 
Radius protocol brief debugging is on 
 
 
R8# 
03:20:10: AAA/AUTHEN/LOGIN (0000000D): Pick method list 
'default' 
03:20:10: RADIUS/ENCODE(0000000D): ask "Username: " 
03:20:10: RADIUS/ENCODE(0000000D): send packet; GET_USER 
03:20:14: RADIUS/ENCODE(0000000D): ask "Password: " 
03:20:14: RADIUS/ENCODE(0000000D): send packet; GET_PASSWORD 
03:20:15: RADIUS(0000000D): Storing nasport 68 in rad_db 
03:20:15: RADIUS: Pick NAS IP for uid=13 tableid=0 
cfg_addr=8.8.8.8 best_addr=0.0.0.0 
03:20:15: RADIUS(0000000D): Send Access-Request to 
192.168.1.7:1645 id 14, len 76 
03:20:15: RADIUS: Received from id 21645/14 192.168.1.7:1645, 
Access-Accept, len 54 
03:20:19: AAA: parse name=tty68 idb type=-1 tty=-1 
03:20:19: AAA: name=tty68 flags=0x11 type=5 shelf=0 slot=0 
adapter=0 port=68 channel=0 
03:20:19: AAA/MEMORY: create_user (0x82F7EE44) user='user1' 
ruser='NULL' ds0=0 port='tty68' rem_addr='192.168.1.8' authen_ 
type=ASCII service=ENABLE priv=15 initial_task_id='0', vrf= 
(id=0) 
03:20:19: AAA/AUTHEN/START (3095283584): port='tty68' list='' 
action=LOGIN service=ENABLE 
03:20:19: AAA/AUTHEN/START (3095283584): non-console enable - 
default to enable password 
03:20:19: AAA/AUTHEN/START (3095283584): Method=ENABLE 
03:20:19: AAA/AUTHEN(3095283584): Status=GETPASS 
03:20:20: AAA/AUTHEN/CONT (3095283584): continue_login 
(user='(undef)') 
03:20:20: AAA/AUTHEN(3095283584): Status=GETPASS 
03:20:20: AAA/AUTHEN/CONT (3095283584): Method=ENABLE 
03:20:20: AAA/AUTHEN(3095283584): Status=PASS 
03:20:20: AAA/MEMORY: free_user (0x82F7EE44) user='NULL' 
ruser='NULL' port='tty68' rem_addr='192.168.1.8' 
authen_type=ASCI 



I service=ENABLE priv=15 vrf= (id=0) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 



 



 



 



 
 
R8#debug radius 
Radius protocol debugging is on 
 
R8#debug aaa authentication 
AAA Authentication debugging is on 
 
R8#debug aaa authorization 
AAA Authorization debugging is on 
 
 





 
R8#sho debugging 
General OS: 
  AAA Authentication debugging is on 
  AAA Authorization debugging is on 
  AAA Accounting debugging is on 
 
 
R8# 
03:54:59: AAA/ACCT/EVENT/(00000017): CALL START 
03:54:59: Getting session id for NET(00000017) : db=82A913B8 
03:54:59: AAA/ACCT(00000000): add node, session 23 
03:54:59: AAA/ACCT/NET(00000017): add, count 1 
03:54:59: Getting session id for NONE(00000017) : db=82A913B8 



03:54:59: AAA/AUTHEN/LOGIN (00000017): Pick method list 
'default' 
03:55:03: Getting session id for EXEC(00000017) : db=82A913B8 
03:55:03: AAA/AUTHOR (0x17): Pick method list 'default' 
03:55:03: AAA/AUTHOR/EXEC(00000017): processing AV cmd= 
03:55:03: AAA/AUTHOR/EXEC(00000017): processing AV priv-lvl=7 
03:55:03: AAA/AUTHOR/EXEC(00000017): Authorization successful 
03:55:03: AAA/ACCT/EXEC(00000017): Pick method list 'default' 
03:55:03: AAA/ACCT/SETMLIST(00000017): Handle 0, mlist 82F64BC4, 
Name default 
03:55:03: Getting session id for EXEC(00000017) : db=82A913B8 
03:55:03: AAA/ACCT/EXEC(00000017): add, count 2 
03:55:03: AAA/ACCT/EVENT/(00000017): EXEC UP 
03:55:03: AAA/ACCT/EXEC(00000017): Queueing record is START 
03:55:03: AAA/ACCT(00000017): Accouting method=radius (radius) 
03:55:03: AAA/ACCT/EXEC(00000017): START protocol reply PASS 
03:55:05: unknown AAA/DISC: 1/"User Request" 
03:55:05: unknown AAA/DISC/EXT: 1020/"User Request" 
03:55:05: AAA/ACCT/EVENT/(00000017): CALL STOP 
03:55:05: AAA/ACCT/CALL STOP(00000017): Sending stop requests 
03:55:05: AAA/ACCT(00000017): Send all stops 
03:55:05: AAA/ACCT/EXEC(00000017): STOP 
03:55:05: AAA/ACCT/EXEC(00000017): Queueing record is STOP osr 1 
03:55:05: AAA/ACCT/NET(00000017): STOP 
03:55:05: AAA/ACCT/NET(00000017): Method list not found 
03:55:05: AAA/ACCT/NET(00000017): free_rec, count 1 
03:55:05: AAA/ACCT/NET(00000017) reccnt 1, csr TRUE, osr 1 
03:55:05: AAA/ACCT(00000017): Accouting method=radius (radius) 
03:55:05: AAA/ACCT/EXEC(00000017): STOP protocol reply PASS 
03:55:05: AAA/ACCT/EXEC(00000017): Cleaning up from Callback osr 
0 
03:55:05: AAA/ACCT(00000017): del node, session 23 
03:55:05: AAA/ACCT/EXEC(00000017): free_rec, count 0 
03:55:05: AAA/ACCT/EXEC(00000017) reccnt 0, csr TRUE, osr 0 
03:55:05: AAA/ACCT/EXEC(00000017): Last rec in db, intf not 
enqueued 
 
 
Section 14: Configuring AAA on the PIX Firewall (26 
Minutes)  



 

 



 



 



 



 



User Access Verification 
Username: user2 
Password: ***** 
Type help or '?' for a list of available commands. 
PIX2> en 
Password: ***** 
PIX2# 
 

PIX Version 6.2(2) 
interface ethernet0 auto 
interface ethernet1 auto 
nameif ethernet0 outside security0 
nameif ethernet1 inside security100 
enable password 2KFQnbNIdI.2KYOU encrypted 
passwd 2KFQnbNIdI.2KYOU encrypted 
 
hostname PIX2 
domain-name cisco.com 
 
access-list outside_access_in permit gre any host 130.100.26.3 
 
access-list inside_authentication_TACACS+ permit tcp any any eq 
www 
access-list inside_authentication_TACACS+ permit tcp any any eq 
telnet 
access-list inside_authorization_TACACS+ permit tcp any any eq 
www 
access-list inside_authorization_TACACS+ permit tcp any any eq 
telnet 
access-list inside_accounting_TACACS+ permit tcp any any eq www 
access-list inside_accounting_TACACS+ permit tcp any any eq 
telnet 
 
 
ip address outside 130.100.26.2 255.255.255.224 
ip address inside 192.168.1.222 255.255.255.0 
 
global (outside) 10 interface 
 
nat (inside) 10 0.0.0.0 0.0.0.0 0 0 
 
static (inside,outside) 130.100.26.7 192.168.1.7 netmask 
255.255.255.255 0 0 
static (inside,outside) 130.100.26.3 192.168.1.1 netmask 
255.255.255.255 0 0 
 



access-group outside_access_in in interface outside 
rip outside passive version 2 authentication md5 ccie 1 
rip inside passive version 1 
 
route outside 0.0.0.0 0.0.0.0 130.100.26.6 1 
 
aaa-server TACACS+ protocol tacacs+ 
aaa-server TACACS+ (inside) host 192.168.1.7 cisco6727 timeout 5 
aaa-server LOCAL protocol local 
aaa authentication match inside_authentication_TACACS+ inside 
TACACS+ 
 
aaa authentication ssh console TACACS+ 
aaa authentication telnet console TACACS+ 
aaa authorization match inside_authorization_TACACS+ inside 
TACACS+ 
aaa accounting match inside_accounting_TACACS+ inside TACACS+ 
 
telnet 192.168.1.8 255.255.255.255 inside 
 
 
ssh 192.168.1.100 255.255.255.255 inside 
ssh 192.168.1.1 255.255.255.255 inside 
ssh timeout 5 
 
 
 
username admin password f3UhLvUj1QsXsuK7 encrypted privilege 15 
username user2 password mbO2jYs13AXlIAGa encrypted privilege 15 
 

Section 15: Authentication Proxy with TACACS+ (18 
Minutes) 

PIX2 
access-list outside_access_in permit tcp any host 130.100.26.7 
eq tacacs 
 
static (inside,outside) 130.100.26.7 192.168.1.7 netmask 
255.255.255.255 0 0 

R6 
R6(config)#aaa new-model 
R6(config)#aaa authentication login default group tacacs+ 
R6(config)#aaa authentication login no_login enable local line 
none 
R6(config)#aaa authentication enable default group tacacs+ 



R6(config)#aaa authorization auth-proxy default group tacacs+ 
R6(config)#aaa authorization configuration default group tacacs+ 
 
R6(config)#aaa accounting send stop-record authentication 
failure 
R6(config)#aaa accounting delay-start 
R6(config)#aaa accounting nested 
R6(config)#aaa accounting update newinfo periodic 5 
R6(config)#aaa accounting auth-proxy default start-stop group 
tacacs+ 
R6(config)#aaa accounting exec default start-stop group tacacs+ 
R6(config)#aaa accounting connection default start-stop group 
tacacs+ 
R6(config)#aaa accounting system default start-stop group 
tacacs+ 
R6(config)#aaa accounting resource default start-stop group 
tacacs+ 
 
R6(config)#ip http server 
R6(config)#ip http authentication aaa 
R6(config)#ip auth-proxy auth-proxy-banner 
R6(config)#ip auth-proxy auth-cache-time 5 
R6(config)#ip auth-proxy name auth http 
R6(config)#interface FastEthernet0/0 
R6(config-if)#ip address 130.100.26.6 255.255.255.224 
R6(config-if)#ip auth-proxy auth 
R6(config)#tacacs-server host 130.100.26.7 key cisco6727 
R6(config)#tacacs-server key cisco6727 
R6(config)#ip tacacs source-interface loopback 6 
 
telnet from R8: 
 
Authentication Login please 
Username: user3tacacs 
 
Password:cisco 
Welcome to CCIE Lab 







 
 



 
 
 

 
R6#show debugging 
General OS: 
  AAA Authentication debugging is on 
  AAA Authorization debugging is on 
 
HTTP: 
  HTTP transactions debugging is on 
  HTTP EZSetup debugging is on 
  HTTP URL debugging is on 
  HTTP Authentication debugging is on 
  HTTP Server Side Includes debugging is on 
 
 



 
 
Feb 28 16:37:32: %SEC-6-IPACCESSLOGS: list 10 permitted 
130.100.26.2 1 packet 
Feb 28 16:37:59: timetag 392144 
Feb 28 16:37:59: uname user3tacacs 
Feb 28 16:37:59: HTTP: Authentication for url '/' '/' level 15  
privless '/' 
Feb 28 16:37:59: HTTP: Authentication proxy_username = 
'user3tacacs' priv-level = 15 auth-type = aaa 
Feb 28 16:37:59: AAA: parse name=FastEthernet0/0 idb type=-1 
tty=-1 
Feb 28 16:37:59: AAA: name=FastEthernet0/0 flags=0x15 type=12 
shelf=0 slot=0 adapter=0 port=0 channel=0 
Feb 28 16:37:59: AAA: parse name=<no string> idb type=-1 tty=-1 
Feb 28 16:37:59: AAA/MEMORY: create_user (0x830BD600) 
user='NULL' ruser='NULL' ds0=0 port='FastEthernet0/0 
' rem_addr='130.100.26.2' authen_type=ASCII service=LOGIN priv=0 
initial_task_id='0' 
Feb 28 16:37:59: AAA/AUTHEN/START (2185388406): 
port='FastEthernet0/0' list='default' action=LOGIN service 
=LOGIN 
Feb 28 16:37:59: AAA/AUTHEN/START (2185388406): found list 
default 
Feb 28 16:37:59: AAA/AUTHEN/START (2185388406): Method=tacacs+ 
(tacacs+) 
Feb 28 16:37:59: TAC+: send AUTHEN/START packet ver=192 
id=2185388406 
Feb 28 16:37:59: TAC+: ver=192 id=2185388406 received AUTHEN 
status = GETUSER 
Feb 28 16:37:59: AAA/AUTHEN(2185388406): Status=GETUSER 
Feb 28 16:37:59: AAA/AUTHEN/CONT (2185388406): continue_login 
(user='(undef)') 
Feb 28 16:37:59: AAA/AUTHEN(2185388406): Status=GETUSER 
Feb 28 16:37:59: AAA/AUTHEN(2185388406): Method=tacacs+ 
(tacacs+) 
Feb 28 16:37:59: TAC+: send AUTHEN/CONT packet id=2185388406 
Feb 28 16:38:00: TAC+: ver=192 id=2185388406 received AUTHEN 
status = GETPASS 
Feb 28 16:38:00: AAA/AUTHEN(2185388406): Status=GETPASS 
Feb 28 16:38:00: AAA/AUTHEN/CONT (2185388406): continue_login 
(user='user3tacacs') 
Feb 28 16:38:00: AAA/AUTHEN(2185388406): Status=GETPASS 
Feb 28 16:38:00: AAA/AUTHEN(2185388406): Method=tacacs+ 
(tacacs+) 
Feb 28 16:38:00: TAC+: send AUTHEN/CONT packet id=2185388406 



Feb 28 16:38:00: TAC+: ver=192 id=2185388406 received AUTHEN 
status = PASS 
Feb 28 16:38:00: AAA/AUTHEN(2185388406): Status=PASS 
Feb 28 16:38:00: FastEthernet0/0 AAA/AUTHOR/HTTP(3715440567): 
Port='FastEthernet0/0' list='default' servic 
e=AUTH-PROXY 
Feb 28 16:38:00: AAA/AUTHOR/HTTP: FastEthernet0/0(3715440567) 
user='user3tacacs' 
Feb 28 16:38:00: FastEthernet0/0 AAA/AUTHOR/HTTP(3715440567): 
send AV service=auth-proxy 
Feb 28 16:38:00: FastEthernet0/0 AAA/AUTHOR/HTTP(3715440567): 
send AV cmd* 
Feb 28 16:38:00: FastEthernet0/0 AAA/AUTHOR/HTTP(3715440567): 
found list "default" 
Feb 28 16:38:00: FastEthernet0/0 AAA/AUTHOR/HTTP(3715440567): 
Method=tacacs+ (tacacs+) 
Feb 28 16:38:00: AAA/AUTHOR/TAC+: (3715440567): user=user3tacacs 
Feb 28 16:38:00: AAA/AUTHOR/TAC+: (3715440567): send AV 
service=auth-proxy 
Feb 28 16:38:00: AAA/AUTHOR/TAC+: (3715440567): send AV cmd* 
Feb 28 16:38:00: TAC+: (3715440567): received author response 
status = PASS_ADD 
Feb 28 16:38:00: AAA/AUTHOR (3715440567): Post authorization 
status = PASS_ADD 
 
R6# 
Feb 28 17:34:57: AAA/MEMORY: free_user (0x830C092C) 
user='user3tacacs' ruser='NULL' port='FastEthernet0/0' 
 rem_addr='130.100.26.2' authen_type=ASCII service=LOGIN priv=0 
Feb 28 17:35:15: AAA/AUTHOR (00000000): Method list id=FFFFFFFF 
not configured. Skip author 
Feb 28 17:35:15: AAA/AUTHOR/CONFIG: 'aaa author configuration' 
not set. Download abort. 
Feb 28 17:35:39: HTTP: parsed uri '/' 
Feb 28 17:35:39: HTTP: processing URL '/' from host 130.100.26.2 
Feb 28 17:35:39: HTTP: client version 1.1 
Feb 28 17:35:39: HTTP: parsed extension Accept 
Feb 28 17:35:39: HTTP: parsed extension Accept-Language 
Feb 28 17:35:39: HTTP: parsed extension Accept-Encoding 
Feb 28 17:35:39: HTTP: parsed extension User-Agent 
Feb 28 17:35:39: HTTP: parsed extension Host 
Feb 28 17:35:39: HTTP: parsed extension Connection 
Feb 28 17:35:39: HTTP: parsed extension Authorization 
Feb 28 17:35:39: HTTP: parsed authorization type Basic 
Feb 28 17:36:08: HTTP: parsed uri '/' 
Feb 28 17:36:08: HTTP: processing URL '/' from host 130.100.26.2 
Feb 28 17:36:08: HTTP: client version 1.1 



Feb 28 17:36:08: HTTP: parsed extension Accept 
Feb 28 17:36:08: HTTP: parsed extension Referer 
Feb 28 17:36:08: HTTP: parsed extension Accept-Language 
Feb 28 17:36:08: HTTP: parsed extension Content-Type 
Feb 28 17:36:08: HTTP: parsed extension Accept-Encoding 
Feb 28 17:36:08: HTTP: parsed extension User-Agent 
Feb 28 17:36:08: HTTP: parsed extension Host 
Feb 28 17:36:08: HTTP: parsed extension Content-Length 
Feb 28 17:36:08: HTTP: Content-length 55 
Feb 28 17:36:08: HTTP: parsed extension Connection 
Feb 28 17:36:08: HTTP: parsed extension Cache-Control 
Feb 28 17:36:08: HTTP: parsed extension Authorization 
Feb 28 17:36:08: HTTP: parsed authorization type Basic 
Feb 28 17:36:08: HTTP: received POST '/' 4 
Feb 28 17:36:08: HTTP: parsed variable 'au_pxytimetag' 
Feb 28 17:36:08: HTTP: parsed value '1527380' 
Feb 28 17:36:08: timetag 1527380 
Feb 28 17:36:08: HTTP: parsed variable 'uname' 
Feb 28 17:36:08: HTTP: parsed value 'user3tacacs' 
Feb 28 17:36:08: uname user3tacacs 
Feb 28 17:36:08: HTTP: parsed variable 'pwd' 
Feb 28 17:36:08: HTTP: parsed value 'cisco' 
Feb 28 17:36:08: HTTP: parsed variable 'ok' 
Feb 28 17:36:08: HTTP: proxy done with post parsing 
Feb 28 17:36:08: HTTP: Authentication for url '/' '/' level 15  
privless '/' 
Feb 28 17:36:08: HTTP: Authentication proxy_username = 
'user3tacacs' priv-level = 15 auth-type = aaa 
Feb 28 17:36:08: AAA: parse name=FastEthernet0/0 idb type=-1 
tty=-1 
Feb 28 17:36:08: AAA: name=FastEthernet0/0 flags=0x15 type=12 
shelf=0 slot=0 adapter=0 port=0 channel=0 
Feb 28 17:36:08: AAA: parse name=<no string> idb type=-1 tty=-1 
Feb 28 17:36:08: AAA/MEMORY: create_user (0x830BE494) 
user='NULL' ruser='NULL' ds0=0 port='FastEthernet0/0 
' rem_addr='130.100.26.2' authen_type=ASCII service=LOGIN priv=0 
initial_task_id='0' 
Feb 28 17:36:08: AAA/AUTHEN/START (3090194579): 
port='FastEthernet0/0' list='default' action=LOGIN service 
=LOGIN 
Feb 28 17:36:08: AAA/AUTHEN/START (3090194579): found list 
default 
Feb 28 17:36:08: AAA/AUTHEN/START (3090194579): Method=tacacs+ 
(tacacs+) 
Feb 28 17:36:08: TAC+: send AUTHEN/START packet ver=192 
id=3090194579 



Feb 28 17:36:08: TAC+: ver=192 id=3090194579 received AUTHEN 
status = GETUSER 
Feb 28 17:36:08: AAA/AUTHEN(3090194579): Status=GETUSER 
Feb 28 17:36:08: AAA/AUTHEN/CONT (3090194579): continue_login 
(user='(undef)') 
Feb 28 17:36:08: AAA/AUTHEN(3090194579): Status=GETUSER 
Feb 28 17:36:08: AAA/AUTHEN(3090194579): Method=tacacs+ 
(tacacs+) 
Feb 28 17:36:08: TAC+: send AUTHEN/CONT packet id=3090194579 
Feb 28 17:36:08: TAC+: ver=192 id=3090194579 received AUTHEN 
status = GETPASS 
Feb 28 17:36:08: AAA/AUTHEN(3090194579): Status=GETPASS 
Feb 28 17:36:08: AAA/AUTHEN/CONT (3090194579): continue_login 
(user='user3tacacs') 
Feb 28 17:36:08: AAA/AUTHEN(3090194579): Status=GETPASS 
Feb 28 17:36:08: AAA/AUTHEN(3090194579): Method=tacacs+ 
(tacacs+) 
Feb 28 17:36:08: TAC+: send AUTHEN/CONT packet id=3090194579 
Feb 28 17:36:08: TAC+: ver=192 id=3090194579 received AUTHEN 
status = PASS 
Feb 28 17:36:08: AAA/AUTHEN(3090194579): Status=PASS 
Feb 28 17:36:08: FastEthernet0/0 AAA/AUTHOR/HTTP(4207271648): 
Port='FastEthernet0/0' list='default' servic 
e=AUTH-PROXY 
Feb 28 17:36:08: AAA/AUTHOR/HTTP: FastEthernet0/0(4207271648) 
user='user3tacacs' 
Feb 28 17:36:08: FastEthernet0/0 AAA/AUTHOR/HTTP(4207271648): 
send AV service=auth-proxy 
Feb 28 17:36:08: FastEthernet0/0 AAA/AUTHOR/HTTP(4207271648): 
send AV cmd* 
Feb 28 17:36:08: FastEthernet0/0 AAA/AUTHOR/HTTP(4207271648): 
found list "default" 
Feb 28 17:36:08: FastEthernet0/0 AAA/AUTHOR/HTTP(4207271648): 
Method=tacacs+ (tacacs+) 
Feb 28 17:36:08: AAA/AUTHOR/TAC+: (4207271648): user=user3tacacs 
Feb 28 17:36:08: AAA/AUTHOR/TAC+: (4207271648): send AV 
service=auth-proxy 
Feb 28 17:36:08: AAA/AUTHOR/TAC+: (4207271648): send AV cmd* 
Feb 28 17:36:09: TAC+: (4207271648): received author response 
status = PASS_ADD 
Feb 28 17:36:09: AAA/AUTHOR (4207271648): Post authorization 
status = PASS_ADD 
 
Feb 28 16:52:07: %SYS-5-CONFIG_I: Configured from console by 
console 
Feb 28 16:52:14: AUTH-PROXY FUNC: auth_proxy_fast_path 
Feb 28 16:52:14: AUTH-PROXY FUNC: auth_proxy_fast_path 



Feb 28 16:52:29: AUTH-PROXY FUNC: auth_proxy_fast_path 
Feb 28 16:52:29: AUTH-PROXY auth_proxy_find_conn_info : 
         find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5 
                 ip-srcaddr 130.100.26.2 
                 pak-srcaddr 0.0.0.0 
 
Feb 28 16:52:29: AUTH-PROXY FUNC: auth_proxy_if_marked_for_proxy 
Feb 28 16:52:29: AUTH-PROXY FUNC: auth_proxy_get_idbsb 
Feb 28 16:52:29: AUTH-PROXY FUNC: 
auth_proxy_find_aprt_of_aprc_by_protocol 
Feb 28 16:52:29: ip_old_accesscheck status = 0 
Feb 28 16:52:29: AUTH-PROXY FUNC: auth_proxy_fast_path 
Feb 28 16:52:29: AUTH-PROXY auth_proxy_find_conn_info : 
         find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5 
                 ip-srcaddr 130.100.26.2 
                 pak-srcaddr 0.0.0.0 
 
Feb 28 16:52:29: AUTH-PROXY FUNC: auth_proxy_fast_path 
Feb 28 16:52:29: AUTH-PROXY auth_proxy_find_conn_info : 
         find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5 
                 ip-srcaddr 130.100.26.2 
                 pak-srcaddr 0.0.0.0 
 
Feb 28 16:52:30: AUTH-PROXY FUNC: auth_proxy_fast_path 
Feb 28 16:52:30: AUTH-PROXY auth_proxy_find_conn_info : 
         find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5 
                 ip-srcaddr 130.100.26.2 
                 pak-srcaddr 0.0.0.0 
 
Feb 28 16:52:30: AUTH-PROXY FUNC: auth_proxy_fast_path 
Feb 28 16:52:30: AUTH-PROXY auth_proxy_find_conn_info : 
         find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5 
                 ip-srcaddr 130.100.26.2 
                 pak-srcaddr 0.0.0.0 
 
Feb 28 16:52:30: AUTH-PROXY FUNC: auth_proxy_fast_path 
Feb 28 16:52:30: AUTH-PROXY auth_proxy_find_conn_info : 
         find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5 
                 ip-srcaddr 130.100.26.2 
                 pak-srcaddr 0.0.0.0 
 
Feb 28 16:52:30: AUTH-PROXY FUNC: auth_proxy_fast_path 
Feb 28 16:52:30: AUTH-PROXY auth_proxy_find_conn_info : 
         find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5 
                 ip-srcaddr 130.100.26.2 
                 pak-srcaddr 0.0.0.0 
 



Feb 28 16:52:39: AUTH-PROXY FUNC: auth_proxy_fast_path 
Feb 28 16:52:39: AUTH-PROXY FUNC: auth_proxy_fast_path 
 
 
R6#show ip auth-proxy cache 
Authentication Proxy Cache 
 Client IP 130.100.26.2 Port 1065, timeout 5, state HTTP_ESTAB 
 
Section 16: Privilege Levels with TACACS+ (16 Minutes) 

 
R6 
 
username R8 password cisco 
username user1 privilege 15 password 7 05080F1C2243 
username user2 privilege 3 password 7 05080F1C2243 
! 
aaa new-model 
aaa authentication login default group tacacs+ 
aaa authentication login no_login enable local line none 
aaa authentication enable default group tacacs+ 
aaa authorization config-commands 
aaa authorization exec default group tacacs+ if-authenticated 
aaa authorization commands 3 default group tacacs+ 
aaa authorization commands 15 default group tacacs+ 
aaa authorization network default local 
aaa authorization auth-proxy default group tacacs+ 
aaa authorization configuration default group tacacs+ 
aaa accounting send stop-record authentication failure 
aaa accounting delay-start 
aaa accounting nested 
aaa accounting update newinfo periodic 5 
aaa accounting auth-proxy default start-stop group tacacs+ 
aaa accounting exec default start-stop group tacacs+ 
aaa accounting connection default start-stop group tacacs+ 
aaa accounting system default start-stop group tacacs+ 
aaa accounting resource default start-stop group tacacs+ 
aaa accounting commands 15 default start-stop group tacacs+ 
aaa accounting commands 3 default start-stop group tacacs+ 
! 
tacacs-server host 130.100.26.7 key cisco6727 
tacacs-server key cisco6727 
! 
ip tacacs source-interface loopback 6 
! 
privilege configure level 3 snmp-server 
privilege configure level 3 snmp-server host 



privilege exec level 3 show start 
privilege exec level 3 write memory 
privilege exec level 3 config terminal 
 

Section 17: PPP Callback with TACACS+ (10 Minutes) 

R6
PIX2

R8

VLAN26
192.168.1.0/24 outside

inside

0/22 0/6
F0/0130.100.26.0/27

VLAN82

F0/0
0/8

0/21

ACS/AAA

ISDN DDR

Server
Call-Back Server

Call-Back Client

172.22.85.1
Dialer1

interface Dialer10
 ip address 172.22.85.1 255.255.255.0
 encapsulation ppp
 ip ospf cost 65535
 dialer in-band
 dialer idle-timeout 60
 dialer enable-timeout 5
 dialer hold-queue 20
 dialer aaa
 dialer-group 1
 no peer default ip address
 ppp callback accept
 ppp authentication chap callin

interface Dialer1
 ip address 172.22.85.2
255.255.255.0
 encapsulation ppp
 ip ospf cost 65535
 ip ospf demand-circuit
 dialer pool 1
 dialer idle-timeout 60
 dialer string 8888
 dialer hold-queue 20
 dialer-group 1
 no peer default ip address
 no fair-queue
 no cdp enable
 ppp callback request
 ppp authentication chap
 ppp chap hostname r6
 ppp chap password 0 cisco

 

 
version 12.2 
service timestamps debug datetime msec 
service timestamps log datetime msec 
no service password-encryption 
! 
hostname R6 
! 
username R8 password cisco 
username user1 privilege 15 password 7 05080F1C2243 
username user2 privilege 3 password 7 05080F1C2243 
! 
aaa new-model 
aaa authentication login default group tacacs+ 
aaa authentication login no_login enable local line none 



aaa authentication enable default group tacacs+ 
aaa authentication ppp default tacacs+ 
aaa authorization config-commands 
aaa authorization exec default group tacacs+ if-authenticated 
aaa authorization commands 3 default group tacacs+ 
aaa authorization commands 15 default group tacacs+ 
aaa authorization network default local 
aaa authorization auth-proxy default group tacacs+ 
aaa authorization configuration default group tacacs+ 
aaa accounting send stop-record authentication failure 
aaa accounting update newinfo periodic 5 
aaa accounting auth-proxy default start-stop group tacacs+ 
aaa accounting exec default start-stop group tacacs+ 
aaa accounting connection default start-stop group tacacs+ 
aaa accounting system default start-stop group tacacs+ 
aaa accounting resource default start-stop group tacacs+ 
aaa accounting commands 15 default start-stop group tacacs+ 
aaa accounting commands 3 default start-stop group tacacs+ 
! 
ip subnet-zero 
! 
! 
no ip domain lookup 
ip dhcp excluded-address 130.100.26.6 
ip dhcp excluded-address 130.100.26.2 
! 
ip dhcp pool ccie 
   network 130.100.26.0 255.255.255.224 
   default-router 130.100.26.6 
! 
isdn switch-type basic-ni 
! 
! 
key chain ccie 
 key 1 
  key-string ccie 
! 
! 
interface Loopback6 
 description OSPF Loopback 
 ip address 6.6.6.6 255.255.255.255 

  ip ospf network point-to-point 
! 
interface Loopback66 
 ip address 140.100.86.1 255.255.255.224 
! 
interface Loopback666 



 description BGP Loopback 
 ip address 6.6.6.66 255.255.255.255 
! 
interface Tunnel0 
 ip address 192.168.2.2 255.255.255.0 
 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  
 tunnel source 130.100.26.6 
 tunnel destination 130.100.26.3 
! 
interface FastEthernet0/0 
 ip address 130.100.26.6 255.255.255.224 
  
 ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
 
 standby 1 ip 130.100.26.1 
 standby 1 preempt 
 standby 1 authentication ccie 
 standby 1 track Serial0/0 
! 
interface BRI0/0 
 no ip address 
 encapsulation ppp 
 ip ospf cost 65000 
 dialer pool-member 1 
 isdn switch-type basic-ni 
 isdn tei-negotiation first-call 
 isdn spid1 6661 6666 
 isdn spid2 6662 6666 
  
 ppp authentication chap 
 ppp multilink 
! 
interface Serial0/0 
 ip address 140.100.56.6 255.255.255.192 
  
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
  
! 
interface Dialer1 
 ip address 172.22.85.2 255.255.255.0 
 encapsulation ppp 



 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf cost 65535 
 ip ospf demand-circuit 
 dialer pool 1 
 dialer remote-name R8 
 dialer idle-timeout 45 
 dialer string 8888 
 dialer hold-queue 20 
 dialer-group 1 
 no peer default ip address 
 no fair-queue 
  
 ppp callback request 
 ppp authentication chap 
 ppp chap hostname R6 
 ppp chap password 0 cisco 
 ppp multilink 
! 
router ospf 123 
 router-id 6.6.6.6 
 log-adjacency-changes detail 
 area 56 authentication message-digest 
 area 56 virtual-link 5.5.5.5 authentication message-digest 
 area 56 virtual-link 5.5.5.5 message-digest-key 5 md5 cisco 
 area 86 authentication message-digest 
 network 1.1.1.0 0.0.0.255 area 86 
 network 6.6.6.6 0.0.0.0 area 56 
 network 140.100.56.0 0.0.0.63 area 56 
 network 172.22.85.0 0.0.0.255 area 86 
 network 192.168.2.0 0.0.0.255 area 86 
! 
router rip 
 version 2 
 network 130.100.0.0 
 no auto-summary 
! 
router bgp 456 
 no synchronization 
 bgp router-id 6.6.6.6 
 bgp log-neighbor-changes 
 network 6.6.6.66 mask 255.255.255.255 
 network 140.100.86.0 mask 255.255.255.224 
 neighbor 140.100.56.5 remote-as 456 
 neighbor 140.100.56.5 next-hop-self 
 neighbor 192.168.2.1 remote-as 65000 
 no auto-summary 



! 
ip classless 
 
ip route 192.168.1.0 255.255.255.0 130.100.26.2 
 
! 
! 
 
dialer-list 1 protocol ip permit 
dialer-list 5 protocol ip permit 
! 
! 
! 
! 
line con 0 
 exec-timeout 0 0 
 privilege level 15 
line aux 0 
line vty 0 4 
 privilege level 15 
 login 
! 
! 
end 
 
 
hostname R8 
! 
enable password 7 05080F1C2243 
! 
username Dmitry privilege 15 password 7 05080F1C2243 
username R6 password 7 01100F175804 
username R8 password 7 13061E010803 
clock timezone PST -8 
clock summer-time PDT recurring 
aaa new-model 
! 
! 
aaa authentication login default local 
aaa authentication ppp default group tacacs+ 
aaa authorization network default group tacacs+ 
aaa authorization configuration default group tacacs+ 
aaa accounting network default start-stop group tacacs+ 
aaa accounting system default start-stop group tacacs+ 
isdn switch-type basic-ni 
! 
! 



key chain ccie 
 key 1 
  key-string ccie 
! 
interface Loopback0 
 ip address 2.2.2.2 255.255.255.255 
! 
interface Loopback8 
 description OSPF Loopback 
 ip address 8.8.8.8 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback88 
 description BGP Loopback 
 ip address 8.8.8.88 255.255.255.255 
! 
interface Loopback100 
 ip address 172.16.1.1 255.255.255.0 
! 
interface Tunnel1 
 ip address 192.168.2.1 255.255.255.0 
ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 045802150C2E 
 tunnel source 192.168.1.1 
 tunnel destination 130.100.26.6 
! 
interface BRI0/0 
 no ip address 
 encapsulation ppp 
 ip ospf cost 65535 
 dialer rotary-group 10 
 isdn switch-type basic-ni 
 isdn spid1 8881 8888 
 isdn spid2 8882 8888 
 no cdp enable 
 ppp authentication chap 
! 
interface FastEthernet0/1 
 ip address 192.168.1.1 255.255.255.0 
 ip nat inside 
 ip rip send version 1 
 ip rip receive version 1 
 no ip route-cache 
 no ip mroute-cache 
 duplex auto 
 speed auto 
  



! 
interface Dialer10 
 ip address 172.22.85.1 255.255.255.0 
 encapsulation ppp 
 ip ospf cost 65535 
 dialer in-band 
 dialer idle-timeout 60 
 dialer enable-timeout 5 
 dialer hold-queue 20 
 dialer aaa 
 dialer-group 1 
 no peer default ip address 
 ppp callback accept 
 ppp authentication chap callin 
! 
router ospf 123 
 router-id 8.8.8.8 
 log-adjacency-changes detail 
 area 86 authentication message-digest 
 network 1.1.1.0 0.0.0.255 area 86 
 network 8.8.8.8 0.0.0.0 area 86 
 network 172.22.85.0 0.0.0.255 area 86 
 network 192.168.2.0 0.0.0.255 area 86 
! 
router rip 
 version 1 
 network 192.168.1.0 
 network 199.199.199.0 
! 
router bgp 65000 
 no synchronization 
 bgp router-id 8.8.8.8 
 bgp log-neighbor-changes 
 network 8.8.8.88 mask 255.255.255.255 
 redistribute connected route-map loop 
 neighbor 192.168.2.2 remote-as 456 
 no auto-summary 
! 
ip classless 
ip route 6.6.6.0 255.255.255.0 192.168.1.222 
ip route 130.100.26.0 255.255.255.0 192.168.1.222 
ip tacacs source-interface Loopback8 
 
! 
! 
! 
access-list 2 permit 8.8.8.88 



access-list 5 permit 192.168.1.8 log 
dialer-list 1 protocol ip permit 
 
! 
route-map loop permit 10 
 match ip address 2 
! 
! 
tacacs-server host 192.168.1.7 
tacacs-server directed-request 
tacacs-server key cisco6727 
 
! 
! 
 

R8#debug callback 
Callback activity debugging is on 
R8#debug ppp authentication 
PPP authentication debugging is on 
R8#debug ppp negotiation 
PPP protocol negotiation debugging is on 
R8#deb dialer 
Dial on demand events debugging is on 
R8#debug aaa authorization 
AAA Authorization debugging is on 
R8#debug aaa authentication 
AAA Authentication debugging is on 
R8#debug ppp pac 
PPP packet display debugging is on 
 
 
R8#sho debugging 
General OS: 
  AAA Authentication debugging is on 
  AAA Authorization debugging is on 
Dial on demand: 
  Dial on demand events debugging is on 
PPP: 
  PPP authentication debugging is on 
  PPP protocol negotiation debugging is on 
  PPP packet display debugging is on 
Callback: 
  Callback activity debugging is on 
 
 
 
R8(config)#int tun 1 



R8(config-if)#shut 
R8(config-if)# 
 
R8#ter 
14:02:33: %LINK-3-UPDOWN: Interface BRI0/0:1, changed state to 
up 
R8#terminal m 
14:02:33: BR0/0:1 PPP: Using dialer call direction 
14:02:33: BR0/0:1 PPP: Treating connection as a callin 
14:02:33: BR0/0:1 PPP: Phase is ESTABLISHING, Passive Open 
14:02:33: BR0/0:1 LCP: State is Listeno 
R8#terminal mo 
14:02:35: BR0/0:1 LCP: TIMEout: State Listen 
14:02:35: BR0/0:1 PPP: Authorization required 
14:02:35: BR0/0:1 AAA/AUTHOR/LCP: Authorization succeeds 
trivially 
14:02:35: BR0/0:1 LCP: O CONFREQ [Listen] id 196 len 15 
14:02:35: BR0/0:1 LCP:    AuthProto CHAP (0x0305C22305) 
14:02:35: BR0/0:1 LCP:    MagicNumber 0xB367E58C 
(0x0506B367E58C) 
14:02:35: BR0/0:1 PPP: I pkt type 0xC021, datagramsize 19 
link[ppp] 
14:02:35: BR0/0:1 LCP: I CONFACK [REQsent] id 196 len 15 
14:02:35: BR0/0:1 LCP:    AuthProto CHAP (0x0305C22305) 
14:02:35: BR0/0:1 LCP:    MagicNumber 0xB367E58C 
(0x0506B367E58C) 
14:02:35: BR0/0:1 PPP: I pkt type 0xC021, datagramsize 22 
link[ppp] 
14:02:35: BR0/0:1 LCP: I CONFREQ [ACKrcvd] id 254 len 18 
14:02:35: BR0/0:1 LCP:    AuthProto CHAP (0x0305C22305) 
14:02:35: BR0/0:1 LCP:    MagicNumber 0xB359C44F 
(0x0506B359C44F) 
14:02:35: BR0/0:1 LCP:    Callback 0  (0x0D0300) 
14:02:35: BR0/0:1 LCP: O CONFACK [ACKrcvd] id 254 len 18 
14:02:35: BR0/0:1 LCP:    AuthProto CHAP (0x0305C22305) 
14:02:35: BR0/0:1 LCP:    MagicNumber 0xB359C44F 
(0x0506B359C44F) 
14:02:35: BR0/0:1 LCP:    Callback 0  (0x0D0300) 
14:02:35: BR0/0:1 LCP: State is Open 
14:02:35: BR0/0:1 PPP: Phase is AUTHENTICATING, by both 
14:02:35: BR0/0:1 CHAP: O CHALLENGE id 225 len 23 from "R8" 
14:02:35: BR0/0:1 PPP: I pkt type 0xC223, datagramsize 27 
link[ppp] 
14:02:35: BR0/0:1 CHAP: I CHALLENGE id 235 len 23 from "R6" 
14:02:35: BR0/0:1 CHAP: Waiting for Peer to authenticate first 
14:02:35: BR0/0:1 PPP: I pkt type 0xC223, datagramsize 27 
link[ppp] 



14:02:35: BR0/0:1 CHAP: I RESPONSE id 225 len 23 from "R6" 
14:02:35: BR0/0:1 PPP: Phase is FORWARDING, Attempting Forward 
14:02:35: BR0/0:1 PPP: Phase is AUTHENTICATING, Unauthenticated 
User 
14:02:35: AAA/AUTHEN/PPP (0000012C): Pick method list 'default' 
14:02:35: BR0/0:1 PPP: Sent CHAP LOGIN Request 
14:02:35: BR0/0:1 PPP: Received LOGIN Response PASS 
14:02:35: BR0/0:1 PPP: Phase is FORWARDING, Attempting Forward 
14:02:35: BR0/0:1 PPP: Phase is AUTHENTICATING, Authenticated 
User 
14:02:35: BR0/0:1 DDR: Remote name for R6 
14:02:35: BR0/0:1 DDR: Authenticated host R6 with no matching 
dialer map 
14:02:35: AAA/AUTHEN/PPP (0000012C): Pick method list 'default' 
14:02:35: AAA/AUTHOR (0x12C): Pick method list 'default' 
14:02:35: BR0/0:1 PPP: Sent LCP AUTHOR Request 
14:02:35: AAA/AUTHOR (0x12C): Pick method list 'default' 
14:02:35: BR0/0:1 PPP: Sent IPCP AUTHOR Request 
14:02:35: BR0/0:1 CHAP: Using hostname from unknown source 
14:02:35: BR0/0:1 CHAP: Using password from AAA 
14:02:35: BR0/0:1 CHAP: O RESPONSE id 235 len 23 from "R8" 
14:02:35: BR0/0:1 PPP: I pkt type 0xC223, datagramsize 8 
link[ppp] 
14:02:35: BR0/0:1 LCP: Received AAA AUTHOR Response PASS 
14:02:35: BR0/0:1 PPP/AAA: Check Attr: Framed-Protocol 
14:02:35: BR0/0:1 PPP/AAA: Check Attr: username 
14:02:35: BR0/0:1 PPP/AAA: Check Attr: callback-dialstring 
14:02:35: BR0/0:1 PPP/AAA: Check Attr: callback-rotary 
14:02:35: BR0/0:1 AAA/AUTHOR/FSM: We can start LCP 
14:02:35: BR0/0:1 CHAP: I SUCCESS id 235 len 4 
14:02:35: BR0/0:1 IPCP: Received AAA AUTHOR Response PASS 
14:02:35: BR0/0:1 PPP/AAA: Check Attr: Framed-Protocol 
14:02:35: BR0/0:1 PPP/AAA: Check Attr: username 
14:02:35: BR0/0:1 AAA/AUTHOR/FSM: We can start IPCP 
14:02:35: BR0/0:1 AAA/AUTHOR/LCP: Process Author 
14:02:35: BR0/0:1 AAA/AUTHOR/LCP: Process Attr: callback-
dialstri 
14:02:35: BR0/0:1 AAA/AUTHOR/LCP: Process Attr: callback-rotary 
14:02:35: BR0/0:1 CHAP: O SUCCESS id 225 len 4 
14:02:35: DSES CB20: Session create 
14:02:35: BR0/0:1 PPP/AAA: Saving a copy of the authorization 
data 
14:02:35: BR0/0:1 PPP/AAA: Copying acct-sess-id to the callback 
author data 
14:02:35: BR0/0:1 DDR: PPP callback: Callback server starting to 
R6 6666 



14:02:36: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
BRI0/0:1, changed state to up 
14:02:36: BR0/0:1 DDR: disconnecting call 
14:02:36: %ISDN-6-CONNECT: Interface BRI0/0:1 is now connected 
to 6666 R6 
14:02:36: %ISDN-6-DISCONNECT: Interface BRI0/0:1  disconnected 
from 6666 R6, call lasted 3 seconds 
14:02:156809430024: %LINK-3-UPDOWN: Interface BRI0/0:1, changed 
state to down 
14:02:36: BR0/0:1 PPP: Sending Acct Event[Down] id[12C] 
14:02:36: BR0/0:1 PPP: Phase is TERMINATING 
14:02:36: BR0/0:1 LCP: State is Closed 
14:02:36: BR0/0:1 PPP: Phase is DOWN 
14:02:36: BR0/0:1 DDR: disconnecting call 
14:02:37: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
BRI0/0:1, changed state to down 
14:02:40: DDR: Callback timer expired 
14:02:40: Di10 DDR: beginning callback to R6 6666 
14:02:40: BR0/0 DDR: rotor dialout [priority] 
14:02:40: BR0/0 DDR: Dialing cause ??? 
14:02:40: BR0/0 DDR: Attempting to dial 6666 
14:02:171860570985: %LINK-3-UPDOWN: Interface BRI0/0:1, changed 
state to up 
14:02:173567861870: BR0/0:1 PPP/AAA: Using authorization data 
from a prior call 
14:02:171798691840: DDR: Freeing callback to R6 6666 
14:02:173984808652: DDR: removing callback, 0 packets unqueued 
and discarded 
14:02:40: BR0/0:1 PPP(0000012D): Replacing Acct Session Id from 
PPP Callback Author Data 
14:02:40: BR0/0:1 PPP: Using dialer call direction 
14:02:40: BR0/0:1 PPP: Treating connection as a callout 
14:02:40: BR0/0:1 PPP: Phase is ESTABLISHING, Active Open 
14:02:40: BR0/0:1 PPP: Authorization required 
14:02:40: BR0/0:1 PPP: No remote authentication for callback 
14:02:40: BR0/0:1 AAA/AUTHOR/LCP: Authorization succeeds 
trivially 
14:02:40: BR0/0:1 LCP: O CONFREQ [Closed] id 197 len 10 
14:02:40: BR0/0:1 LCP:    MagicNumber 0xB367FA47 
(0x0506B367FA47) 
14:02:40: BR0/0:1 PPP: I pkt type 0xC021, datagramsize 19 
link[ppp] 
14:02:40: BR0/0:1 LCP: I CONFREQ [REQsent] id 255 len 15 
14:02:40: BR0/0:1 LCP:    AuthProto CHAP (0x0305C22305) 
14:02:40: BR0/0:1 PPP: I pkt type 0xC021, datagramsize 14 
link[ppp] 



14:02:40: BR0/0:1 LCP:    MagicNumber 0xB359E09A 
(0x0506B359E09A) 
14:02:40: BR0/0:1 LCP: O CONFACK [REQsent] id 255 len 15 
14:02:40: BR0/0:1 LCP:    AuthProto CHAP (0x0305C22305) 
14:02:40: BR0/0:1 LCP:    MagicNumber 0xB359E09A 
(0x0506B359E09A) 
14:02:40: BR0/0:1 LCP: I CONFACK [ACKsent] id 197 len 10 
14:02:40: BR0/0:1 LCP:    MagicNumber 0xB367FA47 
(0x0506B367FA47) 
14:02:40: BR0/0:1 LCP: State is Open 
14:02:40: BR0/0:1 PPP: Phase is AUTHENTICATING, by the peer 
14:02:40: BR0/0:1 PPP: I pkt type 0xC223, datagramsize 27 
link[ppp] 
14:02:40: BR0/0:1 CHAP: I CHALLENGE id 236 len 23 from R6 
14:02:40: AAA/AUTHEN/PPP (0000012D): Pick method list 'default' 
14:02:40: BR0/0:1 CHAP: Using hostname from unknown source 
14:02:40: BR0/0:1 CHAP: Using password from AAA 
14:02:40: BR0/0:1 CHAP: O RESPONSE id 236 len 23 from "R8" 
14:02:40: BR0/0:1 PPP: I pkt type 0xC223, datagramsize 8 
link[ppp] 
14:02:40: BR0/0:1 CHAP: I SUCCESS id 236 len 4 
14:02:40: BR0/0:1 PPP: Phase is FORWARDING, Attempting Forward 
14:02:40: BR0/0:1 PPP: I pkt type 0x8021, datagramsize 14 
link[ip] 
14:02:40: BR0/0:1 PPP: Phase is ESTABLISHING, Finish LCP 
14:02:40: BR0/0:1 AAA/AUTHOR/LCP: Process Author 
14:02:40: BR0/0:1 AAA/AUTHOR/LCP: Process Attr: callback-
dialstring 
14:02:40: BR0/0:1 AAA/AUTHOR/LCP: Process Attr: callback-rotary 
14:02:40: BR0/0:1 PPP: Phase is UP 
14:02:40: BR0/0:1 AAA/AUTHOR/IPCP: FSM authorization not needed 
14:02:40: BR0/0:1 AAA/AUTHOR/FSM: We can start IPCP 
14:02:40: BR0/0:1 IPCP: O CONFREQ [Closed] id 1 len 10 
14:02:40: BR0/0:1 IPCP:    Address 172.22.85.1 (0x0306AC165501) 
14:02:40: BR0/0:1 AAA/AUTHOR/CDPCP: FSM authorization not needed 
14:02:40: BR0/0:1 AAA/AUTHOR/FSM: We can start CDPCP 
14:02:40: BR0/0:1 CDPCP: O CONFREQ [Closed] id 1 len 4 
14:02:40: BR0/0:1 PPP: Process pending packets 
14:02:40: BR0/0:1 IPCP: I CONFREQ [REQsent] id 1 len 10 
14:02:40: BR0/0:1 IPCP:    Address 172.22.85.2 (0x0306AC165502) 
14:02:40: BR0/0:1 AAA/AUTHOR/IPCP: Start.  Her address 
172.22.85.2, we want 0.0.0.0 
14:02:40: BR0/0:1 AAA/AUTHOR/IPCP: Reject 172.22.85.2, using 
0.0.0.0 
14:02:40: BR0/0:1 AAA/AUTHOR/IPCP: Authorization succeeded 
14:02:40: BR0/0:1 AAA/AUTHOR/IPCP: Done.  Her address 
172.22.85.2, we want 0.0.0.0 



14:02:40: BR0/0:1 IPCP: O CONFACK [REQsent] id 1 len 10 
14:02:40: BR0/0:1 IPCP:    Address 172.22.85.2 (0x0306AC165502) 
14:02:40: BR0/0:1 PPP: I pkt type 0x8021, datagramsize 14 
link[ip] 
14:02:40: BR0/0:1 PPP: I pkt type 0xC021, datagramsize 14 
link[ppp] 
14:02:40: BR0/0:1 IPCP: I CONFACK [ACKsent] id 1 len 10 
14:02:40: BR0/0:1 IPCP:    Address 172.22.85.1 (0x0306AC165501) 
14:02:40: BR0/0:1 IPCP: State is Open 
14:02:40: BR0/0:1 LCP: I PROTREJ [Open] id 0 len 10 protocol 
CDPCP (0x820701010004) 
14:02:40: BR0/0:1 CDPCP: State is Listen 
14:02:40: Di10 IPCP: Install route to 172.22.85.2 
14:02:40: BR0/0:1 IPCP: Add link info for cef entry 172.22.85.2 
14:02:40: BR0/0:1 DDR: dialer protocol up 
14:02:40: BR0/0:1: Call connected, 0 packets unqueued, 0 
transmitted, 0 discarded 
14:02:40: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 84 
link[ip] 
14:02:40: %OSPF-5-ADJCHG: Process 123, Nbr 6.6.6.6 on Dialer10 
from DOWN to INIT, Received Hello 
14:02:41: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
BRI0/0:1, changed state to up 
14:02:41: BR0/0:1 PPP: Outbound cdp packet dropped, CDPCP state 
is Listen 
14:02:41: BR0/0:1 PPP: Outbound cdp packet dropped, CDPCP state 
is Listen 
14:02:41: BR0/0:1 PPP: Outbound cdp packet dropped, CDPCP state 
is Listen 
14:02:41: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 88 
14:02:41: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 72 
link[ip] 
14:02:41: %OSPF-5-ADJCHG: Process 123, Nbr 6.6.6.6 on Dialer10 
from INIT to 2WAY, 2-Way Received 
14:02:41: %OSPF-5-ADJCHG: Process 123, Nbr 6.6.6.6 on Dialer10 
from 2WAY to EXSTART, AdjOK? 
14:02:41: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 72 
14:02:41: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 472 
link[ip] 
14:02:41: %OSPF-5-ADJCHG: Process 123, Nbr 6.6.6.6 on Dialer10 
from EXSTART to EXCHANGE, Negotiation Done 
14:02:41: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 92 
14:02:41: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 304 
14:02:41: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 72 
link[ip] 
14:02:41: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 72 



14:02:41: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 76 
link[ip] 
14:02:41: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 116 
14:02:42: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 668 
link[ip] 
14:02:42: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 72 
link[ip] 
14:02:42: %OSPF-5-ADJCHG: Process 123, Nbr 6.6.6.6 on Dialer10 
from EXCHANGE to LOADING, Exchange Done 
14:02:42: %OSPF-5-ADJCHG: Process 123, Nbr 6.6.6.6 on Dialer10 
from LOADING to FULL, Loading Done 
14:02:42: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 128 
link[ip] 
14:02:42: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 128 
14:02:44: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 84 
link[ip] 
14:02:44: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 464 
14:02:46: %ISDN-6-CONNECT: Interface BRI0/0:1 is now connected 
to 6666 unknown 
14:02:47: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 128 
14:02:47: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 128 
link[ip] 
14:02:49: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 84 
link[ip] 
14:02:50: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 84 
14:02:58: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 44ping 17 
14:03:02: BR0/0:1 PPP: Outbound cdp packet dropped, CDPCP state 
is Listen2.22.85.2 
             ^ 
14:03:08: BR0/0:1 LCP: O ECHOREQ [Open] id 1 len 12 magic 
0xB367FA47 
14:03:08: BR0/0:1 LCP-FS: I ECHOREP [Open] id 1 len 12 magic 
0xB359E09A 
14:03:08: BR0/0:1 LCP-FS: Received id 1, sent id 1, line up 
R8#ping 172.22.85.2 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.22.85.2, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
32/33/36 ms 
R8# 
14:03:14: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 104 
14:03:14: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 104 
link[ip] 
14:03:14: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 104 



14:03:14: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 104 
link[ip] 
14:03:14: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 104 
14:03:14: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 104 
link[ip] 
14:03:14: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 104 
14:03:14: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 104 
link[ip] 
14:03:14: BR0/0:1 PPP: O pkt type 0x0021, datagramsize 104 
14:03:14: BR0/0:1 PPP: I pkt type 0x0021, datagramsize 104 
link[ip] 
R8#show ip route ospf 
     1.0.0.0/32 is subnetted, 1 subnets 
O IA    1.1.1.1 [110/65792] via 172.22.85.2, 00:01:35, Dialer10 
     3.0.0.0/32 is subnetted, 3 subnets 
O IA    3.3.3.3 [110/65728] via 172.22.85.2, 00:01:35, Dialer10 
O E2    3.3.3.13 [110/20] via 172.22.85.2, 00:01:35, Dialer10 
O E2    3.3.3.23 [110/20] via 172.22.85.2, 00:01:35, Dialer10 
     4.0.0.0/32 is subnetted, 1 subnets 
O IA    4.4.4.4 [110/65664] via 172.22.85.2, 00:01:35, Dialer10 
     140.100.0.0/16 is variably subnetted, 3 subnets, 2 masks 
O IA    140.100.45.0/26 [110/65663] via 172.22.85.2, 00:01:35, 
Dialer10 
O IA    140.100.56.0/26 [110/65599] via 172.22.85.2, 00:01:35, 
Dialer10 
O E2    140.100.9.0/27 [110/20] via 172.22.85.2, 00:01:35, 
Dialer10 
     5.0.0.0/32 is subnetted, 2 subnets 
 
     6.0.0.0/8 is variably subnetted, 2 subnets, 2 masks 
O IA    6.6.6.6/32 [110/65536] via 172.22.85.2, 00:01:35, 
Dialer10 
     67.0.0.0/24 is subnetted, 1 subnets 
O E2    67.67.67.0 [110/20] via 172.22.85.2, 00:01:35, Dialer10 
O    192.168.2.0/24 [110/76646] via 172.22.85.2, 00:01:35, 
Dialer10 
     150.100.0.0/16 is variably subnetted, 3 subnets, 3 masks 
O IA    150.100.32.0/27 [110/65791] via 172.22.85.2, 00:01:35, 
Dialer10 
O IA    150.100.33.0/29 [110/65727] via 172.22.85.2, 00:01:35, 
Dialer10 
O IA    150.100.31.0/28 [110/65791] via 172.22.85.2, 00:01:35, 
Dialer10 
 
 



 



 

Dialer rotary must match the TACACS+ setting 

hostname R8 
! 
interface BRI0/0 
encapsulation ppp 
 ip ospf cost 65535 
 dialer rotary-group 10 
 dialer-group 1 
 isdn switch-type basic-ni 
 isdn spid1 8881 8888 
 isdn spid2 8882 8888 
ppp authentication chap 
! 
interface Dialer10 ? 
 ip address 172.22.85.1 255.255.255.0 
 encapsulation ppp 
 ip ospf cost 65535 
 dialer in-band 



 dialer idle-timeout 60 
 dialer enable-timeout 5 
 dialer hold-queue 20 
 dialer aaa 
 dialer-group 1 
 no peer default ip address 
 ppp callback accept 
 ppp authentication chap callin 

 

Section 18: Cisco IOS Firewall (60 Minutes) 

For this lab section, refer to Figure 26-6 on page 927 of the 
book.  

 

hostname R6 
! 
ip nat inside source list 1 interface Serial0/0 overload 
! 
ip nat inside source static tcp 130.100.26.10 80 140.100.56.6 80 
extendable no-alias 
ip nat inside source static tcp 130.100.26.12 21 140.100.56.6 21 
extendable no-alias 
ip nat inside source static tcp 130.100.26.12 20 140.100.56.6 20 
extendable no-alias 
ip nat inside source static tcp 130.100.26.11 23 140.100.56.6 23 
extendable no-alias 
! 
interface FastEthernet0/0 
 ip address 130.100.26.6 255.255.255.224 
 ip nat inside 
! 
interface Serial0/0 
 ip address 140.100.56.6 255.255.255.192 
ip nat outside 
! 
access-list 1 permit 130.100.26.0 0.0.0.255  
 
R6#sho ip nat tr 
Pro Inside global      Inside local       Outside local      
Outside global 
tcp 140.100.56.6:20    130.100.26.12:20   ---                --- 
tcp 140.100.56.6:21    130.100.26.12:21   ---                --- 
tcp 140.100.56.6:23    130.100.26.11:23   ---                --- 
tcp 140.100.56.6:80    130.100.26.10:80   ---                --- 
 



hostname R6 
! 
! 
ip inspect audit-trail 
ip inspect name ccie tcp 
ip inspect name ccie udp 
ip inspect name ccie ftp 
ip inspect name ccie smtp 
ip inspect name ccie http java-list 61 
! 
interface FastEthernet0/0 
 ip address 130.100.26.6 255.255.255.224 
 ip access-group time_acl in 
  
 ip nat inside 
 ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
 ip inspect ccie in 
 
 standby 1 ip 130.100.26.1 
 standby 1 preempt 
 standby 1 authentication ccie 
 standby 1 track Serial0/0 
! 
! 
interface Serial0/0 
 ip address 140.100.56.6 255.255.255.192 
 ip access-group ccie in 
 no ip redirects 
  
 ip nat outside 
  
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
  
  
! 
ip nat inside source list 1 interface Serial0/0 overload 
ip nat inside source static tcp 130.100.26.10 80 140.100.56.6 80 
extendable no-alias 
ip nat inside source static tcp 130.100.26.12 21 140.100.56.6 21 
extendable no-alias 
ip nat inside source static tcp 130.100.26.12 20 140.100.56.6 20 
extendable no-alias 
ip nat inside source static tcp 130.100.26.6 23 140.100.56.6 23 
extendable no-alias 



ip classless 
ip route 192.168.1.0 255.255.255.0 130.100.26.2 
! 
! 
ip access-list standard no_ospf_route 
 deny   130.100.26.0 0.0.0.255 
 permit any 
! 
ip access-list extended ccie 
 deny ip 127.0.0.0 0.255.255.255 any 
 deny ip 127.0.0.0 0.255.255.255 any log 
 deny ip 10.0.0.0 0.255.255.255 any log 
 deny ip 172.16.0.0 0.15.255.255 any log 
 deny ip 192.168.0.0 0.0.255.255 any log 
 permit icmp any any 
 permit udp any any eq isakmp 
 permit esp any any 
 permit gre any any 
 permit ospf any any 
 permit tcp any any eq bgp 
 permit tcp any eq bgp any 
 permit tcp any any established 
 permit tcp any any eq bgp log 
 permit esp any any log 
 permit icmp any any unreachable 
 permit icmp any any echo-reply 
 permit icmp any any packet-too-big 
 permit icmp any any time-exceeded 
 permit icmp any any traceroute 
 permit icmp any any administratively-prohibited 
 permit icmp any any echo 
 permit tcp any any eq telnet 
 deny ip any any log 
 permit tcp any any eq www log 
 deny tcp any host 130.100.26.6 established 
 permit tcp any host 10.0.0.1 
 permit tcp any host 130.100.26.6 
 permit udp any any eq ntp log 
 permit gre any any log 
 permit ospf any any log 
 permit icmp any any log 
 permit tcp any any eq bgp log 
 permit tcp any any eq telnet log 
 permit esp any any log 
logging 130.100.26.8 
 
 



 
access-list 61 permit 8.8.8.8 log 
 
access-list 167 permit tcp host 150.100.32.2 any log 
access-list 167 permit tcp host 150.100.31.1 any log 
! 
! 
! 
! 
line con 0 
 exec-timeout 0 0 
 privilege level 15 
 login authentication no_login 
line aux 0 
line vty 0 4 
 access-class 167 in 
  
! 
 
 
hostname R8 
! 
ip inspect audit-trail 
ip inspect max-incomplete low 300 
ip inspect max-incomplete high 950 
ip inspect dns-timeout 50 
ip inspect tcp idle-time 130 
ip inspect tcp max-incomplete host 132 block-time 15 
ip inspect name R8_cbac tcp 
ip inspect name R8_cbac http java-list 61 alert on audit-trail 
on 
ip audit notify log 
ip audit po max-events 100 
! 
interface FastEthernet0/0 
 description NAT to Internet 
ip address 65.25.160.24 255.255.255.0 
 ip access-group 150 in 
 ip nat outside 
 ip inspect R8_cbac out 
 
! 
access-list 61 permit 8.8.8.8 log 
access-list 150 permit gre any any 
access-list 150 permit ospf any any 
 
access-list 150 permit tcp any any eq bgp 



access-list 150 permit icmp any any echo-reply 
access-list 150 deny   tcp any any 
access-list 150 deny   udp any any 
 
 
R8#sho ip inspect all 
Session audit trail is enabled 
Session alert is enabled 
one-minute (sampling period) thresholds are [400:500] 
connections 
max-incomplete sessions thresholds are [300:950] 
max-incomplete tcp connections per host is 132. Block-time 15 
minutes. 
tcp synwait-time is 30 sec -- tcp finwait-time is 5 sec 
tcp idle-time is 130 sec -- udp idle-time is 30 sec 
dns-timeout is 50 sec 
Inspection Rule Configuration 
 Inspection name R8_cbac 
    tcp alert is on audit-trail is on timeout 130 
    http java-list 2 alert is on audit-trail is on timeout 130 
 
Interface Configuration 
 Interface FastEthernet0/0 
  Inbound inspection rule is not set 
  Outgoing inspection rule is R8_cbac 
    tcp alert is on audit-trail is on timeout 130 
    http java-list 2 alert is on audit-trail is on timeout 130 
  Inbound access list is 150 
  Outgoing access list is not set 
 
R8#sho ip inspect sessions 
Established Sessions 
 Session 82B3FED0 (192.168.1.8:2287)=>(198.133.219.25:80) http 
SIS_OPEN 
 Session 82B40490 (192.168.1.6:4103)=>(216.136.226.118:23) tcp 
SIS_OPEN 
 Session 82B3C100 (192.168.1.6:4105)=>(207.46.106.47:1863) tcp 
SIS_OPEN 
 Session 82B3E4F0 (192.168.1.6:4106)=>(65.210.179.117:2525) tcp 
SIS_OPEN 
 Session 82B40040 (192.168.1.6:4104)=>(64.0.96.33:80) http 
SIS_OPEN 
 
R8#sho access-lists 150 
Extended IP access list 150 
 permit tcp host 216.136.226.118 eq telnet host 65.25.160.24 eq 
4103 (9 matches) 



 permit tcp host 64.0.96.33 eq www host 65.25.160.24 eq 4104 (7 
matches) 
 permit tcp host 207.46.106.47 eq 1863 host 65.25.160.24 eq 4105 
(23 matches) 
 permit tcp host 65.210.179.117 eq 2525 host 65.25.160.24 eq 
4106 (6 matches) 
 permit tcp host 198.133.219.25 eq www host 65.25.160.24 eq 2287 
(4 matches) 
    permit gre any any 
    permit ospf any any 
    permit tcp any any eq telnet (186 matches) 
    permit tcp any any eq bgp 
    permit icmp any any echo-reply 
    permit icmp any any time-exceeded 
    permit icmp any any packet-too-big 
    permit icmp any any traceroute 
    permit icmp any any unreachable (10 matches) 
    deny tcp any any (116 matches) 
    deny udp any any (199 matches) 
 
R8#sho ip inspect config 
Session audit trail is enabled 
Session alert is enabled 
one-minute (sampling period) thresholds are [400:500] 
connections 
max-incomplete sessions thresholds are [300:950] 
max-incomplete tcp connections per host is 132. Block-time 15 
minutes. 
tcp synwait-time is 30 sec -- tcp finwait-time is 5 sec 
tcp idle-time is 130 sec -- udp idle-time is 30 sec 
dns-timeout is 50 sec 
Inspection Rule Configuration 
 Inspection name R8_cbac 
    tcp alert is on audit-trail is on timeout 130 
    http java-list 2 alert is on audit-trail is on timeout 130 
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hostname R1 
! 
logging queue-limit 100 
enable secret 5 $1$1xxK$LWh42sY9aO17mvAuehLPM. 
! 
ip subnet-zero 
! 
! 
interface Loopback1 
 description OSPF Loopback 
 ip ospf network point-to-point 
 ip address 1.1.1.1 255.255.255.255 
! 
interface Loopback10 
 description BGP Loopback 
 ip address 1.1.1.11 255.255.255.255 
! 
interface Loopback11 
 ip address 11.11.11.11 255.255.255.255 
! 
interface Loopback12 
 description Same IP Address as R2 
 ip address 121.121.121.121 255.255.255.0 
 ip nat inside 
! 
interface Serial0 
 ip address 150.100.31.1 255.255.255.240 
 ip nat outside 
 encapsulation frame-relay 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 094F471A1A0A 
 ip ospf network point-to-point 
 frame-relay map ip 150.100.31.3 101 broadcast 



  
 frame-relay lmi-type ansi 
! 
router ospf 123 
 router-id 1.1.1.1 
 log-adjacency-changes 
 area 0 authentication message-digest 
 redistribute static subnets 
 network 1.1.1.1 0.0.0.0 area 0 
 network 150.100.31.0 0.0.0.15 area 0 
 distribute-list 2 in Serial0 
 distribute-list 1 in 
! 
router bgp 1 
 no synchronization 
 bgp router-id 1.1.1.1 
 bgp log-neighbor-changes 
 bgp confederation identifier 1234 
 bgp confederation peers 2 3 
 network 1.1.1.11 mask 255.255.255.255 
 neighbor 150.100.31.3 remote-as 3 
 no auto-summary 
! 
ip nat inside source static network 121.121.121.121 172.18.1.1 
/32 no-alias 
ip classless 
ip route 172.18.1.1 255.255.255.255 Null0 
ip http server 
! 
access-list 1 deny   5.5.5.55 
access-list 1 permit any 
access-list 2 deny   6.6.6.6 
access-list 2 permit any 
 
R1# sho ip ospf da | include 172.18 
172.18.1.1      1.1.1.1         1817        0x80000001 0x0017C4 
0 
R1# 
 
R1#sho ip nat tr 
Pro Inside global      Inside local       Outside local      
Outside global 
--- 172.18.1.1         121.121.121.121    ---                --- 
Subnet translation: 
Inside global   Inside local    Outside local   Outside global 
/prefix 



172.18.1.1      121.121.121.121 ---             ---             
/32 
R2#sho ip route 172.18.1.1 
Routing entry for 172.18.1.1/32 
  Known via "ospf 123", distance 110, metric 20, type extern 2, 
forward metric 128 
  Last update from 150.100.32.3 on Serial0, 00:28:36 ago 
  Routing Descriptor Blocks: 
  * 150.100.32.3, from 1.1.1.1, 00:28:36 ago, via Serial0 
      Route metric is 20, traffic share count is 1 
 
To be able to ping R1’s Loopback 12 from R2, modify the pre-
configured access-list 100 on R3 to match the following output: 
 
R3#sho access-lists 100 
Extended IP access list 100 
    permit icmp any any echo-reply log 
    permit icmp any any echo log 
 
R2#ping 172.18.1.1 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.18.1.1, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
108/108/112 ms 
R2# 
 
hostname R2 
! 
! 
ip subnet-zero 
no ip domain-lookup 
! 
! 
! 
! 
! 
interface Loopback2 
 description OSPF Loopback 
 ip address 2.2.2.2 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback12 
 description Same IP Address as R1 
 ip address 121.121.121.121 255.255.255.0 



 ip nat inside 
! 
interface Loopback22 
 description BGP Loopback 
 ip address 2.2.2.22 255.255.255.255 
! 
interface Serial0 
 ip address 150.100.32.2 255.255.255.224 
 ip access-group 100 in 
 ip nat outside 
 encapsulation frame-relay 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 045802150C2E 
 ip ospf network point-to-point 
  
 frame-relay map ip 150.100.32.3 202 broadcast 
  
! 
! 
router ospf 123 
 router-id 2.2.2.2 
 log-adjacency-changes 
 area 0 authentication message-digest 
  
 redistribute static subnets 
 network 2.2.2.2 0.0.0.0 area 0 
 network 150.100.32.0 0.0.0.31 area 0 
! 
router bgp 2 
 bgp router-id 2.2.2.2 
 bgp log-neighbor-changes 
 bgp confederation identifier 1234 
 bgp confederation peers 1 3 
 network 2.2.2.22 mask 255.255.255.255 
 neighbor 150.100.32.3 remote-as 3 
 neighbor 150.100.32.3 description R3 
! 
ip nat inside source static network 121.121.121.121 172.19.1.1 
/32 no-alias 
ip classless 
ip route 172.19.1.1 255.255.255.255 Null0 
ip http server 
! 
access-list 100 permit tcp any any eq bgp 
access-list 100 permit ip any 224.0.0.0 0.255.255.255 
access-list 100 permit icmp any any echo 
access-list 100 permit icmp any any echo-reply 



access-list 100 permit ospf any any 
access-list 100 permit tcp any any eq www 
! 
 
 
R2#sho ip nat translations 
Pro Inside global      Inside local       Outside local      
Outside global 
--- 172.19.1.1         121.121.121.121    ---                --- 
 
Subnet translation: 
Inside global   Inside local    Outside local   Outside global 
/prefix 
172.19.1.1      121.121.121.121 ---             ---             
/32 
 
 
R2#sho ip ospf database | include 172.19 
172.19.1.1      2.2.2.2         50          0x80000002 0x00CE05 
0 
172.19.1.1      2.2.2.2         50          0x80000002 0x00EAEA 
0 
R2# 
 
R1#ping 172.19.1.1 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.19.1.1, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
108/108/112 ms 
 
 
R1#sho ip route 172.19.1.1 
Routing entry for 172.19.1.1/32 
  Known via "ospf 123", distance 110, metric 20, type extern 2, 
forward metric 128 
  Last update from 150.100.31.3 on Serial0, 00:33:44 ago 
  Routing Descriptor Blocks: 
  * 150.100.31.3, from 2.2.2.2, 00:33:44 ago, via Serial0 
      Route metric is 20, traffic share count is 1 
 
 
hostname R6 
! 



interface FastEthernet0/0 
 ip address 130.100.26.6 255.255.255.224 
 ip access-group time_acl in 
  
 ip nat inside 
 ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
 ip inspect ccie in 
 
! 
ip access-list extended time_acl 
 deny   tcp any any eq www log time-range weekdays 
 permit udp any any time-range weekends 
 permit gre any any log 
 permit ospf any any log 
 permit icmp any any log 
 permit tcp any any eq bgp log 
! 
time-range weekdays 
 periodic weekdays 8:00 to 20:00 
! 
time-range weekends 
 periodic weekend 12:00 to 20:00 
 
R6#sho access-lists time_acl 
Extended IP access list time_acl 
    deny tcp any any eq www log time-range weekdays (inactive) 
    permit udp any any time-range weekends (inactive) 
    permit gre any any log (174 matches) 
    permit ospf any any log (48 matches) 
    permit icmp any any log (10 matches) 
    permit tcp any any eq bgp log (9 matches) 
 
R6#clock set 17:00:12 18 MARCH 2003 
 
R6#sho access-lists time_acl 
Extended IP access list time_acl 
    deny tcp any any eq www log time-range weekdays (active) 
    permit udp any any time-range weekends (inactive) 
    permit gre any any log (394 matches) 
    permit ospf any any log (74 matches) 
    permit icmp any any log (10 matches) 
    permit tcp any any eq bgp log (14 matches) 
 
 
 



Section 19: PIX Firewall (45 Minutes) 

PIX1(config)# sho run 
: Saved 
: 
PIX Version 6.2(2) 
nameif ethernet0 outside security0 
nameif ethernet1 inside security100 
enable password 8Ry2YjIyt7RRXU24 encrypted 
passwd 2KFQnbNIdI.2KYOU encrypted 
hostname PIX1 
names 
access-list bgpin permit tcp host 130.100.1.3 host 10.1.1.9 eq 
bgp 
access-list bgpin permit icmp any any 
access-list bgpin permit tcp host 130.100.1.3 host 10.1.1.9 eq 
telnet 
access-list bgpin permit udp any any gt 33000 
access-list 100 permit ip host 192.168.1.192 any 
logging on 
interface ethernet0 auto 
interface ethernet1 auto 
icmp permit any echo-reply inside 
ip address outside 130.100.1.1 255.255.255.0 
ip address inside 10.1.1.1 255.255.255.0 
nat (inside) 0 access-list 100 
nat (inside) 10 0.0.0.0 0.0.0.0 0 0 
global (outside) 10 interface 
static (inside,outside) 10.1.1.9 10.1.1.9 netmask 
255.255.255.255 0 0   
access-group bgpin in interface outside 
rip outside passive version 1 
rip inside passive version 2 authentication md5 ccie 2 
route outside 0.0.0.0 0.0.0.0 130.100.1.3 1 
filter activex 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 
filter java 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 
telnet 10.1.1.200 255.255.255.255 inside 
 

PIX2(config)# sho run 
: Saved 
: 
PIX Version 6.2(2) 
interface ethernet0 auto 
interface ethernet1 auto 
interface ethernet2 auto shutdown 
interface ethernet3 auto shutdown 



nameif ethernet0 outside security0 
nameif ethernet1 inside security100 
enable password 2KFQnbNIdI.2KYOU encrypted 
passwd 2KFQnbNIdI.2KYOU encrypted 
hostname PIX2 
domain-name cisco.com 
fixup protocol http 80 
no fixup protocol smtp 25 
access-list outside_access_in permit udp any host 130.100.26.8 
eq tftp 
access-list outside_access_in permit icmp host 130.100.26.6 host 
130.100.26.3 
access-list outside_access_in permit tcp any host 130.100.26.125 
eq smtp 
access-list outside_access_in permit tcp any host 130.100.26.3 
eq telnet 
access-list outside_access_in permit tcp any host 130.100.26.7 
eq www 
access-list outside_access_in permit udp any host 130.100.26.3 
eq ntp 
access-list outside_access_in permit gre any host 130.100.26.3 
access-list outside_access_in permit tcp any host 130.100.26.7 
eq tacacs 
access-list inside_authentication_TACACS+ permit tcp any any eq 
www 
access-list inside_authentication_TACACS+ permit tcp any any eq 
telnet 
access-list inside_authorization_TACACS+ permit tcp any any eq 
www 
access-list inside_authorization_TACACS+ permit tcp any any eq 
telnet 
access-list inside_accounting_TACACS+ permit tcp any any eq www 
access-list inside_accounting_TACACS+ permit tcp any any eq 
telnet 
pager lines 24 
logging on 
logging timestamp 
logging console critical 
logging monitor critical 
logging buffered emergencies 
logging trap critical 
logging history emergencies 
logging host inside 192.168.1.7 
icmp deny any echo-reply outside 
icmp deny any echo outside 
mtu outside 1500 
mtu inside 1500 



ip address outside 130.100.26.2 255.255.255.224 
ip address inside 192.168.1.222 255.255.255.0 
 
ip verify reverse-path interface outside 
ip audit info action alarm 
ip audit attack action alarm 
 
global (outside) 10 interface 
nat (inside) 0 access-list inside_outbound_nat0_acl 
 
static (inside,outside) 130.100.26.125 192.168.1.125 netmask 
255.255.255.255 0 0 
static (inside,outside) 130.100.26.7 192.168.1.7 netmask 
255.255.255.255 0 0 
static (inside,outside) 130.100.26.8 192.168.1.8 netmask 
255.255.255.255 0 0 
static (inside,outside) 130.100.26.3 192.168.1.1 netmask 
255.255.255.255 0 0 
access-group outside_access_in in interface outside 
rip outside passive version 2 authentication md5 ccie 1 
rip inside passive version 1 
route outside 0.0.0.0 0.0.0.0 130.100.26.6 1 
route inside 192.168.0.0 255.255.0.0 192.168.1.1 1 
aaa-server TACACS+ protocol tacacs+ 
aaa-server TACACS+ (inside) host 192.168.1.7 cisco6727 timeout 5 
aaa-server RADIUS protocol radius 
aaa-server LOCAL protocol local 
aaa authentication match inside_authentication_TACACS+ inside 
TACACS+ 
aaa authentication ssh console TACACS+ 
aaa authentication telnet console TACACS+ 
aaa authentication serial console TACACS+ 
aaa authentication enable console TACACS+ 
aaa authorization match inside_authorization_TACACS+ inside 
TACACS+ 
aaa accounting match inside_accounting_TACACS+ inside TACACS+ 
filter activex 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 
filter java 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 
ntp authentication-key 6727 md5 ******** 
ntp authenticate 
ntp trusted-key 6727 
ntp server 192.168.1.1 key 6727 source inside prefer 
http server enable 
http 192.168.1.222 255.255.255.255 inside 
http 192.168.1.8 255.255.255.255 inside 
snmp-server host inside 192.168.1.8 
snmp-server location San Jose, CA 



snmp-server contact Alyssa B 
snmp-server community nice_try 
snmp-server enable traps 
tftp-server inside 192.168.1.100 pix 
floodguard enable 
sysopt connection permit-ipsec 
auth-prompt prompt Authentication Login please 
auth-prompt accept Welcome to CCIE Lab 
auth-prompt reject You enter wrong login: Check ACS Server 
service resetinbound 
telnet 192.168.1.8 255.255.255.255 inside 
telnet timeout 5 
ssh 192.168.1.100 255.255.255.255 inside 
ssh 192.168.1.1 255.255.255.255 inside 
ssh timeout 5 
dhcpd address 192.168.1.200-192.168.1.220 inside 
dhcpd dns 207.67.1.10 
dhcpd wins 172.16.1.10 
dhcpd lease 3600 
dhcpd ping_timeout 750 
dhcpd domain PracticalStudies.Security.com 
dhcpd enable inside 
username admin password f3UhLvUj1QsXsuK7 encrypted privilege 15 
username user2 password mbO2jYs13AXlIAGa encrypted privilege 15 
auto-update timeout 35 
auto-update server https://********@192.168.1.100//www.cisco.com 
verify-certificate 
terminal width 80 
Cryptochecksum:b7d8f07c5768d9627b2ca0f24681a0db 
: end 
 

Section 20: Cisco IOS IDS (14 Minutes) 

For this lab section, refer to Figure 26-6 on page 927 of the 
book.    
 
PIX2 
 
static (inside,outside) 130.100.26.8 192.168.1.8 netmask 
255.255.255.255 0 0 
 
access-list outside_access_in permit udp any host 130.100.26.8 
eq 45000 
access-list outside_access_in permit udp any host 130.100.26.8 
eq syslog 
 



hostname R6 
! 
logging queue-limit 100 
aaa new-model 
aaa authentication login default group tacacs+ 
aaa authentication login no_login enable local line none 
aaa authentication enable default group tacacs+ 
aaa authentication ppp default local 
aaa authorization config-commands 
aaa authorization exec default group tacacs+ if-authenticated 
aaa authorization commands 3 default group tacacs+ 
aaa authorization network default local 
aaa authorization auth-proxy default group tacacs+ 
aaa authorization configuration default group tacacs+ 
aaa accounting send stop-record authentication failure 
aaa accounting delay-start 
aaa accounting nested 
aaa accounting update newinfo periodic 5 
aaa accounting auth-proxy default start-stop group tacacs+ 
aaa accounting exec default start-stop group tacacs+ 
aaa accounting connection default start-stop group tacacs+ 
aaa accounting system default start-stop group tacacs+ 
aaa accounting resource default start-stop group tacacs+ 
! 
username R8 password 0 cisco 
ip subnet-zero 
ip cef 
! 
! 
no ip domain-lookup 
ip dhcp excluded-address 130.100.26.6 
ip dhcp excluded-address 130.100.26.2 
! 
ip dhcp pool ccie 
   network 130.100.26.0 255.255.255.224 
   default-router 130.100.26.6 
   lease infinite 
! 
ip inspect audit-trail 
ip inspect name ccie tcp 
ip inspect name ccie udp 
ip inspect name ccie ftp 
ip inspect name ccie smtp 
ip inspect name ccie http java-list 61 
ip audit notify nr-director 
ip audit notify log 
ip audit po max-events 180 



ip audit po remote hostid 123 orgid 6666 rmtaddress 130.100.26.8 
localaddress 130.100.26.6 port 45000 preference 1 timeou 
t 5 application director 
ip audit po local hostid 43 orgid 6666 
ip audit signature 1100 disable 
ip audit signature 2154 disable 
ip audit signature 3100 disable 
ip audit name ids info action reset 
ip audit name ids attack action reset 
ip audit smtp spam 100 
ip audit name ids info list 66 action alarm 
ip audit name ids attack list 66 action alarm 
! 
isdn switch-type basic-ni 
! 
key chain ccie 
 key 1 
  key-string ccie 
call rsvp-sync 
! 
! 
! 
interface Loopback6 
 description OSPF Loopback 
 ip address 6.6.6.6 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback16 
 description Loopback for VPN full mesh 
 ip address 16.16.16.16 255.255.255.255 
! 
interface Loopback66 
 ip address 140.100.86.1 255.255.255.224 
! 
interface Loopback666 
 description BGP Loopback 
 ip address 6.6.6.66 255.255.255.255 
! 
interface Tunnel0 
 description To R8 over PIX2 
 ip address 192.168.2.2 255.255.255.0 
  
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  
 tunnel source 130.100.26.6 
 tunnel destination 130.100.26.3 



! 
interface FastEthernet0/0 
 ip address 130.100.26.6 255.255.255.224 
 
 ip nat inside 
 ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
 
 standby 1 ip 130.100.26.1 
 standby 1 preempt 
 standby 1 authentication ccie 
 standby 1 track Serial0/0 
! 
interface BRI0/0 
 no ip address 
 encapsulation ppp 
 ip ospf cost 65000 
 dialer pool-member 10 
 dialer pool-member 1 
 isdn switch-type basic-ni 
 isdn tei-negotiation first-call 
 isdn spid1 6661 6666 
 isdn spid2 6662 6666 
  
 ppp authentication chap 
 ppp multilink 
! 
interface Serial0/0 
 ip address 140.100.56.6 255.255.255.192 
 ip audit ids in 
 ip access-group ccie in 
 ip nat outside 
 no ip route-cache same-interface 
 no ip route-cache cef 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
! 
interface Dialer1 
 ip address 172.22.85.2 255.255.255.0 
 encapsulation ppp 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf cost 65535 
 ip ospf demand-circuit 
 dialer pool 1 
 dialer remote-name R8 



 dialer idle-timeout 60 
 dialer string 8888 
 dialer hold-queue 20 
 dialer-group 1 
 no peer default ip address 
 no fair-queue 
  
 ppp callback request 
 ppp authentication chap 
 ppp chap hostname R6 
 ppp chap password 0 cisco 
 ppp multilink 
! 
router ospf 123 
 router-id 6.6.6.6 
 log-adjacency-changes detail 
 area 56 authentication message-digest 
 area 56 virtual-link 5.5.5.5 authentication message-digest 
 area 56 virtual-link 5.5.5.5 message-digest-key 5 md5 cisco 
 area 86 authentication message-digest 
 network 6.6.6.6 0.0.0.0 area 56 
 network 140.100.56.0 0.0.0.63 area 56 
 network 172.22.85.0 0.0.0.255 area 86 
  
 default-information originate always 
 distribute-list 1 out 
! 
router rip 
 version 2 
 network 130.100.0.0 
 no auto-summary 
! 
router bgp 456 
 no synchronization 
 bgp router-id 6.6.6.6 
 bgp log-neighbor-changes 
 network 6.6.6.66 mask 255.255.255.255 
 network 140.100.86.0 mask 255.255.255.224 
 neighbor 8.8.8.8 remote-as 65000 
 neighbor 8.8.8.8 ebgp-multihop 2 
 neighbor 8.8.8.8 update-source Loopback6 
 neighbor 140.100.56.5 remote-as 456 
 neighbor 140.100.56.5 next-hop-self 
 neighbor 192.168.2.1 remote-as 65000 
 no auto-summary 
! 
ip nat inside source list 1 interface Serial0/0 overload 



ip nat inside source static tcp 130.100.26.10 80 140.100.56.6 80 
extendable no-alias 
ip nat inside source static tcp 130.100.26.12 21 140.100.56.6 21 
extendable no-alias 
ip nat inside source static tcp 130.100.26.12 20 140.100.56.6 20 
extendable no-alias 
ip nat inside source static tcp 130.100.26.6 23 140.100.56.6 23 
extendable no-alias 
ip classless 
ip route 192.168.1.0 255.255.255.0 130.100.26.2 
ip http server 
! 
! 
access-list 66 permit 140.100.0.0 
! 
ip access-list standard no_ospf_route 
 deny   130.100.26.0 0.0.0.255 
 permit any 
! 
logging 130.100.26.8 
access-list 1 permit 130.100.26.0 0.0.0.255 log 
access-list 2 permit 8.8.8.88 
access-list 3 deny   130.100.26.0 0.0.0.255 log 
access-list 3 permit any log 
access-list 11 permit 130.100.26.0 log 
access-list 12 permit any log 
access-list 18 permit 192.168.1.10 log 
 
! 
! 
! 
line con 0 
 exec-timeout 0 0 
 privilege level 15 
 login authentication no_login 
line aux 0 
line vty 0 4 
privilege level 15 
! 
 
 
R6#sho ip audit all 
Event notification through syslog is enabled 
Event notification through Net Director is enabled 
Default action(s) for info signatures is alarm 
Default action(s) for attack signatures is alarm 
Default threshold of recipients for spam signature is 100 



Signature 1100 disable 
Signature 2154 disable 
Signature 3100 disable 
PostOffice:HostID:43 OrgID:6666 Msg dropped:0 
          :Curr Event Buf Size:180  Configured:180 
Host ID:123, Organization ID:6666, SYN pkts sent:881, 
ACK pkts sent:0, Heartbeat pkts sent:0, Heartbeat ACK pkts 
sent:0, 
Duplicate ACK pkts received:0, Retransmission:0, Queued pkts:0 
  ID:1 Dest:130.100.26.8:45000 Loc:130.100.26.6:45000 T:5 S:SYN 
SENT 
 
Audit Rule Configuration 
 Audit name testids 
    info actions reset 
    attack actions reset 
 Audit name ids 
    info acl list 66 actions alarm 
    attack acl list 66 actions alarm 
Interface Configuration 
 Interface Serial0/0 
  Inbound IDS audit rule is ids 
    info acl list 66 actions alarm 
    attack acl list 66 actions alarm 
  Outgoing IDS audit rule is not set 
R6# 
 
 
 

Section 21: IPSec VPN (53 Minutes) 

For this lab section, refer to Figure 26-6 on page 927 of the 
book.     
 
R8 
 
interface FastEthernet0/0 
ip address dhcp 
speed auto 
  
! 
R8#sho interfaces fastEthernet 0/1 
FastEthernet0/1 is up, line protocol is up 
  Hardware is AmdFE, address is 00b0.6463.d5c1 (bia 
00b0.6463.d5c1) 
  Internet address is 192.168.1.1/24 



  MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, 
     reliability 255/255, txload 2/255, rxload 1/255 
  Encapsulation ARPA, loopback not set 
  Keepalive set (10 sec) 
  Half-duplex, 10Mb/s, 100BaseTX/FX 
  ARP type: ARPA, ARP Timeout 04:00:00 
  Last input 00:00:00, output 00:00:00, output hang never 
 
 
 
 
 
 
hostname R1 
! 
logging queue-limit 100 
enable secret 5 $1$1xxK$LWh42sY9aO17mvAuehLPM. 
! 
ip subnet-zero 
no ip domain-lookup 
! 
! 
crypto isakmp policy 1 
 hash md5 
 authentication pre-share 
 crypto isakmp key cisco address 0.0.0.0 0.0.0.0 
! 
! 
crypto ipsec transform-set tr-ted esp-des esp-md5-hmac 
! 
crypto dynamic-map ted-map 10 
 set transform-set tr-ted 
 match address 111 
! 
! 
crypto map ted 10 ipsec-isakmp dynamic ted-map discover 
! 
! 
! 
! 
interface Loopback1 
 description OSPF Loopback 
 ip ospf network point-to-point 
 ip address 1.1.1.1 255.255.255.255 
! 
interface Loopback10 
 description BGP Loopback 



 ip address 1.1.1.11 255.255.255.255 
! 
interface Loopback11 
 ip address 11.11.11.11 255.255.255.0 
! 
interface Loopback12 
 description Same IP Address as R2 
 ip address 121.121.121.121 255.255.255.0 
 ip nat inside 
! 
! 
! 
interface Serial0 
 ip address 150.100.31.1 255.255.255.240 
 ip nat outside 
 encapsulation frame-relay 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 094F471A1A0A 
 ip ospf network point-to-point 
 frame-relay map ip 150.100.31.3 101 broadcast 
  
 frame-relay lmi-type ansi 
 crypto map ted 
! 
! 
router ospf 123 
 router-id 1.1.1.1 
 log-adjacency-changes 
 area 0 authentication message-digest 
 redistribute static subnets 
 network 1.1.1.1 0.0.0.0 area 0 
 network 11.11.11.0 0.0.0.255 area 0 
 network 150.100.31.0 0.0.0.15 area 0 
 distribute-list 2 in Serial0 
 distribute-list 1 in 
! 
router bgp 1 
 no synchronization 
 bgp router-id 1.1.1.1 
 bgp log-neighbor-changes 
 bgp confederation identifier 1234 
 bgp confederation peers 2 3 
 network 1.1.1.11 mask 255.255.255.255 
 neighbor 150.100.31.3 remote-as 3 
 no auto-summary 
! 



ip nat inside source static network 121.121.121.121 172.18.1.1 
/32 no-alias 
ip classless 
ip route 172.18.1.1 255.255.255.255 Null0 
ip http server 
! 
access-list 1 deny   5.5.5.55 
access-list 1 permit any 
access-list 2 deny   6.6.6.6 
access-list 2 permit any 
access-list 111 permit ip 11.11.11.0 0.0.0.255 12.12.12.0 
0.0.0.255 log 
! 
line con 0 
 exec-timeout 0 0 
 privilege level 15 
 logging synchronous 
line aux 0 
line vty 0 4 
 logging synchronous 
 login 
! 
end 
 
R1# 
 
R2#sho run 
Building configuration... 
 
Current configuration : 2658 bytes 
! 
version 12.2 
service timestamps debug uptime 
service timestamps log uptime 
no service password-encryption 
! 
hostname R2 
! 
logging queue-limit 100 
enable secret 5 $1$OiDj$4.39veJ97UQ7La4nOLLiC0 
! 
ip subnet-zero 
no ip domain-lookup 
! 
! 
crypto isakmp policy 1 
 hash md5 



 authentication pre-share 
crypto isakmp key cisco address 0.0.0.0 0.0.0.0 
! 
! 
crypto ipsec transform-set tr-ted esp-des esp-md5-hmac 
! 
crypto dynamic-map ted-map 10 
 set transform-set tr-ted 
 match address 111 
! 
! 
crypto map ted 10 ipsec-isakmp dynamic ted-map discover 
! 
! 
! 
! 
interface Loopback2 
 description OSPF Loopback 
 ip address 2.2.2.2 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback12 
 ip address 12.12.12.12 255.255.255.0 
! 
interface Loopback22 
 description BGP Loopback 
 ip address 2.2.2.22 255.255.255.255 
! 
interface Loopback121 
 description Same IP Address as R1 
 ip address 121.121.121.121 255.255.255.0 
 ip nat inside 
! 
interface Serial0 
 ip address 150.100.32.2 255.255.255.224 
 ip access-group 100 in 
 ip nat outside 
 encapsulation frame-relay 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 045802150C2E 
 ip ospf network point-to-point 
  
 frame-relay map ip 150.100.32.3 202 broadcast 
  
 crypto map ted 
! 
router ospf 123 



 router-id 2.2.2.2 
 log-adjacency-changes 
 area 0 authentication message-digest 
  
 redistribute static subnets 
 network 2.2.2.2 0.0.0.0 area 0 
 network 12.12.12.0 0.0.0.255 area 0 
 network 150.100.32.0 0.0.0.31 area 0 
! 
router bgp 2 
 bgp router-id 2.2.2.2 
 bgp log-neighbor-changes 
 bgp confederation identifier 1234 
 bgp confederation peers 1 3 
 network 2.2.2.22 mask 255.255.255.255 
 neighbor 150.100.32.3 remote-as 3 
 neighbor 150.100.32.3 description R3 
! 
ip nat inside source static network 121.121.121.121 172.19.1.1 
/32 no-alias 
ip classless 
ip route 172.19.1.1 255.255.255.255 Null0 
! 
access-list 100 permit tcp any any eq bgp 
access-list 100 permit ip any 224.0.0.0 0.255.255.255 
access-list 100 permit icmp any any echo 
access-list 100 permit icmp any any echo-reply 
access-list 100 permit ospf any any 
access-list 100 permit tcp any any eq www 
access-list 100 permit esp any any log 
access-list 100 permit udp any any eq isakmp log 
access-list 111 permit ip 12.12.12.0 0.0.0.255 11.11.11.0 
0.0.0.255 log 
! 
line con 0 
 exec-timeout 0 0 
 privilege level 15 
 logging synchronous 
line aux 0 
line vty 0 4 
 logging synchronous 
 login 
! 
end 
 
 
 



R2#ping 
Protocol [ip]: 
Target IP address: 11.11.11.11 
Repeat count [5]: 
Datagram size [100]: 
Timeout in seconds [2]: 
Extended commands [n]: y 
Source address or interface: 12.12.12.12 
Type of service [0]: 
Set DF bit in IP header? [no]: 
Validate reply data? [no]: 
Data pattern [0xABCD]: 
Loose, Strict, Record, Timestamp, Verbose[none]: 
Sweep range of sizes [n]: 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 11.11.11.11, timeout is 2 
seconds: 
Packet sent with a source address of 12.12.12.12 
 
01:40:02: IPSEC(tunnel discover request): , 
  (key eng. msg.) INBOUND local= 12.12.12.12, remote= 
11.11.11.11, 
    local_proxy= 12.12.12.0/255.255.255.0/0/0 (type=4), 
    remote_proxy= 150.100.32.2/255.255.255.255/0/0 (type=1), 
    protocol= ESP, transform= esp-des esp-md5-hmac , 
    lifedur= 3600s and 4608000kb, 
    spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4004 
dest=Serial0:150.100.32.3 . 
01:40:02: %SEC-6-IPACCESSLOGP: list 100 permitted udp 
150.100.31.1(500) -> 150.100.32.2(500), 1 packet 
01:40:03: CryptoEngine0: delete connection 3 
01:40:04: CryptoEngine0: generate alg parameter 
01:40:05: CRYPTO_ENGINE: Dh phase 1 status: 0 
01:40:05: CRYPTO_ENGINE: Dh phase 1 status: 0.. 
01:40:07: CryptoEngine0: generate alg parameter 
01:40:09: CryptoEngine0: create ISAKMP SKEYID for conn id 4 
01:40:09: CryptoEngine0: generate hmac context for conn id 4. 
01:40:09: CryptoEngine0: generate hmac context for conn id 4 
01:40:09: CryptoEngine0: clear dh number for conn id 1 
01:40:09: IPSEC(key_engine): got a queue event... 
01:40:09: IPSEC(spi_response): getting spi 523853408 for SA 
        from 150.100.32.2    to 150.100.31.1    for prot 3 
01:40:09: CryptoEngine0: generate hmac context for conn id 4 
01:40:10: CryptoEngine0: generate hmac context for conn id 4 
01:40:10: validate proposal 0 
01:40:10: IPSEC(validate_proposal_request): proposal part #1, 



  (key eng. msg.) INBOUND local= 150.100.32.2, remote= 
150.100.31.1, 
    local_proxy= 12.12.12.0/255.255.255.0/0/0 (type=4), 
    remote_proxy= 11.11.11.0/255.255.255.0/0/0 (type=4), 
    protocol= ESP, transform= esp-des esp-md5-hmac , 
    lifedur= 0s and 0kb, 
    spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 
01:40:10: validate proposal request 0 
01:40:10: CryptoEngine0: generate hmac context for conn id 4 
01:40:10: ipsec allocate flow 0 
01:40:10: ipsec allocate flow 0 
01:40:10: IPSEC(key_engine): got a queue event... 
01:40:10: IPSEC(initialize_sas): , 
  (key eng. msg.) INBOUND local= 150.100.32.2, remote= 
150.100.31.1, 
    local_proxy= 12.12.12.0/255.255.255.0/0/0 (type=4), 
    remote_proxy= 11.11.11.0/255.255.255.0/0/0 (type=4), 
    protocol= ESP, transform= esp-des esp-md5-hmac , 
    lifedur= 3600s and 4608000kb, 
    spi= 0x1F395E60(523853408), conn_id= 2000, keysize= 0, 
flags= 0x4 
01:40:10: IPSEC(initialize_sas): , 
  (key eng. msg.) OUTBOUND local= 150.100.32.2, remote= 
150.100.31.1, 
    local_proxy= 12.12.12.0/255.255.255.0/0/0 (type=4), 
    remote_proxy= 11.11.11.0/255.255.255.0/0/0 (type=4), 
    protocol= ESP, transform= esp-des esp-md5-hmac , 
    lifedur= 3600s and 4608000kb, 
    spi= 0x952FF04C(2502946892), conn_id= 2001, keysize= 0, 
flags= 0xC 
01:40:10: IPSEC(create_sa): sa created, 
  (sa) sa_dest= 150.100.32.2, sa_prot= 50, 
    sa_spi= 0x1F395E60(523853408), 
    sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2000 
a): sa created,(create_s. 
  (sa) sa_dest= 150.100.31.1, sa_prot= 50, 
    sa_spi= 0x952FF04C(2502946892), 
    sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2001 
                                                     Success 
rate is 0 percent (0/5) 
R2# 
01:40:16: %SEC-6-IPACCESSLOGDP: list 111 permitted icmp 
12.12.12.12 -> 11.11.11.11 (8/0), 10 packets 
R2# 
 
R2#ping 
Protocol [ip]: 



Target IP address: 11.11.11.11 
Repeat count [5]: 
Datagram size [100]: 
Timeout in seconds [2]: 
Extended commands [n]: y 
Source address or interface: 12.12.12.12 
Type of service [0]: 
Set DF bit in IP header? [no]: 
Validate reply data? [no]: 
Data pattern [0xABCD]: 
Loose, Strict, Record, Timestamp, Verbose[none]: 
Sweep range of sizes [n]: 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 11.11.11.11, timeout is 2 
seconds: 
Packet sent with a source address of 12.12.12.12 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
184/187/192 ms 
R2# 
01:41:10: %SEC-6-IPACCESSLOGNP: list 100 permitted 50 
150.100.31.1 -> 150.100.32.2, 1 packet 
 
 
R2#sho crypto isakmp sa 
dst             src             state           conn-id    slot 
150.100.31.1    150.100.32.2    QM_IDLE               4       0 
 
 
R2#sho crypto ipsec sa 
 
interface: Serial0 
    Crypto map tag: ted, local addr. 150.100.32.2 
 
   local  ident (addr/mask/prot/port): 
(12.12.12.0/255.255.255.0/0/0) 
   remote ident (addr/mask/prot/port): 
(11.11.11.0/255.255.255.0/0/0) 
   current_peer: 150.100.31.1 
     PERMIT, flags={} 
    #pkts encaps: 5, #pkts encrypt: 5, #pkts digest 5 
    #pkts decaps: 5, #pkts decrypt: 5, #pkts verify 5 
    #pkts compressed: 0, #pkts decompressed: 0 
    #pkts not compressed: 0, #pkts compr. failed: 0, #pkts 
decompress failed: 0 
    #send errors 0, #recv errors 0 
 



     local crypto endpt.: 150.100.32.2, remote crypto endpt.: 
150.100.31.1 
     path mtu 1500, media mtu 1500 
     current outbound spi: 952FF04C 
 
     inbound esp sas: 
      spi: 0x1F395E60(523853408) 
        transform: esp-des esp-md5-hmac , 
        in use settings ={Tunnel, } 
        slot: 0, conn id: 2000, flow_id: 1, crypto map: ted 
        sa timing: remaining key lifetime (k/sec): 
(4607999/3446) 
        IV size: 8 bytes 
        replay detection support: Y 
 
     inbound ah sas: 
 
     inbound pcp sas: 
 
     outbound esp sas: 
      spi: 0x952FF04C(2502946892) 
        transform: esp-des esp-md5-hmac , 
        in use settings ={Tunnel, } 
        slot: 0, conn id: 2001, flow_id: 2, crypto map: ted 
        sa timing: remaining key lifetime (k/sec): 
(4607999/3446) 
        IV size: 8 bytes 
        replay detection support: Y 
 
     outbound ah sas: 
 
     outbound pcp sas: 
 
 
 
 
hostname R3 
! 
logging queue-limit 100 
! 
clock timezone PST -8 
clock summer-time PDT recurring 
ip subnet-zero 
no ip domain-lookup 
! 
! 
crypto isakmp policy 1 



 hash md5 
 authentication pre-share 
 lifetime 2000 
crypto isakmp key cisco key cisco address 4.4.4.4 
crypto isakmp key cisco key cisco address 6.6.6.6 
crypto isakmp key cisco key cisco address 8.8.8.8 
! 
! 
crypto ipsec transform-set trvpn esp-des esp-sha-hmac 
 mode transport 
! 
crypto map vpn 10 ipsec-isakmp 
 set peer 4.4.4.4 
 set transform-set trvpn 
 match address 111 
crypto map vpn 20 ipsec-isakmp 
 set peer 6.6.6.6 
 set transform-set trvpn 
 match address 112 
crypto map vpn 30 ipsec-isakmp 
 set peer 8.8.8.8 
 set transform-set trvpn 
 match address 113 
! 
! 
! 
! 
interface Loopback3 
 description OSPF Loopback 
 ip address 3.3.3.3 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback10 
 ip address 3.3.3.13 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback11 
 ip address 3.3.3.23 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback13 
 description Loopback for VPN full mesh 
 ip address 13.13.13.13 255.255.255.0 
! 
interface Loopback33 
 description BGP Loopback 
 ip address 3.3.3.33 255.255.255.255 



! 
interface Tunnel4 
 description Basic GRE Crypto to R4 
 ip address 192.168.34.1 255.255.255.0 
 tunnel source 3.3.3.3 
 tunnel destination 4.4.4.4 
 crypto map vpn 
! 
interface Tunnel6 
 description Basic GRE Crypto to R6 
 ip address 192.168.36.1 255.255.255.0 
 tunnel source 3.3.3.3 
 tunnel destination 6.6.6.6 
 crypto map vpn 
! 
interface Tunnel8 
 description Basic GRE Crypto to R8 
 ip address 192.168.38.1 255.255.255.0 
 tunnel source 3.3.3.3 
 tunnel destination 8.8.8.8 
 crypto map vpn 
! 
interface Ethernet0 
 ip address 130.100.1.3 255.255.255.0 
! 
interface Serial0 
 no ip address 
 encapsulation frame-relay 
 no fair-queue 
 clockrate 64000 
 frame-relay lmi-type ansi 
! 
interface Serial0.1 point-to-point 
 ip address 150.100.31.3 255.255.255.240 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  
 frame-relay interface-dlci 301 
! 
interface Serial0.2 point-to-point 
 ip address 150.100.32.3 255.255.255.224 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  
 frame-relay interface-dlci 302 
 crypto map vpn 
! 



interface Serial0.3 point-to-point 
 ip address 150.100.33.3 255.255.255.248 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 
 frame-relay interface-dlci 304 
 crypto map vpn 
! 
router eigrp 100 
 network 13.0.0.0 
 network 192.168.34.0 
 network 192.168.36.0 
 network 192.168.38.0 
 maximum-paths 1 
 no auto-summary 
! 
router ospf 123 
 router-id 3.3.3.3 
 log-adjacency-changes 
 area 0 authentication message-digest 
 redistribute connected subnets route-map redist 
 network 3.3.3.3 0.0.0.0 area 0 
 network 150.100.31.0 0.0.0.15 area 0 
 network 150.100.32.0 0.0.0.31 area 0 
 network 150.100.33.0 0.0.0.7 area 0 
! 
router rip 
 version 1 
 redistribute ospf 123 metric 1 
 network 130.100.0.0 
! 
router bgp 3 
 no synchronization 
 bgp router-id 3.3.3.3 
 bgp log-neighbor-changes 
 bgp confederation identifier 1234 
 bgp confederation peers 1 2 
 network 3.3.3.33 mask 255.255.255.255 
 neighbor 10.1.1.9 remote-as 9 
 neighbor 10.1.1.9 ebgp-multihop 2 
 neighbor 10.1.1.9 next-hop-self 
 neighbor 150.100.31.1 remote-as 1 
 neighbor 150.100.31.1 next-hop-self 
 neighbor 150.100.32.2 remote-as 2 
 neighbor 150.100.32.2 next-hop-self 
 neighbor 150.100.33.4 remote-as 456 
 neighbor 150.100.33.4 next-hop-self 



 no auto-summary 
! 
ip classless 
ip route 10.1.1.0 255.255.255.0 130.100.1.1 
ip http server 
! 
 
access-list 100 permit esp any any log 
access-list 100 permit gre any any log 
access-list 100 permit ahp any any 
access-list 111 permit ip 13.13.13.0 0.0.0.255 14.14.14.0 
0.0.0.255 
access-list 112 permit ip 13.13.13.0 0.0.0.255 16.16.16.0 
0.0.0.255 
access-list 113 permit ip 13.13.13.0 0.0.0.255 18.18.18.0 
0.0.0.255 
! 
! 
end 
 
R3#sho crypto map 
Crypto Map "vpn" 10 ipsec-isakmp 
        Peer = 4.4.4.4 
        Extended IP access list 111 
            access-list 111 permit ip 13.13.13.0 0.0.0.255 
14.14.14.0 0.0.0.255 
        Current peer: 4.4.4.4 
        Security association lifetime: 4608000 kilobytes/3600 
seconds 
        PFS (Y/N): N 
        Transform sets={ trvpn, } 
 
Crypto Map "vpn" 20 ipsec-isakmp 
        Peer = 6.6.6.6 
        Extended IP access list 112 
            access-list 112 permit ip 13.13.13.0 0.0.0.255 
16.16.16.0 0.0.0.255 
        Current peer: 6.6.6.6 
        Security association lifetime: 4608000 kilobytes/3600 
seconds 
        PFS (Y/N): N 
        Transform sets={ trvpn, } 
 
Crypto Map "vpn" 30 ipsec-isakmp 
        Peer = 8.8.8.8 
        Extended IP access list 113 



            access-list 113 permit ip 13.13.13.0 0.0.0.255 
18.18.18.0 0.0.0.255 
        Current peer: 8.8.8.8 
        Security association lifetime: 4608000 kilobytes/3600 
seconds 
        PFS (Y/N): N 
        Transform sets={ trvpn, } 
        Interfaces using crypto map vpn: 
                Serial0.2 
                Serial0.3 
                Tunnel4 
                Tunnel6 
                Tunnel8 
 
R3# sho ip route eigrp 
D    192.168.46.0/24 [90/310044416] via 192.168.34.2, 01:45:45, 
Tunnel4 
     16.0.0.0/32 is subnetted, 1 subnets 
D       16.16.16.16 [90/297372416] via 192.168.36.2, 01:45:45, 
Tunnel6 
     18.0.0.0/32 is subnetted, 1 subnets 
D       18.18.18.18 [90/297372416] via 192.168.38.2, 01:45:43, 
Tunnel8 
D    192.168.68.0/24 [90/310044416] via 192.168.36.2, 01:45:46, 
Tunnel6 
     14.0.0.0/32 is subnetted, 1 subnets 
D       14.14.14.14 [90/297372416] via 192.168.34.2, 01:45:45, 
Tunnel4 
D    192.168.48.0/24 [90/310044416] via 192.168.34.2, 01:45:46, 
Tunnel4 
 
R3#ping 
Protocol [ip]: 
Target IP address: 14.14.14.14 
Repeat count [5]: 
Datagram size [100]: 
Timeout in seconds [2]: 
Extended commands [n]: y 
Source address or interface: 13.13.13.13 
Type of service [0]: 
Set DF bit in IP header? [no]: 
Validate reply data? [no]: 
Data pattern [0xABCD]: 
Loose, Strict, Record, Timestamp, Verbose[none]: 
Sweep range of sizes [n]: 
Type escape sequence to abort. 



Sending 5, 100-byte ICMP Echos to 14.14.14.14, timeout is 2 
seconds: 
Packet sent with a source address of 13.13.13.13 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
128/128/128 ms 
 
R3#ping 
Protocol [ip]: 
Target IP address: 16.16.16.16 
Repeat count [5]: 
Datagram size [100]: 
Timeout in seconds [2]: 
Extended commands [n]: y 
Source address or interface: 13.13.13.13 
Type of service [0]: 
Set DF bit in IP header? [no]: 
Validate reply data? [no]: 
Data pattern [0xABCD]: 
Loose, Strict, Record, Timestamp, Verbose[none]: 
Sweep range of sizes [n]: 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 16.16.16.16, timeout is 2 
seconds: 
Packet sent with a source address of 13.13.13.13 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
164/165/168 ms 
 
R3#ping 
Protocol [ip]: 
Target IP address: 18.18.18.1 
*Mar  1 03:41:25.783: %SEC-6-IPACCESSLOGDP: list 111 permitted 
icmp 13.13.13.13 -> 16.16.16.16 (8/0), 5 packets 
18.18.18.18 
Repeat count [5]: 
Datagram size [100]: 
Timeout in seconds [2]: 
Extended commands [n]: y 
Source address or interface: 13.13.13.13 
Type of service [0]: 
Set DF bit in IP header? [no]: 
Validate reply data? [no]: 
Data pattern [0xABCD]: 
Loose, Strict, Record, Timestamp, Verbose[none]: 
Sweep range of sizes [n]: 
Type escape sequence to abort. 



Sending 5, 100-byte ICMP Echos to 18.18.18.18, timeout is 2 
seconds: 
Packet sent with a source address of 13.13.13.13 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
168/169/172 ms 
 
R3#sho crypto isa sa 
dst             src             state           conn-id    slot 
8.8.8.8         3.3.3.3         QM_IDLE               3       0 
6.6.6.6         3.3.3.3         QM_IDLE               2       0 
4.4.4.4         3.3.3.3         QM_IDLE  1       0 
 
 
 
hostname R4 
! 
logging queue-limit 100 
! 
ip subnet-zero 
no ip domain-lookup 
! 
! 
key chain ccie 
 key 6727 
  key-string ccie 
! 
crypto isakmp policy 1 
 hash md5 
 authentication pre-share 
 lifetime 2000 
crypto isakmp key cisco key cisco address 3.3.3.3 
crypto isakmp key cisco key cisco address 6.6.6.6 
crypto isakmp key cisco key cisco address 8.8.8.8 
! 
! 
crypto ipsec transform-set trvpn esp-des esp-sha-hmac 
 mode transport 
! 
crypto map vpn 10 ipsec-isakmp 
 set peer 3.3.3.3 
 set transform-set trvpn 
 match address 111 
crypto map vpn 20 ipsec-isakmp 
 set peer 6.6.6.6 
 set transform-set trvpn 
 match address 112 



crypto map vpn 30 ipsec-isakmp 
 set peer 8.8.8.8 
 set transform-set trvpn 
 match address 113 
! 
! 
! 
! 
interface Loopback4 
 description OSPF Loopback 
 ip address 4.4.4.4 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback14 
 description Loopback for VPN full mesh 
 ip address 14.14.14.14 255.255.255.0 
! 
interface Loopback44 
 description BGP Loopback 
 ip address 4.4.4.44 255.255.255.255 
! 
interface Tunnel3 
 description Basic GRE Crypto to R3 
 ip address 192.168.34.2 255.255.255.0 
 tunnel source 4.4.4.4 
 tunnel destination 3.3.3.3 
 crypto map vpn 
! 
interface Tunnel6 
 description Basic GRE Crypto to R6 
 ip address 192.168.46.1 255.255.255.0 
 tunnel source 4.4.4.4 
 tunnel destination 6.6.6.6 
 crypto map vpn 
! 
interface Tunnel8 
 description Basic GRE Crypto to R8 
 ip address 192.168.48.1 255.255.255.0 
 tunnel source 4.4.4.4 
 tunnel destination 8.8.8.8 
 crypto map vpn 
! 
interface Ethernet0 
 ip address 140.100.47.4 255.255.255.192 
 ip rip send version 2 
 ip rip receive version 2 
 ip rip authentication mode md5 



 ip rip authentication key-chain ccie 
 crypto map vpn 
! 
interface Serial0 
 ip address 150.100.33.4 255.255.255.248 
encapsulation frame-relay 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 104D000A0618 
 ip ospf network point-to-point 
  
 frame-relay map ip 150.100.33.3 404 broadcast 
  
 frame-relay lmi-type ansi 
 crypto map vpn 
! 
interface Serial1 
 ip address 140.100.45.4 255.255.255.192 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 1511021F0725 
 ip ospf network point-to-point 
 clockrate 2000000 
 crypto map vpn 
router eigrp 100 
 network 14.0.0.0 
 network 192.168.34.0 
 network 192.168.46.0 
 network 192.168.48.0 
 maximum-paths 1 
 no auto-summary 
router ospf 123 
 router-id 4.4.4.4 
 log-adjacency-changes detail 
 area 0 authentication message-digest 
 area 45 authentication message-digest 
 area 45 virtual-link 5.5.5.5 authentication message-digest 
 area 45 virtual-link 5.5.5.5 message-digest-key 5 md5 7 
0822455D0A16 
 redistribute rip subnets route-map red_rip_ospf 
 network 4.4.4.4 0.0.0.0 area 0 
 network 140.100.45.0 0.0.0.63 area 45 
 network 150.100.33.0 0.0.0.7 area 0 
! 
router rip 
 version 2 
 redistribute ospf 123 metric 1 
 network 4.0.0.0 
 network 140.100.0.0 



 default-information originate 
 no auto-summary 
! 
router bgp 456 
 no synchronization 
 bgp router-id 4.4.4.4 
 bgp log-neighbor-changes 
 network 4.4.4.44 mask 255.255.255.255 
 network 140.100.47.0 mask 255.255.255.192 
 aggregate-address 209.112.0.0 255.255.0.0 summary-only 
 neighbor 140.100.45.5 remote-as 456 
 neighbor 140.100.45.5 next-hop-self 
 neighbor 140.100.47.7 remote-as 1560 
 neighbor 140.100.47.7 description R7_BB2 
 neighbor 140.100.47.7 password 7 1511021F0725 
 neighbor 140.100.47.7 remove-private-AS 
 neighbor 150.100.33.3 remote-as 1234 
 no auto-summary 
! 
ip default-gateway 150.100.3.3 
ip classless 
ip http server 
! 
access-list 44 permit 67.67.67.0 log 
access-list 44 permit 140.100.9.0 log 
access-list 111 permit ip 14.14.14.0 0.0.0.255 13.13.13.0 
0.0.0.255 
access-list 112 permit ip 14.14.14.0 0.0.0.255 16.16.16.0 
0.0.0.255 
access-list 113 permit ip 14.14.14.0 0.0.0.255 18.18.18.0 
0.0.0.255 
route-map red_rip_ospf permit 10 
 match ip address 44 
! 
! 
 
R4#sho ip route eigrp 
     16.0.0.0/32 is subnetted, 1 subnets 
D       16.16.16.16 [90/297372416] via 192.168.46.2, 01:51:53, 
Tunnel6 
     18.0.0.0/32 is subnetted, 1 subnets 
D       18.18.18.18 [90/297372416] via 192.168.48.2, 01:51:51, 
Tunnel8 
D    192.168.38.0/24 [90/310044416] via 192.168.34.1, 01:51:53, 
Tunnel3 
D    192.168.36.0/24 [90/310044416] via 192.168.46.2, 01:51:53, 
Tunnel6 



D    192.168.68.0/24 [90/310044416] via 192.168.46.2, 01:51:53, 
Tunnel6 
     13.0.0.0/32 is subnetted, 1 subnets 
D       13.13.13.13 [90/297372416] via 192.168.34.1, 01:51:53, 
Tunnel3 
r4# 
 
R4#sho crypto map 
Crypto Map "vpn" 10 ipsec-isakmp 
        Peer = 3.3.3.3 
        Extended IP access list 111 
            access-list 111 permit ip 14.14.14.0 0.0.0.255 
13.13.13.0 0.0.0.255 
        Current peer: 3.3.3.3 
        Security association lifetime: 4608000 kilobytes/3600 
seconds 
        PFS (Y/N): N 
        Transform sets={ trvpn, } 
 
Crypto Map "vpn" 20 ipsec-isakmp 
        Peer = 6.6.6.6 
        Extended IP access list 112 
            access-list 112 permit ip 14.14.14.0 0.0.0.255 
16.16.16.0 0.0.0.255 
        Current peer: 6.6.6.6 
        Security association lifetime: 4608000 kilobytes/3600 
seconds 
        PFS (Y/N): N 
        Transform sets={ trvpn, } 
 
Crypto Map "vpn" 30 ipsec-isakmp 
        Peer = 8.8.8.8 
        Extended IP access list 113 
            access-list 113 permit ip 14.14.14.0 0.0.0.255 
18.18.18.0 0.0.0.255 
        Current peer: 8.8.8.8 
        Security association lifetime: 4608000 kilobytes/3600 
seconds 
        PFS (Y/N): N 
        Transform sets={ trvpn, } 
        Interfaces using crypto map vpn: 
                Ethernet0 
                Serial0 
                Serial1 
                Tunnel3 
                Tunnel6 
                Tunnel8 



 
R4# 
 
R4#ping 
Protocol [ip]: 
Target IP address: 13.13.13.13 
Repeat count [5]: 
Datagram size [100]: 
Timeout in seconds [2]: 
Extended commands [n]: y 
Source address or interface: 14.14.14.14 
Type of service [0]: 
Set DF bit in IP header? [no]: 
Validate reply data? [no]: 
Data pattern [0xABCD]: 
Loose, Strict, Record, Timestamp, Verbose[none]: 
Sweep range of sizes [n]: 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 13.13.13.13, timeout is 2 
seconds: 
Packet sent with a source address of 14.14.14.14 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
128/136/168 ms 
 
R4#ping 
Protocol [ip]: 
Target IP address: 16.16.16.16 
Repeat count [5]: 
Datagram size [100]: 
Timeout in seconds [2]: 
Extended commands [n]: y 
Source address or interface: 14.14.14.14 
Type of service [0]: 
Set DF bit in IP header? [no]: 
Validate reply data? [no]: 
Data pattern [0xABCD]: 
Loose, Strict, Record, Timestamp, Verbose[none]: 
Sweep range of sizes [n]: 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 16.16.16.16, timeout is 2 
seconds: 
Packet sent with a source address of 14.14.14.14 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
72/72/76 ms 
 



R4#ping 
Protocol [ip]: 
Target IP address: 18.18.18.18 
Repeat count [5]: 
Datagram size [100]: 
Timeout in seconds [2]: 
Extended commands [n]: y 
Source address or interface: 14.14.14.14 
Type of service [0]: 
Set DF bit in IP header? [no]: 
Validate reply data? [no]: 
Data pattern [0xABCD]: 
Loose, Strict, Record, Timestamp, Verbose[none]: 
Sweep range of sizes [n]: 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 18.18.18.18, timeout is 2 
seconds: 
Packet sent with a source address of 14.14.14.14 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
72/76/80 ms 
 
R4#sho crypto isakmp sa 
dst             src             state           conn-id    slot 
8.8.8.8         4.4.4.4         QM_IDLE               1       0 
3.3.3.3         4.4.4.4         QM_IDLE               2       0 
6.6.6.6         4.4.4.4         QM_IDLE               4       0 
 
hostname R6 
! 
! 
! 
no ip domain-lookup 
ip dhcp excluded-address 130.100.26.6 
ip dhcp excluded-address 130.100.26.2 
! 
ip dhcp pool ccie 
   network 130.100.26.0 255.255.255.224 
   default-router 130.100.26.6 
ip audit notify nr-director 
ip audit notify log 
ip audit po max-events 180 
ip audit po remote hostid 123 orgid 6666 rmtaddress 130.100.26.8 
localaddress 130.100.26.6 port 45000 preference 1 timeou 
t 5 application director 
ip audit po local hostid 43 orgid 6666 
ip audit signature 1100 disable 



ip audit signature 2154 disable 
ip audit signature 3100 disable 
ip audit name testids info action reset 
ip audit name testids attack action reset 
ip audit name ids info action reset 
ip audit name ids attack action reset 
! 
crypto isakmp policy 1 
 hash md5  
 authentication pre-share 
 lifetime 2000 
! 
crypto isakmp key cisco address 3.3.3.3 
crypto isakmp key cisco address 8.8.8.8 
crypto isakmp key cisco address 4.4.4.4 
! 
crypto ipsec transform-set trvpn esp-des esp-sha-hmac 
 mode transport 
! 
! 
crypto map vpn 10 ipsec-isakmp 
 set peer 3.3.3.3 
 set transform-set trvpn 
 match address 111 
crypto map vpn 20 ipsec-isakmp 
 set peer 8.8.8.8 
 set transform-set trvpn 
 match address 112 
crypto map vpn 30 ipsec-isakmp 
 set peer 4.4.4.4 
 set transform-set trvpn 
 match address 113 
! 
isdn switch-type basic-ni 
! 
key chain ccie 
 key 1 
  key-string ccie 
! 
! 
interface Loopback6 
 description OSPF Loopback 
 ip address 6.6.6.6 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback16 
 description Loopback for VPN full mesh 



 ip address 16.16.16.16 255.255.255.0 
! 
interface Loopback66 
 ip address 140.100.86.1 255.255.255.224 
! 
interface Loopback666 
 description BGP Loopback 
 ip address 6.6.6.66 255.255.255.255 
! 
interface Tunnel0 
 description To R8 over PIX2 
 ip address 192.168.2.2 255.255.255.0 
ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  
 tunnel source 130.100.26.6 
 tunnel destination 130.100.26.3 
 crypto map vpn 
! 
interface Tunnel3 
 description Basic GRE Crypto to R3 
 ip address 192.168.36.2 255.255.255.0 
 tunnel source 6.6.6.6 
 tunnel destination 3.3.3.3 
 crypto map vpn 
! 
interface Tunnel4 
 description Basic GRE Crypto to R4 
 ip address 192.168.46.2 255.255.255.0 
 tunnel source 6.6.6.6 
 tunnel destination 4.4.4.4 
 crypto map vpn 
! 
interface Tunnel8 
 description Basic GRE Crypto to R8 
 ip address 192.168.68.1 255.255.255.0 
 tunnel source 6.6.6.6 
 tunnel destination 8.8.8.8 
 crypto map vpn 
! 
interface FastEthernet0/0 
 ip address 130.100.26.6 255.255.255.224 
  
 ip nat inside 
 ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
 ip inspect ccie in 



 
 standby 1 ip 130.100.26.1 
 standby 1 preempt 
 standby 1 authentication ccie 
 standby 1 track Serial0/0 
 crypto map vpn 
! 
interface BRI0/0 
 no ip address 
 encapsulation ppp 
 ip ospf cost 65000 
 dialer pool-member 1 
 isdn switch-type basic-ni 
 isdn tei-negotiation first-call 
 isdn spid1 6661 6666 
 isdn spid2 6662 6666 
  
 ppp authentication chap 
! 
interface Serial0/0 
 ip address 140.100.56.6 255.255.255.192 
 ip access-group ccie in 
 no ip redirects 
  
 ip nat outside 
 no ip route-cache same-interface 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
  
 crypto map vpn 
! 
interface Dialer1 
 ip address 172.22.85.2 255.255.255.0 
 encapsulation ppp 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf cost 65535 
 ip ospf demand-circuit 
 dialer pool 1 
 dialer idle-timeout 60 
 dialer string 8888 
 dialer hold-queue 20 
 dialer-group 1 
 no peer default ip address 
 no fair-queue 
  



 ppp callback request 
 ppp authentication chap 
 ppp chap hostname R6 
 ppp chap password 0 cisco 
router eigrp 100 
 network 16.0.0.0 
 network 192.168.36.0 
 network 192.168.46.0 
 network 192.168.68.0 
 maximum-paths 1 
 no auto-summary 
! 
router ospf 123 
 router-id 6.6.6.6 
 log-adjacency-changes detail 
 area 56 authentication message-digest 
 area 56 virtual-link 5.5.5.5 authentication message-digest 
 area 56 virtual-link 5.5.5.5 message-digest-key 5 md5 cisco 
 area 86 authentication message-digest 
 network 6.6.6.6 0.0.0.0 area 56 
 network 140.100.56.0 0.0.0.63 area 56 
 network 172.22.85.0 0.0.0.255 area 86 
  
 default-information originate always 
 distribute-list 1 out 
! 
router rip 
 version 2 
 network 130.100.0.0 
 no auto-summary 
! 
router bgp 456 
 no synchronization 
 bgp router-id 6.6.6.6 
  
 bgp log-neighbor-changes 
 network 6.6.6.66 mask 255.255.255.255 
 network 140.100.86.0 mask 255.255.255.224 
 neighbor 8.8.8.8 remote-as 65000 
 neighbor 8.8.8.8 ebgp-multihop 2 
 neighbor 8.8.8.8 update-source Loopback6 
 neighbor 140.100.56.5 remote-as 456 
 neighbor 140.100.56.5 next-hop-self 
 no auto-summary 
! 
ip nat inside source list 1 interface Serial0/0 overload 



ip nat inside source static tcp 130.100.26.10 80 140.100.56.6 80 
extendable no-alias 
ip nat inside source static tcp 130.100.26.12 21 140.100.56.6 21 
extendable no-alias 
ip nat inside source static tcp 130.100.26.12 20 140.100.56.6 20 
extendable no-alias 
ip nat inside source static tcp 130.100.26.6 23 140.100.56.6 23 
extendable no-alias 
ip classless 
ip route 192.168.1.0 255.255.255.0 130.100.26.2 
ip route 192.168.1.1 255.255.255.255 130.100.26.2 
ip http server 
! 
! 
ip access-list standard no_ospf_route 
 deny   130.100.26.0 0.0.0.255 
 permit any 
ip access-list extended time_acl 
 deny   tcp any any eq www log time-range weekdays 
 permit udp any any time-range weekends 
 permit gre any any log 
 permit ospf any any log 
 permit icmp any any log 
 permit tcp any any eq bgp log 
 permit tcp any any eq telnet log 
 permit esp any any log 
 permit ahp any any log 
 permit ip any any log 
logging 130.100.26.8 
access-list 111 permit ip 16.16.16.0 0.0.0.255 13.13.13.0 
0.0.0.255 log 
access-list 112 permit ip 16.16.16.0 0.0.0.255 18.18.18.0 
0.0.0.255 log 
access-list 113 permit ip 16.16.16.0 0.0.0.255 14.14.14.0 
0.0.0.255 log 
! 
time-range weekdays 
 periodic weekdays 8:00 to 20:00 
! 
time-range weekends 
 periodic weekend 12:00 to 20:00 
 
 
R6#sho ip route eigrp 
     18.0.0.0/32 is subnetted, 1 subnets 
D       18.18.18.18 [90/297372416] via 192.168.68.2, 01:58:27, 
Tunnel8 



D    192.168.38.0/24 [90/310044416] via 192.168.36.1, 01:58:27, 
Tunnel3 
D    192.168.34.0/24 [90/310044416] via 192.168.46.1, 01:58:26, 
Tunnel4 
     13.0.0.0/32 is subnetted, 1 subnets 
D       13.13.13.13 [90/297372416] via 192.168.36.1, 01:58:26, 
Tunnel3 
     14.0.0.0/32 is subnetted, 1 subnets 
D       14.14.14.14 [90/297372416] via 192.168.46.1, 01:58:26, 
Tunnel4 
D    192.168.48.0/24 [90/310044416] via 192.168.46.1, 01:58:27, 
Tunnel4 
 
 
R6# sho crypto map 
Crypto Map "vpn" 10 ipsec-isakmp 
        Peer = 3.3.3.3 
        Extended IP access list 111 
            access-list 111 permit ip 16.16.16.0 0.0.0.255 
13.13.13.0 0.0.0.255 
        Current peer: 3.3.3.3 
        Security association lifetime: 4608000 kilobytes/3600 
seconds 
        PFS (Y/N): N 
        Transform sets={ trvpn, } 
 
Crypto Map "vpn" 20 ipsec-isakmp 
        Peer = 8.8.8.8 
        Extended IP access list 112 
            access-list 112 permit ip 16.16.16.0 0.0.0.255 
18.18.18.0 0.0.0.255 
        Current peer: 8.8.8.8 
        Security association lifetime: 4608000 kilobytes/3600 
seconds 
        PFS (Y/N): N 
        Transform sets={ trvpn, } 
 
Crypto Map "vpn" 30 ipsec-isakmp 
        Peer = 4.4.4.4 
        Extended IP access list 113 
            access-list 113 permit ip 16.16.16.0 0.0.0.255 
14.14.14.0 0.0.0.255 
        Current peer: 4.4.4.4 
        Security association lifetime: 4608000 kilobytes/3600 
seconds 
        PFS (Y/N): N 
        Transform sets={ trvpn, } 



        Interfaces using crypto map vpn: 
                FastEthernet0/0 
                Serial0/0 
                Tunnel0 
                Tunnel3 
                Tunnel4 
                Tunnel8 
 
 
R6#ping 
Protocol [ip]: 
Target IP address: 13.13.13.13 
Repeat count [5]: 
Datagram size [100]: 
Timeout in seconds [2]: 
Extended commands [n]: y 
Source address or interface: 16.16.16.16 
Type of service [0]: 
Set DF bit in IP header? [no]: 
Validate reply data? [no]: 
Data pattern [0xABCD]: 
Loose, Strict, Record, Timestamp, Verbose[none]: 
Sweep range of sizes [n]: 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 13.13.13.13, timeout is 2 
seconds: 
Packet sent with a source address of 16.16.16.16 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
164/168/172 ms 
 
 
 
R6#ping 
Protocol [ip]: 
Target IP address: 14.14.14.14 
Repeat count [5]: 
Datagram size [100]: 
Timeout in seconds [2]: 
Extended commands [n]: y 
Source address or interface: 16.16.16.16 
Type of service [0]: 
Set DF bit in IP header? [no]: 
Validate reply data? [no]: 
Data pattern [0xABCD]: 
Loose, Strict, Record, Timestamp, Verbose[none]: 
Sweep range of sizes [n]: 



Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 14.14.14.14, timeout is 2 
seconds: 
Packet sent with a source address of 16.16.16.16 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
72/74/80 ms 
 
R6#ping 
Protocol [ip]: 
Target IP address: 18.18.18.18 
Repeat count [5]: 
Datagram size [100]: 
Timeout in seconds [2]: 
Extended commands [n]: y 
Source address or interface: 16.16.16.16 
Type of service [0]: 
Set DF bit in IP header? [no]: 
Validate reply data? [no]: 
Data pattern [0xABCD]: 
Loose, Strict, Record, Timestamp, Verbose[none]: 
Sweep range of sizes [n]: 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 18.18.18.18, timeout is 2 
seconds: 
Packet sent with a source address of 16.16.16.16 
 
Mar 11 15:50:41.508: %SEC-6-IPACCESSLOGDP: list 111 permitted 
icmp 16.16.16.16 -> 18.18.18.18 (8/0), 1 packet.!!!! 
Success rate is 80 percent (4/5), round-trip min/avg/max = 
12/13/16 ms 
 
R6#sho crypto isakmp sa 
dst             src             state           conn-id    slot 
6.6.6.6         3.3.3.3         QM_IDLE               2       0 
6.6.6.6         8.8.8.8         QM_IDLE               1       0 
6.6.6.6         4.4.4.4         QM_IDLE               3       0 
 
 
hostname R8 
! 
logging queue-limit 100 
enable password 7 05080F1C2243 
! 
username R6 password 7 01100F175804 
username R8 password 7 13061E010803 
username cisco privilege 15 password 7 02050D480809 



clock timezone PST -8 
clock summer-time PDT recurring 
! 
! 
! 
! 
! 
crypto isakmp policy 1 
 hash md5 
 authentication pre-share 
 lifetime 2000 
crypto isakmp key cisco address 3.3.3.3 
crypto isakmp key cisco address 4.4.4.4 
crypto isakmp key cisco address 6.6.6.6 
! 
! 
crypto ipsec transform-set trvpn esp-des esp-sha-hmac 
 mode transport 
! 
crypto map vpn 10 ipsec-isakmp 
 set peer 6.6.6.6 
 set transform-set trvpn 
 match address 111 
crypto map vpn 20 ipsec-isakmp 
 set peer 4.4.4.4 
 set transform-set trvpn 
 match address 112 
crypto map vpn 30 ipsec-isakmp 
 set peer 3.3.3.3 
 set transform-set trvpn 
 match address 113 
! 
isdn switch-type basic-ni 
! 
! 
key chain ccie 
 key 1 
  key-string ccie 
! 
! 
interface Loopback8 
 description OSPF Loopback 
 ip address 8.8.8.8 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback18 
 description Loopback for VPN full mesh 



 ip address 18.18.18.18 255.255.255.0 
! 
interface Loopback88 
 description BGP Loopback 
 ip address 8.8.8.88 255.255.255.255 
 
! 
interface Tunnel1 
 description GRE Tunnel to R6 
 ip address 192.168.2.1 255.255.255.0 
 ip broadcast-address 192.168.2.255 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 045802150C2E 
 tunnel source 192.168.1.1 
 tunnel destination 130.100.26.6 
 crypto map vpn 
! 
interface Tunnel3 
 description Basic GRE Crypto to R3 
 ip address 192.168.38.2 255.255.255.0 
 tunnel source 8.8.8.8 
 tunnel destination 3.3.3.3 
 crypto map vpn 
! 
interface Tunnel4 
 description Basic GRE Crypto to R4 
 ip address 192.168.48.2 255.255.255.0 
 tunnel source 8.8.8.8 
 tunnel destination 4.4.4.4 
 crypto map vpn 
! 
interface Tunnel6 
 description Basic GRE Crypto to R6 
 ip address 192.168.68.2 255.255.255.0 
 tunnel source 8.8.8.8 
 tunnel destination 6.6.6.6 
 crypto map vpn 
! 
interface FastEthernet0/0 
 description NAT to Internet 
 ip address dhcp 
 ip nat outside 
 
! 
interface BRI0/0 
 no ip address 
 encapsulation ppp 



 ip ospf cost 100 
 dialer rotary-group 10 
 dialer-group 1 
 isdn switch-type basic-ni 
 isdn spid1 8881 8888 
 isdn spid2 8882 8888 
  
 ppp authentication chap 
! 
! 
interface FastEthernet0/1 
 ip address 192.168.1.1 255.255.255.0 
 ip nat inside 
 
! 
interface Dialer10 
 ip address 172.22.85.1 255.255.255.0 
 encapsulation ppp 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 7 0822455D0A16 
 ip ospf cost 65535 
 dialer in-band 
 dialer idle-timeout 45 
 dialer enable-timeout 5 
 dialer hold-queue 20 
 dialer aaa 
 dialer-group 1 
 no peer default ip address 
  
 ppp callback accept 
 ppp authentication chap callin 
! 
router eigrp 100 
network 192.168.38.0 
 network 192.168.48.0 
 network 192.168.68.0 
 maximum-paths 1 
 no auto-summary 
! 
router ospf 123 
 router-id 8.8.8.8 
 log-adjacency-changes detail 
 area 86 authentication message-digest 
 network 8.8.8.8 0.0.0.0 area 86 
 network 172.22.85.0 0.0.0.255 area 86 
  
 default-information originate always 



 distribute-list 10 in 
! 
router rip 
 version 1 
 network 192.168.1.0 
no auto-summary 
! 
router bgp 65000 
 no synchronization 
 bgp router-id 8.8.8.8 
 bgp log-neighbor-changes 
 network 8.8.8.88 mask 255.255.255.255 
 redistribute connected route-map loop 
 neighbor 6.6.6.6 remote-as 456 
 neighbor 6.6.6.6 ebgp-multihop 2 
 neighbor 6.6.6.6 update-source Loopback8 
 no auto-summary 
! 
ip tacacs source-interface Loopback8 
! 
! 
! 
! 
access-list 111 permit ip 18.18.18.0 0.0.0.255 16.16.16.0 
0.0.0.255 log 
access-list 112 permit ip 18.18.18.0 0.0.0.255 14.14.14.0 
0.0.0.255 log 
access-list 113 permit ip 18.18.18.0 0.0.0.255 13.13.13.0 
0.0.0.255 log 
dialer-list 1 protocol ip permit 
! 
! 
tacacs-server host 192.168.1.7 
tacacs-server directed-request 
tacacs-server key cisco6727 
! 
line vty 0 4 
transport input telnet ssh 
line vty 5 15 
 privilege level 15 
! 
ntp authentication-key 6727 md5 104D000A0618 7 
ntp authenticate 
ntp trusted-key 6727 
ntp clock-period 17180064 
ntp master 
ntp peer 192.168.1.222 key 6727 



 
 
R8#sho ip route eigrp 
D    192.168.46.0/24 [90/310044416] via 192.168.48.1, 03:01:48, 
Tunnel4 
     16.0.0.0/32 is subnetted, 1 subnets 
D       16.16.16.16 [90/297372416] via 192.168.68.1, 03:01:48, 
Tunnel6 
D    192.168.36.0/24 [90/310044416] via 192.168.38.1, 03:01:48, 
Tunnel3 
D    192.168.34.0/24 [90/310044416] via 192.168.38.1, 03:01:48, 
Tunnel3 
     13.0.0.0/32 is subnetted, 1 subnets 
D       13.13.13.13 [90/297372416] via 192.168.38.1, 03:01:48, 
Tunnel3 
     14.0.0.0/32 is subnetted, 1 subnets 
D       14.14.14.14 [90/297372416] via 192.168.48.1, 03:01:48, 
Tunnel4 
 
R8#sho crypto map 
Crypto Map "vpn" 10 ipsec-isakmp 
        Peer = 6.6.6.6 
        Extended IP access list 111 
            access-list 111 permit ip 18.18.18.0 0.0.0.255 
16.16.16.0 0.0.0.255 
        Current peer: 6.6.6.6 
        Security association lifetime: 4608000 kilobytes/3600 
seconds 
        PFS (Y/N): N 
        Transform sets={ 
                trvpn, 
        } 
 
Crypto Map "vpn" 20 ipsec-isakmp 
        Peer = 4.4.4.4 
        Extended IP access list 112 
            access-list 112 permit ip 18.18.18.0 0.0.0.255 
14.14.14.0 0.0.0.255 
        Current peer: 4.4.4.4 
        Security association lifetime: 4608000 kilobytes/3600 
seconds 
        PFS (Y/N): N 
        Transform sets={ 
                trvpn, 
        } 
 
Crypto Map "vpn" 30 ipsec-isakmp 



        Peer = 3.3.3.3 
        Extended IP access list 113 
            access-list 113 permit ip 18.18.18.0 0.0.0.255 
13.13.13.0 0.0.0.255 
        Current peer: 3.3.3.3 
        Security association lifetime: 4608000 kilobytes/3600 
seconds 
        PFS (Y/N): N 
        Transform sets={ 
                trvpn, 
        } 
        Interfaces using crypto map vpn: 
                Tunnel1 
                Tunnel3 
                Tunnel4 
                Tunnel6 
 
R8#ping 
Protocol [ip]: 
Target IP address: 13.13.13.13 
Repeat count [5]: 
Datagram size [100]: 
Timeout in seconds [2]: 
Extended commands [n]: y 
Source address or interface: 18.18.18.18 
Type of service [0]: 
Set DF bit in IP header? [no]: 
Validate reply data? [no]: 
Data pattern [0xABCD]: 
Loose, Strict, Record, Timestamp, Verbose[none]: 
Sweep range of sizes [n]: 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 13.13.13.13, timeout is 2 
seconds: 
Packet sent with a source address of 18.18.18.18 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
168/168/172 ms 
 
R8#ping 
Protocol [ip]: 
Target IP address: 14.14.14.14 
Repeat count [5]: 
Datagram size [100]: 
Timeout in seconds [2]: 
Extended commands [n]: y 
Source address or interface: 18.18.18.18 



Type of service [0]: 
Set DF bit in IP header? [no]: 
Validate reply data? [no]: 
Data pattern [0xABCD]: 
Loose, Strict, Record, Timestamp, Verbose[none]: 
Sweep range of sizes [n]: 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 14.14.14.14, timeout is 2 
seconds: 
Packet sent with a source address of 18.18.18.18 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
76/100/192 ms 
 
R8#ping 
Protocol [ip]: 
Target IP address: 16.16.16.16 
Repeat count [5]: 
Datagram size [100]: 
Timeout in seconds [2]: 
Extended commands [n]: y 
Source address or interface: 18.18.18.18 
Type of service [0]: 
Set DF bit in IP header? [no]: 
Validate reply data? [no]: 
Data pattern [0xABCD]: 
Loose, Strict, Record, Timestamp, Verbose[none]: 
Sweep range of sizes [n]: 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 16.16.16.16, timeout is 2 
seconds: 
Packet sent with a source address of 18.18.18.18 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
12/14/16 ms 
 
R8#sho crypto isakmp sa 
dst             src             state           conn-id    slot 
3.3.3.3         8.8.8.8         QM_IDLE               2       0 
4.4.4.4         8.8.8.8         QM_IDLE               4       0 
6.6.6.6         8.8.8.8         QM_IDLE               3       0 
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PIX2(config)# sho run 
: Saved 
: 
PIX Version 6.2(2) 
interface ethernet0 auto 
interface ethernet1 auto 



nameif ethernet0 outside security0 
nameif ethernet1 inside security100 
enable password 2KFQnbNIdI.2KYOU encrypted 
passwd 2KFQnbNIdI.2KYOU encrypted 
hostname PIX2 
fixup protocol ftp 21 
access-list inside_outbound_nat0_acl permit ip 192.168.1.0 
255.255.255.0 10.1.1.0 255.255.255.0 
access-list outside_cryptomap_20 permit ip 192.168.1.0 
255.255.255.0 10.1.1.0 255.255.255.0 
ip address outside 130.100.26.2 255.255.255.224 
ip address inside 192.168.1.222 255.255.255.0 
 
nat (inside) 0 access-list inside_outbound_nat0_acl 
access-group outside_access_in in interface outside 
route outside 0.0.0.0 0.0.0.0 130.100.26.6 1 
route inside 192.168.0.0 255.255.0.0 192.168.1.1 1 
sysopt connection permit-ipsec 
service resetinbound 
crypto ipsec transform-set ESP-DES-MD5 esp-des esp-md5-hmac 
crypto map outside_map 20 ipsec-isakmp 
crypto map outside_map 20 match address outside_cryptomap_20 
crypto map outside_map 20 set peer 130.100.1.1 
crypto map outside_map 20 set transform-set ESP-DES-MD5 
crypto map outside_map interface outside 
isakmp enable outside 
isakmp key ******** address 130.100.1.1 netmask 255.255.255.255 
no-xauth no-config-mode 
isakmp identity address 
isakmp policy 20 authentication pre-share 
isakmp policy 20 encryption des 
isakmp policy 20 hash md5 
isakmp policy 20 group 1 
isakmp policy 20 lifetime 86400 
 
 
PIX2(config)# debug crypto ipsec 
PIX2(config)# debug crypto isakmp 
PIX2(config)# debug crypto engine 
 
 
 
 
ISAKMP (0): beginning Main Mode exchange 
 
crypto_isakmp_process_block:src:130.100.1.1, dest:130.100.26.2 
spt:500 dpt:500 



OAK_MM exchange 
ISAKMP (0): processing SA payload. message ID = 0 
ISAKMP (0): Checking ISAKMP transform 1 against priority 20 
policy 
ISAKMP:      encryption DES-CBC 
ISAKMP:      hash MD5 
ISAKMP:      default group 1 
ISAKMP:      auth pre-share 
ISAKMP:      life type in seconds 
ISAKMP:      life duration (VPI) of  0x0 0x1 0x51 0x80 
ISAKMP (0): atts are acceptable. Next payload is 0 
ISAKMP (0): SA is doing pre-shared key authentication using id 
type ID_IPV4_ADDR 
return status is IKMP_NO_ERROR 
crypto_isakmp_process_block:src:130.100.1.1, dest:130.100.26.2 
spt:500 dpt:500 
OAK_MM exchange 
ISAKMP (0): processing KE payload. message ID = 0 
 
ISAKMP (0): processing NONCE payload. message ID = 0 
 
ISAKMP (0): processing vendor id payload 
 
ISAKMP (0): processing vendor id payload 
 
ISAKMP (0): remote peer supports dead peer detection 
 
ISAKMP (0): processing vendor id payload 
 
ISAKMP (0): speaking to another IOS box! 
 
ISAKMP (0): ID payload 
        next-payload : 8 
        type         : 1 
        protocol     : 17 
        port         : 500 
        length       : 8 
ISAKMP (0): Total payload length: 12 
return status is IKMP_NO_ERROR 
crypto_isakmp_process_block:src:130.100.1.1, dest:130.100.26.2 
spt:500 dpt:500 
OAK_MM exchange 
ISAKMP (0): processing ID payload. message ID = 0 
ISAKMP (0): processing HASH payload. message ID = 0 
ISAKMP (0): SA has been authenticated 
 



ISAKMP (0): beginning Quick Mode exchange, M-ID of 
100359867:5fb5ebbIPSEC(key_engine): got a queue event... 
IPSEC(spi_response): getting spi 0x48958e19(1217760793) for SA 
        from     130.100.1.1 to    130.100.26.2 for prot 3 
 
return status is IKMP_NO_ERROR 
ISAKMP (0): sending INITIAL_CONTACT notify 
ISAKMP (0): sending NOTIFY message 24578 protocol 1 
VPN Peer: ISAKMP: Added new peer: ip:130.100.1.1/500 Total VPN 
Peers:1 
VPN Peer: ISAKMP: Peer ip:130.100.1.1/500 Ref cnt incremented 
to:1 Total VPN Peers:1 
crypto_isakmp_process_block:src:130.100.1.1, dest:130.100.26.2 
spt:500 dpt:500 
crypto_isakmp_process_block:src:130.100.1.1, dest:130.100.26.2 
spt:500 dpt:500 
OAK_QM exchange 
oakley_process_quick_mode: 
OAK_QM_IDLE 
ISAKMP (0): processing SA payload. message ID = 100359867 
 
ISAKMP : Checking IPSec proposal 1 
 
ISAKMP: transform 1, ESP_DES 
ISAKMP:   attributes in transform: 
ISAKMP:      encaps is 1 
ISAKMP:      SA life type in seconds 
ISAKMP:      SA life duration (basic) of 28800 
ISAKMP:      SA life type in kilobytes 
ISAKMP:      SA life duration (VPI) of  0x0 0x46 0x50 0x0 
ISAKMP:      authenticator is HMAC-MD5 
ISAKMP (0): atts are 
acceptable.IPSEC(validate_proposal_request): proposal part #1, 
  (key eng. msg.) dest= 130.100.1.1, src= 130.100.26.2, 
    dest_proxy= 10.1.1.0/255.255.255.0/0/0 (type=4), 
    src_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4), 
    protocol= ESP, transform= esp-des esp-md5-hmac , 
    lifedur= 0s and 0kb, 
    spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 
 
ISAKMP (0): processing NONCE payload. message ID = 100359867 
 
ISAKMP (0): processing ID payload. message ID = 100359867 
ISAKMP (0): processing ID payload. message ID = 
100359867map_alloc_entry: allocating entry 1 
map_alloc_entry: allocating entry 2 
 



ISAKMP (0): Creating IPSec SAs 
        inbound SA from     130.100.1.1 to    130.100.26.2 
(proxy        10.1.1.0 to     192.168.1.0) 
        has spi 1217760793 and conn_id 1 and flags 4 
        lifetime of 28800 seconds 
        lifetime of 4608000 kilobytes 
        outbound SA from    130.100.26.2 to     130.100.1.1 
(proxy     192.168.1.0 to        10.1.1.0) 
        has spi 342191396 and conn_id 2 and flags 4 
        lifetime of 28800 seconds 
        lifetime of 4608000 kilobytesIPSEC(key_engine): got a 
queue event... 
IPSEC(initialize_sas): , 
  (key eng. msg.) dest= 130.100.26.2, src= 130.100.1.1, 
    dest_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4), 
    src_proxy= 10.1.1.0/255.255.255.0/0/0 (type=4), 
    protocol= ESP, transform= esp-des esp-md5-hmac , 
    lifedur= 28800s and 4608000kb, 
    spi= 0x48958e19(1217760793), conn_id= 1, keysize= 0, flags= 
0x4 
IPSEC(initialize_sas): , 
  (key eng. msg.) src= 130.100.26.2, dest= 130.100.1.1, 
    src_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4), 
    dest_proxy= 10.1.1.0/255.255.255.0/0/0 (type=4), 
    protocol= ESP, transform= esp-des esp-md5-hmac , 
    lifedur= 28800s and 4608000kb, 
    spi= 0x14656d24(342191396), conn_id= 2, keysize= 0, flags= 
0x4 
 
VPN Peer: IPSEC: Peer ip:130.100.1.1/500 Ref cnt incremented 
to:2 Total VPN Peers:1 
VPN Peer: IPSEC: Peer ip:130.100.1.1/500 Ref cnt incremented 
to:3 Total VPN Peers:1 
return status is IKMP_NO_ERROR 
crypto_isakmp_process_block:src:130.100.1.1, dest:130.100.26.2 
spt:500 dpt:500 
 
PIX2(config)# sho crypto isa sa 
Total     : 1 
Embryonic : 0 
        dst               src        state     pending     
created 
     130.100.1.1     130.100.26.2    QM_IDLE         0           
1 
 
PIX2(config)# sho crypto ipsec sa 
 



 
interface: outside 
    Crypto map tag: outside_map, local addr. 130.100.26.2 
 
   local  ident (addr/mask/prot/port): 
(192.168.1.0/255.255.255.0/0/0) 
   remote ident (addr/mask/prot/port): 
(10.1.1.0/255.255.255.0/0/0) 
   current_peer: 130.100.1.1:500 
     PERMIT, flags={origin_is_acl,} 
    #pkts encaps: 3, #pkts encrypt: 3, #pkts digest 3 
    #pkts decaps: 3, #pkts decrypt: 3, #pkts verify 3 
    #pkts compressed: 0, #pkts decompressed: 0 
    #pkts not compressed: 0, #pkts compr. failed: 0, #pkts 
decompress failed: 0 
    #send errors 1, #recv errors 0 
 
     local crypto endpt.: 130.100.26.2, remote crypto endpt.: 
130.100.1.1 
     path mtu 1500, ipsec overhead 56, media mtu 1500 
     current outbound spi: 14656d24 
 
     inbound esp sas: 
      spi: 0x48958e19(1217760793) 
        transform: esp-des esp-md5-hmac , 
        in use settings ={Tunnel, } 
        slot: 0, conn id: 1, crypto map: outside_map 
        sa timing: remaining key lifetime (k/sec): 
(4607999/28579) 
        IV size: 8 bytes 
        replay detection support: Y 
 
 
     inbound ah sas: 
 
 
     inbound pcp sas: 
 
 
     outbound esp sas: 
      spi: 0x14656d24(342191396) 
        transform: esp-des esp-md5-hmac , 
        in use settings ={Tunnel, } 
        slot: 0, conn id: 2, crypto map: outside_map 
        sa timing: remaining key lifetime (k/sec): 
(4607999/28579) 
        IV size: 8 bytes 



        replay detection support: Y 
 
 
     outbound ah sas: 
 
 
     outbound pcp sas: 
 
 
 
 
PIX2(config)# sho crypto ma 
 
Crypto Map: "outside_map" interfaces: { outside } 
 
Crypto Map "outside_map" 20 ipsec-isakmp 
        Peer = 130.100.1.1 
        access-list outside_cryptomap_20 turbo-configured; 1 
elements 
        access-list outside_cryptomap_20 line 1 permit ip 
192.168.1.0 255.255.255.0 10.1.1.0 255.255.255.0 (hitcnt=6) 
        Current peer: 130.100.1.1 
        Security association lifetime: 4608000 kilobytes/28800 
seconds 
        PFS (Y/N): N 
        Transform sets={ ESP-DES-MD5, } 
PIX2(config)# 
 
PIX1# sho run 
: Saved 
: 
PIX Version 6.2(2) 
nameif ethernet0 outside security0 
nameif ethernet1 inside security100 
hostname PIX1 
access-list inside_outbound_nat0_acl permit ip 10.1.1.0 
255.255.255.0 192.168.1.0 255.255.255.0 
access-list outside_cryptomap_20 permit ip 10.1.1.0 
255.255.255.0 192.168.1.0 255.255.255.0 
interface ethernet0 auto 
interface ethernet1 auto 
ip address outside 130.100.1.1 255.255.255.0 
ip address inside 10.1.1.1 255.255.255.0 
nat (inside) 0 access-list inside_outbound_nat0_acl 
route outside 0.0.0.0 0.0.0.0 130.100.1.3 1 
route inside 9.9.9.0 255.255.255.0 10.1.1.9 1 
sysopt connection permit-ipsec 



no sysopt route dnat 
crypto ipsec transform-set ESP-DES-MD5 esp-des esp-md5-hmac 
crypto map outside_map 20 ipsec-isakmp 
crypto map outside_map 20 match address outside_cryptomap_20 
crypto map outside_map 20 set peer 130.100.26.2 
crypto map outside_map 20 set transform-set ESP-DES-MD5 
crypto map outside_map interface outside 
isakmp enable outside 
isakmp key ******** address 130.100.26.2 netmask 255.255.255.255 
no-xauth no-config-mode 
isakmp identity address 
isakmp policy 20 authentication pre-share 
isakmp policy 20 encryption des 
isakmp policy 20 hash md5 
isakmp policy 20 group 1 
isakmp policy 20 lifetime 86400 
 
PIX1#sho crypto isa sa 
Total     : 1 
Embryonic : 0 
        dst             src          state       pending    
created 
     130.100.1.1     130.100.26.2    QM_IDLE         0           
1 
PIX1# 
 
PIX1#sho crypto ipsec sa 
interface: outside 
    Crypto map tag: outside_map, local addr. 130.100.1.1 
 
   local  ident (addr/mask/prot/port): 
(10.1.1.0/255.255.255.0/0/0) 
   remote ident (addr/mask/prot/port): 
(192.168.1.0/255.255.255.0/0/0) 
   current_peer: 130.100.26.2 
     PERMIT, flags={origin_is_acl,} 
    #pkts encaps: 10, #pkts encrypt: 10, #pkts digest 10 
    #pkts decaps: 10, #pkts decrypt: 10, #pkts verify 10 
    #pkts compressed: 0, #pkts decompressed: 0 
    #pkts not compressed: 0, #pkts compr. failed: 0, #pkts 
decompress failed: 0 
    #send errors 0, #recv errors 0 
 
     local crypto endpt.: 130.100.1.1, remote crypto endpt.: 
130.100.26.2 
     path mtu 1500, ipsec overhead 56, media mtu 1500 
     current outbound spi: 48958e19 



 
     inbound esp sas: 
      spi: 0x14656d24(342191396) 
        transform: esp-des esp-md5-hmac , 
        in use settings ={Tunnel, } 
        slot: 0, conn id: 2, crypto map: outside_map 
        sa timing: remaining key lifetime (k/sec): 
(4607999/28300) 
        IV size: 8 bytes 
        replay detection support: Y 
 
 
     inbound ah sas: 
     inbound pcp sas: 
 
     outbound esp sas: 
      spi: 0x48958e19(1217760793) 
        transform: esp-des esp-md5-hmac , 
        in use settings ={Tunnel, } 
        slot: 0, conn id: 1, crypto map: outside_map 
        sa timing: remaining key lifetime (k/sec): 
(4607999/28300) 
        IV size: 8 bytes 
        replay detection support: Y 
 
 
     outbound ah sas: 
     outbound pcp sas: 
 
 
 
PIX1# sho crypto map 
 
Crypto Map: "outside_map" interfaces: { outside } 
 
Crypto Map "outside_map" 20 ipsec-isakmp 
        Peer = 130.100.26.2 
        access-list outside_cryptomap_20; 1 elements 
        access-list outside_cryptomap_20 permit ip 10.1.1.0 
255.255.255.0 192.168.1.0 255.255.255.0 (hitcnt=14) 
        Current peer: 130.100.26.2 
        Security association lifetime: 4608000 kilobytes/28800 
seconds 
        PFS (Y/N): N 
        Transform sets={ ESP-DES-MD5, } 
PIX1# 
 



R8#ping 10.1.1.9 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.9, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
132/132/136 ms 
 
 

 

Section 22: IPSec VPN with CA (17 Minutes) 
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Install cepsetup.exe from CD 

       
Note: Make sure to uncheck SCEP Challenge Phrase 

 
 
 
PIX2 
 
domain-name cisco.com 
clock set 08:11:00 1 april 2003 
clock timezone GMT 
ntp authentication-key 6727 md5 ******** 



ntp authenticate 
ntp trusted-key 6727 
ntp server 192.168.1.1 key 6727 source inside prefer 
 
 
ca generate rsa key 512 
ca identity caserver 192.168.1.7:/certsrv/mscep/mscep.dll 
ca configure caserver ra 20 1 crloptional 
ca authen caserver 
ca enroll caserver cisco 
 
sho ca mypubkey rsa 
% Key pair was generated at: 03:39:37 UTC Apr 2 2003 
Key name: PIX2.cisco.com 
 Usage: General Purpose Key 
 Key Data: 
  307c300d 06092a86 4886f70d 01010105 00036b00 30680261 00910de3 
3c9382a6 
  49bb9beb a56ce6e1 1a016fac 73f32e58 de676b61 ff7ea679 625e37f8 
38a7ff81 
  38f79eae f3fba3be ff490ea1 bd7c3d04 7733f3ba 3f7320f2 66d46dbf 
6851b387 
  43bb9639 f4c22284 8555eff0 b905b716 285d44d0 bcc44b4d e3020301 0001 
 
PIX2(config)# sho clock 
03:46:32.112 UTC Wed Apr 2 2003 
 
PIX2(config)# sho ca certificate 
CA Certificate 
  Status: Available 
  Certificate Serial Number: 528fe682a3fb53bd4ec07eaa0d059380 
  Key Usage: Signature 
    CN = CA Server 
    OU = AES IP Core 
    O = "Cisco Systems 
    Inc" 
    L = San Jose 
    ST = CA 
    C = US 
    EA =<16> ccie4460@hotmail.com 
  Validity Date: 
    start date: 23:12:01 UTC Mar 31 2003 
    end   date: 23:20:53 UTC Mar 31 2005 
 
RA Signature Certificate 
  Status: Available 



  Certificate Serial Number: 6115cee9000000000002 
  Key Usage: Signature 
    CN = DB 
    OU = dB 
    O = DB 
    L = db 
    ST = WI 
    C = US 
    EA =<16> DB 
  Validity Date: 
    start date: 23:46:53 UTC Mar 31 2003 
    end   date: 23:56:53 UTC Mar 31 2004 
 
RA KeyEncipher Certificate 
  Status: Available 
  Certificate Serial Number: 6115cfe3000000000003 
  Key Usage: Encryption 
    CN = DB 
    OU = dB 
    O = DB 
    L = db 
    ST = WI 
    C = US 
    EA =<16> DB 
  Validity Date: 
    start date: 23:46:53 UTC Mar 31 2003 
    end   date: 23:56:53 UTC Mar 31 2004 
 
Certificate 
  Subject Name 
    Name: PIX2.cisco.com 
  Status: Pending 
  Key Usage: General Purpose 
    Fingerprint:  00000000 00000000 00000000 00000000 
 
PIX2(config)#     Fingerprint:  58c9eff9 d5885b15 47f90327 d7cb9815 
 
The certificate has been granted by CA! 
 
ca save all 
write memory 
 
 
 
R5 
 
clock timezone PST -8 



clock summer-time PDT recurring 
! 
ntp authentication-key 1 md5 110A1A0C12 7 
ntp authentication-key 6727 md5 03550B5F225F711C6F594F544F 7 
ntp authenticate 
ntp trusted-key 6727 
ntp clock-period 17180064 
ntp master 
ntp peer 130.100.26.3 key 6727 
 
R5R5#     sho clock 
20:49:20.619 PST Tue Apr 1 2003 
 

Note: Make sure time is insync with the CA Server 
 
R5(config)#ip domain-name cisco.com 
R5(config)#crypto key generate rsa 
The name for the keys will be: R5.cisco 
Choose the size of the key modulus in the range of 360 to 2048 for your 
  General Purpose Keys. Choosing a key modulus greater than 512 may 
take 
  a few minutes. 
 
How many bits in the modulus [512]: 
Generating RSA keys ... 
[OK] 
00:45:12: %SSH-5-ENABLED: SSH 1.5 has been enabled 
 
R5(ca-identity)#crypto ca identity caserver 
R5(ca-identity)# enrollment mode ra 
R5(ca-identity)#enrollment url 
http://130.100.26.7:80/certsrv/mscep/mscep.dll 
R5(ca-identity)#crl optional 
 
Configure PIX2 to allow NTP and CA auth: 
PIX2 
ip address outside 130.100.26.2 255.255.255.224 
ip address inside 192.168.1.222 255.255.255.0 
access-list outside_access_in permit tcp any host 130.100.26.7 eq www 
access-list outside_access_in permit udp any host 130.100.26.3 eq ntp 
global (outside) 10 interface 
nat (inside) 10 0.0.0.0 0.0.0.0 0 0 
static (inside,outside) 130.100.26.7 192.168.1.7 netmask  
255.255.255.255 0 0 
static (inside,outside) 130.100.26.3 192.168.1.1 netmask 
255.255.255.255 0 0  
access-group outside_access_in in interface outside 



 
From R5 to verify port 80’ 
 
telnet 130.100.26.7 80 <- test port 80 
 
 HTTP/1.1 200 OK 
Server: Microsoft-IIS/5.0 
Date: Wed, 02 Apr 2003 06:22:32 GMT 
Content-Length: 3167 
 
clock timezone PST -8 
clock summer-time PDT recurring 
! 
ntp authentication-key 6727 md5 03550B5F225F711C6F594F544F 7 
ntp authenticate 
ntp trusted-key 6727 
ntp clock-period 17180064 
ntp master 
ntp peer 130.100.26.3 key 6727 
! 
R5#sho clock 
20:49:20.619 PST Tue Apr 1 2003 
 
 
R5(config)#crypto ca authen caserver 
Certificate has the following attributes: 
Fingerprint: 5DD1A888 6F2BA9DA 9FF73BB7 CEC4499A 
% Do you accept this certificate? [yes/no]:yes 
 
R5(config)#crypto ca enroll caserver 
% 
% Start certificate enrollment .. 
% Create a challenge password. You will need to verbally provide this 
   password to the CA Administrator in order to revoke your 
certificate. 
   For security reasons your password will not be saved in the 
configuration. 
   Please make a note of it. 
 
Password:cisco 
Re-enter password:cisco 
 
% The subject name in the certificate will be: R5.cisco.com 
% Include the router serial number in the subject name? [yes/no]: yes 
% The serial number in the certificate will be: 06904020 
% Include an IP address in the subject name? [yes/no]: yes 



Interface: 
% Skipping IP address 
 
Request certificate from CA? [yes/no]: y 
% Certificate request sent to Certificate Authority 
% The certificate request fingerprint will be displayed. 
% The 'show crypto ca certificate' command will also show the 
fingerprint. 
 
 
R5#sho crypto ca certificates 
Certificate 
  Status: Available 
  Certificate Serial Number: 610FD716000000000007 
  Key Usage: General Purpose 
  Issuer: 
    CN = CA Server 
     OU = AES IP Core 
     O = "Cisco Systems 
     Inc" 
     L = San Jose 
     ST = CA 
     C = US 
     EA = ccie4460@hotmail.com 
  Subject Name Contains: 
    Name: R5.cisco.com 
    Serial Number: 06904020 
  CRL Distribution Point: 
    http://sa-xyxwjtfllkbu/CertEnroll/CA%20Server.crl 
  Validity Date: 
    start date: 22:37:58 PST Apr 1 2003 
    end   date: 22:47:58 PST Apr 1 2004 
  Associated Identity: caserver 
 
RA Signature Certificate 
  Status: Available 
  Certificate Serial Number: 6115CEE9000000000002 
  Key Usage: Signature 
  Issuer: 
    CN = CA Server 
     OU = AES IP Core 
     O = "Cisco Systems 
     Inc" 
     L = San Jose 
     ST = CA 
     C = US 
     EA = ccie4460@hotmail.com 



  Subject: 
    CN = DB 
     OU = dB 
     O = DB 
     L = db 
     ST = WI 
     C = US 
     EA = DB 
  CRL Distribution Point: 
    http://sa-xyxwjtfllkbu/CertEnroll/CA%20Server.crl 
  Validity Date: 
    start date: 15:46:53 PST Mar 31 2003 
    end   date: 15:56:53 PST Mar 31 2004 
  Associated Identity: caserver 
 
RA KeyEncipher Certificate 
  Status: Available 
  Certificate Serial Number: 6115CFE3000000000003 
  Key Usage: Encryption 
  Issuer: 
    CN = CA Server 
     OU = AES IP Core 
     O = "Cisco Systems 
     Inc" 
     L = San Jose 
     ST = CA 
     C = US 
     EA = ccie4460@hotmail.com 
  Subject: 
    CN = DB 
     OU = dB 
     O = DB 
     L = db 
     ST = WI 
     C = US 
     EA = DB 
  CRL Distribution Point: 
    http://sa-xyxwjtfllkbu/CertEnroll/CA%20Server.crl 
  Validity Date: 
    start date: 15:46:53 PST Mar 31 2003 
    end   date: 15:56:53 PST Mar 31 2004 
  Associated Identity: caserver 
 
CA Certificate 
  Status: Available 
  Certificate Serial Number: 528FE682A3FB53BD4EC07EAA0D059380 
  Key Usage: Signature 



  Issuer: 
    CN = CA Server 
     OU = AES IP Core 
     O = "Cisco Systems 
     Inc" 
     L = San Jose 
     ST = CA 
     C = US 
     EA = ccie4460@hotmail.com 
  Subject: 
    CN = CA Server 
     OU = AES IP Core 
     O = "Cisco Systems 
     Inc" 
     L = San Jose 
     ST = CA 
     C = US 
     EA = ccie4460@hotmail.com 
  CRL Distribution Point: 
    http://sa-xyxwjtfllkbu/CertEnroll/CA%20Server.crl 
  Validity Date: 
    start date: 15:12:01 PST Mar 31 2003 
    end   date: 15:20:53 PST Mar 31 2005 
  Associated Identity: caserver 
 
 
Configuration for PIX2 VPN 
 
 
access-list outside_access_in permit tcp any host 130.100.26.3 eq 
telnet 
access-list outside_access_in permit tcp any host 130.100.26.7 eq www 
access-list outside_access_in permit udp any host 130.100.26.3 eq ntp 
access-list inside_outbound_nat0_acl permit ip 192.168.1.0 
255.255.255.0 10.1.1.0 255.255.255.0 
access-list inside_outbound_nat0_acl permit ip 192.168.1.0 
255.255.255.0 15.15.15.0 255.255.255.0 
access-list outside_cryptomap_40 permit ip 192.168.1.0 255.255.255.0 
15.15.15.0 255.255.255.0 
 
global (outside) 10 interface 
nat (inside) 0 access-list inside_outbound_nat0_acl 
nat (inside) 10 0.0.0.0 0.0.0.0 0 0 
 
static (inside,outside) 130.100.26.7 192.168.1.7 netmask 
255.255.255.255 0 0 



static (inside,outside) 130.100.26.8 192.168.1.8 netmask 
255.255.255.255 0 0 
static (inside,outside) 130.100.26.3 192.168.1.1 netmask 
255.255.255.255 0 0 
 
access-group outside_access_in in interface outside 
route outside 0.0.0.0 0.0.0.0 130.100.26.6 1 
route inside 192.168.0.0 255.255.0.0 192.168.1.1 1 
 
ntp authentication-key 6727 md5 ******** 
ntp authenticate 
ntp trusted-key 6727 
ntp server 192.168.1.1 key 6727 source inside prefer 
 
crypto ipsec transform-set ESP-DES-MD5 esp-des esp-md5-hmac 
crypto map outside_map 20 ipsec-isakmp 
crypto map outside_map 20 match address outside_cryptomap_20 
crypto map outside_map 20 set peer 130.100.1.1 
crypto map outside_map 20 set transform-set ESP-DES-MD5 
 
crypto map outside_map 40 ipsec-isakmp 
crypto map outside_map 40 match address outside_cryptomap_40 
crypto map outside_map 40 set peer 140.100.56.5 
crypto map outside_map 40 set transform-set ESP-DES-MD5 
crypto map outside_map interface outside 
isakmp enable outside 
isakmp peer ip 140.100.56.5 no-xauth no-config-mode 
isakmp policy 20 authentication pre-share 
isakmp policy 20 encryption des 
isakmp policy 20 hash md5 
isakmp policy 20 group 1 
isakmp policy 20 lifetime 86400 
isakmp policy 40 authentication rsa-sig 
isakmp policy 40 encryption des 
isakmp policy 40 hash md5 
isakmp policy 40 group 1 
isakmp policy 40 lifetime 86400 
isakmp identity hostname 
ca identity caserver 192.168.1.7:/certsrv/mscep/mscep.dll 
ca configure caserver ra 20 1 crloptional 
 
 
PIX2#sho crypto map 
 
Crypto Map: "outside_map" interfaces: { outside } 
 



Crypto Map "outside_map" 20 ipsec-isakmp 
        Peer = 130.100.1.1 
        access-list outside_cryptomap_20; 1 elements 
        access-list outside_cryptomap_20 line 1 permit ip 192.168.1.0 
255.255.255.0 10.1.1.0 255.255.255.0 (hitcnt=0) 
        Current peer: 130.100.1.1 
        Security association lifetime: 4608000 kilobytes/28800 seconds 
        PFS (Y/N): N 
        Transform sets={ ESP-DES-MD5, } 
 
Crypto Map "outside_map" 40 ipsec-isakmp 
        Peer = 140.100.56.5 
        access-list outside_cryptomap_40; 1 elements 
        access-list outside_cryptomap_40 line 1 permit ip 192.168.1.0 
255.255.255.0 15.15.15.0 255.255.255.0 (hitcnt=6) 
        Current peer: 140.100.56.5 
        Security association lifetime: 4608000 kilobytes/28800 seconds 
        PFS (Y/N): N 
        Transform sets={ ESP-DES-MD5, } 
 
Crypto Map: "vpn" interfaces: { } 
 
Crypto Map "vpn" 10 ipsec-isakmp 
        No matching address list set. 
        Current peer: 0.0.0.0 
        Security association lifetime: 4608000 kilobytes/28800 seconds 
        PFS (Y/N): N 
        Transform sets={ } 
PIX2# 
 
PIX2(config)# sho debug 
debug crypto ipsec 1 
debug crypto isakmp 1 
debug crypto engine 
debug crypto ca 1 
PIX2(config)# 
 
 
 
 
 
Ping from PC on Segment 192.168.1.x 
 
C:\Documents and Settings\Admin>ping 15.15.15.15 
 
Pinging 15.15.15.15 with 32 bytes of data: 
 



Request timed out. 
Request timed out. 
Reply from 15.15.15.15: bytes=32 time=205ms TTL=255 
Reply from 15.15.15.15: bytes=32 time=99ms TTL=255 
 
Ping statistics for 15.15.15.15: 
    Packets: Sent = 4, Received = 2, Lost = 2 (50% loss), 
Approximate round trip times in milli-seconds: 
    Minimum = 99ms, Maximum = 205ms, Average = 152ms 
 
 
ISAKMP (0): beginning Main Mode exchange 
 
crypto_isakmp_process_block:src:140.100.56.5, dest:130.100.26.2 spt:500 
dpt:500 
OAK_MM exchange 
ISAKMP (0): processing SA payload. message ID = 0 
 
ISAKMP (0): Checking ISAKMP transform 1 against priority 20 policy 
ISAKMP:      encryption DES-CBC 
ISAKMP:      hash SHA 
ISAKMP:      default group 1 
ISAKMP:      auth RSA sig 
ISAKMP:      life type in seconds 
ISAKMP:      life duration (VPI) of  0x0 0x1 0x51 0x80 
ISAKMP (0): atts are not acceptable. Next payload is 0 
ISAKMP (0): Checking ISAKMP transform 1 against priority 40 policy 
ISAKMP:      encryption DES-CBC 
ISAKMP:      hash SHA 
ISAKMP:      default group 1 
ISAKMP:      auth RSA sig 
ISAKMP:      life type in seconds 
ISAKMP:      life duration (VPI) of  0x0 0x1 0x51 0x80 
ISAKMP (0): atts are not acceptable. Next payload is 0 
ISAKMP (0): Checking ISAKMP transform 1 against priority 65535 policy 
ISAKMP:      encryption DES-CBC 
ISAKMP:      hash SHA 
ISAKMP:      default group 1 
ISAKMP:      auth RSA sig 
ISAKMP:      life type in seconds 
ISAKMP:      life duration (VPI) of  0x0 0x1 0x51 0x80 
ISAKMP (0): atts are acceptable. Next payload is 0 
ISAKMP (0): SA is doing RSA signature authentication using id type 
ID_FQDN 
return status is IKMP_NO_ERROR 
crypto_isakmp_process_block:src:140.100.56.5, dest:130.100.26.2 spt:500 
dpt:500 



OAK_MM exchange 
ISAKMP (0): processing KE payload. message ID = 0 
 
ISAKMP (0): processing NONCE payload. message ID = 0 
 
ISAKMP (0): processing CERT_REQ payload. message ID = 0 
ISAKMP (0): peer wants a CT_X509_SIGNATURE cert 
ISAKMP (0): processing CERT_REQ payload. message ID = 0 
ISAKMP (0): peer wants a CT_X509_KEY_EXCHANGE cert 
CRYPTO_CA: certificate not found 
ISAKMP (0): can't find router cert for key exchange! 
ISAKMP (0): processing vendor id payload 
 
ISAKMP (0): speaking to another IOS box! 
 
ISAKMP (0): ID payload 
        next-payload : 6 
        type         : 2 
        protocol     : 17 
        port         : 500 
        length       : 18 
ISAKMP (0): Total payload length: 22 
return status is IKMP_NO_ERROR 
crypto_isakmp_process_block:src:140.100.56.5, dest:130.100.26.2 spt:500 
dpt:500 
OAK_MM exchange 
ISAKMP (0): processing ID payload. message ID = 0 
ISAKMP (0): processing CERT payload. message ID = 0 
ISAKMP (0): processing a CT_X509_SIGNATURE cert 
CRYPTO_PKI: status = 0: crl check ignored 
CRYPTO_PKI: WARNING: Certificate, private key or CRL was not found 
while selecting CRL 
 
CRYPTO_PKI: cert revocation status unknown. 
ISAKMP (0): cert approved with warning 
ISAKMP (0): processing SIG payload. message ID = 0 
ISAKMP (0): sa->peer.name = , sa->peer_id.id.id_fqdn.fqdn = 
R5.cisco.com 
ISAKMP (0): SA has been authenticated 
 
ISAKMP (0): beginning Quick Mode exchange, M-ID of 
1118864114:42b082f2IPSEC(key_engine): got a queue event... 
IPSEC(spi_response): getting spi 0x3bf8a75a(1006151514) for SA 
        from    140.100.56.5 to    130.100.26.2 for prot 3 
 
return status is IKMP_NO_ERROR 
ISAKMP (0): sending INITIAL_CONTACT notify 



ISAKMP (0): sending NOTIFY message 24578 protocol 1 
VPN Peer: ISAKMP: Added new peer: ip:140.100.56.5/500 Total VPN Peers:1 
VPN Peer: ISAKMP: Peer ip:140.100.56.5/500 Ref cnt incremented to:1 
Total VPN Peers:1 
crypto_isakmp_process_block:src:140.100.56.5, dest:130.100.26.2 spt:500 
dpt:500 
OAK_QM exchange 
oakley_process_quick_mode: 
OAK_QM_IDLE 
ISAKMP (0): processing SA payload. message ID = 1118864114 
 
ISAKMP : Checking IPSec proposal 1 
 
ISAKMP: transform 1, ESP_DES 
ISAKMP:   attributes in transform: 
ISAKMP:      encaps is 1 
ISAKMP:      SA life type in seconds 
ISAKMP:      SA life duration (basic) of 28800 
ISAKMP:      SA life type in kilobytes 
ISAKMP:      SA life duration (VPI) of  0x0 0x46 0x50 0x0 
ISAKMP:      authenticator is HMAC-MD5 
ISAKMP (0): atts are acceptable.IPSEC(validate_proposal_request): 
proposal part #1, 
  (key eng. msg.) dest= 140.100.56.5, src= 130.100.26.2, 
    dest_proxy= 15.15.15.0/255.255.255.0/0/0 (type=4), 
    src_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4), 
    protocol= ESP, transform= esp-des esp-md5-hmac , 
    lifedur= 0s and 0kb, 
    spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 
 
ISAKMP (0): processing NONCE payload. message ID = 1118864114 
 
ISAKMP (0): processing ID payload. message ID = 1118864114 
ISAKMP (0): processing ID payload. message ID = 1118864114 
ISAKMP (0): processing NOTIFY payload 24576 protocol 3 
        spi 828322018, message ID = 1118864114 
ISAKMP (0): processing responder lifetime 
ISAKMP (0): responder lifetime of 3600smap_alloc_entry: allocating 
entry 1 
map_alloc_entry: allocating entry 2 
 
ISAKMP (0): Creating IPSec SAs 
        inbound SA from    140.100.56.5 to    130.100.26.2 (proxy      
15.15.15.0 to     192.168.1.0) 
        has spi 1006151514 and conn_id 1 and flags 4 
        lifetime of 3600 seconds 
        lifetime of 4608000 kilobytes 



        outbound SA from    130.100.26.2 to    140.100.56.5 (proxy     
192.168.1.0 to      15.15.15.0) 
        has spi 828322018 and conn_id 2 and flags 4 
        lifetime of 3600 seconds 
        lifetime of 4608000 kilobytesIPSEC(key_engine): got a queue 
event... 
IPSEC(initialize_sas): , 
  (key eng. msg.) dest= 130.100.26.2, src= 140.100.56.5, 
    dest_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4), 
    src_proxy= 15.15.15.0/255.255.255.0/0/0 (type=4), 
    protocol= ESP, transform= esp-des esp-md5-hmac , 
    lifedur= 3600s and 4608000kb, 
    spi= 0x3bf8a75a(1006151514), conn_id= 1, keysize= 0, flags= 0x4 
IPSEC(initialize_sas): , 
  (key eng. msg.) src= 130.100.26.2, dest= 140.100.56.5, 
    src_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4), 
    dest_proxy= 15.15.15.0/255.255.255.0/0/0 (type=4), 
    protocol= ESP, transform= esp-des esp-md5-hmac , 
    lifedur= 3600s and 4608000kb, 
    spi= 0x315f30e2(828322018), conn_id= 2, keysize= 0, flags= 0x4 
 
VPN Peer: IPSEC: Peer ip:140.100.56.5/500 Ref cnt incremented to:2 
Total VPN Peers:1 
VPN Peer: IPSEC: Peer ip:140.100.56.5/500 Ref cnt incremented to:3 
Total VPN Peers:1 
return status is IKMP_NO_ERROR 
 
 
 
PIX2(config)# sho crypto is sa 
Total     : 2 
Embryonic : 0 
        dst               src        state     pending     created 
    130.100.26.2     140.100.56.5    QM_IDLE         0           1 
 
 
 
crypto isakmp policy 10 
 hash md5 
 authentication rsa-sig 
! 
! 
crypto ipsec transform-set trvpn esp-des esp-md5-hmac 
! 
crypto map vpn 10 ipsec-isakmp 
 set peer 130.100.26.2 
 set transform-set trvpn 



 match address 101 
! 
interface Loopback15 
Description VPN-Loopback To PIX2 CA Auth: 
 ip address 15.15.15.15 255.255.255.0 
! 
interface Ethernet0 
 ip address 130.100.26.5 255.255.255.224 
 standby 1 ip 130.100.26.1 
 standby 1 priority 95 
 standby 1 preempt 
 standby 1 authentication ccie 
! 
interface Serial1 
 ip address 140.100.56.5 255.255.255.192 
 ip access-group 100 in 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
 clockrate 125000 
 crypto map vpn 
! 
access-list 101 permit ip 15.15.15.0 0.0.0.255 192.168.1.0 0.0.0.255 
log 
 
 
R5#sho crypto map 
Crypto Map "vpn" 10 ipsec-isakmp 
        Peer = 130.100.26.2 
        Extended IP access list 101 
            access-list 101 permit ip 15.15.15.0 0.0.0.255 192.168.1.0 
0.0.0.255 
        Current peer: 130.100.26.2 
        Security association lifetime: 4608000 kilobytes/3600 seconds 
        PFS (Y/N): N 
        Transform sets={ trvpn, } 
        Interfaces using crypto map vpn: 
                Ethernet0 
                Serial1 
 
 
From PC on Segment 192.168.1.x 
C:\Documents and Settings\Admin>ping 15.15.15.15 
 
Pinging 15.15.15.15 with 32 bytes of data: 
 
Request timed out. 



Request timed out. 
Reply from 15.15.15.15: bytes=32 time=24ms TTL=255 
Reply from 15.15.15.15: bytes=32 time=24ms TTL=255 
 
Ping statistics for 15.15.15.15: 
    Packets: Sent = 4, Received = 2, Lost = 2 (50% loss), 
Approximate round trip times in milli-seconds: 
    Minimum = 24ms, Maximum = 24ms, Average = 24ms 
 
C:\Documents and Settings\Admin> 
 
 
R5# 
04:05:15: ISAKMP (0:0): received packet from 130.100.26.2 (N) NEW SA 
04:05:15: ISAKMP: local port 500, remote port 500 
04:05:15: ISAKMP (0:3): processing SA payload. message ID = 0 
04:05:15: ISAKMP (0:3): Checking ISAKMP transform 1 against priority 10 
policy 
04:05:15: ISAKMP:      encryption DES-CBC 
04:05:15: ISAKMP:      hash MD5 
04:05:15: ISAKMP:      default group 1 
04:05:15: ISAKMP:      auth RSA sig 
04:05:15: ISAKMP:      life type in seconds 
04:05:15: ISAKMP:      life duration (VPI) of  0x0 0x1 0x51 0x80 
04:05:15: ISAKMP (0:3): Authentication method offered does not match 
policy! 
04:05:15: ISAKMP (0:3): atts are not acceptable. Next payload is 3 
04:05:15: ISAKMP (0:3): Checking ISAKMP transform 2 against priority 10 
policy 
04:05:15: ISAKMP:      encryption DES-CBC 
04:05:15: ISAKMP:      hash SHA 
04:05:15: ISAKMP:      default group 1 
04:05:15: ISAKMP:      auth RSA sig 
04:05:15: ISAKMP:      life type in seconds 
04:05:15: ISAKMP:      life duration (VPI) of  0x0 0x1 0x51 0x80 
04:05:15: ISAKMP (0:3): Hash algorithm offered does not match policy! 
04:05:15: ISAKMP (0:3): atts are not acceptable. Next payload is 0 
04:05:15: ISAKMP (0:3): Checking ISAKMP transform 1 against priority 
65535 policy 
04:05:15: ISAKMP:      encryption DES-CBC 
04:05:15: ISAKMP:      hash MD5 
04:05:15: ISAKMP:      default group 1 
04:05:15: ISAKMP:      auth RSA sig 
04:05:15: ISAKMP:      life type in seconds 
04:05:15: ISAKMP:      life duration (VPI) of  0x0 0x1 0x51 0x80 
04:05:15: ISAKMP (0:3): Hash algorithm offered does not match policy! 
04:05:15: ISAKMP (0:3): atts are not acceptable. Next payload is 3 



04:05:15: ISAKMP (0:3): Checking ISAKMP transform 2 against priority 
65535 policy 
04:05:15: ISAKMP:      encryption DES-CBC 
04:05:15: ISAKMP:      hash SHA 
04:05:15: ISAKMP:      default group 1 
04:05:15: ISAKMP:      auth RSA sig 
04:05:15: ISAKMP:      life type in seconds 
04:05:15: ISAKMP:      life duration (VPI) of  0x0 0x1 0x51 0x80 
04:05:15: ISAKMP (0:3): atts are acceptable. Next payload is 0 
04:05:15: CryptoEngine0: generate alg parameter 
04:05:16: CRYPTO_ENGINE: Dh phase 1 status: 0 
04:05:16: CRYPTO_ENGINE: Dh phase 1 status: 0 
04:05:16: ISAKMP (3): My ID configured as IPv4 Addr,but Addr not in 
Cert! 
04:05:16: ISAKMP (3): Using FQDN as My ID 
04:05:16: ISAKMP (0:3): SA is doing RSA signature authentication using 
id type ID_FQDN 
04:05:16: ISAKMP (0:3): sending packet to 130.100.26.2 (R) MM_SA_SETUP 
04:05:16: ISAKMP (0:3): received packet from 130.100.26.2 (R) 
MM_SA_SETUP 
04:05:16: ISAKMP (0:3): processing KE payload. message ID = 0 
04:05:16: CryptoEngine0: generate alg parameter 
04:05:18: ISAKMP (0:3): processing NONCE payload. message ID = 0 
04:05:19: CryptoEngine0: calculate pkey hmac for conn id 3 
04:05:19: CryptoEngine0: create ISAKMP SKEYID for conn id 3 
04:05:19: ISAKMP (0:3): SKEYID state generated 
04:05:19: ISAKMP (0:3): processing CERT_REQ payload. message ID = 0 
04:05:19: ISAKMP (0:3): peer wants a CT_X509_SIGNATURE cert 
04:05:19: ISAKMP (0:3): peer want cert issued by CN = CA Server, OU = 
AES IP Core, O = "Cisco Systems, Inc", L =  
 
San Jose 
, ST = CA, C = US, EA = ccie4460@hotmail.com 
04:05:19: ISAKMP (0:3): processing vendor id payload 
04:05:19: ISAKMP (0:3): processing vendor id payload 
04:05:19: ISAKMP (0:3): processing vendor id payload 
04:05:19: ISAKMP (0:3): processing vendor id payload 
04:05:19: ISAKMP (0:3): speaking to another IOS box! 
04:05:19: ISAKMP (0:3): sending packet to 130.100.26.2 (R) MM_KEY_EXCH 
04:05:19: ISAKMP (0:3): received packet from 130.100.26.2 (R) 
MM_KEY_EXCH 
04:05:19: ISAKMP (0:3): processing ID payload. message ID = 0 
04:05:19: ISAKMP (0:3): processing CERT payload. message ID = 0 
04:05:19: ISAKMP (0:3): processing a CT_X509_SIGNATURE cert 
04:05:19: CRYPTO_ENGINE: key process suspended and continued 
04:05:19: ISAKMP (0:3): cert approved with warning 
04:05:20: ISAKMP (0:3): processing SIG payload. message ID = 0 



04:05:20: ISAKMP (3): sa->peer.name = , sa->peer_id.id.id_fqdn.fqdn = 
PIX2.cisco.com 
04:05:20: Crypto engine 0: RSA decrypt with public key 
04:05:20: CryptoEngine0: CRYPTO_RSA_PUB_DECRYPT 
04:05:20: CRYPTO_ENGINE: key process suspended and continued 
04:05:20: CryptoEngine0: generate hmac context for conn id 3 
04:05:20: ISAKMP (0:3): SA has been authenticated with 130.100.26.2 
04:05:20: ISAKMP (3): ID payload 
        next-payload : 6 
        type         : 2 
        protocol     : 17 
        port         : 500 
        length       : 12 
04:05:20: ISAKMP (3): Total payload length: 16 
04:05:20: ISKAMP: growing send buffer from 1024 to 3072 
04:05:20: -Traceback= 3C2F482 3C38180 3C38412 3C2DCEA 3C27972 3C28892 
04:05:20: CryptoEngine0: generate hmac context for conn id 3 
04:05:20: Crypto engine 0: RSA encrypt with private key 
04:05:20: CryptoEngine0: CRYPTO_RSA_PRIV_ENCRYPT 
04:05:22: CRYPTO_ENGINE: key process suspended and continued 
04:05:22: CRYPTO_ENGINE: key process suspended and continued 
04:05:22: CRYPTO_ENGINE: key process suspended and continued 
04:05:22: CRYPTO_ENGINE: key process suspended and continued 
04:05:23: CRYPTO_ENGINE: key process suspended and continued 
04:05:23: CRYPTO_ENGINE: key process suspended and continued 
04:05:23: CRYPTO_ENGINE: key process suspended and continued 
04:05:23: CRYPTO_ENGINE: key process suspended and continued 
04:05:23: CryptoEngine0: clear dh number for conn id 1 
04:05:23: ISAKMP (0:3): sending packet to 130.100.26.2 (R) QM_IDLE 
04:05:23: ISAKMP (0:3): received packet from 130.100.26.2 (R) QM_IDLE 
04:05:23: CryptoEngine0: generate hmac context for conn id 3 
04:05:23: ISAKMP (0:3): processing HASH payload. message ID = -
688079982 
04:05:23: ISAKMP (0:3): processing NOTIFY INITIAL_CONTACT protocol 1 
        spi 0, message ID = -688079982, sa = 81377C 
04:05:23: ISAKMP (0:3): deleting node -688079982 error FALSE reason 
"informational (in) state 1" 
04:05:23: ISAKMP (0:3): received packet from 130.100.26.2 (R) QM_IDLE 
04:05:23: CryptoEngine0: generate hmac context for conn id 3 
04:05:23: ISAKMP (0:3): processing HASH payload. message ID = 720620234 
04:05:23: ISAKMP (0:3): processing SA payload. message ID = 720620234 
04:05:23: ISAKMP (0:3): Checking IPSec proposal 1 
04:05:23: ISAKMP: transform 1, ESP_DES 
04:05:23: ISAKMP:   attributes in transform: 
04:05:23: ISAKMP:      encaps is 1 
04:05:23: ISAKMP:      SA life type in seconds 
04:05:23: ISAKMP:      SA life duration (basic) of 28800 



04:05:23: ISAKMP:      SA life type in kilobytes 
04:05:23: ISAKMP:      SA life duration (VPI) of  0x0 0x46 0x50 0x0 
04:05:24: ISAKMP:      authenticator is HMAC-MD5 
04:05:24: validate proposal 0 
04:05:24: ISAKMP (0:3): atts are acceptable. 
04:05:24: IPSEC(validate_proposal_request): proposal part #1, 
  (key eng. msg.) INBOUND local= 140.100.56.5, remote= 130.100.26.2, 
    local_proxy= 15.15.15.0/255.255.255.0/0/0 (type=4), 
    remote_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4), 
    protocol= ESP, transform= esp-des esp-md5-hmac , 
    lifedur= 0s and 0kb, 
    spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 
04:05:24: validate proposal request 0 
04:05:24: ISAKMP (0:3): processing NONCE payload. message ID = 
720620234 
04:05:24: ISAKMP (0:3): processing ID payload. message ID = 720620234 
04:05:24: ISAKMP (0:3): processing ID payload. message ID = 720620234 
04:05:24: ISAKMP (0:3): asking for 1 spis from ipsec 
04:05:24: IPSEC(key_engine): got a queue event... 
04:05:24: IPSEC(spi_response): getting spi 1571703012 for SA 
        from 140.100.56.5    to 130.100.26.2    for prot 3 
04:05:24: ISAKMP: received ke message (2/1) 
04:05:24: CryptoEngine0: generate hmac context for conn id 3 
04:05:24: ISAKMP (0:3): sending packet to 130.100.26.2 (R) QM_IDLE 
04:05:24: ISAKMP (0:3): received packet from 130.100.26.2 (R) QM_IDLE 
04:05:24: CryptoEngine0: generate hmac context for conn id 3 
04:05:24: ipsec allocate flow 0 
04:05:24: ipsec allocate flow 0 
04:05:24: ISAKMP (0:3): Creating IPSec SAs 
04:05:24:         inbound SA from 130.100.26.2 to 140.100.56.5 
        (proxy 192.168.1.0 to 15.15.15.0) 
04:05:24:         has spi 0x5DAE48E4 and conn_id 2004 and flags 4 
04:05:24:         lifetime of 28800 seconds 
04:05:24:         lifetime of 4608000 kilobytes 
04:05:24:         outbound SA from 140.100.56.5    to 130.100.26.2    
(proxy 15.15.15.0      to 192.168.1.0    ) 
04:05:24:         has spi 1382175893 and conn_id 2005 and flags C 
04:05:24:         lifetime of 28800 seconds 
04:05:24:         lifetime of 4608000 kilobytes 
04:05:24: ISAKMP (0:3): deleting node 720620234 error FALSE reason 
"quick mode done (await()" 
04:05:24: IPSEC(key_engine): got a queue event... 
04:05:24: IPSEC(initialize_sas): , 
  (key eng. msg.) INBOUND local= 140.100.56.5, remote= 130.100.26.2, 
    local_proxy= 15.15.15.0/255.255.255.0/0/0 (type=4), 
    remote_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4), 
    protocol= ESP, transform= esp-des esp-md5-hmac , 



    lifedur= 28800s and 4608000kb, 
    spi= 0x5DAE48E4(1571703012), conn_id= 2004, keysize= 0, flags= 0x4 
04:05:24: IPSEC(initialize_sas): , 
  (key eng. msg.) OUTBOUND local= 140.100.56.5, remote= 130.100.26.2, 
    local_proxy= 15.15.15.0/255.255.255.0/0/0 (type=4), 
    remote_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4), 
    protocol= ESP, transform= esp-des esp-md5-hmac , 
    lifedur= 28800s and 4608000kb, 
    spi= 0x52625495(1382175893), conn_id= 2005, keysize= 0, flags= 0xC 
04:05:24: IPSEC(create_sa): sa created, 
  (sa) sa_dest= 140.100.56.5, sa_prot= 50, 
    sa_spi= 0x5DAE48E4(1571703012), 
    sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2004 
04:05:24: IPSEC(create_sa): sa created, 
  (sa) sa_dest= 130.100.26.2, sa_prot= 50, 
    sa_spi= 0x52625495(1382175893), 
    sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2005 
04:05:24: IPSEC(add_sa): peer asks for new SAs -- expire current in 120 
sec., 
  (sa) sa_dest= 130.100.26.2, sa_prot= 50, 
    sa_spi= 0x3BF8A75A(1006151514), 
    sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2003, 
  (identity) local= 140.100.56.5, remote= 130.100.26.2, 
    local_proxy= 15.15.15.0/255.255.255.0/0/0 (type=4), 
    remote_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4) 
 
 
 
 
R5#sho crypto engine connections active 
 
  ID Interface       IP-Address      State  Algorithm           Encrypt  
Decrypt 
   1 <none>          <none>          set    HMAC_SHA+DES_56_CB        0        
0 
   2 Serial1         140.100.56.5    set    HMAC_SHA+DES_56_CB        0        
0 
   3 Serial1         140.100.56.5    set    HMAC_SHA+DES_56_CB        0        
0 
2004 Serial1         140.100.56.5    set    HMAC_MD5+DES_56_CB        0        
2 
2005 Serial1         140.100.56.5    set    HMAC_MD5+DES_56_CB        2        
0 
 
R5#sho access-lists 101 
Extended IP access list 101 



    permit ip 15.15.15.0 0.0.0.255 192.168.1.0 0.0.0.255 log (56 
matches) 
 
 
Full configuration of R5: 
 
R5#sho run 
Building configuration... 
 
Current configuration : 13174 bytes 
! 
! Last configuration change at 22:42:00 PST Tue Apr 1 2003 
! 
version 12.2 
service timestamps debug uptime 
service timestamps log uptime 
no service password-encryption 
! 
hostname R5 
! 
logging queue-limit 100 
! 
clock timezone PST -8 
clock summer-time PDT recurring 
ip subnet-zero 
ip domain-name cisco 
! 
! 
crypto ca identity caserver 
 enrollment mode ra 
 enrollment url http://130.100.26.7:80/certsrv/mscep/mscep.dll 
 crl optional 
crypto ca certificate chain caserver 
 certificate 610FD716000000000007 
  30820413 308203BD A0030201 02020A61 0FD71600 00000000 07300D06 
092A8648 
  86F70D01 01050500 30819931 23302106 092A8648 86F70D01 09011614 
63636965 
  34343630 40686F74 6D61696C 2E636F6D 310B3009 06035504 06130255 
53310B30 
  09060355 04081302 43413111 300F0603 55040713 0853616E 204A6F73 
65311B30 
  19060355 040A1312 43697363 6F205379 7374656D 732C2049 6E633114 
30120603 
  55040B13 0B414553 20495020 436F7265 31123010 06035504 03130943 
41205365 



  72766572 301E170D 30333034 30323036 33373538 5A170D30 34303430 
32303634 
  3735385A 302B3110 300E0603 55040513 07363930 34303230 31173015 
06092A86 
  4886F70D 01090213 0872352E 63697363 6F305C30 0D06092A 864886F7 
0D010101 
  0500034B 00304802 4100B6F1 9D40EFB2 0F3A1DF1 272B029E CACEC9E2 
E83FA4AD 
  E385D968 64296D58 5526AFEC 0C614F53 3E08169E DE058C55 A895A4B9 
97489C47 
  4D90A898 12439BA4 8F630203 010001A3 82025230 82024E30 0B060355 
1D0F0404 
  030205A0 301D0603 551D0E04 160414D1 114FC3DF 929B5C02 2388AB59 
306286C2 
  113A0230 81D50603 551D2304 81CD3081 CA801469 5E123437 AE0ACEF7 
B9203CD4 
  36CFFF22 02CE6DA1 819FA481 9C308199 31233021 06092A86 4886F70D 
01090116 
  14636369 65343436 3040686F 746D6169 6C2E636F 6D310B30 09060355 
04061302 
  5553310B 30090603 55040813 02434131 11300F06 03550407 13085361 
6E204A6F 
  7365311B 30190603 55040A13 12436973 636F2053 79737465 6D732C20 
496E6331 
  14301206 0355040B 130B4145 53204950 20436F72 65311230 10060355 
04031309 
  43412053 65727665 72821052 8FE682A3 FB53BD4E C07EAA0D 05938030 
16060355 
  1D110101 FF040C30 0A820872 352E6369 73636F30 7D060355 1D1F0476 
30743037 
  A035A033 86316874 74703A2F 2F73612D 78797877 6A74666C 6C6B6275 
2F436572 
  74456E72 6F6C6C2F 43412532 30536572 7665722E 63726C30 39A037A0 
35863366 
  696C653A 2F2F5C5C 73612D78 7978776A 74666C6C 6B62755C 43657274 
456E726F 
  6C6C5C43 41253230 53657276 65722E63 726C3081 B006082B 06010505 
07010104 
  81A33081 A0304D06 082B0601 05050730 02864168 7474703A 2F2F7361 
2D787978 
  776A7466 6C6C6B62 752F4365 7274456E 726F6C6C 2F73612D 78797877 
6A74666C 
  6C6B6275 5F434125 32305365 72766572 2E637274 304F0608 2B060105 
05073002 
  86436669 6C653A2F 2F5C5C73 612D7879 78776A74 666C6C6B 62755C43 
65727445 



  6E726F6C 6C5C7361 2D787978 776A7466 6C6C6B62 755F4341 25323053 
65727665 
  722E6372 74300D06 092A8648 86F70D01 01050500 03410042 8119C875 
CC36535A 
  2D13739E 7D975518 A93A0E81 7865864F 958C7EA7 46DB790C A3A231FC 
C6A51E3F 
  54C525B0 B13FA01C 61E21792 040168D4 565FD430 8ED599 
  quit 
 certificate ra-sign 6115CEE9000000000002 
  3082048F 30820439 A0030201 02020A61 15CEE900 00000000 02300D06 
092A8648 
  86F70D01 01050500 30819931 23302106 092A8648 86F70D01 09011614 
63636965 
  34343630 40686F74 6D61696C 2E636F6D 310B3009 06035504 06130255 
53310B30 
  09060355 04081302 43413111 300F0603 55040713 0853616E 204A6F73 
65311B30 
  19060355 040A1312 43697363 6F205379 7374656D 732C2049 6E633114 
30120603 
  55040B13 0B414553 20495020 436F7265 31123010 06035504 03130943 
41205365 
  72766572 301E170D 30333033 33313233 34363533 5A170D30 34303333 
31323335 
  3635335A 30613111 300F0609 2A864886 F70D0109 01160244 42310B30 
09060355 
  04061302 5553310B 30090603 55040813 02574931 0B300906 03550407 
13026462 
  310B3009 06035504 0A130244 42310B30 09060355 040B1302 6442310B 
30090603 
  55040313 02444230 819F300D 06092A86 4886F70D 01010105 0003818D 
00308189 
  02818100 F0AAB4DB 414134F6 870C3C49 29E858C4 E0F3CF0E 9375BDAC 
FB3C0C2E 
  5AB32785 A2551672 040FAA47 A04AA851 4541D1C9 0D4A5BC6 37828D02 
5A89640A 
  2BF393DF 1E16D276 298EE699 B2651780 32ABA016 93836DF9 AB0310D7 
3190AEBB 
  7813E7E5 C73BE09D 5CB85BE3 4A19A1C9 4B1F0AED 67D8E6C7 70FDE2B7 
055DCEF8 
  103AADBF 02030100 01A38202 54308202 50300E06 03551D0F 0101FF04 
04030206 
  C0301506 03551D25 040E300C 060A2B06 01040182 37140201 301D0603 
551D0E04 
  16041464 A23711E7 273627D8 57898751 364637C3 4C4EA130 81D50603 
551D2304 
  81CD3081 CA801469 5E123437 AE0ACEF7 B9203CD4 36CFFF22 02CE6DA1 
819FA481 



  9C308199 31233021 06092A86 4886F70D 01090116 14636369 65343436 
3040686F 
  746D6169 6C2E636F 6D310B30 09060355 04061302 5553310B 30090603 
55040813 
  02434131 11300F06 03550407 13085361 6E204A6F 7365311B 30190603 
55040A13 
  12436973 636F2053 79737465 6D732C20 496E6331 14301206 0355040B 
130B4145 
  53204950 20436F72 65311230 10060355 04031309 43412053 65727665 
72821052 
  8FE682A3 FB53BD4E C07EAA0D 05938030 7D060355 1D1F0476 30743037 
A035A033 
  86316874 74703A2F 2F73612D 78797877 6A74666C 6C6B6275 2F436572 
74456E72 
  6F6C6C2F 43412532 30536572 7665722E 63726C30 39A037A0 35863366 
696C653A 
  2F2F5C5C 73612D78 7978776A 74666C6C 6B62755C 43657274 456E726F 
6C6C5C43 
  41253230 53657276 65722E63 726C3081 B006082B 06010505 07010104 
81A33081 
  A0304D06 082B0601 05050730 02864168 7474703A 2F2F7361 2D787978 
776A7466 
  6C6C6B62 752F4365 7274456E 726F6C6C 2F73612D 78797877 6A74666C 
6C6B6275 
  5F434125 32305365 72766572 2E637274 304F0608 2B060105 05073002 
86436669 
  6C653A2F 2F5C5C73 612D7879 78776A74 666C6C6B 62755C43 65727445 
6E726F6C 
  6C5C7361 2D787978 776A7466 6C6C6B62 755F4341 25323053 65727665 
722E6372 
  74300D06 092A8648 86F70D01 01050500 03410089 9D26160C 3EF11CF5 
4632C7C0 
  35DFFBD3 E801BFD3 24EF3658 F4F5FB7F 2B705820 4536C340 B4E09B0C 
845BA40D 
  63D9B822 80A46048 365F03E6 E0C17A34 C4F46C 
  quit 
 certificate ra-encrypt 6115CFE3000000000003 
  3082048F 30820439 A0030201 02020A61 15CFE300 00000000 03300D06 
092A8648 
  86F70D01 01050500 30819931 23302106 092A8648 86F70D01 09011614 
63636965 
  34343630 40686F74 6D61696C 2E636F6D 310B3009 06035504 06130255 
53310B30 
  09060355 04081302 43413111 300F0603 55040713 0853616E 204A6F73 
65311B30 
  19060355 040A1312 43697363 6F205379 7374656D 732C2049 6E633114 
30120603 



  55040B13 0B414553 20495020 436F7265 31123010 06035504 03130943 
41205365 
  72766572 301E170D 30333033 33313233 34363533 5A170D30 34303333 
31323335 
  3635335A 30613111 300F0609 2A864886 F70D0109 01160244 42310B30 
09060355 
  04061302 5553310B 30090603 55040813 02574931 0B300906 03550407 
13026462 
  310B3009 06035504 0A130244 42310B30 09060355 040B1302 6442310B 
30090603 
  55040313 02444230 819F300D 06092A86 4886F70D 01010105 0003818D 
00308189 
  02818100 EB65C003 F9367673 D7C28900 6893DE5C 7A6BEBC1 A33F96B9 
8F681663 
  7DFFA61F 9127C18D C03D4663 743D2C54 39953B62 769FD388 C2AAF88F 
FC9A984E 
  3EBD9E45 35E70264 EE2F5382 9F1B29A6 35B4E191 78964491 920A5C87 
2AEA05B1 
  F85D1FC3 D55678AA BFF074C4 21E8DD89 41B69DB4 A0A5024C 1DC7326D 
FC85CEBD 
  4831D9A3 02030100 01A38202 54308202 50300E06 03551D0F 0101FF04 
04030204 
  30301506 03551D25 040E300C 060A2B06 01040182 37140201 301D0603 
551D0E04 
  16041462 53DAFB8E C3C14CB5 F7DB4E1C 95B9FFA5 C3B9C530 81D50603 
551D2304 
  81CD3081 CA801469 5E123437 AE0ACEF7 B9203CD4 36CFFF22 02CE6DA1 
819FA481 
  9C308199 31233021 06092A86 4886F70D 01090116 14636369 65343436 
3040686F 
  746D6169 6C2E636F 6D310B30 09060355 04061302 5553310B 30090603 
55040813 
  02434131 11300F06 03550407 13085361 6E204A6F 7365311B 30190603 
55040A13 
  12436973 636F2053 79737465 6D732C20 496E6331 14301206 0355040B 
130B4145 
  53204950 20436F72 65311230 10060355 04031309 43412053 65727665 
72821052 
  8FE682A3 FB53BD4E C07EAA0D 05938030 7D060355 1D1F0476 30743037 
A035A033 
  86316874 74703A2F 2F73612D 78797877 6A74666C 6C6B6275 2F436572 
74456E72 
  6F6C6C2F 43412532 30536572 7665722E 63726C30 39A037A0 35863366 
696C653A 
  2F2F5C5C 73612D78 7978776A 74666C6C 6B62755C 43657274 456E726F 
6C6C5C43 



  41253230 53657276 65722E63 726C3081 B006082B 06010505 07010104 
81A33081 
  A0304D06 082B0601 05050730 02864168 7474703A 2F2F7361 2D787978 
776A7466 
  6C6C6B62 752F4365 7274456E 726F6C6C 2F73612D 78797877 6A74666C 
6C6B6275 
  5F434125 32305365 72766572 2E637274 304F0608 2B060105 05073002 
86436669 
  6C653A2F 2F5C5C73 612D7879 78776A74 666C6C6B 62755C43 65727445 
6E726F6C 
  6C5C7361 2D787978 776A7466 6C6C6B62 755F4341 25323053 65727665 
722E6372 
  74300D06 092A8648 86F70D01 01050500 034100A9 6A08A206 0F354CFD 
244DDEAA 
  D2D7E870 1A88B53D 26359C95 15E75138 787AEB74 E01230EF 76549499 
942A3536 
  D70EF33B 6BFE249F 73243A7E 8C482521 FBF768 
  quit 
 certificate ca 528FE682A3FB53BD4EC07EAA0D059380 
  30820306 308202B0 A0030201 02021052 8FE682A3 FB53BD4E C07EAA0D 
05938030 
  0D06092A 864886F7 0D010105 05003081 99312330 2106092A 864886F7 
0D010901 
  16146363 69653434 36304068 6F746D61 696C2E63 6F6D310B 30090603 
55040613 
  02555331 0B300906 03550408 13024341 3111300F 06035504 07130853 
616E204A 
  6F736531 1B301906 0355040A 13124369 73636F20 53797374 656D732C 
20496E63 
  31143012 06035504 0B130B41 45532049 5020436F 72653112 30100603 
55040313 
  09434120 53657276 6572301E 170D3033 30333331 32333132 30315A17 
0D303530 
  33333132 33323035 335A3081 99312330 2106092A 864886F7 0D010901 
16146363 
  69653434 36304068 6F746D61 696C2E63 6F6D310B 30090603 55040613 
02555331 
  0B300906 03550408 13024341 3111300F 06035504 07130853 616E204A 
6F736531 
  1B301906 0355040A 13124369 73636F20 53797374 656D732C 20496E63 
31143012 
  06035504 0B130B41 45532049 5020436F 72653112 30100603 55040313 
09434120 
  53657276 6572305C 300D0609 2A864886 F70D0101 01050003 4B003048 
024100BF 
  AD50953C 53538A7B B319588E A72A560E 1889E291 A4E37763 0D5CDC56 
3558569B 



  ED9F875D 2AE57CCC 573178E6 5E306478 91E177D3 09A30916 AD2B64E3 
96E5B302 
  03010001 A381D130 81CE300B 0603551D 0F040403 0201C630 0F060355 
1D130101 
  FF040530 030101FF 301D0603 551D0E04 16041469 5E123437 AE0ACEF7 
B9203CD4 
  36CFFF22 02CE6D30 7D060355 1D1F0476 30743037 A035A033 86316874 
74703A2F 
  2F73612D 78797877 6A74666C 6C6B6275 2F436572 74456E72 6F6C6C2F 
43412532 
  30536572 7665722E 63726C30 39A037A0 35863366 696C653A 2F2F5C5C 
73612D78 
  7978776A 74666C6C 6B62755C 43657274 456E726F 6C6C5C43 41253230 
53657276 
  65722E63 726C3010 06092B06 01040182 37150104 03020100 300D0609 
2A864886 
  F70D0101 05050003 4100B71E DABB567C 90497816 C2CF5262 ED2C0CAF 
CBAA07E1 
  B695AC94 4250AB2E D554C085 B3037F73 3F572938 A4645F2C E7AA2793 
93FFC1F6 
  61F2EA0D B9B2127C 2206 
  quit 
! 
crypto isakmp policy 10 
 hash md5 
 authentication rsa-sig 
! 
! 
crypto ipsec transform-set trvpn esp-des esp-md5-hmac 
! 
crypto map vpn 10 ipsec-isakmp 
 set peer 130.100.26.2 
 set transform-set trvpn 
 match address 101 
! 
! 
! 
! 
interface Loopback5 
 description OSPF Loopback 
 ip address 5.5.5.5 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback15 
 ip address 15.15.15.15 255.255.255.0 
! 
interface Loopback55 



 description BGP Loopback 
 ip address 5.5.5.55 255.255.255.255 
! 
interface Ethernet0 
 ip address 130.100.26.5 255.255.255.224 
 standby 1 ip 130.100.26.1 
 standby 1 priority 95 
 standby 1 preempt 
 standby 1 authentication ccie 
 crypto map vpn 
! 
interface Serial0 
 ip address 140.100.45.5 255.255.255.192 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
 fair-queue 
! 
interface Serial1 
 ip address 140.100.56.5 255.255.255.192 
 ip access-group 100 in 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
 clockrate 125000 
 crypto map vpn 
! 
router ospf 123 
 router-id 5.5.5.5 
 log-adjacency-changes detail 
 area 0 authentication message-digest 
 area 45 authentication message-digest 
 area 45 virtual-link 4.4.4.4 authentication message-digest 
 area 45 virtual-link 4.4.4.4 message-digest-key 5 md5 cisco 
 area 56 authentication message-digest 
 area 56 virtual-link 6.6.6.6 authentication message-digest 
 area 56 virtual-link 6.6.6.6 message-digest-key 5 md5 cisco 
 network 5.5.5.5 0.0.0.0 area 45 
 network 140.100.45.0 0.0.0.63 area 45 
  network 140.100.56.0 0.0.0.63 area 56 
! 
router bgp 456 
 no synchronization 
 bgp router-id 5.5.5.5 
 bgp log-neighbor-changes 
 network 5.5.5.55 mask 255.255.255.255 
 neighbor 140.100.45.4 remote-as 456 



 neighbor 140.100.45.4 route-reflector-client 
 neighbor 140.100.45.4 next-hop-self 
 neighbor 140.100.56.6 remote-as 456 
 neighbor 140.100.56.6 route-reflector-client 
 neighbor 140.100.56.6 next-hop-self 
 no auto-summary 
! 
ip classless 
ip http server 
! 
access-list 100 deny   udp host 140.100.56.6 any range 33434 33523 
access-list 100 permit ip any any 
access-list 100 permit esp any any log 
access-list 100 permit ahp any any log 
access-list 101 permit ip 15.15.15.0 0.0.0.255 192.168.1.0 0.0.0.255 
log 
! 
line con 0 
 exec-timeout 0 0 
line aux 0 
line vty 0 4 
 privilege level 15 
 no login 
! 
ntp authentication-key 6727 md5 03550B5F225F711C6F594F544F 7 
ntp authenticate 
ntp trusted-key 6727 
ntp clock-period 17180064 
ntp master 
ntp peer 130.100.26.3 key 6727 prefer 
end 
 
R5# 
 
Full configuration of PIX2 
PIX2# sho run 
: Saved 
: 
PIX Version 6.2(2) 
interface ethernet0 auto 
interface ethernet1 auto 
nameif ethernet0 outside security0 
nameif ethernet1 inside security100 
nameif ethernet2 intf2 security10 
nameif ethernet3 intf3 security15 
enable password 2KFQnbNIdI.2KYOU encrypted 
passwd 2KFQnbNIdI.2KYOU encrypted 



hostname PIX2 
domain-name cisco.com 
fixup protocol http 80 
no fixup protocol smtp 25 
fixup protocol sqlnet 1521 
names 
access-list outside_access_in permit icmp any any 
access-list outside_access_in permit udp any host 130.100.26.8 eq tftp 
access-list outside_access_in permit udp any host 130.100.26.8 eq 45000 
access-list outside_access_in permit udp any host 130.100.26.8 eq 
syslog 
access-list outside_access_in permit icmp host 130.100.26.6 host 
192.168.1.1 
access-list outside_access_in permit gre host 130.100.26.6 host 
192.168.1.1 
access-list outside_access_in permit tcp any host 130.100.26.125 eq 
smtp 
access-list outside_access_in permit tcp any host 130.100.26.3 eq 
telnet 
access-list outside_access_in permit tcp any host 130.100.26.7 eq www 
access-list outside_access_in permit udp any host 130.100.26.3 eq ntp 
access-list inside_outbound_nat0_acl permit ip 192.168.1.0 
255.255.255.0 10.1.1.0 255.255.255.0 
access-list inside_outbound_nat0_acl permit ip 192.168.1.0 
255.255.255.0 15.15.15.0 255.255.255.0 
access-list outside_cryptomap_20 permit ip 192.168.1.0 255.255.255.0 
10.1.1.0 255.255.255.0 
access-list outside_cryptomap_40 permit ip 192.168.1.0 255.255.255.0 
15.15.15.0 255.255.255.0 
pager lines 24 
logging on 
logging timestamp 
logging console critical 
logging monitor critical 
logging buffered emergencies 
logging trap critical 
logging history emergencies 
logging host inside 192.168.1.7 
mtu outside 1500 
mtu inside 1500 
ip address outside 130.100.26.2 255.255.255.224 
ip address inside 192.168.1.222 255.255.255.0 
 
no ip address intf3 
ip audit info action alarm 
ip audit attack action alarm 
no failover 



failover timeout 0:00:00 
failover poll 15 
arp timeout 14400 
global (outside) 10 interface 
nat (inside) 0 access-list inside_outbound_nat0_acl 
nat (inside) 10 0.0.0.0 0.0.0.0 0 0 
static (inside,outside) 130.100.26.125 192.168.1.125 netmask 
255.255.255.255 0 0 
static (inside,outside) 130.100.26.7 192.168.1.7 netmask 
255.255.255.255 0 0 
static (inside,outside) 130.100.26.8 192.168.1.8 netmask 
255.255.255.255 0 0 
static (inside,outside) 130.100.26.3 192.168.1.1 netmask 
255.255.255.255 0 0 
access-group outside_access_in in interface outside 
route outside 0.0.0.0 0.0.0.0 130.100.26.6 1 
route inside 192.168.0.0 255.255.0.0 192.168.1.1 1 
timeout xlate 3:00:00 
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h225 
1:00:00 
timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media 0:02:00 
timeout uauth 0:05:00 absolute 
aaa-server TACACS+ protocol tacacs+ 
aaa-server RADIUS protocol radius 
aaa-server LOCAL protocol local 
filter activex 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 
filter java 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 
ntp authentication-key 6727 md5 ******** 
ntp authenticate 
ntp trusted-key 6727 
ntp server 192.168.1.1 key 6727 source inside prefer 
ntp server 192.168.1.7 key 6727 source inside prefer 
snmp-server host inside 192.168.1.8 
snmp-server location San Jose, CA 
snmp-server contact Alyssa B 
snmp-server community nice_try 
snmp-server enable traps 
tftp-server inside 192.168.1.100 pix 
floodguard enable 
sysopt connection permit-ipsec 
service resetinbound 
crypto ipsec transform-set ESP-DES-MD5 esp-des esp-md5-hmac 
crypto ipsec transform-set trvpn esp-des 
crypto map outside_map 20 ipsec-isakmp 
crypto map outside_map 20 match address outside_cryptomap_20 
crypto map outside_map 20 set peer 130.100.1.1 
crypto map outside_map 20 set transform-set ESP-DES-MD5 



crypto map outside_map 40 ipsec-isakmp 
crypto map outside_map 40 match address outside_cryptomap_40 
crypto map outside_map 40 set peer 140.100.56.5 
crypto map outside_map 40 set transform-set ESP-DES-MD5 
crypto map outside_map interface outside 
isakmp enable outside 
isakmp key ******** address 130.100.1.1 netmask 255.255.255.255 no-
xauth no-config-mode 
isakmp peer ip 140.100.56.5 no-xauth no-config-mode 
isakmp policy 20 authentication pre-share 
isakmp policy 20 encryption des 
isakmp policy 20 hash md5 
isakmp policy 20 group 1 
isakmp policy 20 lifetime 86400 
isakmp policy 40 authentication rsa-sig 
isakmp policy 40 encryption des 
isakmp policy 40 hash md5 
isakmp policy 40 group 1 
isakmp policy 40 lifetime 86400 
ca identity caserver 192.168.1.7:/certsrv/mscep/mscep.dll 
ca configure caserver ra 20 1 crloptional 
dhcpd address 192.168.1.200-192.168.1.220 inside 
dhcpd dns 207.67.1.10 
dhcpd wins 172.16.1.10 
dhcpd lease 3600 
dhcpd ping_timeout 750 
dhcpd domain PracticalStudies.Security.com 
dhcpd auto_config outside 
dhcpd enable inside 
auto-update timeout 35 
auto-update server https://********@192.168.1.100//www.cisco.com 
verify-certificate 
terminal width 80 
Cryptochecksum:c09f05f61cdc38f02fb52a2dc05d806a 
: end 
PIX2# 
 

Section 23: Configuring VPN Client Remote Access (15 
Minutes) 

 



 

Figure 1 Section 4 AAA Configuring Easy VPN Server with Split 
tunnel on PIX  

 
PIX Version 6.2(2) 
nameif ethernet0 outside security0 
nameif ethernet1 inside security100 
nameif ethernet2 DMZ2 security10 
nameif ethernet3 DMZ security15 
 
enable password 2KFQnbNIdI.2KYOU encrypted 
passwd 2KFQnbNIdI.2KYOU encrypted 
hostname PIX2 
domain-name cisco.com 
names 
name 130.100.26.6 R6 
 
access-list outside_access_in permit icmp any 130.100.26.0 
255.255.255.240 
access-list outside_access_in permit tcp any host 130.100.26.7 
eq tacacs 
access-list outside_access_in permit udp any host 130.100.26.8 
eq ntp 
access-list outside_access_in permit udp any host 130.100.26.7 
eq radius 
access-list outside_access_in permit udp any host 130.100.26.7 
eq radius-acct 
 
 
access-list inside_authentication_TACACS+ permit tcp any any eq 
telnet 



access-list inside_authentication_TACACS+ permit tcp any any eq 
www 
access-list inside_authorization_TACACS+ permit tcp any any eq 
telnet 
access-list inside_authorization_TACACS+ permit tcp any any eq 
www 
access-list inside_accounting_TACACS+ permit tcp any any eq 
telnet 
access-list inside_accounting_TACACS+ permit tcp any any eq www 
 
access-list inside_outbound_nat0_acl permit ip 192.168.1.0 
255.255.255.0 192.168.2.0 255.255.255.0 
 
access-group outside_access_in in interface outside 
 
interface ethernet0 10full 
interface ethernet1 auto 
interface ethernet2 auto 
interface ethernet3 10baset 
 
ip address outside 130.100.26.2 255.255.255.224 
ip address inside 192.168.1.222 255.255.255.0 
ip address DMZ2 172.16.23.1 255.255.255.0 
ip address DMZ 172.16.22.1 255.255.255.0 
 
ip local pool ippool 192.168.3.1-192.168.3.254 
 
global (outside) 10 interface 
 
nat (inside) 0 access-list inside_outbound_nat0_acl 
nat (inside) 10 0.0.0.0 0.0.0.0 0 0 
 
static (inside,outside) 130.100.26.7 192.168.1.7 netmask 
255.255.255.255 0 0 
static (inside,outside) 130.100.26.8 192.168.1.1 netmask 
255.255.255.255 0 0 
 
route outside 0.0.0.0 0.0.0.0 R6 1 
route inside 8.8.8.0 255.255.255.0 192.168.1.1 1 
 
aaa-server TACACS+ protocol tacacs+ 
aaa-server TACACS+ (inside) host 192.168.1.7 cisco6727 timeout 5 
aaa-server RADIUS protocol radius 
aaa-server LOCAL protocol local 
 
aaa authentication match inside_authentication_TACACS+ inside 
TACACS+ 



aaa authentication telnet console TACACS+ 
aaa authentication ssh console TACACS+ 
aaa authorization match inside_authorization_TACACS+ inside 
TACACS+ 
aaa accounting match inside_accounting_TACACS+ inside TACACS+ 
 
sysopt connection permit-ipsec 
no sysopt route dnat 
 
 
crypto ipsec transform-set ccie esp-des esp-md5-hmac 
crypto dynamic-map dynmap 10 set transform-set ccie 
crypto map mymap 10 ipsec-isakmp dynamic dynmap 
crypto map mymap client authentication TACACS+ 
crypto map mymap interface outside 
 
 
 
isakmp enable outside 
isakmp identity address 
isakmp policy 10 authentication pre-share 
isakmp policy 10 encryption des 
isakmp policy 10 hash md5 
isakmp policy 10 group 2 
isakmp policy 10 lifetime 86400 
isakmp policy 20 authentication pre-share 
isakmp policy 20 encryption des 
isakmp policy 20 hash md5 
isakmp policy 20 group 1 
isakmp policy 20 lifetime 86400 
 
vpngroup vpn address-pool ippool 
vpngroup vpn dns-server 156.46.10.10 
vpngroup vpn wins-server 10.1.1.1 
vpngroup vpn default-domain cisco.com 
vpngroup vpn split-tunnel 101 
vpngroup vpn pfs 
vpngroup vpn idle-time 1800 
vpngroup vpn password cisco 
 
telnet 192.168.1.100 255.255.255.255 inside 
ssh 192.168.1.100 255.255.255.255 inside 
ssh 192.168.1.1 255.255.255.255 inside 
username admin password f3UhLvUj1QsXsuK7 encrypted privilege 15 
username user2tacacs password mbO2jYs13AXlIAGa encrypted 
privilege 2 
 



 

 
 
 
 

 
 
 



 
 
 
 





 
 
 



 
 
 
 

 



 
 
 

 
 
 
 
 

  

Section 24: QoS (12 Minutes) 



R6

R5

S1

S0/0

1 40. 100 .5 6.0/26

 

hostname R6 
! 
logging queue-limit 100 
! 
username R8 password 0 cisco 
ip subnet-zero 
ip cef 
! 
! 
! 
crypto isakmp policy 1 
 authentication pre-share 
 lifetime 2000 
crypto isakmp key cisco address 3.3.3.3 
crypto isakmp key cisco address 8.8.8.8 
crypto isakmp key cisco address 4.4.4.4 
! 
! 
crypto ipsec transform-set trvpn esp-des esp-sha-hmac 
 mode transport 
! 
crypto map vpn 10 ipsec-isakmp 
 set peer 3.3.3.3 
 set transform-set trvpn 
 match address 111 
crypto map vpn 20 ipsec-isakmp 
 set peer 8.8.8.8 
 set transform-set trvpn 
 match address 112 
crypto map vpn 30 ipsec-isakmp 
 set peer 4.4.4.4 
 set transform-set trvpn 
 match address 113 



! 
isdn switch-type basic-ni 
! 
key chain ccie 
 key 1 
  key-string ccie 
! 
! 
! 
! 
interface Loopback6 
 description OSPF Loopback 
 ip address 6.6.6.6 255.255.255.255 
 ip ospf network point-to-point 
! 
interface Loopback16 
 description Loopback for VPN full mesh 
 ip address 16.16.16.16 255.255.255.0 
! 
interface Loopback66 
 ip address 140.100.86.1 255.255.255.224 
! 
interface Loopback666 
 description BGP Loopback 
 ip address 6.6.6.66 255.255.255.255 
! 
interface Tunnel0 
 description To R8 over PIX2 
 ip address 192.168.2.2 255.255.255.0 
  
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
  
 tunnel source 130.100.26.6 
 tunnel destination 130.100.26.3 
 crypto map vpn 
! 
interface Tunnel3 
 description Basic GRE Crypto to R3 
 ip address 192.168.36.2 255.255.255.0 
 tunnel source 6.6.6.6 
 tunnel destination 3.3.3.3 
 crypto map vpn 
! 
interface Tunnel4 
 description Basic GRE Crypto to R4 
 ip address 192.168.46.2 255.255.255.0 



 tunnel source 6.6.6.6 
 tunnel destination 4.4.4.4 
 crypto map vpn 
! 
interface Tunnel8 
 description Basic GRE Crypto to R8 
 ip address 192.168.68.1 255.255.255.0 
 tunnel source 6.6.6.6 
 tunnel destination 8.8.8.8 
 crypto map vpn 
! 
interface FastEthernet0/0 
 ip address 130.100.26.6 255.255.255.224 
 ip access-group time_acl in 
  
 ip nat inside 
 ip rip authentication mode md5 
 ip rip authentication key-chain ccie 
 ip inspect ccie in 
 speed 10 
 half-duplex 
  
 standby 1 ip 130.100.26.1 
 standby 1 preempt 
 standby 1 authentication ccie 
 standby 1 track Serial0/0 
 crypto map vpn 
! 
interface BRI0/0 
 no ip address 
 encapsulation ppp 
 ip ospf cost 65000 
 dialer pool-member 10 
 dialer pool-member 1 
 isdn switch-type basic-ni 
 isdn tei-negotiation first-call 
 isdn spid1 6661 6666 
 isdn spid2 6662 6666 
  
 ppp authentication chap 
 ppp multilink 
! 
interface Serial0/0 
 ip address 140.100.56.6 255.255.255.192 
 ip access-group ccie in 
 ip verify unicast reverse-path 12 
 



 ip nat outside 
 rate-limit input access-group 120 496000 2000 2000 conform-
action transmit exceed-action drop 
 rate-limit output access-group 121 296000 2000 2000 conform-
action transmit exceed-action continue 
 no ip route-cache same-interface 
 no ip route-cache cef 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf network point-to-point 
  
 crypto map vpn 
! 
! 
interface Dialer1 
 ip address 172.22.85.2 255.255.255.0 
 encapsulation ppp 
 ip ospf authentication message-digest 
 ip ospf message-digest-key 5 md5 cisco 
 ip ospf cost 65535 
 ip ospf demand-circuit 
 dialer pool 1 
 dialer remote-name R8 
 dialer idle-timeout 60 
 dialer string 8888 
 dialer hold-queue 20 
 dialer-group 1 
 no peer default ip address 
 no fair-queue 
  
 ppp callback request 
 ppp authentication chap 
 ppp chap hostname R6 
 ppp chap password 0 cisco 
 ppp multilink 
 crypto map vpn 
! 
router eigrp 100 
network 192.168.36.0 
 network 192.168.46.0 
 network 192.168.68.0 
 maximum-paths 1 
 no auto-summary 
! 
router ospf 123 
 router-id 6.6.6.6 
 log-adjacency-changes detail 



 area 56 authentication message-digest 
 area 56 virtual-link 5.5.5.5 authentication message-digest 
 area 56 virtual-link 5.5.5.5 message-digest-key 5 md5 cisco 
 area 86 authentication message-digest 
 network 6.6.6.6 0.0.0.0 area 56 
 network 140.100.56.0 0.0.0.63 area 56 
 network 172.22.85.0 0.0.0.255 area 86 
 network 192.168.2.0 0.0.0.255 area 86 
 default-information originate always 
 distribute-list 1 out 
! 
router rip 
 version 2 
 network 130.100.0.0 
 no auto-summary 
! 
router bgp 456 
 no synchronization 
 bgp router-id 6.6.6.6 
 bgp log-neighbor-changes 
 network 6.6.6.66 mask 255.255.255.255 
 network 140.100.86.0 mask 255.255.255.224 
 neighbor 8.8.8.8 remote-as 65000 
 neighbor 8.8.8.8 ebgp-multihop 2 
 neighbor 8.8.8.8 update-source Loopback6 
 neighbor 140.100.56.5 remote-as 456 
 neighbor 140.100.56.5 next-hop-self 
 neighbor 192.168.2.1 remote-as 65000 
 no auto-summary 
! 
ip nat inside source list 1 interface Serial0/0 overload 
ip nat inside source static tcp 130.100.26.10 80 140.100.56.6 80 
extendable no-alias 
ip nat inside source static tcp 130.100.26.12 21 140.100.56.6 21 
extendable no-alias 
ip nat inside source static tcp 130.100.26.12 20 140.100.56.6 20 
extendable no-alias 
ip nat inside source static tcp 130.100.26.6 23 140.100.56.6 23 
extendable no-alias 
ip classless 
ip route 192.168.1.0 255.255.255.0 130.100.26.2 
ip route 192.168.1.1 255.255.255.255 130.100.26.2 
ip http server 
! 
! 
ip access-list standard no_ospf_route 
 deny   130.100.26.0 0.0.0.255 



 permit any 
! 
ip access-list extended ccie 
 permit icmp any any 
 permit udp any any eq isakmp 
 permit esp any any 
 permit gre any any 
 permit eigrp any any 
 permit ospf any any 
 permit tcp any any eq bgp 
 permit tcp any eq bgp any 
 deny   ip 127.0.0.0 0.255.255.255 any 
 deny   ip 127.0.0.0 0.255.255.255 any log 
 deny   ip 10.0.0.0 0.255.255.255 any log 
 deny   ip 172.16.0.0 0.15.255.255 any log 
 deny   ip 192.168.0.0 0.0.255.255 any log 
permit tcp any any eq bgp log 
 permit eigrp any any log 
 permit esp any any log 
 permit icmp any any unreachable 
 permit icmp any any echo-reply 
 permit icmp any any packet-too-big 
 permit icmp any any time-exceeded 
 permit icmp any any traceroute 
 permit icmp any any administratively-prohibited 
 permit icmp any any echo 
 permit tcp any any eq telnet 
permit tcp any any eq www log 
 deny   tcp any host 130.100.26.6 established 
 permit tcp any host 10.0.0.1 
 permit tcp any host 130.100.26.6 
 permit udp any any eq ntp log 
 deny   ip any any 
 
ip access-list extended time_acl 
 deny   tcp any any eq www log time-range wkdays 
 permit udp any any time-range weends 
 deny   tcp any any eq www log time-range weekdays 
 permit udp any any time-range weekends 
 permit gre any any log 
 permit ospf any any log 
 permit icmp any any log 
 permit tcp any any eq bgp log 
 permit tcp any any eq telnet log 
 permit esp any any log 
 permit ahp any any log 
 permit ip any any log 



  
access-list 111 permit ip 16.16.16.0 0.0.0.255 13.13.13.0 
0.0.0.255 log 
access-list 112 permit ip 16.16.16.0 0.0.0.255 18.18.18.0 
0.0.0.255 log 
access-list 113 permit ip 16.16.16.0 0.0.0.255 14.14.14.0 
0.0.0.255 log 
! 
! 
 
! 
line con 0 
 exec-timeout 0 0 
 privilege level 15 
 login authentication no_login 
line aux 0 
line vty 0 4 
privilege level 15 
! 
 

Section 25: L2VPN (10 Minutes) 

For this lab section, refer to Figure 26-7 on page 932 of the 
book.  
 
R1 
interface FastEthernet1.1 
 description VLAN 10 
 encapsulation dot1Q 10 
 ip address 10.1.1.1 255.255.255.0 
! 
interface FastEthernet1.2 
 description VLAN 11 
 encapsulation dot1Q 11 
 ip address 11.1.1.1 255.255.255.0 
 
R10#show run 
! 
interface FastEthernet2/0.1 
 encapsulation dot1Q 10 
 ip address 10.1.1.10 255.255.255.0 
! 
interface FastEthernet2/0.2 
 encapsulation dot1Q 11 
 ip address 11.1.1.10 255.255.255.0 
 



3550-A 
! 
interface GigabitEthernet0/10                           ?to R1 
switchport access vlan 100 
switchport mode dot1q-tunnel 
l2protocol-tunnel cdp            ?pass CDP, VTP and STP to R1 
l2protocol-tunnel vtp 
l2protocol-tunnel stp 
 
3550-B 
! 
interface GigabitEthernet0/12                          ?to R10 
switchport access vlan 100 
switchport mode dot1q-tunnel 
l2protocol-tunnel cdp              ?pass CDP, VTP and STP to R10 
l2protocol-tunnel vtp 
l2protocol-tunnel stp 
 
3550-A# 
interface GigabitEthernet0/12               ?to 3550-B 
switchport trunk encapsulation dot1q 
switchport mode trunk 
  
3550-B# 
interface GigabitEthernet0/9                 ?to 3550-A 
switchport trunk encapsulation dot1q 
switchport mode trunk 
 
 
R1#ping 11.1.1.10 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 11.1.1.10, timeout is 2 
seconds: 
.!!!! 
Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/4 
ms 
 
R1#ping 11.1.1.10 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 11.1.1.10, timeout is 2 
seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 
1/1/4 ms 



R1# 
 

 


