For this |l ab section, refer to Figure 26-9 on page 941 of the
book.

Section 1: Beginning Configuration (6 Mnutes) and
Section 2: Layer 2 Switching (15 M nutes)

vl an dat abase
vtp server
vtp domain ccie_lab
vtp password ccie
vl an 2 nane VLAN2
vl an 8 name VLANS
vl an 10 nane VLAN10
vl an 11 nane VLAN11
vl an 13 name VLAN13
vl an 26 name VLAN26
vl an 47 nane VLAN47
vl an 82 nane VLAN82
exit

service tinmestanmps debug datetinme nsec |ocaltine
service tinmestanps |log datetine nsec |localtine
servi ce password-encryption

|

hostnane 3550- A
I

enabl e secret 5 $1%$ej 9. $DMUvAUNZOANVggBEzI XEO
|
cl ock tinmezone CST -6

clock sumer-time CDT recurring
i p subnet-zero

no ip finger

no i p domai n-1 ookup

|

spanni ng-tree vlan 47 root primary dianeter 3
!
interface FastEthernet0/1
description Connection to R1 EO
swi t chport node access
swi t chport access vlan 10
!
i nterface FastEthernet0/2
description Connection to R2 EO




swi tchport node access
swi tchport access vlan 2

nterface FastEthernet0/3
description Connection to R3 EO
swi t chport node access
swi t chport access vlan 13

nterface FastEthernet0/4
description Connection to R4 EO
swi t chport node access
swi t chport access vlan 47

nterface FastEthernet0/5

description 802.1Q Trunk

swi t chport node trunk

swi tchport trunk encapsul ati on dot 1q

nterface FastEthernet0/6
description Connection to R6 FO/0
swi t chport node access

swi t chport access vlan 26

interface FastEthernet0/7
description Connection to R7 EO
swi t chport node access
swi t chport access vlan 47

interface FastEthernet0/8
description Connection to R8 FO/0
swi t chport nopde access

swi tchport access vlan 82

interface FastEthernet0/9
description Connection to R9 EO
swi tchport node access
swi t chport access vlan 11

nt erf ace Fast Et her net 0/ 10

nterface FastEthernet0/11

description Connection to PI X1 Qutside
swi t chport node access

swi tchport access vlan 13

|
interface Fast Ethernet0/12

description Connection to PI X1 Inside




swi tchport node access
swi tchport access vlian 11

nterface FastEthernet0/13
description Connection to ACS Server
swi t chport node access

swi t chport access vlan 82

nterface FastEthernet0/14
nterface Fast Ethernet0/15
nterface FastEthernet0/16
nterface FastEthernet0/17
nterface FastEthernet0/18
nterface FastEthernet0/19

nt erface FastEt hernet0/ 20
swi t chport node access
swi t chport access vlan 82

nterface FastEthernet0/21

description Connection to PI X2 Inside
swi t chport node access

swi tchport access vlan 82

nterface FastEthernet0/22

description Connection to Pl X2 Qutside
swi tchport node access

swi tchport access vlan 26

nt erface FastEthernet0/23
swi tchport node access
swi t chport access vlan 82

nt erf ace Fast Et hernet 0/ 24

description Port Monitor

noni tor session 2 source vlan 26 rx

noni tor session 2 destination interface fastethernet0/24
swi t chport node access

swi tchport access vlan 26

nterface VLANS82




ip address 192.168.100.1 255.255.255.0

no i p directed-broadcast

no i p route-cache

!
ip classless

no ip http server
!
snnp-server enginel D | ocal 800000009030000005313B8181
!
line con O

password 7 1717651F98D896

| oggi ng synchronous

| ogin
transport input none
line vty 0 15

password 7 1717651F98D896
| oggi ng synchronous

| ogi n

transport input none

|
nmoni tor session 1 source vlan 26

nmoni tor session 1 destination interface FaO/ 24
end

S$1

Fi gure 26-8
Section 3: Franme Relay (5 M nutes)

Configuration itenms for RI:
[

host nane R1




I
enabl e secret 5 $1$1xxK$LWh42s5Y9aOL7nmvAuehLPM
!
i p subnet-zero
no ip finger
no i p domai n-I| ookup
!
interface Loopbackl
i p address 1.1.1.1 255.255. 255. 255
!
interface SerialO
i p address 150.100. 31.1 255. 255. 255. 240
encapsul ation frame-rel ay
frame-relay map ip 150.100.31.3 101 broadcast

frame-relay I m-type ansi
ip classless

Configuration itens for R2:
host nane R2
!

enabl e secret 5 $1$0 Dj $4. 39veJ97UQ7La4nOLLi CO
!
interface Loopback?2
I p address 2.2.2.2 255.255. 255. 255
[
interface SerialO
I p address 150. 100. 32. 2 255. 255. 255. 224
encapsul ation frame-rel ay
frame-relay map i p 150.100. 32.3 202 broadcast
frame-relay I m-type ansi
|

ip classless

host name R3
|

i p subnet-zero

!

interface Loopbacks3
I p address 3.3.3.3 255. 255. 255. 255
i p ospf network point-to-point

I

interface EthernetO

I p address 130.100. 1. 3 255. 255. 255.0
!




interface SerialO
no i p address

encapsul ation frame-rel ay
no fair-queue

frame-relay | m-type ansi
!
interface Serial 0.1 point-to-point

i p address 150.100. 31. 3 255. 255. 255. 240
frame-relay interface-dlci 301

!
interface Serial 0.2 point-to-point

I p address 150.100. 32. 3 255. 255. 255. 224
frame-relay interface-dlci 302

!
interface Serial 0.3 point-to-point

i p address 150. 100. 33. 3 255. 255. 255. 248
frame-relay interface-dlci 304

host name R4

!
interface Loopback4

I p address 4.4.4.4 255.255. 255. 255

i p ospf network point-to-point

!
interface EthernetO

I p address 140.100.47.4 255. 255. 255. 192
!
interface SerialO

I p address 150. 100. 33. 4 255. 255. 255. 248
encapsul ation frame-rel ay

frame-relay map i p 150.100. 33. 3 404 broadcast

frame-relay I m-type ansi
[

ip classless

ATM7/0/0.1 ATM7/0/0.1
PVC 1/100 PVC 1/100
172.150.1.0/24

S1




Section 4. ATM (3 M nut es)

R5

interface ATM// 0

no i p address

no ATM il m - keepalive

|

interface ATM7/ 0/ 0.1 point-to-point

i p address 172.150.1.5 255.255.255.0
no i p directed-broadcast

pvc 1/100
protocol ip 172.150.1.11 broadcast
encapsul ati on aal 5snap

R11
interface ATM// 0
no i p address
atm cl ock | NTERNAL
no ATM il m - keepalive
|
interface ATM7/ 0/ 0.1 point-to-point
I p address 172.150.1.11 255.255.255.0
no ip directed-broadcast
pvc 1/100
protocol ip 172.150.1.5 broadcast
encapsul ati on aal 5snap

For this |lab section, refer to Figure 26-2 on page 912 of the
book.

Section 5. RP (17 M nutes)

host nanme R4
!
!

i p subnet-zero

no i p domai n-1 ookup
!
[

key chain ccie




key 6727
key-string ccie
!
i nterface Loopback4
i p address 4.4.4.4 255, 255. 255. 255
!
interface EthernetO
I p address 140.100.47.4 255. 255. 255. 192
ip rip send version 2
rip receive version 2
ri p authenticati on node nd5

i
i
ip rip authentication key-chain ccie

T T T O

|

!

router rip
version 2

network 4.0.0.0
net wor k 140.100.0.0
default-information originate
no aut o- summary

|

ip classless

R4#sho ip route rip
67.0.0.0/24 is subnetted, 1 subnets
R 67.67.67.0 [120/1] via 140.100.47.7, 00:00:06, EthernetO

host name R7
[

i p subnet-zero
|
!
key chain ccie
key 6727
key-string ccie
|
!
interface Loopback6727
description Test Loopback for RIPv2
I p address 67.67.67.1 255. 255.255.0
|
interface EthernetO
i p address 140.100.47.7 255.255. 255.192
Ip rip send version 2
rip receive version 2
rip authenticati on node nud5
rip authentication key-chain ccie

T T T O




|
!
router rip

version 2

network 140.100.0.0
network 67.0.0.0

no aut o- sunmary

host nane R3
!
i p subnet-zero
no i p domai n-1 ookup
!
i nterface Loopback3

i p address 3.3.3.3 255.255. 255. 255
!
interface EthernetO

i p address 130.100. 1.3 255.255.255.0

interface SerialO
no i p address
encapsul ation frame-rel ay
no fair-queue
frame-relay | m-type ansi
!
interface Serial 0.1 point-to-point
I p address 150. 100. 31. 3 255. 255. 255. 240
frame-relay interface-dlci 301
I
interface Serial 0.2 point-to-point
I p address 150. 100. 32. 3 255. 255. 255. 224
frame-relay interface-dlci 302
!
interface Serial 0.3 point-to-point
I p address 150. 100. 33. 3 255. 255. 255. 248
frame-relay interface-dlci 304
!
router rip
version 1
net work 130.100.0.0
|

ip classless

| PI X1# sho config




PI X Version 6.2(2)

nanei f ethernetO0 outside securityO
namei f ethernetl inside securityl00
namei f ethernet2 DMZ securitylO

host nanme Pl X1
domai n- nane ci sco. com
nanmes

interface ethernet0 auto
interface ethernetl auto
interface ethernet2 auto

mu outside 1500
mu inside 1500
mu DVZ 1500

i p address outside 130.100.1.1 255.255.255.0
ip address inside 10.1.1.1 255.255.255.0

ri p outside passive version 1
rip inside passive version 2 authentication nd5 ccie 2

host name R9
I
I
key chain | ab

key 2

key-string ccie

i nterface Loopback9
i p address 9.9.9.9 255. 255. 255. 255

interface Loopbackl9
I p address 19.19.19.19 255.255.255.0

interface EthernetO

I p address 10.1.1.9 255.255.255.0
ip rip authentication node nd5

ip rip authentication key-chain |ab
|
router rip

version 2

network 9.0.0.0

network 10.0.0.0

network 19.0.0.0

no aut o- sunmary




!
ip classless
ip route 0.0.0.0 0.0.0.0 10.1.1.1

host nane R8
|

énable password 7 05080F1C2243
|

i nterface Fast Et hernet0/1

I p address 192.168. 1.1 255. 255. 255.0
!
router rip

version 1

network 192.168.1.0

host nane R6
|

ip subnet - zero
!
key chain ccie
key 1
key-string ccie
!
!
interface Loopback6
I p address 6.6.6.6 255.255. 255. 255
|

interface FastEthernet0/0

i p address 130.100. 26. 6 255. 255. 255. 224
ip rip authentication node nmd5

ip rip authentication key-chain ccie

|
router rip

version 2

net wor k 130.100.0.0

no aut o- summary

|

ip classless

Pl X2# sho config

PI X Version 6.2(2)

namei f ethernet0 outside securityO
namei f ethernetl inside securityl00




namei f ethernet2 DMZ2 securitylO
namei f ethernet3 DMZ3 securityl5

host nane PI X2

interface ethernetO 10full
interface ethernetl auto

mu outside 1500
mu inside 1500

i p address outside 130.100.26.2 255. 255. 255. 224
ip address inside 192.168.1.222 255.255.255.0

rip outside passive version 2 authentication nd5 ccie 1
rip inside passive version 1
route outside 0.0.0.0 0.0.0.0 130.100.26.6 1

Section 6: GSPF (23 M nut es)

host nane R1
|

enabl e secret 5 $1$1xxK$LWh42sY9a017mvAuehLPM
!
i p subnet-zero
no i p domai n-1 ookup
!
i nterface Loopbackl
ip address 1.1.1.1 255.255. 255. 255
I p ospf network point-to-point
!
interface SerialO
i p address 150.100. 31. 1 255. 255. 255. 240
encapsul ation frame-rel ay
I p ospf authentication nessage-di gest
i p ospf nmessage-digest-key 5 mid5 7 094F471A1A0A
I p ospf network point-to-point
frame-relay map ip 150.100.31.3 101 broadcast

frame-relay I m-type ansi
!

router ospf 123
router-id 1.1.1.1
| og- adj acency- changes




area 0 authentication nessage-di gest
network 1.1.1.1 0.0.0.0 area O
network 150.100.31.0 0.0.0.15 area O
|

ip classless
|
line con O
exec-timeout 0 O
| oggi ng synchronous
line aux O
line vty 0 4
| oggi ng synchronous
| ogin

host nane R2
|

enabl e secret 5 $1$0 Dj $4. 39veJ97UQ7La4nOLLi CO
!

i p subnet-zero

!

!

i nterface Loopback?2

i p address 2.2.2.2 255.255. 255. 255
I p ospf network point-to-point

interface SerialO

I p address 150. 100. 32. 2 255. 255. 255. 224
encapsul ation frame-rel ay

i p ospf authentication nessage-di gest

i p ospf nmessage-digest-key 5 mid5 7 045802150C2E
I p ospf network point-to-point

frame-relay map ip 150.100.32.3 202 broadcast

|
router ospf 123

router-id 2.2.2.2

| og- adj acency- changes

area 0 authentication nessage-di gest

network 2.2.2.2 0.0.0.0 area O

net work 150.100.32.0 0.0.0.31 area O
|

ip classless




ip http server
line con O

R3# sho run
Bui | di ng configuration..

Current configuration : 2840 bytes
|

version 12.2
service tinmestanps debug datetinme nsec |ocaltine

service tinmestanps | og datetine nsec localtine
|

host name R3
|

i p subnet-zero
!

nterface Loopback3
I p address 3. 3.3.3 255. 255. 255. 255
i p ospf network point-to-point

nterface Loopbackl0
I p address 3.3.3.13 255. 255. 255. 255
i p ospf network point-to-point

nterface Loopbackll
I p address 3. 3.3.23 255. 255. 255. 255
i p ospf network point-to-point

nterface Loopbackl2
i p address 3.3.3.33 255.255. 255. 255
i p ospf network point-to-point

nterface Loopbackl3
i p address 130.100. 100.1 255. 255. 255. 255
I p ospf network point-to-point

nterface EthernetO
i p address 130.100. 1.3 255.255.255.0

nterface SerialO

no i p address

encapsul ation frame-rel ay
no fair-queue

frame-relay | m-type ansi




interface Serial 0.1 point-to-point

I p address 150. 100. 31. 3 255. 255. 255. 240
I p ospf authentication nessage-di gest

i p ospf nessage-di gest-key 5 mid5 cisco

frame-relay interface-dlci 301
I
interface Serial 0.2 point-to-point

i p address 150.100. 32. 3 255. 255. 255. 224

I p ospf authentication nessage-di gest

i p ospf nessage-di gest-key 5 mid5 cisco

frame-relay interface-dlci 302
!
interface Serial 0.3 point-to-point

i p address 150.100. 33. 3 255. 255. 255. 248

I p ospf authentication nessage-di gest

i p ospf nessage-di gest-key 5 mid5 cisco

frame-relay interface-dlci 304
|
!
router ospf 123

router-id 3.3.3.3

| og- adj acency- changes

area 0 authentication nmessage-di gest

network 3.3.3.3 0.0.0.0 area O

network 150.100.31.0 0.0.0.15 area O

net wor k 150.100.32.0 0.0.0.31 area O

net work 150.100.33.0 0.0.0.7 area O
|
router rip

version 1

net work 130.100.0.0

|
|
ip classless
|
|
|

line con O
exec-timeout 0 O
privilege |level 15

|R3# ping 1.1.1.1




Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 1.1.1.1, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip m n/avg/ max =
44/ 47/ 48 ns

R3#ping 2.2.2.2

Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 2.2.2.2, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip m n/avg/ max =

60/ 60/ 60 ns
R3#ping 4.4.4.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 4.4.4.4, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
60/ 60/ 64 s

R3#ping 5.5.5.5

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 5.5.5.5, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
88/ 89/ 92 ns

R3#ping 6.6.6.6

Type escape sequence to abort.

Sending 5, 100-byte ICVWP Echos to 6.6.6.6, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
112/ 114/ 120 s

R3#ping 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 8.8.8.8, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ mx =
116/ 116/ 120 s

R4# sho run
Bui | di ng configuration..

Current configuration : 2339 bytes
!




version 12.2
service tinmestanmps debug datetinme nsec localtine
service tinmestanps | og datetime nsec |ocaltinme
servi ce password-encryption
!
host nane R4
I
!
i p subnet-zero
no i p domai n-I| ookup
!
!
key chain ccie
key 6727
key-string ccie

nt erface LoopbackO
no i p address

i nterface Loopback4
i p address 4.4.4.4 255.255. 255. 255
I p ospf network point-to-point

interface EthernetO
i p address 140.100.47.4 255. 255. 255. 192
ip rip send version 2
ip rip receive version 2
ip rip authentication node nd5
Ip rip authentication key-chain ccie

interface SerialO
i p address 150. 100. 33. 4 255. 255. 255. 248
encapsul ation frame-rel ay
I p ospf authentication nessage-di gest
i p ospf nessage-digest-key 5 mid5 7 104DO00A0618
I p ospf network point-to-point

frame-relay map ip 150.100.33.3 404 broadcast

frame-relay | m-type ansi
|

interface Seriall
i p address 140.100. 45.4 255. 255. 255. 192
I p ospf authentication nessage-di gest




I p ospf nessage-digest-key 5 nmd5 7 1511021F0725
I p ospf network point-to-point

cl ockrate 64000

|
router ospf 123

router-id 4.4.4.4

| og- adj acency-changes det ai |

area 0 authentication nmessage-di gest

area 45 authentication nessage-di gest

area 45 virtual -link 5.5.5.5 authentication nessage-di gest
area 45 virtual-link 5.5.5.5 nessage-di gest-key 5 nmd5 7
0822455D0A16

network 4.4.4.4 0.0.0.0 area O

net wor k 140.100.45.0 0.0.0.63 area 45

net work 150.100.33.0 0.0.0.7 area O

|
router rip

version 2

network 4.0.0.0

net wor k 140.100.0.0
default-information originate
no aut o- sunmary

|
I
ip classless

|
!
line con O
exec-timeout 0 O
| oggi ng synchronous
line aux O
line vty 0 4
privilege |evel 15
| oggi ng synchronous
no | ogin
|
end

Ra#ping 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 1.1.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
100/ 104/ 108 s




Ra#ping 2.2.2.2

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 2.2.2.2, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
116/ 116/ 116 ns

Ra#ping 3.3.3.3

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 3.3.3.3, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip m n/avg/ max =
60/ 60/ 64 B

Ra#ping 5.5.5.5

Type escape sequence to abort.
Sending 5, 100-byte ICWP Echos to 5.5.5.5, tineout is 2 seconds:
Sﬂéééss rate is 100 percent (5/5), round-trip mn/avg/ max =

32/ 32/ 32 s
R4#ping 6.6.6.6

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 6.6.6.6, tinmeout is 2 seconds
Sﬁéééss rate is 100 percent (5/5), round-trip mn/avg/ max =
56/ 59/ 64 s

Ra#ping 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICVWP Echos to 8.8.8.8, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
60/ 60/ 60 ns

R5#sho run

Bui | di ng configuration..
!
version 12.2

service tinmestanps debug uptine
|

hostnane R5
|

i p subnet-zero
!




interface Loopback5
I p address 5.5.5.5 255. 255. 255. 255

i p ospf network point-to-point

interface EthernetO
I p address 130. 100. 26.5 255. 255. 255. 224

interface SerialO
i p address 140.100. 45.5 255. 255. 255. 192
I p ospf authentication nessage-di gest
i p ospf nessage-di gest-key 5 mid5 cisco
i p ospf network point-to-point

interface Seriall

i p address 140. 100. 56.5 255. 255. 255. 192
i p ospf authentication nessage-di gest

I p ospf nmessage-digest-key 5 nmd5 cisco
i p ospf network point-to-point

cl ockrate 64000

|
router ospf 123

router-id 5.5.5.5

| og- adj acency-changes det ai |

area 0 authentication nessage-di gest

area 45 authenticati on nmessage-di gest

area 45 virtual-link 4.4.4.4 authentication nessage-di gest
area 45 virtual-link 4.4.4.4 nmessage-di gest-key 5 nmd5 cisco
area 56 authentication nessage-di gest

area 56 virtual-link 6.6.6.6 authentication nessage-di gest
area 56 virtual-link 6.6.6.6 nessage-di gest-key 5 nmd5 cisco
network 5.5.5.5 0.0.0.0 area 45

net work 140. 100.45.0 0.0.0.63 area 45

net wor k 140. 100.56.0 0.0.0.63 area 56
I

ip classless

R5#ping 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 1.1.1.1, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip m n/avg/ max =
128/ 130/ 140 s

R5#ping 2.2.2.2




Type escape sequence to abort.

Sendi ng 5, 100-byte ICWP Echos to 2.2.2.2, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip m n/avg/ max =
144/ 145/ 152 s

R5#ping 3.3.3.3

Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 3.3.3.3, tineout is 2 seconds:
Sﬁéééss rate is 100 percent (5/5), round-trip mn/avg/ max =

88/ 88/ 92 ns
R5#ping 4.4.4.4

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 4.4.4.4, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
32/ 32/ 36 s

R5#ping 6.6.6.6

Type escape sequence to abort.

Sending 5, 100-byte |ICWP Echos to 6.6.6.6, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
32/ 32/ 32 ns

R5#ping 8.8.8.8

Type escape sequence to abort.
Sending 5, 100-byte ICWP Echos to 8.8.8.8, tinmeout is 2 seconds:

Success rate is 0 percent (0/3)
R5#pi ng 67.67.67.1

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 67.67.67.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
32/ 32/ 32 ns

R5#

R6#sho run
Bui | di ng configuration..




Current configuration : 2373 bytes
!
version 12.2

service tinmestanps debug datetine nsec
service tinestanps | og datetine nsec
no service password-encryption

!
host nane R6
!
!
i p subnet-zero
!
!
no i p domain | ookup
|

ip audit notify | og
[

!
key chain ccie

key 1
key-string ccie

interface Loopback6
I p address 6.6.6.6 255.255. 255. 255
i p ospf network point-to-point

interface FastEthernet0/0
I p address 130. 100. 26. 6 255. 255. 255. 224
ip rip authentication node nd5
ip rip authentication key-chain ccie

interface Serial 0/0

I p address 140. 100. 56. 6 255. 255. 255. 192
I p ospf authentication nessage-di gest

I p ospf nessage-di gest-key 5 nmid5 cisco
i p ospf network point-to-point

|
router ospf 123

router-id 6.6.6.6

| og- adj acency-changes det ai l

area 56 authentication nessage-di gest

area 56 virtual-link 5.5.5.5 authentication nessage-di gest




area 56 virtual-link 5.5.5.5 nessage-di gest-key 5 md5 cisco
area 86 authentication nmessage-di gest

network 6.6.6.6 0.0.0.0 area 56

net wor k 140.100.56.0 0.0.0.63 area 56

|
router rip

version 2

net work 130.100.0.0

no aut o- sunmary
|

p cl assl ess

i
ip route 192.168.1.0 255.255.255.0 130.100. 26.2
!
[
|

line con O
exec-timeout 0 O

line aux O

line vty 0 4
privilege |evel 15
no | ogin

|
[

end

Ré#ping 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 1.1.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
156/ 164/ 192 s

R6#ping 2.2.2.2

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 2.2.2.2, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ mx =
168/ 173/ 188 s

R6#ping 3.3.3.3

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 3.3.3.3, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip m n/avg/ max =
112/ 115/ 116 ns

R6#ping 4.4.4.4




Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 4.4.4.4, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip m n/avg/ max =
60/ 163/ 208 ns

R6#ping 5.5.5.5

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 5.5.5.5, tineout is 2 seconds:
Sﬁéééss rate is 100 percent (5/5), round-trip mn/avg/ max =
28/ 28/ 32 s

R6#pi ng 67.67.67.1

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 67.67.67.1, tineout is 2
seconds:

Sﬂéééss rate is 100 percent (5/5), round-trip mn/avg/ max =

60/ 60/ 64 ns
R6#ping 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte |ICWP Echos to 8.8.8.8, tineout is 2 seconds:
Sﬁéééss rate is 100 percent (5/5), round-trip mn/avg/ max =

4/ 4] 4 ns

R6#

R8#sho run
Bui | di ng configuration..

Current configuration : 4766 bytes
!
I Last configuration change at 00:28:17 PST Sun Mar 7 1993
I NVRAM config | ast updated at 18:16:29 PST Sat Mar 6 1993
!
version 12.2

service tinmestanps debug uptine
service tinmestanps | og uptine
servi ce password-encryption

|

host nane RS8
I




enabl e password 7 05080F1C2243
|

interface Loopback8

i p address 8.8.8.8 255. 255. 255. 255
I p ospf network point-to-point

!

i nterface Fast Et hernet0/1
I p address 192.168. 1.1 255. 255. 255.0

|
!
router ospf 123

router-id 8.8.8.8

| og- adj acency- changes

area 86 authentication nmessage-di gest
network 8.8.8.8 0.0.0.0 area 86

router rip

version 1

network 192.168.1.0
no aut o- sunmary

|
ip classless
ip route 6.6.6.0 255.255.255.0 192.168.1.222

ip route 130.100.26.0 255.255.255.0 192.168. 1. 222
|

line vty 0 4
privilege |evel 15
| ogin | ocal

R8#ping 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
156/ 160/ 168 ns

R8#ping 2.2.2.2

Type escape sequence to abort.
Sending 5, 100-byte ICWP Echos to 2.2.2.2, tinmeout is 2 seconds:




Success rate is 100 percent (5/5), round-trip m n/avg/ max =

172/ 172/ 172 ns
R8#ping 3.3.3.3

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 3.3.3.3, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
116/ 117/ 124 ns

R8#ping 4.4.4.4

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 4.4.4.4, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
56/ 59/ 60 ns

R8# ping 6.6.6.6

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 6.6.6.6, tinmeout is 2 seconds:
Sﬁéééss rate is 100 percent (5/5), round-trip mn/avg/ max =

4/ 4/ 4 s

R8#ping 67.67.67.1

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 67.67.67.1, tinmeout is 2
seconds:

Sﬂéééss rate is 100 percent (5/5), round-trip mn/avg/ max =
60/ 62/ 64 ns

PI X2(config)# sho run
Saved

PI X Version 6.2(2)

interface ethernet0O auto

interface ethernetl auto

namei f ethernet0 outside securityO
nanei f ethernetl inside securityl00
host nane PI X2

access-list outside_access_in permt icnp host 130.100.26.6 host
130. 100. 26. 3
access-list outside_access_in permt gre any host 130.100.26.3




i p address outside 130.100.26.2 255.255. 255. 224

ip address inside 192.168.1.222 255.255.255.0

gl obal (outside) 10 interface

nat (inside) 10 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 130.100.26.3 192.168.1.1 netmask

255. 255.255.255 0 O
access-group outside_access_in in interface outside

rip outside passive version 2 authentication nmd5 ccie 1
rip inside passive version 1

route outside 0.0.0.0 0.0.0.0 130.100.26.6 1

Section 7: BGP (43 M nutes)

R1#sho run
Bui | di ng configuration..

Current configuration : 1694 bytes
!
version 12.2

service tinmestanmps debug datetinme nsec localtine
service tinmestanps | og datetime nsec |ocaltinme
servi ce password-encryption

|

host nanme R1
|

énable secret 5 $1$1xxK$LWh42sY9aO17nmvAuehLPM
|

i p subnet-zero
I
!
interface Loopbackl

descri pti on OSPF Loopback

i p ospf network point-to-point

ip address 1.1.1.1 255.255. 255. 255
!
i nterface Loopbackl0

description BGP Loopback

ip address 1.1.1.11 255.255. 255. 255
|

interface SerialO




i p address 150.100.31.1 255. 255. 255. 240
encapsul ation frame-rel ay
I p ospf authentication nessage-di gest

i p ospf nessage-digest-key 5 md5 7 094F471A1A0A

I p ospf network point-to-point

frame-relay map ip 150.100.31.3 101 broadcast

frame-relay I m-type ansi
|
router ospf 123

router-id 1.1.1.1

| og- adj acency- changes

area 0 authentication nessage-di gest
network 1.1.1.1 0.0.0.0 area O

net wor k 150.100.31.0 0.0.0.15 area O
|
router bgp 1

no synchroni zation

bgp router-id 1.1.1.1

bgp | 0og- nei ghbor - changes

bgp confederation identifier 1234

bgp confederation peers 2 3

network 1.1.1.11 mask 255. 255. 255. 255
nei ghbor 150. 100. 31. 3 renote-as 3

no aut o- sunmary

p cl assl ess
p http server

I ne con O
exec-timeout 0 O
| oggi ng synchronous
line aux O
line vty 0 4
| oggi ng synchronous
| ogin
|
end

RL#pi ng 2. 2. 2. 22

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 2.2.2.22,
seconds:

ti meout

i s

2




Success rate is 100 percent (5/5), round-trip m n/avg/ max =
104/ 105/ 112 ns
Ri#ping 3. 3. 3. 33

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 3.3.3.33, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
48/ 48/ 48 s

Rl#ping 4.4.4.44

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 4.4.4.44, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
104/ 104/ 108 s

Rl#ping 5.5.5.55

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 5.5.5.55, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
132/ 133/ 140 ns

R1#ping 6.6.6. 66

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 6.6.6.66, tinmeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
156/ 169/ 220 ns

Rl#ping 7.7.7.7

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 7.7.7.7, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
104/ 105/ 108 ns

Ri1#ping 8. 8. 8. 88

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 8.8.8.88, tineout is 2
seconds:




Success rate is 100 percent (5/5), round-trip m n/avg/ max =
156/ 160/ 164 ns

Rl#sho ip bgp su

BGP router identifier 1.1.1.1, local AS nunber 1

BGP table version is 1287, main routing table version 1287

22 network entries and 22 paths using 2926 bytes of nenory

9 BGP path attribute entries using 540 bytes of menory

6 BGP AS- PATH entries using 144 bytes of nenory

0 BGP route-map cache entries using 0 bytes of nenory

0O BGP filter-list cache entries using 0 bytes of nmenory

BGP activity 251/535 prefixes, 815/793 paths, scan interval 60
secs

Nei ghbor \ AS MsgRcvd MsgSent Tbl Ver 1 nQ QutQ
Up/ Down St at e/ Pf xRcd

150. 100. 31. 3 4 3 2246 1955 1287 0 0
00: 05: 54 21

R2#sho run

Bui | di ng configuration..

Current configuration : 1629 bytes
|

version 12.2
service tinmestanps debug datetinme nmsec |localtine
service tinmestanps | og datetine nsec l|localtine

servi ce password-encryption
|

host nanme R2
|

enabl e secret 5 $1$0 Dj $4. 39veJ97UQ7La4nOLLI CO
!
i p subnet-zero

no i p domai n-1 ookup

interface Loopback?2

description OSPF Loopback

i p address 2.2.2.2 255.255. 255. 255
I p ospf network point-to-point




|
i nterface Loopback22
descri pti on BGP Loopback
i p address 2.2.2.22 255.255. 255. 255
|
interface SerialO
I p address 150. 100. 32. 2 255. 255. 255. 224
encapsul ation frame-rel ay
I p ospf authentication nessage-di gest
I p ospf nessage-digest-key 5 md5 7 045802150C2E
i p ospf network point-to-point

frame-relay map i p 150.100. 32. 3 202 broadcast

|
!
router ospf 123

router-id 2.2.2.2

| og- adj acency- changes

area 0 authentication nmessage-di gest

network 2.2.2.2 0.0.0.0 area O
networ k 150.100.32.0 0.0.0.31 area O
|
router bgp 2

bgp router-id 2.2.2.2

bgp | og- nei ghbor - changes

bgp confederation identifier 1234

bgp confederation peers 1 3

network 2.2.2.22 mask 255. 255. 255. 255
nei ghbor 150.100. 32.3 renote-as 3

nei ghbor 150.100. 32. 3 description R3

p cl assl ess

ine con O
exec-timeout 0 O
| oggi ng synchronous
line aux O
line vty 0 4
| oggi ng synchronous
| ogi n
|
end




R2#ping 1.1.1.11

Type escape sequence to abort.

Sending 5, 100-byte ICWMP Echos to 1.1.1.11, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
104/ 104/ 108 ns

R2#ping 2.2.2.22

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 2.2.2.22, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
4/ 4/ 4 s

R2#ping 3. 3. 3. 33

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 3.3.3.33, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max =
60/ 62/ 64 ns

R2#ping 4.4.4.44

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 4.4.4.44, tinmeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max =
116/ 120/ 124 ns

R2#ping 6.6.6. 66

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 6.6.6.66, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ mx =
168/ 171/ 172 ns

R2#ping 7.7.7.7

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICW Echos to 7.7.7.7, tinmeout is 2 seconds:
Sﬁéééss rate is 100 percent (5/5), round-trip mn/avg/ mx =
120/ 133/ 188 s




R2#pi ng 8.8.8. 88

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 8.8.8.88, tineout is 2
seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
172/ 175/ 184 ns

N

R2#sho ip bgp su

BGP router identifier 2.2.2.2, local AS nunber 2

BGP table version is 84, main routing table version 84

22 network entries and 22 paths using 2926 bytes of nenory

9 BGP path attribute entries using 540 bytes of nenory

6 BGP AS- PATH entries using 144 bytes of nmenory

0 BGP route-map cache entries using 0 bytes of nenory

0 BGP filter-list cache entries using 0 bytes of menory

BGP activity 52/118 prefixes, 52/30 paths, scan interval 60 secs

Nei ghbor \% AS MsgRcvd MsgSent Tbl Ver 1 nQ QutQ
Up/ Down St at e/ Pf xRcd

150. 100. 32. 3 4 3 75 52 84 0 0
00: 12: 42 21

R2#

R3#sho run

Bui | di ng configuration..

Current configuration : 3428 bytes
!
version 12.2

service tinmestanps debug datetinme nsec |ocaltine
service tinmestanps | og datetine nmsec |localtine
no service password-encryption

!
host name R3
!
!
i p subnet-zero

interface Loopback3

description OSPF Loopback

i p address 3. 3.3.3 255. 255. 255. 255
I p ospf network point-to-point




nterface LoopbacklO
I p address 3.3.3.13 255. 255. 255. 255
i p ospf network point-to-point

nterface Loopbackll
I p address 3. 3.3.23 255. 255. 255. 255
i p ospf network point-to-point

nterface Loopbackl3
I p address 130.100. 100.1 255. 255. 255. 255
i p ospf network point-to-point

nterface Loopback33
description BGP Loopback
i p address 3. 3.3.33 255. 255, 255. 255

nterface EthernetO
i p address 130.100. 1.3 255.255.255.0

nterface Serial O

no i p address

encapsul ation frame-rel ay
no fair-queue

frame-relay | m-type ansi

nterface Serial 0.1 point-to-point
description To Rl

I p address 150. 100. 31. 3 255. 255. 255. 240
i p ospf authentication nessage-di gest

i p ospf nmessage-di gest-key 5 mid5 cisco

frame-relay interface-dlci 301
|

nterface Serial 0.2 point-to-point
description To R2

i p address 150. 100. 32. 3 255. 255. 255. 224
i p ospf authentication nessage-di gest

I p ospf nmessage-digest-key 5 nmd5 cisco

frame-relay interface-dlci 302
|

nterface Serial 0.3 point-to-point
description To R4

i p address 150. 100. 33. 3 255. 255. 255. 248
i p ospf authentication nessage-di gest

I p ospf nmessage-digest-key 5 nmd5 cisco




frame-relay interface-dlci 304
|
router ospf 123

router-id 3.3.3.3

| og- adj acency- changes

area 0 authentication nmessage-di gest

network 3.3.3.3 0.0.0.0 area O

networ k 150.100.31.0 0.0.0.15 area O

networ k 150.100.32.0 0.0.0.31 area O

net wor k 150.100.33.0 0.0.0.7 area O
|
router rip

version 1

net wor k 130.100.0.0
|
router bgp 3

no synchroni zation

bgp router-id 3.3.3.3

bgp | 0og- nei ghbor - changes

bgp confederation identifier 1234

bgp confederation peers 1 2

network 3.3.3.33 mask 255. 255. 255. 255

nei ghbor 10.1.1.9 renote-as 9

nei ghbor 10.1.1.9 description R9_->PI X

nei ghbor 10.1.1.9 ebgp-nultihop 2

nei ghbor 150.100.31.1 renote-as 1

nei ghbor 150. 100. 31.1 description To Rl

nei ghbor 150. 100. 31. 1 next-hop-self

nei ghbor 150.100.32.2 renonte-as 2

nei ghbor 150.100. 32. 2 description To R2

nei ghbor 150.100. 32. 2 next - hop-self

nei ghbor 150. 100. 33.4 renote-as 456

nei ghbor 150.100. 33. 4 description To R4

nei ghbor 150.100. 33. 4 next - hop-self

no aut o- sunmary

A DADMANNNRPRPPRE

ip classless
ip route 10.1.1.0 255.255.255.0 130.100.1.1
|

access-list 1 permt 3.3.3.13

access-list 1 permt 3.3.3.23

route-map redi st permt 10
match i p address 1

|
I

line con O




exec-timeout 0 O
privilege |level 15
| oggi ng synchronous
line aux O
line vty 0 4
| oggi ng synchronous
| ogi n
|
end

R3#ping 1.1.1.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 1.1.1.11, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
48/ 48/ 52 ns

R3#ping 2.2.2.22

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2.2.2.22, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
60/ 61/ 64 s

R3#ping 3. 3. 3. 33

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 3.3.3.33, tinmeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
4/ 4/ 8 s

R3#ping 4.4.4.44

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 4.4.4.44, tinmeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
60/ 65/ 84 ns

R3#ping 6.6.6.66

Type escape sequence to abort.




Sending 5, 100-byte |ICMP Echos to 6.6.6.66, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max =

112/ 116/ 120 ns
R3#ping 7.7.7.7

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 7.7.7.7, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip m n/avg/ max
60/ 61/ 64 s

R3#pi ng 8.8.8.88

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 8.8.8.88, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
116/ 116/ 120 ns

R3#ping 9.9.9.9

Type escape sequence to abort.

Sending 5, 100-byte ICWMP Echos to 9.9.9.9, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =

4/ 4/ 8 s

R3#sho i p bgp summary

BGP router identifier 3.3.3.3, local AS nunber 3

BGP table version is 23, main routing table version 23

22 network entries and 22 paths using 2926 bytes of nenory

9 BGP path attribute entries using 540 bytes of menory

6 BGP AS- PATH entries using 144 bytes of nenory

0 BGP route-map cache entries using 0 bytes of nenory

0O BGP filter-list cache entries using 0 bytes of nmenory

BGP activity 261/ 707 prefixes, 540/518 paths, scan interval 60
secs

Nei ghbor Vv AS MsgRcvd MsgSent Tbl Ver 1 nQ QutQ
Up/ Down St at e/ Pf xRcd

10.1.1.9 4 9 1784 2349 23 0 0
00: 26: 00 2

150. 100. 31.1 4 1 1973 2269 23 1 0
00: 28: 00 1

150. 100. 32. 2 4 2 2061 2275 23 0 0
00: 27: 58 1




150. 100. 33. 4 4 456 1907 2339 23

00: 28: 08 17
R3#
R4#sho run

Bui | di ng configuration..

Current configuration : 2413 bytes
!
version 12.2
service tinmestanps debug datetinme nsec localtine
service tinmestanps | og datetine nsec |localtine
servi ce password-encryption
!
host name R4
!
!
i p subnet-zero
no i p domai n-1 ookup
I
I
key chain ccie
key 6727
key-string ccie

i nterface Loopback4
description OSPF Loopback
I p address 4.4.4.4 255, 255. 255. 255
i p ospf network point-to-point
|
interface Loopback44
descri pti on BGP Loopback
i p address 4.4.4.44 255. 255. 255. 255
|
interface EthernetO
I p address 140.100.47.4 255. 255. 255. 192
p rip send version 2
p rip receive version 2
p rip authentication node nd5
p rip authentication key-chain ccie

interface SerialO
I p address 150. 100. 33. 4 255. 255. 255. 248
encapsul ation frame-rel ay




I p ospf authentication nessage-di gest
I p ospf nessage-digest-key 5 nmd5 7 104DO00A0618
i p ospf network point-to-point

frame-relay map i p 150. 100. 33. 3 404 broadcast

frame-relay | m-type ansi
|
interface Seriall

I p address 140. 100. 45. 4 255. 255. 255. 192

I p ospf authentication nessage-di gest

i p ospf nessage-digest-key 5 md5 7 1511021F0725
I p ospf network point-to-point

cl ockrate 64000

|
router ospf 123

router-id 4.4.4.4

| og- adj acency- changes det ai |

area 0 authentication nmessage-di gest

area 45 authenticati on nessage-di gest

area 45 virtual -link 5.5.5.5 authentication nessage-di gest
area 45 virtual-link 5.5.5.5 nessage-di gest-key 5 md5 7
0822455D0A16

network 4.4.4.4 0.0.0.0 area O

net wor k 140.100.45.0 0.0.0.63 area 45

networ k 150.100.33.0 0.0.0.7 area O

|
router rip

version 2

network 4.0.0.0

net wor k 140.100.0.0
default-information originate
no aut o- sunmary

|
router bgp 456

no synchroni zation

bgp router-id 4.4.4.4

bgp | og- nei ghbor - changes

network 4.4.4.44 mask 255. 255. 255. 255

net wor k 140. 100. 47.0 mask 255. 255. 255. 192

aggr egat e- address 209.112. 0.0 255.255.0.0 summary-only
nei ghbor 140.100.45.5 renote-as 456

nei ghbor 140. 100. 45.5 next - hop-self

nei ghbor 140.100.47.7 renote-as 1560

nei ghbor 140.100.47.7 description R7_BB2

nei ghbor 140.100.47.7 password 7 1511021F0725

nei ghbor 140.100.47.7 renove-private-AS

NN~ N oo




nei ghbor 150.100. 33.3 renote-as 1234
no aut o- sunmary
|

ip classless
|
line con O
exec-timeout 0 O
| oggi ng synchronous
line aux O
line vty 0 4
privilege |evel 15
| oggi ng synchronous
no | ogin
|
end

R4#ping 1.1.1.11

Type escape sequence to abort.
Sending 5, 100-byte ICWMP Echos to 1.1.1.11, tineout
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max

104/ 104/ 104 ns
RA#pi ng 2.2.2.22

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 2.2.2.22, tinmeout
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max

116/ 118/ 120 ns
Ra#ping 3.3.3.33

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 3.3.3.33, tineout
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max

60/ 63/ 64 ns
R4#pi ng 4. 4. 4. 44

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 4.4.4.44, tineout
seconds:

is

i s

is

is

2

2

2

2




Success rate is 100 percent (5/5), round-trip m n/avg/ max

4/ 4/ 4 ns
R4#ping 6.6.6. 66

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 6.6.6.66, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
60/ 60/ 64 B

Ra#ping 7.7.7.7

Type escape sequence to abort.

Sending 5, 100-byte |ICWP Echos to 7.7.7.7, timeout is 2 seconds:
Sﬂéééss rate is 100 percent (5/5), round-trip m n/avg/ max
4/ 4/ 8 s

R4#ping 8. 8. 8. 88

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.88, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
60/ 60/ 60 s

Ra#ping 9.9.9.9

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 9.9.9.9, tineout is 2 seconds:
Sﬂéééss rate is 100 percent (5/5), round-trip mn/avg/ max =
60/ 61/ 68 ns

R4a#sho ip bgp su

BGP router identifier 4.4.4.4, |ocal AS nunber 456

BGP table version is 92, main routing table version 92

25 network entries and 26 paths using 3361 bytes of nenory
8 BGP path attribute entries using 480 bytes of nmenory

1 BGP rrinfo entries using 24 bytes of nmenory

4 BGP AS-PATH entries using 96 bytes of nmenory

0 BGP route-map cache entries using 0 bytes of nenory

O BGP filter-list cache entries using O bytes of nmenory
BGP activity 276/ 2935 prefixes, 538/512 paths, scan interval 60
secs

Nei ghbor Vv AS MsgRcvd MsgSent Tbl Ver 1nQ QutQ
Up/ Down St at e/ Pf xRcd




140. 100. 45. 5 4 456 1855 2385 92 0 0

01:13:52 4

140. 100. 47.7 4 1560 1833 2374 92 0 0
01: 09: 42 14

150. 100. 33. 3 4 1234 2342 1913 92 0 0
00: 31: 57 5

R4 #

R5#sho run

Bui | di ng configuration..

Current configuration : 2366 bytes
!
I Last configuration change at 01:58:57 UTC Fri Mar 14 2003
I' NVRAM config | ast updated at 01:59:01 UTC Fri Mar 14 2003
!
version 12.2

service tinmestanps debug uptine
service tinmestanps | og uptinme
no service password-encryption
!
host name R5
!
!
i p subnet-zero

i nterface Loopback5b

description OSPF Loopback

I p address 5.5.5.5 255. 255. 255. 255

i p ospf network point-to-point
I
interface Loopback55

descri pti on BGP Loopback

i p address 5.5.5.55 255. 255, 255. 255
!
interface EthernetO

i p address 130. 100. 26.5 255. 255. 255. 224

|

interface SerialO
I p address 140.100.45.5 255. 255. 255. 192
I p ospf authentication nessage-di gest
i p ospf nessage-di gest-key 5 mid5 cisco
I p ospf network point-to-point




interface Seriall

I p address 140. 100.56.5 255. 255. 255. 192
I p access-group 100 in

i p ospf authentication nessage-di gest

I p ospf nmessage-digest-key 5 mid5 cisco
I p ospf network point-to-point

cl ockrate 64000

|
!
router ospf 123

router-id 5.5.5.5

| og- adj acency- changes det ai |

area 0 authentication nessage-di gest

area 45 authenticati on nmessage-di gest

area 45 virtual-link 4.4.4.4 authentication nessage-di gest
area 45 virtual-link 4.4.4.4 nmessage-di gest-key 5 nmd5 cisco
area 56 authentication nmessage-di gest

area 56 virtual-link 6.6.6.6 authentication nessage-di gest
area 56 virtual-link 6.6.6.6 nessage-di gest-key 5 nmd5 cisco
network 5.5.5.5 0.0.0.0 area 45
net wor k 140.100.45.0 0.0.0.63 area 45

net wor k 140.100.56.0 0.0.0.63 area 56

|
router bgp 456

no synchronization

bgp router-id 5.5.5.5

bgp | og- nei ghbor - changes

network 5.5.5.55 mask 255. 255. 255. 255

nei ghbor 140. 100. 45.4 renote-as 456

nei ghbor 140.100.45.4 route-reflector-client
nei ghbor 140.100. 45. 4 next - hop-self

nei ghbor 140.100.56.6 renote-as 456

nei ghbor 140.100.56.6 route-reflector-client
nei ghbor 140.100. 56. 6 next-hop-self

no aut o- summary

(o2 o) I @ N NN NN AN

p cl assl ess

ine con O
exec-timeout 0 O
line aux O

ine vty 0 4
privilege |level 15
no | ogin




Ro#ping 1.1.1.11

Type escape sequence to abort.

Sending 5, 100-byte ICWMP Echos to 1.1.1.11, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
128/ 132/ 140 ns

R5#ping 2.2.2.22

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 2.2.2.22, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
144/ 144/ 148 ns

R5#pi ng 3. 3. 3. 33

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 3.3.3.33, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max =
88/ 89/ 96 ns

R5#ping 4.4.4.44

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 4.4.4.44, tinmeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max =
32/ 32/ 32 s

R5#ping 6.6.6. 66

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 6.6.6.66, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ mx =
28/ 30/ 32 s

Ro#ping 7.7.7.7

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICW Echos to 7.7.7.7, tinmeout is 2 seconds:
Sﬁéééss rate is 100 percent (5/5), round-trip mn/avg/ mx =
32/ 34/ 36 s




R5#pi ng 8. 8. 8. 88

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 8.8.8.88, tineout is 2
seconds:

Success rate is 0 percent (0/2)
R5#ping 9.9.9.9

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 9.9.9.9, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
88/ 90/ 96 ns

R5#sho i p bgp summary

BGP router identifier 5.5.5.5, local AS nunmber 456

BGP table version is 381, main routing table version 381

22 network entries and 22 paths using 2926 bytes of nenory

8 BGP path attribute entries using 480 bytes of menory

4 BGP AS-PATH entries using 96 bytes of nmenory

0 BGP route-map cache entries using 0 bytes of nenory

O BGP filter-list cache entries using 0 bytes of nmenory

BGP activity 275/1074 prefixes, 516/494 paths, scan interval 60
secs

Nei ghbor Vv AS MsgRcvd MsgSent Tbl Ver 1nQ QutQ
Up/ Down St at e/ Pf xRcd

140. 100. 45. 4 4 456 2390 1860 381 0 0
01:18:40 18

140. 100. 56. 6 4 456 162 187 381 0 0
00: 41: 34 3

RS#

host nanme R6
!
!
i p subnet-zero
!
!
no i p domain | ookup
!
I
[
key chain ccie
key 1




key-string ccie
!

!
interface Loopback6

descri ption OSPF Loopback

I p address 6.6.6.6 255.255. 255. 255

i p ospf network point-to-point
!
interface Loopback66

I p address 140. 100. 86.1 255. 255. 255. 224
!
interface Loopback666

description BGP Loopback

I p address 6.6.6.66 255.255. 255. 255
!
interface Tunnel O

I p address 192. 168. 2. 2 255. 255. 255. 0

I p ospf authentication nessage-di gest

i p ospf nessage-di gest-key 5 mid5 cisco

tunnel source 130.100. 26.6
tunnel destination 130.100. 26.3
|
interface FastEthernet0/0

I p address 130. 100. 26. 6 255. 255. 255. 224
ip rip authentication node nd5

ip rip authentication key-chain ccie

|
interface Serial0/0

i p address 140. 100. 56. 6 255. 255. 255. 192
i p ospf authentication nessage-di gest

I p ospf nmessage-digest-key 5 nmd5 cisco
i p ospf network point-to-point

|
router ospf 123

router-id 6.6.6.6

| og- adj acency-changes det ai |

area 56 authentication nessage-di gest

area 56 virtual-link 5.5.5.5 authentication nessage-di gest
area 56 virtual-link 5.5.5.5 nessage-di gest-key 5 nmd5 cisco
area 86 authentication nessage-di gest

network 6.6.6.6 0.0.0.0 area 56

net work 140. 100.56.0 0.0.0.63 area 56

router rip
version 2




network 130.100.0.0
no aut o- summary

|
router bgp 456

no synchroni zation

bgp router-id 6.6.6.6

bgp | og- nei ghbor - changes

network 6.6.6.66 mask 255.255. 255. 255

net wor k 140. 100. 86. 0 mask 255. 255. 255. 224
nei ghbor 8.8.8.8 rennte-as 65000

nei ghbor 8.8.8.8 ebgp-nultihop 2

nei ghbor 8.8.8.8 update-source Loopback6
nei ghbor 140.100.56.5 renote-as 456

nei ghbor 140. 100. 56.5 next - hop-sel f

no aut o- sunmary

|
ip classless
ip route 192.168.1.0 255.255.255.0 130.100.26.2
|

énd

R6#ping 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 1.1.1.11, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
156/ 159/ 168 ns

R6#ping 2.2.2.22

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2.2.2.22, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
168/ 171/ 176 s

R6#pi ng 3. 3. 3. 33

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 3.3.3.33, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
116/ 116/ 116 ns

R6#ping 4.4.4.44




Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 4.4.4.44, tinmeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
56/ 58/ 60 ns

R6#pi ng 5.5.5.55

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 5.5.5.55, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
28/ 31/ 32 ns

R6#pi ng 6.6.6. 66

Type escape sequence to abort.

Sending 5, 100-byte | CMP Echos to 6.6.6.66, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
1/1/4 s

R6#ping 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICVWP Echos to 8.8.8.8, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =

4/ 41 4 s

R6#sho i p bgp sunmary

BGP router identifier 6.6.6.6, |local AS nunber 456

BGP table version is 63, main routing table version 63
20 network entries using 1940 bytes of nenory

20 path entries using 720 bytes of nenory

8 BGP path attribute entries using 480 bytes of nmenory
1 BGP rrinfo entries using 24 bytes of nmenory

4 BGP AS-PATH entries using 96 bytes of nmenory

0 BGP route-map cache entries using 0 bytes of nenory

O BGP filter-list cache entries using O bytes of nmenory
BGP using 3260 total bytes of nmenory

BGP activity 41/21 prefixes, 41/21 paths, scan interval 60 secs

Nei ghbor Vv AS MsgRcvd MsgSent Tbl Ver 1nQ QutQ
Up/ Down St at e/ Pf xRcd




8.8.8.8 4 65000 148 181 63
01:24:12 1

140. 100. 56. 5 4 456 160 158 63
01: 48: 02 18

R6#

R7#sho run

Bui | di ng configuration..

Current configuration : 2967 bytes
|
version 12.2

no service single-slot-reload-enable
service tinmestanps debug uptine
service tinmestanps | og uptine
servi ce password-encryption

|

hostnane R7
!
I
I
I
I
I

ip subnet - zero

no i p domai n-1 ookup

!

!

key chain ccie
key 6727
key-string ccie

interface Loopbackl

i p address 7.1.1.7 255.255.255.0
!
interface Loopback?2

i p address 17.1.1.7 255.255.255.0
!
interface Loopbacks3

I p address 27.1.1.7 255.255.255.0
I
i nterface Loopback4

I p address 37.1.1.7 255.255.255.0
|

interface Loopback100




I p address 209. 112. 65.

nterface Loopbackl01

i p address 209.112. 66.

nterface Loopbackl102

I p address 209.112. 67.

nterface Loopbackl1l03

I p address 209.112. 68.

nt erface Loopbackl1l04

I p address 209.112. 69.

nt erface Loopbackl05

i p address 209.112. 70.

nterface Loopback200
i p address 156.46.1.1

nterface Loopback201
i p address 156.46.2.1

nterface Loopback202
I p address 156.46.3.1

nt erface Loopback203
I p address 156.46.4.1

nt erface Loopback204

i p address 156.46.100.1 255. 255.252.0

nterface Loopback444

i p address 140.100.9.1 255. 255. 255. 224

nterface Loopback777

1 255.

1 255.

1 255.

1 255.

1 255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

1 255. 255. 255.

255. 255.255.0

255.255.255. 0

255.255.255. 0

255.255.255.0

I p address 7.7.7.7 255.255. 255. 255

nterface Loopback6727

descri ption Test Loopback for

Rl Pv2

I p address 67.67.67.1 255. 255.255.0

nterface EthernetO

I p address 140.100.47.7 255. 255. 255. 192

ip rip send version 2

ip rip receive version 2
Ip rip authentication node md5




Ip rip authentication key-chain ccie
|
router rip

version 2

network 67.0.0.0

networ k 140.100.0.0

no aut o- sunmary
|
router bgp 1560

no synchroni zation

bgp router-id 7.7.7.7

bgp | og- nei ghbor - changes

network 7.1.1.0 mask 255.255.255.0
network 7.7.7.7 mask 255. 255. 255. 255
network 17.1.1.0 mask 255.255.255.0
network 27.1.1.0 mask 255.255.255.0
network 37.1.1.0 mask 255.255.255.0
networ k 140.100.47.0 mask 255. 255. 255.192
network 156.46.1.0 mask 255.255. 255.0

net work 156.46. 2.0 mask 255.255. 255.0

net work 156. 46. 3.0 nask 255.255.255.0
network 156.46.4.0 mask 255.255. 255.0

net work 156.46. 100. 0 mask 255. 255. 252.0
network 209.112.65.0

net work 209.112.66.0

network 209.112.67.0

net work 209.112.68.0

network 209.112.69.0

network 209.112.70.0

nei ghbor 140.100.47.4 renote-as 456

nei ghbor 140.100.47.4 description R4

nei ghbor 140.100.47.4 password 7 045802150C2E
nei ghbor 140. 100.47.4 version 4

nei ghbor 140.100.47.4 distribute-list 1 out

no ip classless
no ip http server
|

access-list 1 deny 209.112.0.0 0. 0. 254. 255

access-list 1 permt any

access-list 10 permt 150.100.0.0 0.0.255.255 | og
|

line con O
exec-timeout 0 O
privilege |evel

line aux O

line vty 0 4

15




privilege level 15
no | ogin
!

end

R7#sho ip bgp su

BGP router identifier 7.7.7.7, local AS nunmber 1560

BGP table version is 76, main routing table version 76

28 network entries and 29 paths using 3760 bytes of nenory

6 BGP path attribute entries using 360 bytes of nmenory

3 BGP AS-PATH entries using 72 bytes of nmenory

0 BGP route-map cache entries using 0 bytes of nenory

0 BGP filter-list cache entries using 0 bytes of menory

BGP activity 459/ 2554 prefixes, 665/636 paths, scan interval 60
secs

Nei ghbor Y, AS MsgRcvd MsgSent Tbl Ver 1 nQ QutQ
Up/ Down St at e/ Pf xRcd

140. 100. 47. 4 4 456 2401 1853 76 0 0
01:29: 14 12

R8#sho run

Bui | di ng configuration..

Current configuration : 5087 bytes
!
I Last configuration change at 19:56:43 PST Sun Mar 7 1993
I NVRAM config | ast updated at 20:18:45 PST Sun Mar 7 1993
!
version 12.2

service tinmestanps debug uptine
service tinmestanps | og uptinme
servi ce password-encryption

|

host nane RS8
|

enabl e password 7 05080F1C2243
|

ip subnet - zero
!
!
!
key chain ccie
key 1
key-string ccie




interface Loopback8

descri pti on OSPF Loopback

i p address 8.8.8.8 255. 255. 255. 255
I p ospf network point-to-point

interface Loopback88

descri pti on BGP Loopback

I p address 8.8.8.88 255. 255. 255. 255
|
interface Tunnel 1

I p address 192.168. 2.1 255. 255. 255.0

i p ospf authentication nessage-di gest

i p ospf nmessage-digest-key 5 mid5 7 045802150C2E

tunnel source 192.168.1.1
tunnel destination 130.100. 26.6
|
interface FastEthernetO/1

I p address 192.168. 1.1 255. 255. 255.0
no i p route-cache

no i p nroute-cache

dupl ex auto

speed auto

|
router ospf 123

router-id 8.8.8.8

| og- adj acency- changes

area 86 authentication nessage-di gest
network 8.8.8.8 0.0.0.0 area 86

router rip

version 1

network 192.168.1.0
network 199.199.199.0
|
router bgp 65000

no synchroni zation

bgp router-id 8.8.8.8

bgp | og- nei ghbor - changes

redi stribute connected route-mp | oop
nei ghbor 6.6.6.6 renote-as 456

nei ghbor 6.6.6.6 ebgp-nultihop 2

nei ghbor 6.6.6.6 update-source Loopback8




no aut o-summary
|

ip route 6.6.6.0 255.255.255.0 192.168.1.222

ip route 130.100.26.0 255.255.255.0 192. 168. 1. 222
I
access-list 1 permt any
access-list 2 permt 8.8.8.88 |og
!
route-map | oop permt 10

match i p address 2
!

R8#ping 1.1.1.11

Type escape sequence to abort.

Sending 5, 100-byte ICWMP Echos to 1.1.1.11, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
160/ 163/ 176 ns

R8#ping 2.2.2.22

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 2.2.2.22, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
172/ 173/ 176 ns

R8#ping 3. 3. 3. 33

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 3.3.3.33, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
116/ 118/ 120 s

R8#ping 4.4.4.44

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 4.4.4.44, tinmeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
60/ 60/ 64 B




R8#ping 5.5.5.55

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 5.5.5.55, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
32/ 38/ 60 ns

R8#ping 6.6.6. 66

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 6.6.6.66, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
4/ 41 4 s

R8#ping 7.7.7.7

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 7.7.7.7, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip m n/avg/ max
60/ 62/ 64 ns

R8#pi ng 8.8.8.88

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 8.8.8.88, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
1/ 2/ 4 ns

R8#ping 9.9.9.9

Type escape sequence to abort.

Sending 5, 100-byte ICVWP Echos to 9.9.9.9, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
116/ 118/ 128 s

R8#sho i p bgp summary

BGP router identifier 8.8.8.8, local AS nunber 65000
BGP table version is 59, main routing table version 59
20 network entries using 2020 bytes of nenory

20 path entries using 960 bytes of nenory

7 BGP path attribute entries using 420 bytes of nenory
4 BGP AS-PATH entries using 96 bytes of nmenory

0 BGP route-map cache entries using 0 bytes of nenory




O BGP filter-list cache entries using O bytes of nmenory
BGP using 3496 total bytes of nenory
BGP activity 39/19 prefixes, 39/19 paths, scan interval 60 secs

Nei ghbor \% AS MsgRcvd MsgSent Tbl Ver 1 nQ QutQ
Up/ Down St at e/ Pf xRcd

6.6.6.6 4 456 118 110 59 0 0
01: 28: 29 19

R8#

host name R9
!
!
interface Loopback9
i p address 9.9.9.9 255. 255. 255. 255
!
interface Loopbackl9
I p address 19.19.19.19 255.255.255.0
!
interface EthernetO
I p address 10.1.1.9 255.255.255.0
I
I
router bgp 9
bgp | og- nei ghbor - changes
network 9.9.9.9 mask 255. 255. 255. 255
nei ghbor 130.100.1.3 renote-as 1234
nei ghbor 130. 100. 1. 3 ebgp-nul ti hop 2
nei ghbor 130.100.1.3 route-mp as out
nei ghbor 130.100. 1.3 maxi mum prefix 100
I
ip classless
ip route 0.0.0.0 0.0.0.0 10.1.1.1
ip route 192.168.1.0 255.255.255.0 10.1.1.1
|

route-map as permt 10
set as-path prepend 93
|
|
!
line con O
exec-timeout 0 O
privilege |level 15
transport input none
line aux O
line vty 0 4
privilege level 15




no | ogin
|

end
Pl X1

namei f ethernet0 outside securityO

namei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted

passwd 2KFOnbNI dI . 2KYOU encr ypt ed

host nane PI X1

names

access-list bgpin permt tcp host 130.100.1.3 host 10.1.1.9 eq
bgp

access-list bgpin permt icnp any any

access-list bgpin permt tcp host 130.100.1.3 host 10.1.1.9 eq
t el net

access-list bgpin permt udp any any gt 33000

pager |ines 24

interface ethernet0O auto

interface ethernetl auto

ntu outside 1500

ntu inside 1500

i p address outside 130.100.1.1 255.255.255.0

ip address inside 10.1.1.1 255.255.255.0

arp timeout 14400

static (inside,outside) 10.1.1.9 10.1.1.9 netnask

255. 255.255.255 0 O

access-group bgpin in interface outside

rip outside passive version 1

rip inside passive version 2 authentication nd5 ccie 2

Pl X2(config)# sho run
Saved

PI X Version 6.2(2)

interface ethernet0 auto

interface ethernetl auto

namei f ethernet0 outside securityO
namei f ethernetl inside securityl00
host nane Pl X2

access-list outside_access_in permt gre any host 130.100.26.3

i p address outside 130.100.26.2 255.255. 255. 224
i p address inside 192.168.1.222 255. 255. 255.0




gl obal (outside) 10 interface

nat (inside) 10 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 130.100.26.3 192.168.1.1 net nask
255. 255.255.255 0 O

access-group outside_access_in in interface outside

ri p outside passive version 2 authentication md5 ccie 1
rip inside passive version 1

route outside 0.0.0.0 0.0.0.0 130.100.26.6 1

For this |l ab section, refer to Figure 26-3 on page 916 of the
book.

Section 8. Redistributing Protocols (5 M nutes)

host name R4
|
interface EthernetO
I p address 140.100.47.4 255. 255. 255. 192
p rip send version 2
p rip receive version 2
p rip authentication node md5
p rip authentication key-chain ccie

router ospf 123

router-id 4.4.4.4

| og- adj acency-changes det ai |

area 0 authentication nmessage-di gest

area 45 authentication nessage-di gest

area 45 virtual -link 5.5.5.5 authentication nessage-di gest
area 45 virtual-link 5.5.5.5 nessage-di gest-key 5 md5 7
0822455D0A16

redistribute rip subnets route-map red_ri p_ospf

network 4.4.4.4 0.0.0.0 area O

net wor k 140.100.45.0 0.0.0.63 area 45

networ k 150.100.33.0 0.0.0.7 area O

|
router rip

version 2

redistribute ospf 123 netric 1

network 4.0.0.0

net wor k 140.100.0.0




default-information originate
no aut o- sunmary
[
route-map red _rip_ospf permt 10
match 1 p address 44
!
access-list 44 permt 67.67.67.0 |o0g
access-list 44 permt 140.100.9.0 Iog

Ra#sho ip route rip
140. 100.0.0/16 is variably subnetted, 4 subnets, 2 masks

R 140. 100.9.0/27 [120/1] via 140.100.47.7, 00:00: 19,
Et her net O
67.0.0.0/24 is subnetted, 1 subnets
R 67.67.67.0 [120/1] via 140.100.47.7, 00:00:19, EthernetO
R4#
R6#

R6#pi ng 67.67.67.1

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 67.67.67.1, tinmeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max =
20/ 24/ 36 ns

R6#

Section 9: I SDN and DDR (10 M nutes)

R6#sho run
Bui | di ng configuration..

Current configuration : 3753 bytes
[
I Last configuration change at 08:06: 30 UTC Sat Mar 15 2003
I NVRAM config | ast updated at 08:06:31 UTC Sat Mar 15 2003
!
version 12.2

service tinmestanps debug datetime nsec
service tinmestanmps | og datetine nmsec

no service password-encryption
!




host nanme R6
!

!
usernane R8 password O cisco
aaa new- nodel
I
[
aaa aut hentication | ogin default |ocal
aaa aut hentication ppp default | ocal
i p subnet-zero
!
!
isdn switch-type basic-ni
!
!
key chain ccie
key 1

key-string ccie

|

nt erface Loopback6

descri pti on OSPF Loopback

I p address 6.6.6.6 255.255. 255. 255
i p ospf network point-to-point

nterface Loopback66
I p address 140.100. 86. 1 255. 255. 255. 224

nterface Loopback666
descri pti on BGP Loopback
i p address 6.6.6.66 255.255. 255. 255

nterface Tunnel O

I p address 192.168. 2. 2 255. 255. 255. 0

p ospf authentication nessage-di gest

i p ospf nmessage-di gest-key 5 mid5 cisco

tunnel source 130.100. 26.6
tunnel destination 130.100. 26.3
|
nterface FastEthernet0/0

i p address 130. 100. 26. 6 255. 255. 255. 224
p rip authentication node nd5

Ip rip authentication key-chain ccie

nterface BRI O/ 0
no i p address
encapsul ati on ppp




di al er pool - nenber 10

I sdn switch-type basic-ni

i sdn tei-negotiation first-cal
i sdn spidl 6661 6666

I sdn spid2 6662 6666

ppp multilink

ppp aut hentication chap

interface Serial0/0
I p address 140. 100. 56. 6 255. 255. 255. 192
I p ospf authentication nessage-di gest
i p ospf nmessage-di gest-key 5 mid5 cisco
I p ospf network point-to-point

interface Dialerl

I p address 172.22.85.2 255.255.255.0
encapsul ati on ppp

i p ospf cost 65535

i p ospf demand-circuit

di al er pool 10

di al er renote-nane R8

di al er idle-tinmout 45

di aler string 8888

di al er hol d- queue 100

di al er-group 5

ppp authentication chap

ppp nmultilink

|
router ospf 123

router-id 6.6.6.6

| og- adj acency-changes detai l

area 56 authentication nessage-di gest

area 56 virtual-link 5.5.5.5 authentication nessage-di gest
area 56 virtual-link 5.5.5.5 nessage-di gest-key 5 nmd5 ci sco
area 86 authentication nmessage-di gest

network 6.6.6.6 0.0.0.0 area 56

net wor k 140.100.56.0 0.0.0.63 area 56

network 172.22.85.0 0.0.0.255 area 86

network 192.168.2.0 0.0.0.255 area 86

|
router rip

version 2

network 130.100.0.0
no aut o- sunmary

|

}outer bgp 456




no synchroni zation
bgp router-id 6.6.6.6

bgp | og- nei ghbor - changes

network 6.6.6.66 mask 255.255. 255. 255

net wor k 140. 100. 86. 0 mask 255. 255. 255. 224
nei ghbor 140. 100.56.5 renote-as 456

nei ghbor 140. 100. 56.5 next - hop-sel f

nei ghbor 192.168.2.1 renpte-as 65000

no aut o- summary

|
ip classless
ip route 192.168.1.0 255.255.255.0 130. 100. 26. 2
|
dialer-list 5 protocol ip permt
|
|
!
line con O
exec-timeout 0 O
privilege |evel 15
[ine aux O
line vty 0 4
privilege |evel 15

R6#debug di al er
Di al on demand events debugging is on

R6#config t

Enter configuration commands, one per line. End with CNTL/Z.
R6(config)#int tun O

R6(confi g-if)#shut

R6(config-if)#

06: 52: 77309411327: %Dl ALER-6-BIND: Interface BRO/0:1 bound to
profile Di 0O

Mar 15 08:19:18.409: %OSPF-5- ADJCHG Process 123, Nor 8.8.8.8 on
Tunnel O from FULL to DOWN, Nei ghbor Down: Interface down

or detached

Mar 15 08:19:18.409: %BGP-5- ADJCHANGE: nei ghbor 192.168.2.1 Down
I nterface flap

Mar 15 08:19:18.945: BRO/O DDR: rotor dialout [priority]

Mar 15 08:19:18.945: BRO/O DDR Dialing cause ip (s=172.22.85. 2,
d=224.0.0.5)

Mar 15 08:19:18.945: BRO/0O DDR:. Attenpting to dial 8888

Mar 15 08:19:19.025: 9% NK-3-UPDOM: Interface BRIO/0:1, changed
state to up

Mar 15 08:19:19.029: BRO/0:1: interface nmust be fifo queue,
force fifo




Mar 15 08:19:19.029: %Dl ALER-6-BIND: Interface BRO/0:1 bound to
profile D1l

Mar 15 08:19:19.033: BRO/0:1 PPP: Using dialer call direction
Mar 15 08:19:19.037: BRO/0:1 PPP: Treating connection as a
cal | out

Mar 15 08:19:19.037: BRO/0:1 PPP: Phase is

06:52:17: %.1 NK-3-UPDOWN: Interface BRIO/0:1, changed state to
up ESTABLI SHI NG, Active Open

Mar 15 08:19:19.037: BRO/O0:1 PPP: Authorization NOT required
Mar 15 08:19:19.037: BRO/0:1 LCP: O CONFREQ [Cl osed] id 102 Il en
24

Mar 15 08:19:19.037: BRO/0:1 LCP: Aut hPr ot o CHAP
(0x0305C22305)

Mar 15 08:19:19.037: BRO/0:1 LCP: Magi cNumber 0xB0901B05
(0x0506B0901B05)

Mar 15 08:19:19.037: BRO/0:1 LCP: MRRU 1524 (0x110405F4)
Mar 15 08:19:19.041: BRO/0:1 LCP: EndpointDisc 1 R6

(0x1305017236)
Mar 15 08:19:19.053: BRO/0:1 LCP: | CONFREQ [ REQsent] id 44 len
24

Mar 15 08:19:19.053: BRO/0:1 LCP: Aut hPr ot o CHAP
(0x0305C22305)

Mar 15 08:19:19.053: BRO/0:1 LCP: Magi cNumber OxB1DDE702
(0x0506B1DDE702)

Mar 15 08:19:19.053: BRO/0:1 LCP: MRRU 1524 (0x110405F4)
Mar 15 08:19:19.057: BRO/0:1 LCP: Endpoi nt Disc 1 R8
(0x1305017238)

Mar 15 08:19:19.057: BRO/0:1 LCP: O CONFACK [ REQsent] id 44 len
24

Mar 15 08:19:19.057: BRO/0:1 LCP: Aut hProt o CHAP (0x0305C223
06: 52:18: %.1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface
BRI 0/ 0:1, changed state to up05)

Mar 15 08:19:19.057: BRO/0:1 LCP: Magi cNumber OxB1DDE702
(0x0506B1DDE702)

Mar 15 08:19:19.057: BRO/0:1 LCP: MRRU 1524 (0x110405F4)
Mar 15 08:19:19.057: BRO/0:1 LCP: EndpointDisc 1 R8
(0x1305017238)

Mar 15 08:19:19.061: BRO/0:1 LCP: | CONFACK [ACKsent] id 102 len
24

Mar 15 08:19:19.061: BRO/0:1 LCP: Aut hProt o CHAP
(0x0305C22305)

Mar 15 08:19:19.061: BRO/0:1 LCP: Magi cNumber 0xB0901B05
(0x0506B0901B05)

Mar 15 08:19:19.061: BRO/0:1 LCP: MRRU 1524 (0x110405F4)
Mar 15 08:19:19.061: BRO/0:1 LCP: EndpointDisc 1 R6
(0x1305017236)

Mar 15 08:19:19.061: BRO/0:1 LCP: State is Open




Mar 15 08:19:19.061: BRO/0:1 PPP: Phase is AUTHENTI CATI NG, by
bot h

Mar 15 08:19:19.065: BRO/0:1 CHAP: O CHALLENGE id 42 len 23 from
"RE"

Mar 15 08:19:19.073: BRO/0:1 CHAP: | CHALLENGE id 42 len 23 from
"Rg"

Mar 15 08:19:19.073: AAA/ AUTHEN PPP (00000064): Pick nethod Ii st
‘defaul t'

Mar 15 08:19:19.077: BRO/0:1 CHAP: Using hostname from unknown
source

Mar 15 08:19:19.077: BRO/O0:1 CHAP: Using password from AAA

Mar 15 08:19:19.077: BRO/0:1 CHAP: O RESPONSE id 42 len 23 from
"R6"

Mar 15 08:19:19.093: BRO/0:1 CHAP: | SUCCESS id 42 len 4

Mar 15 08:19:19.097: BRO/0:1 CHAP: | RESPONSE id 42 len 23 from
" Rg"

Mar 15 08:19:19.097: BRO/0:1 PPP: Phase is FORWARDI NG,
Attenpting Forward

Mar 15 08:19:19.101: BRO/0:1 PPP: Phase is AUTHENTI CATI NG,
Unaut henti cated User

Mar 15 08:19:19.101: AAA/ AUTHEN PPP (00000064): Pick method Ii st
"defaul t'

Mar 15 08:19:19.101: BRO/0:1 PPP: Sent CHAP LOG N Request

Mar 15 08:19:19.105: BRO/0:1 PPP: Received LOG N Response PASS
Mar 15 08:19:19.105: BRO/0:1 PPP: Phase is FORWARDI NG,
Attempting Forward

Mar 15 08:19:19.105: BRO/0:1 PPP: Phase is AUTHENTI CATI NG,

Aut henti cated User

Mar 15 08:19:19.105: BRO/0:1 DDR: Renote nanme for R8

Mar 15 08:19:19.105: BRO/0:1 CHAP: O SUCCESS id 42 len 4

Mar 15 08:19:19.109: BRO/0:1 PPP: Phase is VIRTUALI ZED

Mar 15 08:19:19.113: Di1l MLP: Added first link BRO/0:1 to bundle
R8

Mar 15 08:19:19.113: Dil1 PPP: Using dialer call direction

Mar 15 08:19:19.113: Dil1l PPP: Treating connection as a callin
Mar 15 08:19:19.113: Dil PPP: Phase is UP

Mar 15 08:19:19.113: Dil IPCP:. O CONFREQ [Closed] id 1 len 10
Mar 15 08:19:19.117: Di1 | PCP: Address 172.22.85.2
(O0x0306AC165502)

Mar 15 08:19:19.117: Di1l CDPCP: O CONFREQ [Closed] id 1 len 4
Mar 15 08:19:19.117: Di1 PPP. Process pendi ng packets

Mar 15 08:19:19.117: BRO/0:1 PPP: Process pending packets

Mar 15 08:19:19.117: BRO/0:1 PPP: Process pending packets

Mar 15 08:19:19.121: Dil IPCP: | CONFREQ [ REQsent] id 1 len 10
Mar 15 08:19:19.121: Di1 | PCP: Address 172.22.85.1
(O0x0306AC165501)

Mar 15 08:19:19.121: Dil I PCP: O CONFACK [REQsent] id 1 len 10



Mar 15 08:19:19.121: Di 1 | PCP: Address 172.22.85.1
(O0x0306AC165501)

Mar 15 08:19:19.121: Dil1 CDPCP: | CONFREQ [REQsent] id 1 len 4
Mar 15 08:19:19.125: Di1l CDPCP: O CONFACK [REQsent] id 1 len 4
Mar 15 08:19:19.125: Dil IPCP: | CONFACK [ACKsent] id 1 len 10
Mar 15 08:19:19.125: Di 1 | PCP: Address 172.22.85.2
(0x0306AC165502)

Mar 15 08:19:19.129: Dil IPCP:. State is Open

Mar 15 08:19:19.129: Dil CDPCP: | CONFACK [ACKsent] id 1 len 4
Mar 15 08:19:19.129: Dil1 CDPCP: State is Open

Mar 15 08:19:19.129: Dil1 IPCP: Install route to 172.22.85.1
Mar 15 08:19:19.133: Dil1 IPCP. Add link info for cef entry

172.22.85.1

Mar 15 08:19:19.133: Dil DDR: dialer protocol up

Mar 15 08:19:19.133: Dil DDR: Call connected, 1 packets
unqueued, 1 transmitted, O discarded

Mar 15 08:1

06: 52: 22: 9YBGP- 5- ADJCHANGE: nei ghbor 192.168. 2. 2 Down Peer

cl osed the session9: 20. 109: 9%. NEPROTO 5- UPDOWN: Li ne protoco
on Interface BRI0O/0:1, changed state to up

Mar 15 08:19: 20. 405: 9%.1 NK-5- CHANGED: Interface Tunnel 0, changed
state to adm nistratively down

Mar 15 08:19:21.406: %. NEPROTO 5- UPDOWN: Li ne protocol on

| nterface Tunnel 0, changed state to down

06: 52: 23: 9% SDN- 6- CONNECT: Interface BRIO/0:1 is now connected
to 6666 R6

Mar 15 08:19:25.030: % SDN- 6- CONNECT: Interface BRIO/0O:1 is now
connected to 8888 RS

R6#sho ip route 8.8.8.8
Routing entry for 8.8.8.8/32

Known via "ospf 123", distance 110, nmetric 65536, type intra
area

Last update from 172.22.85.1 on Dialerl, 00:00:20 ago

Routing Descri ptor Bl ocks:

* 172.22.85.1, from 8.8.8.8, 00:00:20 ago, via Dialerl

Route netric is 65536, traffic share count is 1

R6#config t

Enter configuration conmands, one per line. End with CNTL/Z.
R6(config)#int tun O

R6(config-if)#no shut

R6(config-if)#
06: 52: 54: 9%0OSPF-5- ADJCHG. Process 123, Nbr 6.6.6.6 on Tunnel 1l
fromFULL to INIT, 1-Way




Mar 15 08:19:58.206: %.1 NK-3- UPDOWN: | nterface Tunnel O, changed
state to up
Mar 15 08:19:59. 206: %.1 NEPROTO 5- UPDOWN: Li ne protocol on

| nterface Tunnel 0, changed state to up

06: 53: 01: 9%0OSPF-5- ADJCHG. Process 123, Nbr 6.6.6.6 on Tunnel 1
fromINT to 2WAY, 2-Way Received

06:53: 01: 9%OSPF-5- ADJCHG. Process 123, Nbr 6.6.6.6 on Tunnel 1l
from 2WAY to EXSTART, Adj OK?

06: 53: 01: 9%0OSPF-5- ADJCHG. Process 123, Nbr 6.6.6.6 on Tunnel 1
from EXSTART t o EXCHANGE, Negoti ati on Done

06:53: 01: 9%OSPF-5- ADJCHG. Process 123, Nbr 6.6.6.6 on Tunnell
from EXCHANGE t o LOADI NG, Exchange Done

06:53: 01: 9%OSPF-5- ADJCHG. Process 123, Nbr 6.6.6.6 on Tunnel 1
from LOADI NG to FULL, Loadi ng Done

Mar 15 08:20: 03.091: %0OSPF-5- ADJCHG Process 123, Nor 8.8.8.8 on
Tunnel O from DOMWN to INIT, Received Hello

Mar 15 08:20: 03.091: %0OSPF-5- ADJCHG Process 123, Nor 8.8.8.8 on
Tunnel O fromINT to 2WAY, 2-Way Recei ved

Mar 15 08:20: 03.091: %0OSPF-5- ADJCHG Process 123, Nor 8.8.8.8 on
Tunnel 0 from 2WAY to EXSTART, Adj OK?

Mar 15 08:20: 03. 099: %0OSPF-5- ADJCHG Process 123, Nor 8.8.8.8 on
Tunnel O from EXSTART to EXCHANGE, Negoti ati on Done

Mar 15 08:20:03. 115: %0OSPF-5- ADJCHG Process 123, Nor 8.8.8.8 on
Tunnel O from EXCHANGE to LOADI NG Exchange Done

Mar 15 08:20: 03. 115: %0SPF-5- ADJCHG. Process 123, Nor 8.8.8.8 on
Tunnel O from LOADI NG to FULL, Loadi ng Done

06:53: 12: %BGP- 5- ADJCHANGE: nei ghbor 192.168.2.2 Up

Mar 15 08:20:13.735: %BGP- 5- ADJCHANGE: nei ghbor 192.168.2.1 Up

R6#sho ip route 8.8.8.8
Mar 15 08:20:24.087: ¥%SYS-5-CONFI G |: Configured from consol e by
consol e
Routing entry for 8.8.8.8/32

Known via "ospf 123", distance 110, nmetric 11112, type intra
area

Last update from 192.168.2.1 on Tunnel 0, 00:00: 14 ago

Routing Descri ptor Bl ocks:

* 192.168.2.1, from 8.8.8.8, 00:00:14 ago, via TunnelO

Route netric is 11112, traffic share count is 1

R6#sho di al er
BRIO/O - dialer type = | SDN

Dial String Successes Fail ures Last DNIS Last status
0 incom ng call (s) have been screened.




O incomng call(s) rejected for call back.

BRIO/0:1 - dialer type = | SDN

ldle timer (45 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data |ink |ayer up

Dial reason: ip (s=172.22.85.2, d=224.0.0.5)

I nterface bound to profile D1

Current call connected 00:01: 15

Connected to 8888 (R8)

BRIO/0:2 - dialer type = | SDN

ldle timer (120 secs), Fast idle tinmer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is idle

Dil - dialer type = DI ALER PROFI LE

ldle timer (45 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data |ink |ayer up

Number of active calls =1

Dial String Successes Fai |l ures Last DNI' S
8888 42 0 00: 01: 17
successf ul Def aul t

R6#

Last status

06: 53: 204049578924: 9% SDN- 6- DI SCONNECT: Interface BRI 0/0:1

di sconnected from 6666 R6, call | asted 89 seconds

06: 53: 204049579004: 9%.1 NK- 3- UPDOWN: I nterface BRI 0O/0:1, changed

state to down
Mar 15 08:20:48.688: Di1 DDR: idle tineout

Mar 15 08:20:48.688: Di1 PPP: Sending Acct Event[Down] i d[65]

Mar 15 08:20:48.688: Dil1 DDR: disconnecting call

Mar 15 08:20:48.688: BRO/0:1 PPP: Sending Acct Event[ Down]

i d[ 64]

Mar 15 08:20:48.692: BRO/0:1 PPP: Phase is TERM NATI NG

Mar 15 08:20: 48.692: BRO/0:1 LCP: O TERMREQ [ Open]
Mar 15 08:20:48.692: Di1 CDPCP: State is Cl osed

Mar 15 08:20:48.692: Dil1l | PCP: Renpbve link info for

172.22.85.1

Mar 15 08:20:48.696: D
Mar 15 08:20:48.696: D
Mar 15 08:20:48.696: D
Mar 15 08:20:48.696: D
Mar 15 08:20:48.696: D

| PCP: State is Closed
BACP: State is Cl osed

LCP: State is Closed
PPP: Phase i s DOWN

PR R PR

PPP: Phase is TERM NATI NG

id 103 len 4

cef entry




Mar 15 08:20:48.696: Di1 DDR is disconnecting, could not clear

in

06: 53:201863462944: %Dl ALER- 6- UNBI ND: I nterface BRO/0:1 unbound
fromprofile DiOterface.

Mar 15 08:20:48.700: Dil1 | PCP. Renpbve route to 172.22.85.1

Mar 15 08:20:48.700: BRO/0:1 LCP: | TERMACK [ TERMsent] id 103
len 4

Mar 15 08:20:48.700: BRO/0:1 LCP: State is Closed

Mar 15 08:20:48.700: BRO/0:1 PPP. Phase is DOWN

Mar 15 08:20:48.700: BRO/0:1 DDR: disconnecting call

Mar 15 08: 20:48.704: BRO/0:1 PPP: Phase is ESTABLI SHI NG Passive
Open

Mar 15 08:20:48.704: BRO/0:1 LCP: State is Listen

Mar 15 08:20:48.704: % SDN- 6- DI SCONNECT: Interface BRI0/0:1

di sconnected from 8888 R8, call |asted 89 seconds

Mar 15 08:20:48.760: %1 NK-3- UPDOMN: I nterface BRI 0/0:1, changed
state to down

Mar 15 08:20:48.760: BRO/0:1 PPP: Authorization NOT required
Mar 15 08:20:48.764: BRO/0:1 PPP. No renote authentication for
cal | - out

Mar 15 08:20:48.764: BRO/0O DDR has total O call(s), dial_out O,
dial _in O

Mar 15 08:20:48.764: %I ALER-6- UNBI ND: Inte

06: 53:48: %.1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface
BRI 0/ 0: 1, changed state to downrface BRO/0:1 unbound from profi
e D1l

Mar 15 08:20:48.768: BRO/0:1 PPP: Sendi ng Acct Event[ Down]

i d[ 66]

Mar 15 08:20:48.768: BRO/0:1 LCP: State is Cl osed

Mar 15 08:20:48.768: BRO/0:1 PPP: Phase is DOWN

Mar 15 08:20:48.772: BRO/0:1 DDR: disconnecting call

Mar 15 08:20:49.692: %. NEPROTO 5- UPDOWN: Li ne protocol on
Interface BRIO/0:1, changed state to down

R6#sho i p ospf interface dialer 1
Dialerl is up, line protocol is up (spoofing)
I nternet Addre
06: 54: 28: %.1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface
Fast Et hernet 0/ 0, changed state to upss 172.22.85.2/24, Area 86
Process I D 123, Router ID 6.6.6.6, Network Type
PO NT_TO PO NT, Cost: 65535
Configured as demand circuit.
Run as demand circuit.
DoNot Age LSA al | owed.
Transmt Delay is 1 sec, State PO NT_TO PO NT,
Timer intervals configured, Hello 10, Dead 40, Wit 40,
Retransmt 5




Hell o due in 00:00: 06
I ndex 1/4, flood queue length O

Next Ox0(0)/0x0(0)
Last flood scan length is 1, maximumis 15
Last flood scan tine is O nsec, maximumis 4 nsec
Nei ghbor Count is 1, Adjacent neighbor count is 1

Adj acent with neighbor 8.8.8.8 (Hello suppressed)
Suppress hello for 1 neighbor(s)
Message di gest authentication enabl ed

No key configured, using default key id O

R8#sho run
Bui | di ng configuration..

Current configuration : 5535 bytes
!
I Last configuration change at 22:57:24 PST Sun Feb 28 1993
I' NVRAM config | ast updated at 22:11:27 PST Sun Feb 28 1993
!
version 12.2

service tinmestanps debug uptine
service tinmestanps | og uptine

servi ce password-encryption
|

host nane R8
aaa new nodel
aaa aut hentication ppp default |ocal

aaa aut horization network default | ocal
I

!
enabl e password 7 05080F1C2243
|

ﬂsernane R6 password 7 01100F175804
usernane R8 password 7 13061E010803

i p subnet-zero
I
!
i sdn switch-type basic-ni
!
!
key chain ccie
key 1

key-string ccie

!




nterface Loopback8
description OSPF Loopback

I p address 8.8.8.8 255. 255. 255. 255
i p ospf network point-to-point

nterface Loopback88
descri pti on BGP Loopback
i p address 8.8.8.88 255.255. 255. 255

nterface Tunnel 1

I p address 192.168. 2.1 255. 255. 255.0

i p ospf authentication nessage-di gest

I p ospf nessage-digest-key 5 md5 7 045802150C2E

tunnel source 192.168.1.1
tunnel destination 130.100. 26.6
|
nterface BRI O/0

no i p address

encapsul ation ppp

di al er pool -menber 1

i sdn switch-type basic-ni
i sdn spidl 8881 8888

I sdn spid2 8882 8888

ppp aut hentication chap
ppp multilink

nterface FastEthernetO/1

I p address 192.168. 1.1 255. 255.255.0
ip rip send version 1

ip rip receive version 1

nterface Dialer0

i p address 172.22.85.10 255.255.255.0
encapsul ation ppp

I p ospf cost 65535

di al er pool 1

di al er renote-nanme R6

di al er-group 5

di al er enabl e-ti meout 45

ppp aut hentication chap

ppp mul tilink

|
router ospf 123

router-id 8.8.8.8

| og- adj acency-changes det ai |

area 86 authentication nmessage-di gest




network 8.8.8.8 0.0.0.0 area 86
network 172.22.85.0 0.0.0.255 area 86
network 192.168.2.0 0.0.0.255 area 86
|
router rip
version 1
network 192.168.1.0
no aut o- summary
|
router bgp 65000
no synchroni zation
bgp router-id 8.8.8.8
bgp | og- nei ghbor - changes
network 8.8.8.88 mask 255. 255. 255. 255
redi stribute connected route-map | oop
nei ghbor 192.168.2.2 renote-as 456
no aut o- sunmary
|
[
dialer-list 5 protocol ip permt
|
line con O
exec-tinmeout 0 O
privilege |level 15
speed 115200
end

R8#config t

Enter configuration commands, one per line. End with CNTL/Z.
R8(config)#int tun 1

R8(confi g-if)#shut

R8(config-if)#

07: 05: 45: %OSPF- 5- ADJCHG. Process 123, Nbr 6.6.6.6 on Tunnel 1
from FULL to DOWN, Nei ghbor Down: Interface down or detached
07:05:45: 9BGP- 5- ADJCHANGE: nei ghbor 192.168.2.2 Down |Interface
flap

07:05:47: %.1 NK-5-CHANGED: Interface Tunnel 1, changed state to
adm ni stratively down

07:05:48: %.1 NEPROTO 5- UPDOWN: Li ne protocol on Interface
Tunnel 1, changed state to down

07: 06: 98784247807: % DI ALER-6-BIND: Interface BRO/0:1 bound to
profile Di 0O

07:06:22: % .1 NK-3-UPDOWN: Interface BRI 0O/0:1, changed state to

up




07: 06: 23: %.1 NEPROTO- 5- UPDOMN: Li ne protocol on Interface

BRI 0/ 0:1, changed state to up
07:06: 28: 9% SDN-6- CONNECT: Interface BRIO/0:1 is now connected

to 6666 R6

Section 10: Access Control (16 M nutes)

For this |l ab section, refer to Figure 26-4 on page 918 of the
book.

R1#sho run
Bui | di ng configuration..

Current configuration : 1719 bytes
!
version 12.2

service tinmestanps debug datetinme nsec localtine
service tinmestanps | og datetine nsec |localtine
servi ce password-encryption

|

host name R1
|

énable secret 5 $1$1xxK$LWh42sY9aOL7mvAuehLPM
I

ip subnet - zero
no i p domai n-I| ookup

interface Loopbackl

descri pti on OSPF Loopback

i p ospf network point-to-point

i p address 1.1.1.1 255. 255, 255. 255
|
i nterface Loopbackl0
description BGP Loopback

I p address 1.1.1.11 255.255. 255. 255
|

interface SerialO
I p address 150.100. 31. 1 255. 255. 255. 240
encapsul ation frame-rel ay
i p ospf authentication nessage-di gest
I p ospf nmessage-digest-key 5 md5 7 094F471A1A0A
i p ospf network point-to-point




frame-relay map i p 150.100. 31.3 101 broadcast

frame-relay I m-type ansi
|
router ospf 123

router-id 1.1.1.1

| og- adj acency- changes

area 0 authentication nmessage-di gest
network 1.1.1.1 0.0.0.0 area O
networ k 150.100.31.0 0.0.0.15 area O
distribute-list 2 in SerialO

|
router bgp 1

no synchroni zation

bgp router-id 1.1.1.1

bgp | 0og- nei ghbor - changes

bgp confederation identifier 1234

bgp confederation peers 2 3

network 1.1.1.11 mask 255. 255. 255. 255
nei ghbor 150.100.31.3 renote-as 3

no aut o- sunmary

|
ip classless
access-list 2 deny 6.6.6.6
access-list 2 permt any

R7#sho run
Bui | di ng configuration..

Current configuration : 2967 bytes
|
version 12.2

no service single-slot-rel oad-enabl e
service tinmestanps debug uptine
service tinmestanps | og uptine
servi ce password-encryption

|

hostnane R7

p subnet-zero




no i p domai n-1 ookup
|

key chain ccie

key 6727
key-string ccie

nterface Loopbackl
i p address 7.1.1.7 255.255.255.0

nterface Loopback?2
I p address 17.1.1.7 255.255.255.0

nt erface Loopback3
I p address 27.1.1.7 255.255.255.0

nt erface Loopback4
i p address 37.1.1.7 255.255.255.0

nt erface Loopbackl100
i p address 209.112.65.1 255. 255. 255,

nterface Loopbackl01
i p address 209.112.66.1 255. 255. 255.

nterface Loopbackl1l02
I p address 209.112.67.1 255. 255. 255.

nt erface Loopbackl103
I p address 209.112.68.1 255. 255. 255.

nt erface Loopbackl1l04
i p address 209.112.69.1 255. 255. 255,

nt erface Loopbackl05
i p address 209.112.70.1 255. 255. 255,

nterface Loopback200
I p address 156.46.1.1 255. 255.255.0

nterface Loopback201
I p address 156.46.2.1 255. 255.255.0

nt erface Loopback202
I p address 156.46. 3.1 255. 255. 255.0




nterface Loopback203
I p address 156.46.4.1 255. 255.255.0

nterface Loopback204
I p address 156.46.100.1 255. 255.252.0

nterface Loopback444
i p address 140.100.9.1 255. 255. 255. 224

nterface Loopback777
ip address 7.7.7.7 255.255. 255. 255

nterface Loopback6727
description Test Loopback for RIPv2
i p address 67.67.67.1 255.255.255.0

nterface EthernetO

i p address 140.100.47.7 255.255. 255. 192
ip rip send version 2

Ip rip receive version 2

ip rip authentication node nd5

ip rip authentication key-chain ccie

nterface SerialO
I p address 140.100.48.1 255.255.255.0
no keepalive

router rip

version 2

network 67.0.0.0
network 140.100.0.0
no aut o- sunmary

}outer bgp 1560

no synchroni zation

bgp router-id 7.7.7.7

bgp | og- nei ghbor - changes

network 7.1.1.0 mask 255. 255. 255.0
network 7.7.7.7 mask 255. 255. 255. 255
network 17.1.1.0 mask 255.255.255.0
network 27.1.1.0 mask 255.255.255.0
network 37.1.1.0 nask 255. 255. 255.0
net wor k 140. 100.47.0 mask 255. 255. 255. 192
network 156.46. 1.0 mask 255.255. 255.0
net work 156.46. 2.0 mask 255. 255. 255.0
net work 156.46. 3.0 mask 255.255. 255.0




net work 156.46.4.0 mask 255. 255. 255.0
net wor k 156. 46. 100. 0 nask 255. 255.252.0

network 209.112.65.0

network 209.112.66.0

network 209.112.67.0

network 209.112.68.0

network 209.112.69.0

network 209.112.70.0

nei ghbor 140. 100.47. 4 renote-as 456

nei ghbor 140. 100.47.4 description R4

nei ghbor 140. 100.47.4 password 7 045802150C2E
nei ghbor 140.100.47. 4 updat e-source Loopback777
nei ghbor 140.100.47.4 version 4

nei ghbor 140.100.47.4 distribute-list 1 out

ip cl assl ess
!

access-list 1 deny 209.112.0.0 0.0. 254. 255

access-list 1 permt any

access-list 10 permt 150.100.0.0 0.0.255.255 | og
!

line con O
exec-timeout 0 O
privilege |level 15

line aux O

line vty 0 4

R3#sho run
Bui | di ng configuration..

Current configuration : 3410 bytes
!
version 12.2

service tinmestanmps debug datetinme nsec localtine
service timestanps | og datetime nsec |ocaltinme
no service password-encryption

|

host nane R3
|

i p subnet-zero
!
interface Loopback3

descri pti on OSPF Loopback

i p address 3. 3.3.3 255. 255. 255. 255
I p ospf network point-to-point

!
interface Loopbackl0




I p address 3.3.3.13 255. 255. 255. 255
I p ospf network point-to-point
|

nt erface Loopbackll
i p address 3. 3.3.23 255. 255. 255. 255
I p ospf network point-to-point

nt erface Loopbackl3
i p address 130.100.100.1 255. 255. 255. 255
I p ospf network point-to-point

nt erface Loopback33
description BGP Loopback
I p address 3. 3.3.33 255. 255. 255. 255

nt erface EthernetO
I p address 130. 100. 1.3 255. 255. 255.0

nterface Serial O

no i p address

encapsul ation frame-rel ay
no fair-queue

cl ockrate 64000
frame-relay | m-type ansi

nterface Serial 0.1 point-to-point

i p address 150.100. 31. 3 255. 255. 255. 240
I p access-group 100 in

I p ospf authentication nessage-di gest

i p ospf nessage-di gest-key 5 mid5 cisco

frame-relay interface-dlci 301
|

nterface Serial 0.2 point-to-point

i p address 150.100. 32. 3 255. 255. 255. 224
I p access-group 100 in

I p ospf authentication nessage-di gest

i p ospf nessage-di gest-key 5 mid5 cisco

frame-relay interface-dlci 302
|

nterface Serial 0.3 point-to-point

i p address 150.100. 33. 3 255. 255. 255. 248
I p access-group 100 in

i p ospf authentication nessage-di gest

i p ospf nmessage-di gest-key 5 mid5 cisco




frame-relay interface-dlci 304
|
router ospf 123

router-id 3.3.3.3

| og- adj acency- changes

area 0 authentication nmessage-di gest

redi stribute connected subnets route-map redist

network 3.3.3.3 0.0.0.0 area O

networ k 150.100.31.0 0.0.0.15 area O

net wor k 150.100.32.0 0.0.0.31 area O

net wor k 150.100.33.0 0.0.0.7 area O
|
router rip

version 1

redistribute ospf 123 netric 1

network 130.100.0.0
|
router bgp 3

no synchroni zation

bgp router-id 3.3.3.3

bgp | og- nei ghbor - changes

bgp confederation identifier 1234

bgp confederation peers 1 2

network 3.3.3.33 mask 255. 255. 255. 255

nei ghbor 10.1.1.9 renote-as 9

nei ghbor 10.1.1.9 ebgp-nultihop 2

nei ghbor 10.1.1.9 next-hop-self

nei ghbor 10.1.1.9 description to R9

nei ghbor 150.100.31.1 renonte-as 1

nei ghbor 150.100. 31. 1 next-hop-self

nei ghbor 150.100. 31.1 description to R1

nei ghbor 150.100.32.2 renonte-as 2

nei ghbor 150. 100. 32. 2 next - hop-sel f

nei ghbor 150.100. 32. 2 description to R2

nei ghbor 150.100. 33. 4 renote-as 456

nei ghbor 150.100. 33. 4 next - hop-self

nei ghbor 150. 100. 33.4 description to R4

no aut o- summary

ArBADDNMNNNRREPPE

ip classless
ip route 10.1.1.0 255.255.255.0 130.100.1.1
|

access-list 1 permt 3.3.3.13

access-list 1 permt 3.3.3.23

access-list 100 permt tcp any eq bgp any

access-list 100 permt ospf any any

access-list 100 permt tcp any host 130.100.1.13 eq ww




access-list 100 permt tcp 130.100.26.0 0.0.0.255 host
130.100.1.13 eq 443
access-list 100 permt tcp 130.100.26.0 0.0.0.255 host
130.100.1.13 eq ftp
access-list 100 permt tcp 130.100.26.0 0.0.0.255 host
130. 100.1. 13 eq ftp-data
access-list 100 permt icnp any any echo-reply | og
access-list 100 permt icnp any any echo | og
access-list 100 deny any any | og
route-map redist permt 10
match i p address 1
|
!
line con O
exec-timeout 0 O
privilege |evel 15
| oggi ng synchronous
line aux O
line vty 0 4
| oggi ng synchronous

R2#sho run
Bui | di ng configuration..

Current configuration : 1742 bytes
!
version 12.2

service tinmestanps debug datetinme nsec |ocaltine
service timestanmps | og datetine nmsec |localtine
servi ce password-encryption

|

hostnane R2
I

enabl e secret 5 $1$0 Dj $4. 39veJ97UQ7La4nOLLi CO
[
i p subnet-zero
no i p domai n-1 ookup
!
[
!
interface Loopback?2

descri pti on OSPF Loopback

I p address 2.2.2.2 255.255. 255. 255
i p ospf network point-to-point

!
interface Loopback22
description BGP Loopback




I p address 2.2.2.22 255.255. 255. 255
|

interface SerialO
i p address 150.100. 32. 2 255. 255. 255. 224

encapsul ation frame-rel ay

I p ospf authentication nessage-di gest

i p ospf nmessage-digest-key 5 mid5 7 045802150C2E
I p ospf network point-to-point

frame-relay map ip 150.100.32.3 202 broadcast

router ospf 123

router-id 2.2.2.2

| og- adj acency- changes

area 0 authentication nessage-di gest

network 2.2.2.2 0.0.0.0 area O
networ k 150.100.32.0 0.0.0.31 area O
|
router bgp 2

bgp router-id 2.2.2.2

bgp | og- nei ghbor - changes

bgp confederation identifier 1234

bgp confederation peers 1 3

network 2.2.2.22 mask 255. 255. 255. 255
nei ghbor 150. 100. 32. 3 renpte-as 3

nei ghbor 150. 100. 32. 3 descri ption R3
no aut o- sunmary

p cl assl ess

ine con O
exec-timeout 0 O
| oggi ng synchronous
line vty 0 4
| oggi ng synchronous
| ogi n
|
end

R5#sho run
Bui | di ng configuration..

Current configuration : 2337 bytes




!
I' No configuration change since |ast restart
I
version 12.2
service tinmestanmps debug uptine
service tinmestanps | og uptinme
no service password-encryption
!
host name R5
!
!
i p subnet-zero
!
!
i nterface Loopback5

description OSPF Loopback

I p address 5.5.5.5 255. 255, 255. 255

i p ospf network point-to-point
!
i nterface Loopback55

descri pti on BGP Loopback

I p address 5.5.5.55 255. 255. 255. 255
!
interface EthernetO

I p address 130. 100. 26.5 255. 255. 255. 224

|

interface SerialO

i p address 140.100. 45.5 255. 255. 255. 192
I p ospf authentication nessage-di gest

i p ospf nessage-di gest-key 5 mid5 cisco
i p ospf network point-to-point

|
interface Seriall

i p address 140.100. 56.5 255. 255. 255. 192
i p access-group 100 in

I p ospf authentication nessage-di gest

i p ospf nessage-di gest-key 5 mid5 cisco
i p ospf network point-to-point

cl ockrate 64000

|
router ospf 123

router-id 5.5.5.5

| og- adj acency-changes detail

area 0 authentication nmessage-di gest

area 45 authenticati on nessage-di gest

area 45 virtual-link 4.4.4.4 authentication nmessage-di gest
area 45 virtual-link 4.4.4.4 nessage-di gest-key 5 md5 cisco




area 56 authentication nmessage-di gest

area 56 virtual-link 6.6.6.6 authentication nessage-di gest
area 56 virtual-link 6.6.6.6 nessage-di gest-key 5 nmd5 cisco
network 5.5.5.5 0.0.0.0 area 45
network 140.100.45.0 0.0.0.63 area 45

networ k 140.100.56.0 0.0.0.63 area 56

|
router bgp 456

no synchroni zation

bgp router-id 5.5.5.5

bgp | og- nei ghbor - changes

network 5.5.5.55 mask 255. 255. 255. 255

nei ghbor 140.100.45.4 renote-as 456

nei ghbor 140. 100.45.4 route-reflector-client
nei ghbor 140.100. 45. 4 next- hop-self

nei ghbor 140.100.56.6 renote-as 456

nei ghbor 140. 100.56.6 route-reflector-client
nei ghbor 140. 100. 56. 6 next - hop-sel f

no aut o- sunmary

(o2l ep @ IR SN NN AN

|

ip classless

ip http server

|

access-list 100 deny udp host 140.100.56.6 any range 33434 33523

access-list 100 permt ip any any

|

line con O
exec-timeout 0 O

line aux O

line vty 0 4
privilege |evel 15
no | ogin

From R6
R6#ping 1.1.1.1

Type escape sequence to abort.

Sendi ng 5, 100-byte ICWP Echos to 1.1.1.1, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
160/ 164/ 176 ns

R6#ping 2.2.2.2

Type escape sequence to abort.
Sending 5, 100-byte ICWP Echos to 2.2.2.2, tinmeout is 2 seconds:




Success rate is 100 percent (5/5), round-trip m n/avg/ max

172/ 176/ 184 s

R6#traceroute 1.1.1.1

Type escape sequence to abort.
Tracing the route to 1.1.1.1

1 140.100.56.5 'A 16 nsec 16 nsec
R6#t raceroute 2.2.2.2

Type escape sequence to abort.
Tracing the route to 2.2.2.2

1 140.100.56.5 'A 16 nsec 16 nsec
R6#

Section 11: |IP Services (18 M nutes)

R6#sho run
Bui | di ng configuration..

Current configuration : 3778 bytes
!
I' No configuration change since |ast restart
!
version 12.2

service tinmestanps debug datetime nsec
service tinestanps | og datetine nsec
no service password-encryption

!
host nane R6
!
!
usernane R8 password O cisco
aaa new- nodel

!
!
aaa aut hentication | ogin default |ocal
aaa aut hentication |ogin no_login none
aaa aut hentication ppp default |ocal

i p subnet-zero

!
!
no i p domain | ookup




dhcp excl uded- address 130. 100. 26. 6
dhcp excl uded-address 130.100. 26. 2

T T

©

dhcp pool ccie

net wor k 130. 100. 26. 0 255. 255. 255. 224
default-router 130.100.26.6

| ease infinite

!
|
i sdn swi tch-type basic-ni
I

!

key chain ccie

key 1
key-string ccie

interface Loopback6

description OSPF Loopback

I p address 6.6.6.6 255.255. 255. 255
i p ospf network point-to-point

!
interface Loopback66

I p address 140.100. 86. 1 255. 255. 255. 224
I
interface Loopback666

descri ption BGP Loopback

I p address 6.6.6.66 255.255. 255. 255
!
interface Tunnel O

I p address 192. 168. 2. 2 255. 255. 255. 0

i p ospf authentication nessage-di gest
i p ospf nmessage-di gest-key 5 mid5 cisco

tunnel source 130.100. 26.6
tunnel destination 130.100. 26.3
|
interface FastEthernet0/0

i p address 130. 100. 26. 6 255. 255. 255. 224
ip rip authentication node nd5

Ip rip authentication key-chain ccie
speed 10
standby 1 ip 130.100.26.1

standby 1 preenpt

standby 1 authentication ccie




standby 1 track Serial0/0

nterface BRI O/ 0

no i p address

encapsul ati on ppp

di al er pool - menber 10

i sdn switch-type basic-ni

i sdn tei-negotiation first-cal

I sdn spidl 6661 6666

I sdn spi d2 6662 6666

ppp aut hentication chap ppp multilink

nterface Serial 0/0

I p address 140. 100. 56. 6 255. 255. 255. 192
p ospf authentication nessage-di gest

i p ospf nmessage-di gest-key 5 mid5 cisco
I p ospf network point-to-point

interface Dialerl

I p address 172.22.85.2 255.255.255.0
encapsul ati on ppp

i p ospf cost 65535

I p ospf demand-circuit

di al er pool 10

di al er renote-name R8

di al er idle-tineout 45

di aler string 8888

di al er hol d- queue 100

di al er-group 5

ppp authentication chap

ppp multilink

|
router ospf 123

router-id 6.6.6.6

| og- adj acency-changes detai l

area 56 authentication nessage-di gest

area 56 virtual-link 5.5.5.5 authentication nessage-di gest
area 56 virtual-link 5.5.5.5 nessage-di gest-key 5 md5 cisco
area 86 authentication nmessage-di gest

network 6.6.6.6 0.0.0.0 area 56

net wor k 140.100.56.0 0.0.0.63 area 56

network 172.22.85.0 0.0.0.255 area 86

network 192.168.2.0 0.0.0.255 area 86

|
router rip
version 2




network 130.100.0.0
no aut o- summary
|
router bgp 456
no synchroni zation
bgp router-id 6.6.6.6
bgp | og- nei ghbor - changes
network 6.6.6.66 mask 255.255. 255. 255
net wor k 140. 100. 86. 0 mask 255. 255. 255. 224
nei ghbor 140. 100.56.5 renote-as 456
nei ghbor 140. 100. 56.5 next - hop-sel f
nei ghbor 192.168.2.1 renpte-as 65000
no aut o- summary
|
ip classless
ip route 192.168.1.0 255.255.255.0 130. 100. 26. 2
no ip http server
|
!
snnp-server community public RO 18
snnp-server conmunity priavte RW 18
snnp-server enable traps snnp authentication |inkdown |inkup
col dstart warmnstart
snnp-server enable traps tty
snnp-server enable traps isdn call-information
snnp-server enable traps isdn |ayer2
snnp-server enable traps isdn ietf
snnp-server enable traps hsrp
snnp-server enable traps config
snnp-server enable traps entity
snnp-server enable traps envnon
snnp-server enable traps bgp
snnp-server enable traps frane-relay
snnp-server enable traps rtr
snnp-server enable traps sysl og
snnp-server enable traps dial
|

access-list 18 permt 192.168.1.10 | og
|

dialer-list 5 protocol ip permt
!
!
!
|

line aux O
line vty 0 4
privilege |level 15




R6#sho st andby
Fast Et hernet0/0 - G oup 1
State is Active
1 state change, |ast state change 00: 34: 32
Virtual I P address is 130.100.26.1
Active virtual MAC address is 0000.0c07.ac01
Local virtual MAC address is 0000.0c07.ac0l1 (default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.016 secs
Aut hentication text "ccie"
Preenpti on enabl ed
Active router is |ocal
St andby router is 130.100.26.5, priority 95 (expires in 7.056
sec)
Priority 100 (default 100)
Track interface Serial0/0 state Up decrenment 10
| P redundancy nane is "hsrp-Fa0/0-1" (default)

R6(config)#i nt ser 0/0

R6(confi g-if)#shut

Mar 1 06:28:35.882: %1SRP- 6- STATECHANGE: FastEthernet0/0 Gp 1
state Active -> Speak

Mar 1 06:28:36.030: %. NK-5-CHANGED: Interface Serial 0/0,
changed state to adm nistratively down

Mar 1 06:28:37.030: %. NEPROTO 5- UPDOWN: Li ne protocol on

I nterface Serial 0/0, changed state to down

R6#sho st andby
Fast Et hernet0/0 - Goup 1
State is Standby
3 state changes, |ast state change 00:00: 11
Virtual I P address is 130.100.26.1
Active virtual MAC address is 0000.0c07.ac01
Local virtual MAC address is 0000.0c07.ac0l1 (default)
Hello time 3 sec, hold tinme 10 sec
Next hello sent in 0.708 secs
Aut hentication text "ccie"
Preenpti on enabl ed
Active router is 130.100.26.5, priority 95 (expires in 9.156
sec)
St andby router is |ocal
Priority 90 (default 100)
Track interface Serial 0/0 state Down decrenent 10
| P redundancy nane is "hsrp-Fa0/0-1" (default)




host nane R5

p subnet-zero

nt erface Loopback5

descri pti on OSPF Loopback

I p address 5.5.5.5 255. 255. 255. 255
i p ospf network point-to-point

nterface Loopback55
descri pti on BGP Loopback
i p address 5.5.5.55 255. 255. 255. 255

nterface EthernetO

I p address 130. 100. 26.5 255. 255. 255. 224
standby 1 ip 130.100.26.1

standby 1 priority 95

standby 1 preenpt

standby 1 authentication ccie

nterface SerialO

I p address 140.100.45.5 255. 255. 255. 192
I p ospf authentication nessage-di gest

i p ospf nessage-di gest-key 5 mid5 cisco
I p ospf network point-to-point
fair-queue

nterface Seriall

I p address 140. 100.56.5 255. 255. 255. 192
I p access-group 100 in

i p ospf authentication nessage-di gest
ospf message-di gest-key 5 mid5 cisco
ospf network point-to-point

ockrate 64000

—T T T

|
i
i
c

}outer ospf 123

router-id 5.5.5.5

| og- adj acency-changes det ai |

area 0 authentication nmessage-di gest

area 45 authentication nessage-di gest

area 45 virtual -link 4.4.4.4 authentication nessage-di gest
area 45 virtual-link 4.4.4.4 nmessage-di gest-key 5 nmd5 cisco
area 56 authentication nessage-di gest

area 56 virtual-link 6.6.6.6 authentication nessage-di gest
area 56 virtual-link 6.6.6.6 nmessage-di gest-key 5 nmd5 cisco




network 5.5.5.5 0.0.0.0 area 45

net work 140.100.45.0 0.0.0.63 area 45
net work 140.100.56.0 0.0.0.63 area 56
|
router bgp 456

no synchroni zation

bgp router-id 5.5.5.5

bgp | og- nei ghbor - changes

network 5.5.5.55 mask 255. 255. 255. 255

nei ghbor 140. 100. 45.4 renote-as 456

nei ghbor 140.100.45.4 route-reflector-client
nei ghbor 140.100. 45. 4 next - hop-self

nei ghbor 140. 100.56.6 renote-as 456

nei ghbor 140.100.56.6 route-reflector-client
nei ghbor 140.100. 56. 6 next-hop-self

no aut o- sunmary

(o2 o) @ p I NN SN AN

|
ip classless
ip http server
|
access-list 100 deny udp host 140.100.56.6 any range 33434 33523
access-list 100 permt ip any any
|
line con O
exec-timeout 0 O
line aux O
line vty 0 4
privilege level 15
no | ogin

R5(config)#line vty 0 4
R5(config-1ine)#access-class 15 in
R5(config-1ine)#l ogin | ocal
R5(config-1ine)#exit

R5(confi g) #usernanme adm n privilege 15 password ci sco
R5(config)#crypto key generate rsa

The name for the keys will be: R5.cisco.com

Choose the size of the key modulus in the range of 360 to 2048
for your General Purpose Keys. Choosing a key nodul us greater
than 512 may take a few m nutes

How many bits in the nodulus [512]:512 “or hit ENTER’
CGenerating RSA keys ...
[ OK]




R5(config)#
Sep 29 22:26:42: %ESH-5- ENABLED: SSH 1.5 has been enabl ed

R5(confi g)#i p ssh authentication-retries 3
R5(config)#ip ssh time-out 60
R5(config) #

R6 SSH Client to R5
R6#ssh -c des -1 adm n 140.100.56.5 & R5

Trying 140. 100.56.5. .. Open
passwor d: ci sco

R5#sho st andby

Et hernetO0 - Goup 1
Local state is Standby, priority 95, may preenpt
Hel lotinme 3 sec, holdtinme 10 sec
Next hello sent in 0.556
Virtual I P address is 130.100.26.1 configured
Active router is 130.100.26.6, priority 100 expires in 7.044
St andby router is |ocal
Aut hentication text "ccie"
10 state changes, |ast state change 00: 00: 40
| P redundancy nane is "hsrp-Et0-1" (default)

RS #

R8#sho run
Bui | di ng configuration..

Current configuration : 6829 bytes
!
I Last configuration change at 16:04:36 PST Sun May 28 2003 by
adm n

!

version 12.2

service tinmestanps debug uptine

service timestanmps | og uptinme

servi ce password-encryption

|

hostnane R8
I

énable password 7 05080F1C2243
|

usernane adm n password 7 094F471A1A0A
usernane R6 password 7 01100F175804
usernane R8 password 7 13061E010803




usernane cisco privilege 15 password 7 01100F175804
clock tinezone PST -8

cl ock summer-time PDT recurring
aaa new- nodel
!
!
aaa aut hentication | ogin default |ocal
aaa authorization network default | ocal
aaa session-id common
i p subnet-zero
!
i p domai n nane ci sco.com
!
i sdn swi tch-type basic-ni
I
!
key chain ccie

key 1

key-string ccie

!
interface Loopback8

descri pti on OSPF Loopback

i p address 8.8.8.8 255. 255. 255. 255

I p ospf network point-to-point

interface Loopback88
description BGP Loopback
i p address 8.8.8.88 255.255. 255. 255

interface Loopbackl100
i p address 172.16.1.1 255.255.255.0

nterface Tunnel 1

i p address 192.168.2.1 255.255.255.0

i p broadcast-address 192. 168. 2. 255

I p ospf authentication nessage-di gest

i p ospf nessage-digest-key 5 mid5 7 045802150C2E

tunnel source 192.168.1.1
tunnel destination 130.100. 26.6
|
!
interface BRIO/0

no i p address
encapsul ati on ppp

ip ospf cost 1

di al er pool - nenber 1




I sdn switch-type basic-ni
i sdn spidl 8881 8888

i sdn spid2 8882 8888

ppp authentication chap
ppp nmultilink

interface FastEthernet0/1

i p address 192.168. 1.1 255.255.255.0
ip rip send version 1

ip rip receive version 1

no i p route-cache

nterface Dialer0O

I p address 172.22.85.10 255.255.255.0
encapsul ati on ppp

ip ospf cost 65535

di al er pool 1

di al er renote-name R6

di al er-group 5

ppp authentication chap

ppp multilink

|
router ospf 123
router-id 8.8.8.8
| og- adj acency- changes det ai l
area 86 authentication nessage-di gest
network 8.8.8.8 0.0.0.0 area 86
network 172.22.85.0 0.0.0.255 area 86
network 192.168.2.0 0.0.0.255 area 86
|
router rip
version 1
network 192.168.1.0
|
router bgp 65000
no synchroni zation
bgp router-id 8.8.8.8
bgp | og- nei ghbor - changes
network 8.8.8.88 mask 255. 255. 255. 255
redi stribute connected route-mp | oop
nei ghbor 192.168. 2.2 renote-as 456
no aut o- summary
|
ip classless
ip route 6.6.6.0 255.255.255.0 192. 168. 1. 222
ip route 130.100.26.0 255.255.255.0 192.168.1. 222
|




access- |
access- |

access- |
access- |
access- |
di al er-|
!
rout e- map

match i p
|
I
privilege
privilege

privilege
privilege
|
line con O
exec-time
privil ege
speed 115
line aux O

st
st
st
st
st
st

perm t
perm t
perm t
permt
perm t

o1t wWwwNE

| oop permt

addr ess 2

configure |evel

exec | evel

exec | evel
exec | evel

out 0 O
| evel
200

15

modem | nCut

transport
line vty O
exec-time
privil ege
sessi on- |
transport
line vty 5
privil ege
|

i nput all
4
out 0 O
| evel
imt

15

pr ot ocol

100000

an
8.
6.

o o<

. 8. 88
.6.6
192. 168. 2. 2

192.168.1.8 1 og
Ip permt

10

7 snnp-server
1 tel net

7 show ip route
7 show startup-config

i nput telnet ssh

15

| evel 15

Section 12: Catalyst Security (6 M nutes)

i nterface Fast Et hernet0/19
nmode access

swi t chport
swi t chport
swi t chport
swi t chport
swi t chport
swi t chport
no i p addr

port-security
port-security
port-security
port-security
port-security

€ss

maxi mum 10

mac- address 1000. 2000. 3000
vi ol ation protect

aging tine 600

aging static




access-list 1 permt 192.168.1.1 |og
access-list 1 permt 130.100.1.3 log

access-list 1 permt 130.100.26.2 | og

line con O
exec-tinmeout 0 O

line vty 0 4
access-class 1 in
| ogi n

line vty 5 15

access-class 1 in
| ogi n

For this lab section, refer to Figure 26-5 on page 922 of the
book.

Section 13: AAA Using RADIUS (17 M nutes)

R8

usernane userl privilege 7 password 7 121A0C041104
!
aaa new- nodel
!
aaa authentication | ogin default group radius | ocal
aaa aut hentication login no_|ogin |ocal none

aaa aut horization exec default | ocal

aaa accounting exec default start-stop group radius
i p radius source-interface | oopback 8
|
line con O
privilege | evel 15
| ogi n authentication no_login
|
privilege configure |level 7 snnp-server
privilege configure |level 7 snnp-server host
privilege exec |level 7 ping
privilege exec level 7 configure term nal
privilege exec level 7 configure
radi us-server host 192.168.1.7 auth-port 1645 acct-port 1646
radi us-server key cisco




R8#debug radi us aut hentication
R8#debug radi us brief
R8#debug aaa aut hentication

R8#sho debuggi ng
General OCS:
AAA Aut henti cation debugging is on
Radi us protocol debugging is on
Radi us protocol brief debugging is on

R8#

03:20: 10: AAA/ AUTHEN LOGI N (0000000D): Pick nethod Ii st
‘defaul t'

03: 20: 10: RADI US/ ENCODE( 0000000D) : ask "Usernane: "

03: 20: 10: RADI US/ ENCODE( 0000000D) : send packet; GET_USER

03: 20: 14: RADI US/ ENCODE( 0000000D) : ask "Passwor d:

03: 20: 14: RADI US/ ENCODE( 0000000D) : send packet; GET_PASSWORD
03: 20: 15: RADI US(0000000D): Storing nasport 68 in rad_db
03:20: 15: RADIUS: Pick NAS I P for uid=13 tabl eid=0
cfg_addr=8.8.8.8 best_addr=0.0.0.0

03: 20: 15: RADI US(0000000D): Send Access-Request to
192.168.1.7:1645 id 14, len 76

03: 20: 15: RADIUS: Received fromid 21645/14 192.168.1.7: 1645,
Access- Accept, len 54

03:20: 19: AAA: parse nane=tty68 idb type=-1 tty=-1

03:20: 19: AAA: nanme=tty68 flags=0x1ll type=5 shelf=0 sl ot=0
adapt er=0 port =68 channel =0

03: 20: 19: AAA/ MEMORY: create_user (Ox82F7EE44) user='userl
ruser="NULL'" ds0=0 port="tty68 rem addr='192.168.1.8 authen_
t ype=ASCI | servi ce=ENABLE priv=15 initial _task_ id="0", vrf=
(i1 d=0)

03:20:19: AAA/ AUTHEN START (3095283584): port="tty68" 1list="
action=LOG N servi ce=ENABLE

03:20: 19: AAA/ AUTHEN/ START (3095283584): non-consol e enabl e -
default to enable password

03: 20: 19: AAA/ AUTHEN START (3095283584): Mt hod=ENABLE
03:20: 19: AAA/ AUTHEN( 3095283584) : St at us=GETPASS

03: 20: 20: AAA/ AUTHEN/ CONT (3095283584): continue_|l ogin
(user="(undef)")

03: 20: 20: AAA/ AUTHEN( 3095283584) : St at us=GETPASS

03: 20: 20: AAA/ AUTHEN/ CONT (3095283584): Met hod=ENABLE

03: 20: 20: AAA/ AUTHEN( 3095283584): St at us=PASS

03: 20: 20: AAA/ MEMORY: free_user (Ox82F7EE44) user =" NULL'
ruser="NULL' port="tty68 rem addr="192.168.1.8'

aut hen_t ype=ASCl




| service=ENABLE priv=15 vrf= (i d=0)
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Control
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Disabled Accounts
a;j ACS Baclup And Eestore

Users logged in on all AAA Clients

3B Administration Audit
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@ Back to Help
2 |

Date and Time Assigned Source AAA Logged In
S User Group P Port Client Via
03052003 Eadms Group (1
59:19:47 userl Fserd none ] 8.6.8.8 8.8.8.8
|_ |_ |_ ﬁﬁtemet

Epiff127.0.0.1:1150/reports/setup . exetaction=make_pagefpage=logged_on_usersiimake_csv=18sort_by=1Rseq="seq

tartl

J :__:_fj & L,"S] m ”HI@EiscnSecure ALS ... Document—WordPad | ﬂc:\,WINNT\,SystemS...l Local Area Connection ... | ﬂc:'I,WINNT'I,SystemS...l |5@5@g i01ap

R8#sho debuggi ng
CGeneral OsS:

AAA Aut hentication debugging is on
AAA Aut hori zation debugging is on
AAA Accounting debugging is on

R8#

03: 54:59: AAA/ ACCT/ EVENT/ (00000017): CALL START
03:54:59: CGetting session id for NET(00000017) : d
03:54:59: AAA/ ACCT(00000000): add node, session 23
03:54:59: AAA/ ACCT/ NET(00000017): add, count 1

03: 54:59: Getting session id for NONE(00000017)

b=82A913B8

db=82A913B8




03: 54: 59:
"defaul t'

03: 55:

03:
03:
03:
03:
03:
03:

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

0

03:
03:
03:
03:
enqueued

55:
55:
55:
55:
55:
55:
Name defa
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:

55:
55:
55:
55:

03:
03:
03:
03:
03:
03:
03:

03:
03:
03:
03:
03:
03:
05:
05:
05.:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05.:

05:
05:
05.:
05:

AAA/ AUTHEN/ LOGI N (00000017): Pick method Ii st

Getting session id for EXEC(00000017) : db=82A913B8
AAA/ AUTHOR (0x17): Pick method |ist 'default’

AAA/ AUTHOR/ EXEC( 00000017) : processing AV cnd=

AAA/ AUTHOR/ EXEC( 00000017): processing AV priv-1vl =7
AAA/ AUTHOR/ EXEC( 00000017): Aut hori zation successful
AAA/ ACCT/ EXEC(00000017): Pick method list 'default’
AAA/ ACCT/ SETMLI ST(00000017): Handle 0, nlist 82F64BC4,
ul t

Getting session id for EXEC(00000017) : db=82A913B8
AAA/ ACCT/ EXEC(00000017): add, count 2

AAA/ ACCT/ EVENT/ (00000017) : EXEC UP

AAA/ ACCT/ EXEC(00000017): Queueing record is START
AAA/ ACCT(00000017): Accouting met hod=radi us (radius)
AAA/ ACCT/ EXEC(00000017): START protocol reply PASS
unknown AAA/ DI SC. 1/"User Request"

unknown AAA/ DI SC/ EXT: 1020/ "User Request”

AAA/ ACCT/ EVENT/ (00000017): CALL STOPR

AAA/ ACCT/ CALL STOP(00000017): Sending stop requests
AAA/ ACCT(00000017): Send all stops

AAA/ ACCT/ EXEC(00000017): STOP

AAA/ ACCT/ EXEC( 00000017): Queueing record is STOP osr 1
AAA/ ACCT/ NET(00000017): STOP

AAA/ ACCT/ NET(00000017): Method |ist not found

AAA/ ACCT/ NET(00000017): free_rec, count 1

AAA/ ACCT/ NET(00000017) reccnt 1, csr TRUE, osr 1
AAA/ ACCT(00000017): Accouting nmethod=radi us (radius)
AAA/ ACCT/ EXEC(00000017): STOP protocol reply PASS
AAA/ ACCT/ EXEC( 00000017): Cl eaning up from Cal | back osr

AAA/ ACCT(00000017): del node, session 23

AAA/ ACCT/ EXEC(00000017): free_rec, count O

AAA/ ACCT/ EXEC(00000017) reccnt 0, csr TRUE, osr O
AAA/ ACCT/ EXEC(00000017): Last rec in db, intf not

Section 14: Configuring AAA on the PIX Firewall (26

M nut es)
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Fassword ssssssssssssss

Confirm Password (essssssssassss

TACACS+ Cutbound Password
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Password sssesssasssen
Confirm Password sssesssnsssEen
TACACS+ Settings 2|
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User Access Verification

User nane: user?2

Passwor d: ****x*

Type help or "?' for a list of avail able commands.
Pl X2> en

Passwor d: ****x*

Pl X2#

PI X Version 6.2(2)

interface ethernet0 auto

interface ethernetl auto

namei f ethernet0 outside securityO

namei f ethernetl inside securityl00

enabl e password 2KFQnbNI dI . 2KYQU encrypt ed
passwd 2KFOnbNI dI . 2KYOU encr ypt ed

host nane PI X2
domai n- nane ci sco.com

access-list outside_access_in permt gre any host 130.100.26.3

access-list inside_authentication TACACS+ permt tcp any any eq
W

access-list inside_authentication TACACS+ permt tcp any any eq
t el net

access-list inside_authorization_TACACS+ permt tcp any any eq
W

access-list inside_authorizati on TACACS+ permt tcp any any eq
t el net

access-list inside_accounting_TACACS+ permt tcp any any eq www
access-list inside_accounting TACACS+ permt tcp any any eq

t el net

i p address outside 130.100.26.2 255. 255. 255. 224
ip address inside 192.168.1.222 255.255.255.0

gl obal (outside) 10 interface
nat (inside) 10 0.0.0.0 0.0.0.0 O O
static (inside,outside) 130.100.26.7 192.168. 1.7 netmask

255. 255.255.255 0 O
static (inside,outside) 130.100.26.3 192.168.1.1 netmask

255.255.255.255 0 O




access-group outside_access_in in interface outside
rip outside passive version 2 authentication nmd5 ccie 1
rip inside passive version 1

route outside 0.0.0.0 0.0.0.0 130.100.26.6 1

aaa- server TACACS+ protocol tacacs+

aaa- server TACACS+ (inside) host 192.168.1.7 cisco6727 timeout 5
aaa-server LOCAL protocol |oca

aaa aut hentication match inside_authentication TACACS+ i nside
TACACS+

aaa aut hentication ssh consol e TACACS+

aaa aut hentication telnet consol e TACACS+

aaa aut horization match inside_authorizati on TACACS+ i nside
TACACS+

aaa accounting match inside_accounting TACACS+ inside TACACS+

telnet 192.168. 1.8 255.255. 255. 255 insi de

ssh 192.168.1.100 255. 255. 255. 255 i nsi de
ssh 192.168.1.1 255. 255. 255. 255 i nsi de
ssh tineout 5

usernane adm n password f3UhLvUj 1QsXsuK7 encrypted privilege 15
usernanme user 2 password nmbO2j Ys13AXI | AGa encrypted privil ege 15

Section 15: Authentication Proxy with TACACS+ (18
M nut es)

Pl X2
access-list outside _access_in permt tcp any host 130.100.26.7
eq tacacs

static (inside,outside) 130.100.26.7 192.168. 1.7 netnask
255. 255.255.255 0 O

R6

R6(confi g) #aaa new- nodel

R6(confi g) #aaa aut hentication |ogin default group tacacs+
R6(confi g) #aaa aut hentication login no_|ogin enable local |ine
none

R6(confi g) #aaa aut henticati on enabl e default group tacacs+




R6( confi g) #aaa aut hori zati on aut h-proxy default group tacacs+
R6( confi g) #aaa aut hori zation configuration default group tacacs+

R6(confi g) #aaa accounti
failure
R6( confi g) #aaa accounti
R6(confi g) #aaa accounti
R6(confi g) #aaa accounti
R6(confi g) #aaa accounti
tacacs+
R6(confi g) #aaa accounti
R6(confi g) #aaa accounti
tacacs+
R6(confi g) #aaa accounti
tacacs+
R6(confi g) #aaa accounti
tacacs+

ng
ng
ng
ng
ng

ng
ng

ng

ng

R6(config)#ip http server
R6(config)#i p http authentication aaa

R6(confi g) #i p aut h- proxy aut h-proxy-banner
R6(confi g) #i p aut h- proxy auth-cache-tinme 5
R6(config)#i p aut h-proxy nanme auth http
R6(confi g) #i nterface FastEthernet0/0

R6(config-if)#i p address 130. 100. 26. 6 255. 255. 255. 224
R6(config-if)#i p auth-proxy auth
R6(confi g) #t acacs-server
R6(confi g) #t acacs-server
R6(confi g)#i p tacacs source-interface | oopback 6

send stop-record authentication

del ay-start

nest ed

update newi nfo periodic 5

aut h-proxy default start-stop group

exec default start-stop group tacacs+
connection default start-stop group

system default start-stop group

resource default start-stop group

host 130. 100.26.7 key cisco6727
key cisco6727

telnet fromRS8

Aut henti cati on Login pl ease

User nanme: user 3tacacs

Passwor d: ci sco
Wel cone to CCI E Lab
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ro6 Authentication
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Usel‘llame: |user3tacacs |

Cisco Systems

Password: [cee.. |

Authentication
Successful !

@ o e & (ZCIE Securi... @ Yahoo! Mes... E 3 Motepad * 7 4 Intermet... M Cisca_Pr... Microsoft Wi, ] ‘.' !:: 11:35 PM

R6#show debuggi ng

General Os:
AAA Aut hentication debugging is on
AAA Aut hori zati on debugging is on

HTTP:
HTTP transacti ons debugging is on
HTTP EZSet up debugging is on
HTTP URL debugging is on
HTTP Aut henti cati on debugging is on
HTTP Server Side Includes debugging is on




Feb 28 16:37:32: %SEC-6-1 PACCESSLOGS: |ist 10 permtted

130. 100. 26. 2 1 packet

Feb 28 16:37:59: tinetag 392144

Feb 28 16:37:59: unane user 3tacacs

Feb 28 16:37:59: HITP: Authentication for url /" '/" level 15
privless '/’

Feb 28 16:37:59: HITP: Authentication proxy_username =
"user3tacacs' priv-level = 15 auth-type = aaa

Feb 28 16:37:59: AAA: parse nanme=FastEthernet0/0 idb type=-1
tty=-1

Feb 28 16:37:59: AAA: nane=FastEt hernet0/0 fl ags=0x15 type=12
shel f =0 sl ot=0 adapter=0 port=0 channel =0

Feb 28 16:37:59: AAA. parse nane=<no string> idb type=-1 tty=-1
Feb 28 16:37:59: AAA/ MEMORY: create_user (0x830BD600)
user="NULL" ruser="NULL' ds0=0 port='"FastEthernet0/0

" rem addr="130.100. 26. 2" authen_type=ASCI| service=LOG N priv=0
initial _task id=0'

Feb 28 16:37:59: AAA/ AUTHEN START (2185388406):
port="FastEthernet0/0" |ist="default' action=LOG N service
=LOG N

Feb 28 16:37:59: AAA/ AUTHEN START (2185388406): found |i st
def aul t

Feb 28 16:37:59: AAA/ AUTHEN/ START (2185388406): Method=tacacs+
(tacacs+)

Feb 28 16:37:59: TAC+: send AUTHEN START packet ver=192

i d=2185388406

Feb 28 16:37:59: TAC+: ver=192 id=2185388406 recei ved AUTHEN
status = GETUSER

Feb 28 16:37:59: AAA/ AUTHEN(2185388406): Status=GETUSER

Feb 28 16:37:59: AAA/ AUTHEN CONT (2185388406): continue_| ogin
(user="(undef)")

Feb 28 16:37:59: AAA/ AUTHEN(2185388406): Status=CGETUSER

Feb 28 16:37:59: AAA/ AUTHEN(2185388406): Met hod=t acacs+
(tacacs+)

Feb 28 16:37:59: TAC+: send AUTHEN CONT packet id=2185388406
Feb 28 16:38:00: TAC+: ver=192 id=2185388406 recei ved AUTHEN
status = GETPASS

Feb 28 16:38:00: AAA/ AUTHEN(2185388406): Status=GETPASS

Feb 28 16:38: 00: AAA/ AUTHEN CONT (2185388406): continue_login
(user="user3tacacs')

Feb 28 16:38:00: AAA/ AUTHEN(2185388406): Status=GETPASS

Feb 28 16:38: 00: AAA/ AUTHEN(2185388406): Met hod=tacacs+
(tacacs+)

Feb 28 16:38:00: TAC+: send AUTHEN CONT packet id=2185388406




Feb 28 16:38:00: TAC+: ver=192 id=2185388406 recei ved AUTHEN
status = PASS

Feb 28 16:38:00: AAA/ AUTHEN(2185388406): Status=PASS

Feb 28 16:38:00: FastEthernet0/0 AAA/ AUTHOR/ HTTP(3715440567):
Port="FastEthernet0/ 0" list="default' servic

e=AUTH- PROXY

Feb 28 16:38: 00: AAA/ AUTHOR/ HTTP: Fast Et hernet 0/ 0(3715440567)
user =" user 3t acacs'

Feb 28 16:38:00: FastEthernet0/0 AAA/ AUTHOR/ HTTP(3715440567):
send AV servi ce=aut h- proxy

Feb 28 16:38:00: FastEthernet0/0 AAA/ AUTHOR/ HTTP(3715440567):
send AV cnd*

Feb 28 16:38: 00: Fast Et hernet 0/ 0 AAA/ AUTHOR/ HTTP(3715440567) :
found list "default"

Feb 28 16:38:00: FastEthernet0/0 AAA/ AUTHOR/ HTTP(3715440567):
Met hod=t acacs+ (tacacs+)

Feb 28 16:38:00: AAA/ AUTHOR/ TAC+: (3715440567): user=user3tacacs
Feb 28 16:38:00: AAA/ AUTHOR/ TAC+: (3715440567): send AV

servi ce=aut h- pr oxy

Feb 28 16:38:00: AAA/ AUTHOR/ TAC+: (3715440567): send AV cnmd*
Feb 28 16:38: 00: TAC+: (3715440567): received author response
status = PASS_ADD

Feb 28 16:38:00: AAA/ AUTHOR (3715440567): Post authorization
status = PASS_ADD

R6#
Feb 28 17:34:57: AAA/ MEMORY: free_user (0x830C092C)
user =" user 3tacacs' ruser='NULL' port="'FastEthernet0/0'
rem addr="130. 100. 26. 2' authen_type=ASCI| service=LOG N priv=0
Feb 28 17:35:15: AAA/ AUTHOR (00000000): Method Iist i d=FFFFFFFF
not configured. Skip author
Feb 28 17:35:15: AAA/ AUTHOR/ CONFI G 'aaa aut hor configuration
not set. Downl oad abort.
Feb 28 17:35:39: HITP. parsed uri '/’
Feb 28 17:35:39: HITP: processing URL '/' from host 130.100. 26.2
Feb 28 17:35:39: HITP: client version 1.1
Feb 28 17:35:39: HITP: parsed extension Accept
Feb 28 17:35:39: HITP: parsed extension Accept-Language
Feb 28 17:35:39: HTTP: parsed extension Accept-Encodi ng
Feb 28 17:35:39: HITP: parsed extension User-Agent
Feb 28 17:35:39: HITP: parsed extension Host
Feb 28 17:35:39: HITP: parsed extension Connection
Feb 28 17:35:39: HITP: parsed extension Authorization
Feb 28 17:35:39: HITP: parsed authorization type Basic
Feb 28 17:36:08: HTTP. parsed uri '/’
Feb 28 17:36:08: HITP: processing URL '/' from host 130.100.26.2
Feb 28 17:36:08: HITP: client version 1.1




Feb 28 17:36:08: HITP: parsed extension Accept
Feb 28 17:36:08: HTTP: parsed extension Referer

Feb 28 17:36:08: HITP: parsed extension Accept-Language
Feb 28 17:36:08: HITP: parsed extension Content-Type
Feb 28 17:36:08: HTTP: parsed extension Accept-Encodi ng
Feb 28 17:36:08: HITP: parsed extension User-Agent

Feb 28 17:36:08: HITP: parsed extension Host

Feb 28 17:36:08: HITP: parsed extension Content-Length
Feb 28 17:36:08: HTTP: Content-Ilength 55

Feb 28 17:36:08: HITP: parsed extension Connection

Feb 28 17:36:08: HITP: parsed extension Cache-Contro
Feb 28 17:36:08: HITP: parsed extension Authorization
Feb 28 17:36:08: HITP: parsed authorization type Basic
Feb 28 17:36:08: HITP: received POST '/' 4

Feb 28 17:36:08: HITP:. parsed variable 'au_pxytinmetag
Feb 28 17:36:08: HITP: parsed value '1527380

Feb 28 17:36:08: tinetag 1527380

Feb 28 17:36:08: HITP: parsed variable 'unane’

Feb 28 17:36:08: HITP: parsed val ue 'user3tacacs'

Feb 28 17:36:08: unane user 3tacacs

Feb 28 17:36:08: HITP: parsed variable ' pwd'

Feb 28 17:36:08: HITP: parsed value 'cisco

Feb 28 17:36:08: HITP: parsed variable 'ok

Feb 28 17:36:08: HTTP: proxy done with post parsing

Feb 28 17:36:08: HITP: Authentication for url "/" '/"'" level 15
privless '/’

Feb 28 17:36:08: HITP: Authentication proxy_usernanme =

"user 3tacacs' priv-level = 15 auth-type = aaa
Feb 28 17:36:08: AAA: parse nane=FastEthernet0/0 idb type=-1
tty=-1

Feb 28 17:36:08: AAA: nanme=Fast Et hernet0/0 fl ags=0x15 type=12
shel f=0 sl ot =0 adapter=0 port=0 channel =0
Feb 28 17:36:08: AAA: parse nanme=<no string> idb type=-1 tty=-1
Feb 28 17:36:08: AAA/ MEMORY: create_user (0x830BE494)
user="NULL'" ruser="NULL' ds0=0 port='FastEthernet0/0

rem addr =" 130. 100. 26. 2' aut hen_type=ASCI| service=LOd N priv=0
initial _task_ id="0
Feb 28 17:36:08: AAA/ AUTHEN START (3090194579):
port="FastEthernet0/0" |ist="default' action=LOG N service
=LOG N
Feb 28 17:36:08: AAA/ AUTHEN START (3090194579): found I|i st
def aul t
Feb 28 17:36:08: AAA/ AUTHEN/ START (3090194579): Method=t acacs+
(tacacs+)
Feb 28 17:36:08: TAC+: send AUTHEN START packet ver =192
i d=3090194579




Feb 28 17:36:08: TAC+: ver=192 id=3090194579 received AUTHEN

status = GETUSER
Feb 28 17:36:08: AAA/ AUTHEN(3090194579): St at us=GETUSER

Feb 28 17:36:08: AAA/ AUTHEN CONT (3090194579): continue_login
(user="(undef)")

Feb 28 17:36: 08: AAA/ AUTHEN(3090194579): St at us=GETUSER

Feb 28 17:36:08: AAA/ AUTHEN(3090194579): Met hod=tacacs+
(tacacs+)

Feb 28 17:36:08: TAC+: send AUTHEN CONT packet id=3090194579
Feb 28 17:36:08: TAC+: ver=192 id=3090194579 recei ved AUTHEN
status = GETPASS

Feb 28 17:36:08: AAA/ AUTHEN(3090194579): St at us=CGETPASS

Feb 28 17:36: 08: AAA/ AUTHEN CONT (3090194579): continue_login
(user="user 3tacacs')

Feb 28 17:36:08: AAA/ AUTHEN(3090194579): St at us=CGETPASS

Feb 28 17:36:08: AAA/ AUTHEN(3090194579): Met hod=tacacs+
(tacacs+)

Feb 28 17:36:08: TAC+: send AUTHEN CONT packet id=3090194579
Feb 28 17:36:08: TAC+: ver=192 id=3090194579 received AUTHEN
status = PASS

Feb 28 17:36: 08: AAA/ AUTHEN( 3090194579): St at us=PASS

Feb 28 17:36:08: FastEthernet0/0 AAA/ AUTHOR/ HTTP(4207271648):
Port =' Fast Ethernet0/ 0" |ist="default' servic

e=AUTH- PROXY

Feb 28 17:36: 08: AAA/ AUTHOR/ HTTP: Fast Et hernet 0/ 0(4207271648)
user ='user 3t acacs'

Feb 28 17:36:08: FastEthernet0/0 AAA/ AUTHOR/ HTTP(4207271648):
send AV servi ce=aut h- proxy

Feb 28 17:36:08: FastEthernet0/ 0 AAA/ AUTHOR/ HTTP(4207271648):
send AV cnd*

Feb 28 17:36:08: FastEthernet0/0 AAA/ AUTHOR/ HTTP(4207271648):
found list "default"”

Feb 28 17:36:08: FastEthernet0/0 AAA/ AUTHOR/ HTTP(4207271648):
Met hod=t acacs+ (tacacs+)

Feb 28 17:36:08: AAA/ AUTHOR/ TAC+: (4207271648): user=user 3tacacs
Feb 28 17:36: 08: AAA/ AUTHOR/ TAC+: (4207271648): send AV

servi ce=aut h- pr oxy

Feb 28 17:36:08: AAA/ AUTHOR/ TAC+: (4207271648): send AV cnd*
Feb 28 17:36:09: TAC+: (4207271648): received author response
status = PASS_ADD

Feb 28 17:36:09: AAA/ AUTHOR (4207271648): Post authorization
status = PASS_ADD

Feb 28 16:52:07: %8YS-5-CONFI G_I: Configured from consol e by
consol e

Feb 28 16:52:14: AUTH- PROXY FUNC. auth _proxy fast path

Feb 28 16:52:14: AUTH- PROXY FUNC: auth_proxy_fast_path




Feb 28 16:52:29: AUTH- PROXY FUNC: auth_proxy_fast _path
Feb 28 16:52:29: AUTH PROXY auth_proxy_find_conn_info :
find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5
| p-srcaddr 130. 100. 26. 2
pak-srcaddr 0.0.0.0

Feb 28 16:52:29: AUTH- PROXY FUNC. auth_proxy_if_marked_for_proxy
Feb 28 16:52:29: AUTH- PROXY FUNC. auth_proxy_get idbsb
Feb 28 16:52:29: AUTH- PROXY FUNC:
auth_proxy_find_aprt_of __aprc_by_ protoco
Feb 28 16:52:29: ip_old accesscheck status = 0
Feb 28 16:52:29: AUTH- PROXY FUNC. auth_proxy_ fast path
Feb 28 16:52:29: AUTH PROXY auth_proxy_find_conn_info :
find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5
| p-srcaddr 130. 100. 26. 2
pak-srcaddr 0.0.0.0

Feb 28 16:52:29: AUTH- PROXY FUNC: auth_proxy_fast_path
Feb 28 16:52:29: AUTH PROXY auth_proxy_find _conn_info :
find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5
| p- srcaddr 130. 100. 26. 2
pak-srcaddr 0.0.0.0

Feb 28 16:52:30: AUTH- PROXY FUNC. auth_proxy fast path
Feb 28 16:52: 30: AUTH- PROXY auth_proxy_find_conn_info :
find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5
I p-srcaddr 130. 100. 26. 2
pak-srcaddr 0.0.0.0

Feb 28 16:52: 30: AUTH- PROXY FUNC:. auth_proxy_fast _path
Feb 28 16:52:30: AUTH- PROXY auth_proxy find conn_info :
find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5
| p- srcaddr 130. 100. 26. 2
pak-srcaddr 0.0.0.0

Feb 28 16:52: 30: AUTH- PROXY FUNC: auth_proxy_fast_path
Feb 28 16:52:30: AUTH PROXY auth_proxy_find_conn_info :
find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5
| p-srcaddr 130. 100. 26. 2
pak-srcaddr 0.0.0.0

Feb 28 16:52: 30: AUTH- PROXY FUNC:. auth_proxy_ fast path
Feb 28 16:52:30: AUTH- PROXY auth_proxy find conn_info :
find srcaddr - 130.100.26.2, dstaddr - 5.5.5.5
| p-srcaddr 130.100. 26. 2
pak-srcaddr 0.0.0.0




Feb 28 16:52: 39: AUTH- PROXY FUNC: auth_proxy_fast_path
Feb 28 16:52: 39: AUTH- PROXY FUNC: auth_proxy_fast_path

R6#show i p aut h- proxy cache
Aut henti cation Proxy Cache
Client I'P 130.100.26.2 Port 1065, timeout 5, state HTTP_ESTAB

Section 16: Privilege Levels with TACACSt+ (16 M nutes)

R6

usernane R8 password cisco

usernane userl privilege 15 password 7 05080F1C2243
usernane user?2 privilege 3 password 7 05080F1C2243
|
aaa new- nodel

aaa authentication | ogin default group tacacs+

aaa authentication login no_|login enable |ocal |ine none

aaa aut hentication enable default group tacacs+

aaa aut horization config-commands

aaa aut horization exec default group tacacs+ if-authenticated
aaa aut horization commands 3 default group tacacs+

aaa aut horization commands 15 default group tacacs+

aaa aut horization network default | ocal

aaa aut horization auth-proxy default group tacacs+

aaa aut horization configuration default group tacacs+

aaa accounting send stop-record authentication failure

aaa accounting del ay-start

aaa accounting nested

aaa accounting update new nfo periodic 5

aaa accounting auth-proxy default start-stop group tacacs+
aaa accounting exec default start-stop group tacacs+

aaa accounting connection default start-stop group tacacs+
aaa accounting system default start-stop group tacacs+

aaa accounting resource default start-stop group tacacs+

aaa accounting commands 15 default start-stop group tacacs+
aaa accounting commands 3 default start-stop group tacacs+

|

tacacs-server host 130.100.26.7 key cisco6727

t acacs-server key cisco6727

|

ip tacacs source-interface | oopback 6
|

privilege configure |evel 3 snnp-server
privilege configure |level 3 snnp-server host




privilege exec |evel
privilege exec |evel
privilege exec |evel

3 show start
3 wite nenory
3 config term na

Section 17: PPP Call back with TACACS+ (10 M nutes)

ice Dialer10

Jress 172.22.85.1 255.255.255.0
ysulation ppp

Jf cost 65535

“in-band

“idle-timeout 6C
“enable-timeout 5
“hold-queue 2C

" aas

-group :

ser default ip address
:allback accept
wthentication chap callir

server
call-Back Server

RUIITIY ’

ACS/AAA

0/8 inside
192.168.1.0/24

VLAN82

0/22

0/6

interface Dialerl

ip address 172.22.85.2
255.255.255.0
encapsulation ppp

ip ospf cost 65535

ip ospf demand-circuit
dialer pool 1

dialer idle-timeout 60
dialer string 8888

dialer hold-queue 20
dialer-group 1

no peer default ip address
no fair-queue

no cdp enable

ppp callback request

ppp authentication chap
ppp chap hostname r6
ppp chap password 0 cisco

130.100.26.0/27 FO/
outside

ISDN DDR

VLANZ26

172.22.85.1
Dialerl

Call-Back Client

host name

user nane
user nane
user nane

version 12.2
service tinmestanps debug datetime nsec
service timestanps | og datetime nsec
no service password-encryption

R6

R8 password cisco
userl privilege 15 password 7 05080F1C2243
user2 privilege 3 password 7 05080F1C2243

aaa new nodel
aaa aut hentication | ogin default
aaa authentication login no_|login enable |ocal

group tacacs+
| i ne none




aaa authentication enable default group tacacs+
aaa aut hentication ppp default tacacs+

aaa aut horization config-commnds
aaa aut horization exec default group tacacs+ if-authenticated
aaa aut horization commands 3 default group tacacs+
aaa aut horization commands 15 default group tacacs+
aaa aut horization network default | ocal
aaa aut horization auth-proxy default group tacacs+
aaa aut horization configuration default group tacacs+
aaa accounting send stop-record authentication failure
aaa accounting update newi nfo periodic 5
aaa accounting auth-proxy default start-stop group tacacs+
aaa accounting exec default start-stop group tacacs+
aaa accounting connection default start-stop group tacacs+
aaa accounting systemdefault start-stop group tacacs+
aaa accounting resource default start-stop group tacacs+
aaa accounting commands 15 default start-stop group tacacs+
aaa accounting conmands 3 default start-stop group tacacs+
|
i p subnet-zero
|
I
no i p domain | ookup
i p dhcp excl uded-address 130. 100. 26. 6
I p dhcp excl uded-address 130. 100. 26. 2
|
i p dhcp pool ccie
networ k 130.100. 26. 0 255. 255. 255. 224
defaul t-router 130.100. 26.6
|
i sdn switch-type basic-ni
|
I
key chain ccie
key 1
key-string ccie
|
I
i nterface Loopback6
descri pti on OSPF Loopback
ip address 6.6.6.6 255.255. 255. 255
i p ospf network point-to-point
|
i nterface Loopback66
i p address 140.100.86.1 255. 255. 255. 224
|

interface Loopback666




description BGP Loopback
I p address 6.6.6.66 255.255. 255. 255

nterface Tunnel O
i p address 192.168. 2.2 255.255.255.0

i p ospf authentication nessage-di gest
i p ospf message-di gest-key 5 nd5 cisco

tunnel source 130. 100. 26.6
tunnel destination 130.100.26.3

nterface FastEthernet0/0
i p address 130.100. 26. 6 255. 255. 255. 224

ip rip authentication node nd5
ip rip authentication key-chain ccie

standby 1 ip 130.100.26.1
standby 1 preenpt

standby 1 authentication ccie
standby 1 track Serial 0/0

nterface BRI O/ 0

no i p address

encapsul ati on ppp

ip ospf cost 65000

di al er pool - nmenber 1

i sdn switch-type basic-n

i sdn tei-negotiation first-cal
i sdn spidl 6661 6666

i sdn spid2 6662 6666

ppp authentication chap
ppp mul tilink

nterface Serial 0/0
i p address 140.100.56.6 255.255. 255. 192

I p ospf authentication nessage-di gest
i p ospf nmessage-di gest-key 5 nmd5 cisco
i p ospf network point-to-point

nterface Dialerl
ip address 172.22.85.2 255.255.255.0
encapsul ati on ppp




i p ospf authentication nessage-di gest
i p ospf nessage-digest-key 5 nmd5 cisco
i p ospf cost 65535

i p ospf demand-circuit

di al er pool 1

di al er renote-nanme R8

di al er idle-timout 45

di al er string 8888

di al er hol d- queue 20

di al er-group 1

no peer default ip address

no fair-queue

T T TTO

ppp cal |l back request

ppp aut hentication chap
ppp chap hostnane R6

ppp chap password O cisco
ppp multilink

router ospf 123

router-id 6.6.6.6

| og- adj acency- changes det ai |

area 56 authentication nessage-di gest

area 56 virtual-link 5.5.5.5 authentication nessage-di gest
area 56 virtual-link 5.5.5.5 nessage-di gest-key 5 nmd5 cisco
area 86 authentication nessage-di gest

network 1.1.1.0 0.0.0.255 area 86

network 6.6.6.6 0.0.0.0 area 56

net wor k 140. 100.56.0 0.0.0.63 area 56

network 172.22.85.0 255 area 86

0.0.0.
network 192.168.2.0 0.0.0.255 area 86

router rip

version 2
network 130.100.0.0
no aut o- sunmmary

}outer bgp 456

no synchroni zation

bgp router-id 6.6.6.6

bgp | og- nei ghbor - changes

network 6.6.6.66 mask 255.255. 255. 255

net wor k 140.100. 86. 0 mask 255. 255. 255. 224
nei ghbor 140. 100.56.5 renote-as 456

nei ghbor 140. 100. 56. 5 next - hop-sel f

nei ghbor 192.168.2.1 renote-as 65000

no aut o-sunmary




I p classless

ip route 192.168.1.0 255.255.255.0 130.100. 26. 2

dialer-list 1 protocol ip permt
dialer-list 5 protocol ip permt

line con O
exec-tinmeout 0 O
privilege | evel 15

line aux O

line vty 0 4
privilege | evel 15
| ogi n

I
I
end

host name RS8

enabl e password 7 05080F1C2243
|

usernane Dmtry privilege 15 password 7 05080F1C2243
usernane R6 password 7 01100F175804

usernane R8 password 7 13061E010803

cl ock timezone PST -8

cl ock sumrer-tinme PDT recurring

aaa
!

!

aaa
aaa
aaa
aaa
aaa
aaa

new- nodel

aut hentication |login default | ocal

aut henti cation ppp default group tacacs+

aut hori zati on network default group tacacs+

aut horization configuration default group tacacs+
accounting network default start-stop group tacacs+
accounting system default start-stop group tacacs+

I sdn switch-type basic-ni




key chain ccie
key 1

key-string ccie
|

nterface LoopbackO
I p address 2.2.2.2 255. 255. 255. 255

nterface Loopback8

descri pti on OSPF Loopback

I p address 8.8.8.8 255. 255. 255. 255
ip ospf network point-to-point

nterface Loopback88
descri pti on BGP Loopback
i p address 8. 8.8.88 255. 255. 255. 255

nterface Loopbackl100
ip address 172.16.1.1 255. 255.255.0

nterface Tunnel 1

I p address 192.168. 2.1 255. 255. 255.0

p ospf authentication nessage-di gest

i p ospf message-digest-key 5 mi5 7 045802150C2E
tunnel source 192.168.1.1

tunnel destination 130.100. 26.6

nterface BRIO/O

no i p address
encapsul ati on ppp

ip ospf cost 65535

di al er rotary-group 10
isdn swtch-type basic-n
i sdn spidl 8881 8888

i sdn spid2 8882 8888

no cdp enabl e

ppp aut hentication chap

nterface FastEthernet0O/1

ip address 192.168. 1.1 255.255.255.0
I p nat inside

iprip send version 1

ip rip receive version 1

no i p route-cache

no i p nroute-cache

dupl ex auto

speed auto




|

interface Dialerl0

i p address 172.22.85.1 255.255.255.0
encapsul ation ppp

ip ospf cost 65535

di al er in-band

di al er idle-tineout 60

di al er enabl e-timeout 5

di al er hol d- queue 20

di al er aaa

di al er-group 1

no peer default ip address

ppp cal | back accept

ppp authentication chap callin

|

router ospf 123

router-id 8.8.8.8

| og- adj acency- changes det ai |

area 86 authentication nessage-di gest
network 1.1.1.0 0.0.0.255 area 86
network 8.8.8.8 0.0.0.0 area 86
network 172.22.85.0 0.0.0.255 area 86
network 192.168.2.0 0.0.0.255 area 86
|

router rip

version 1

network 192.168.1.0

network 199.199.199.0

|

router bgp 65000

no synchroni zation

bgp router-id 8.8.8.8

bgp | og- nei ghbor - changes

network 8.8.8.88 mask 255. 255. 255. 255
redi stribute connected route-map | oop
nei ghbor 192.168. 2.2 renote-as 456

no aut o- sunmary

cl assl ess
route 6.6.6.0 255.255.255.0 192.168.1.222
route 130.100.26.0 255.255.255.0 192.168.1.222

|
[
[
[
i p tacacs source-interface Loopback8

T T T O

!
!
!
access-list 2 permt 8.8.8.88




access-list 5 permt 192.168.1.8 |og
dialer-list 1 protocol ip permt

route-map | oop permt 10

match i p address 2

|

!
tacacs-server host 192.168.1.7
tacacs-server directed-request
tacacs-server key cisco6727

R8#debug cal | back

Cal | back activity debugging is on
R8#debug ppp aut hentication

PPP aut henti cati on debugging is on
R8#debug ppp negoti ation

PPP protocol negotiation debugging is on
R8#deb di al er

Di al on demand events debugging is on
R8#debug aaa aut hori zation

AAA Aut hori zati on debugging is on
R8#debug aaa aut hentication

AAA Aut hentication debugging is on
R8#debug ppp pac

PPP packet display debugging is on

R8#sho debuggi ng
General Os:
AAA Aut hentication debugging is on
AAA Aut hori zati on debugging is on
Di al on demand:
Dial on demand events debugging is on
PPP:
PPP aut henticati on debugging is on
PPP protocol negotiation debugging is on
PPP packet display debugging is on
Cal | back
Cal | back activity debugging is on

|[R8(config)#int tun 1




R8(config-if)#shut
R8(config-if)#

R8#t er

14:02: 33: %I NK-3-UPDOWN: Interface BRIO/0:1, changed state to
up
R8#term nal m

14:02: 33: BRO/0:1 PPP: Using dialer call direction

14: 02:33: BRO/0:1 PPP: Treating connection as a callin

14: 02: 33: BRO/0:1 PPP: Phase is ESTABLI SH NG, Passive Open
14:02:33: BRO/0:1 LCP: State is Listeno

R8#t er m nal no

14: 02: 35: BRO/0:1 LCP: TIMEout: State Listen

14: 02: 35: BRO/0:1 PPP: Authorization required

14: 02: 35: BRO/0:1 AAA/ AUTHOR/ LCP: Aut hori zati on succeeds

trivially

14:02:35: BRO/0:1 LCP: O CONFREQ [Listen] id 196 len 15
14: 02: 35: BRO/0:1 LCP: Aut hProt o CHAP (0x0305C22305)
14:02: 35: BRO/0:1 LCP: Magi cNunmber 0xB367E58C
(0x0506B367E58C)

14: 02: 35: BRO/0:1 PPP: | pkt type 0xC021, datagransize 19
I'i nk[ ppp]

14:02:35: BRO/0:1 LCP: | CONFACK [ REQsent] id 196 |len 15
14:02: 35: BRO/0:1 LCP: Aut hProt o CHAP (0x0305C22305)
14: 02: 35: BRO/0:1 LCP: Magi cNunmber 0xB367E58C
(0x0506B367E58C)

14:02: 35: BRO/0:1 PPP: | pkt type 0xC021, datagransize 22

I'i nk[ ppp]
14:02:35: BRO/0:1 LCP: | CONFREQ [ACKrcvd] id 254 |en 18

14: 02:35: BRO/0:1 LCP: Aut hProt o CHAP (0x0305C22305)
14:02: 35: BRO/0:1 LCP: Magi cNunmber 0xB359C44F
(0x0506B359C44F)

14: 02: 35: BRO/0:1 LCP: Cal | back 0 (0x0D0300)

14:02:35: BRO/0:1 LCP: O CONFACK [ ACKrcvd] id 254 |len 18
14:02:35: BRO/0:1 LCP: Aut hProt o CHAP (0x0305C22305)

14: 02: 35: BRO/0:1 LCP: Magi cNunmber O0xB359C44F
(0x0506B359C44F)

14:02:35: BRO/0:1 LCP: Cal | back 0 (0x0D0300)

14: 02:35: BRO/0:1 LCP: State is Open

14: 02: 35: BRO/0:1 PPP: Phase is AUTHENTI CATI NG, by both

14: 02: 35: BRO/0:1 CHAP: O CHALLENGE id 225 len 23 from "R8"
14:02: 35: BRO/0:1 PPP: | pkt type 0xC223, datagransize 27
I'i nk[ ppp]

14: 02:35: BRO/0:1 CHAP: | CHALLENGE id 235 len 23 from "R6"
14:02: 35: BRO/0:1 CHAP: Waiting for Peer to authenticate first
14:02: 35: BRO/0:1 PPP: | pkt type 0xC223, datagransize 27

| i nk[ ppp]




14:02:35: BRO/0:1 CHAP: | RESPONSE id 225 Ilen 23 from"R6"

14: 02: 35: BRO/0:1 PPP: Phase is FORWARDI NG, Attenpting Forward
14: 02: 35: BRO/0:1 PPP: Phase is AUTHENTI CATI NG Unaut henti cated
User

14: 02: 35: AAA/ AUTHEN PPP (0000012C): Pick nethod list 'default’
14:02:35: BRO/0:1 PPP: Sent CHAP LOGI N Request

14:02: 35: BRO/0:1 PPP: Received LOG N Response PASS

14:02: 35: BRO/0:1 PPP: Phase is FORWARDI NG, Attenpting Forward
14: 02: 35: BRO/0:1 PPP: Phase is AUTHENTI CATI NG, Authenti cated
User

14:02: 35: BRO/0:1 DDR: Renote nanme for R6

14:02: 35: BRO/0:1 DDR: Authenticated host R6 with no matching
di aler ma

14: 02: 35: AAA/ AUTHEN PPP (0000012C): Pick nethod |ist 'default’
14: 02: 35: AAA/ AUTHOR (0x12C): Pick nmethod list '"default’
14:02: 35: BRO/0:1 PPP: Sent LCP AUTHOR Request

14: 02: 35: AAA/ AUTHOR (0x12C): Pick nethod list '"default’
14:02:35: BRO/0:1 PPP: Sent |PCP AUTHOR Request

14:02: 35: BRO/0:1 CHAP: Using hostname from unknown source
14:02: 35: BRO/0:1 CHAP: Using password from AAA

14:02:35: BRO/0:1 CHAP: O RESPONSE id 235 Ilen 23 from"R8"

14: 02: 35: BRO/0:1 PPP: | pkt type 0xC223, datagransi ze 8

I'i nk[ ppp]

14: 02: 35: BRO/0:1 LCP: Received AAA AUTHOR Response PASS

14: 02: 35: BRO/0:1 PPP/ AAA: Check Attr: Framed-Protocol

14: 02: 35: BRO/0:1 PPP/ AAA: Check Attr: usernanme

14: 02: 35: BRO/0:1 PPP/ AAA: Check Attr: call back-dial string

14: 02: 35: BRO/0:1 PPP/ AAA: Check Attr: callback-rotary

14: 02: 35: BRO/0:1 AAA/ AUTHOR/ FSM We can start LCP

14:02:35: BRO/0:1 CHAP: | SUCCESS id 235 len 4

14:02: 35: BRO/0:1 | PCP: Received AAA AUTHOR Response PASS

14: 02: 35: BRO/0:1 PPP/ AAA: Check Attr: Framed-Protocol

14: 02: 35: BRO/0:1 PPP/ AAA: Check Attr: usernanme

14: 02: 35: BRO/0:1 AAA/ AUTHOR/ FSM We can start | PCP

14:02: 35: BRO/0:1 AAA/ AUTHOR/ LCP: Process Author

14: 02: 35: BRO/0:1 AAA/ AUTHOR/ LCP: Process Attr: call back-

di al stri

14:02: 35: BRO/0:1 AAA/ AUTHOR/ LCP: Process Attr: call back-rotary
14:02:35: BRO/0:1 CHAP: O SUCCESS id 225 len 4

14: 02: 35: DSES CB20: Session create

14: 02: 35: BRO/0:1 PPP/ AAA: Saving a copy of the authorization
dat a

14: 02: 35: BRO/0:1 PPP/ AAA: Copying acct-sess-id to the call back
aut hor data

14: 02: 35: BRO/0:1 DDR: PPP cal |l back: Callback server starting to
R6 6666




14: 02: 36: %.1 NEPROTO 5- UPDOVWN: Li ne protocol on Interface

BRI 0/ 0:1, changed state to up
14: 02: 36: BRO/0:1 DDR: disconnecting cal

14: 02: 36: % SDN- 6- CONNECT: Interface BRIO/0:1 is now connect ed

to 6666 R6
14: 02: 36: 9% SDN- 6- DI SCONNECT: Interface BRIO/0:1 di sconnected
from 6666 R6, call |asted 3 seconds

14: 02: 156809430024: 9%.1 NK-3- UPDOWN: | nterface BRIO/0:1, changed
state to down

14: 02: 36: BRO/0:1 PPP: Sending Acct Event[Down] id[12C]

14: 02: 36: BRO/0:1 PPP: Phase is TERM NATI NG

14:02:36: BRO/0:1 LCP: State is Cl osed

14: 02: 36: BRO/0:1 PPP: Phase is DOWN

14: 02: 36: BRO/0:1 DDR: disconnecting cal

14:02: 37: %.1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface
BRI 0/ 0: 1, changed state to down

14: 02:40: DDR:. Call back tinmer expired

14:02: 40: Di 10 DDR: begi nning callback to R6 6666

14: 02: 40: BRO/O DDR: rotor dialout [priority]

14: 02: 40: BRO/O DDR: Dialing cause ???

14: 02: 40: BRO/O DDR: Attenpting to dial 6666

14:02: 171860570985: 9%.1 NK- 3- UPDOWN: I nterface BRI O/0:1, changed
state to up

14: 02:173567861870: BRO/0:1 PPP/ AAA: Using authorization data
froma prior call

14:02:171798691840: DDR: Freeing call back to R6 6666

14:02: 173984808652: DDR: renoving call back, 0 packets unqueued
and di scarded

14: 02: 40: BRO/0:1 PPP(0000012D): Replacing Acct Session Id from
PPP Cal | back Aut hor Data

14: 02: 40: BRO/0:1 PPP: Using dialer call direction

14: 02: 40: BRO/0:1 PPP: Treating connection as a call out

14: 02: 40: BRO/0:1 PPP: Phase is ESTABLI SHI NG, Active Open

14: 02: 40: BRO/0:1 PPP: Authorization required

14:02:40: BRO/0:1 PPP: No rempote authentication for call back
14: 02: 40: BRO/0:1 AAA/ AUTHOR/ LCP: Aut horization succeeds
trivially

14: 02: 40: BRO/ O:
14: 02: 40: BRO/O:
(0x0506B367FA47)
14: 02: 40: BRO/0:1 PPP: | pkt type 0xC021, datagransize 19
I'i nk[ ppp]

14:02:40: BRO/0:1 LCP: | CONFREQ [ REQsent] id 255 len 15
14: 02: 40: BRO/0:1 LCP: Aut hProt o CHAP (0x0305C22305)
14: 02: 40: BRO/0:1 PPP: | pkt type 0xC021, datagransize 14

|'i nk[ ppp]

PR R RR

LCP: O CONFREQ [Cl osed] id 197 len 10
LCP: Magi cNunmber OxB367FA47

e




14: 02: 40: BRO/O0:1
(O0x0506B359E09A)

14: 02: 40: BRO/O0:1
14: 02: 40: BRO/O0:1
14: 02: 40: BRO/O0:1
(O0x0506B359E09A)

14: 02: 40: BRO/O0:1
14: 02: 40: BRO/O0:1

(0x0506B367FA47)
14: 02: 40: BRO/O:1
14: 02: 40: BRO/O:1
14:02:40: BRO/O0:1
I'i nk[ ppp]

14: 02: 40: BRO/O:1
14:02: 40:

AAA/ AUTHEN/ PPP (0000012D) :

LCP: Magi cNunmber OxB359E09A

LCP: O CONFACK [ REQsent] id 255 len 15
LCP: Aut hProt o CHAP (0x0305C22305)
LCP: Magi cNunmber OxB359E09A

LCP: | CONFACK [ ACKsent] id 197 len 10
LCP: Magi cNunmber O0xB367FA47

LCP: State is Open

PPP. Phase i s AUTHENTI CATI NG, by the peer
PPP. | pkt type 0xC223, datagransi ze 27
CHAP: | CHALLENGE id 236 len 23 from R6

Pick method list 'default'

14: 02: 40: BRO/0:1 CHAP: Using hostname from unknown source

14: 02:40: BRO/0:1 CHAP: Using password from AAA

14: 02: 40: BRO/0:1 CHAP: O RESPONSE id 236 len 23 from "R8"
14:02:40: BRO/0:1 PPP: | pkt type 0xC223, datagransi ze 8

I'i nk[ ppp]

14: 02:40: BRO/0:1 CHAP: | SUCCESS id 236 len 4

14: 02: 40: BRO/0:1 PPP: Phase is FORWARDI NG, Attenpting Forward
14: 02: 40: BRO/0:1 PPP: | pkt type 0x8021, datagransize 14

i nk[i p]

14:02:40: BRO/0:1 PPP: Phase is ESTABLI SHI NG, Finish LCP

14: 02:40: BRO/0:1 AAA/ AUTHOR/ LCP: Process Aut hor

14: 02: 40: BRO/0:1 AAA/ AUTHOR/ LCP: Process Attr: call back-

di al string

14: 02: 40: BRO/0:1 AAA/ AUTHOR/ LCP: Process Attr: call back-rotary
14: 02: 40: BRO/0:1 PPP: Phase is UP

14: 02: 40: BRO/0:1 AAA/ AUTHOR/ | PCP: FSM aut hori zati on not needed
14:02:40: BRO/0:1 AAA/ AUTHOR/ FSM W can start | PCP

14:02:40: BRO/0:1 IPCP: O CONFREQ [Closed] id 1 len 10

14: 02: 40: BRO/O0:1 | PCP: Address 172.22.85.1 (0x0306AC165501)
14: 02:40: BRO/0: 1 AAA/ AUTHOR/ CDPCP: FSM aut hori zati on not needed
14: 02:40: BRO/0:1 AAA/ AUTHOR/ FSM We can start CDPCP

14:02:40: BRO/0:1 CDPCP: O CONFREQ [Closed] id 1 len 4

14: 02: 40: BRO/0:1 PPP: Process pending packets

14:02:40: BRO/0:1 IPCP: | CONFREQ [ REQsent] id 1 len 10

14: 02: 40: BRO/O0:1 | PCP: Address 172.22.85.2 (0x0306AC165502)
14: 02:40: BRO/0:1 AAA/ AUTHOR/ I PCP: Start. Her address
172.22.85.2, we want 0.0.0.0

14:02: 40: BRO/0:1 AAA/ AUTHOR/ | PCP: Reject 172.22.85.2, using
0.0.0.0

14: 02: 40: BRO/0:1 AAA/ AUTHOR/ | PCP: Aut hori zation succeeded

14: 02: 40: BRO/0:1 AAA/ AUTHOR/ | PCP: Done. Her address

172.22.85.2, we

want

0.0.0.0




14:02: 40:
14: 02: 40:
14: 02: 40:
l'i nk[i p]
14:02: 40:
llnk[ppp]
14: 02:

14.02.40.
14: 02: 40:
14: 02: 40:

BRO/0:1 I PCP: O CONFACK [REQsent] id 1 len 10
BRO/ 0: 1 | PCP: Address 172.22.85.2 (0x0306AC165502)
BRO/0:1 PPP: | pkt type 0x8021, datagransize 14

BRO/0:1 PPP. | pkt type 0xC021, datagransi ze 14

BRO/0: 1 I PCP: | CONFACK [ACKsent] id 1 len 10
BRO/ 0: 1 | PCP: Address 172.22.85.1 (0x0306AC165501)
BRO/0:1 I PCP. State is Open

BRO/0:1 LCP: | PROTREJ [Open] id O Ien 10 protocol

CDPCP (0x820701010004)

14:02: 40:
14: 02: 40:
14: 02: 40:
14:02: 40:
14: 02: 40:

BRO/0:1 CDPCP: State is Listen

Di 10 I PCP: Install route to 172.22.85.2

BRO/0:1 IPCP: Add link info for cef entry 172.22.85.2
BRO/0: 1 DDR: di al er protocol up

BRO/0: 1: Call connected, 0O packets unqueued, O

transmtted, O di scarded

14: 02: 40:
i nk[i p]

14: 02: 40:
from DOWN
14: 02: 41:
BRI 0/ 0: 1,
14: 02: 41
is Listen
14: 02: 41:
is Listen
14: 02: 41
is Listen
14:02: 41

14:02: 41:

I'i nk[ip]

14: 02: 41:

fromINT
14:02: 41.:
from 2WAY
14: 02: 41:
14:02: 41.:
['ink[ip]

14: 02: 41.:

BRO/0:1 PPP: | pkt type 0x0021, datagransize 84

%OSPF- 5- ADJCHG. Process 123, Nbr 6.6.6.6 on Dialerl0
to INIT, Received Hello

%1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface
changed state to up

BRO/ 0: 1 PPP: Qutbound cdp packet dropped, CDPCP state

BRO/ 0: 1 PPP: Qutbound cdp packet dropped, CDPCP state
BRO/ 0: 1 PPP: Qutbound cdp packet dropped, CDPCP state

BRO/0: 1 PPP: O pkt type 0x0021, datagransize 88
BRO/0: 1 PPP: | pkt type 0x0021, datagransize 72

%OSPF- 5- ADJCHG. Process 123, Nbr 6.6.6.6 on Dialerl0
to 2WAY, 2-Way Received

%OSPF- 5- ADJCHG. Process 123, Nbr 6.6.6.6 on Dialerl0
t o EXSTART, Adj OK?

BRO/0: 1 PPP: O pkt type 0x0021, datagransize 72
BRO/0: 1 PPP: | pkt type 0x0021, datagransi ze 472

%OSPF- 5- ADJCHG: Process 123, Nbr 6.6.6.6 on Dialeril0

from EXSTART t o EXCHANGE, Negoti ati on Done

14:02: 41.:
14: 02: 41.:
14: 02: 41.:
l'i nk[i p]
14:02: 41.:

BRO/0: 1 PPP: O pkt type 0x0021, datagransi ze 92
BRO/ 0:1 PPP. O pkt type 0x0021, datagransi ze 304
BRO/0:1 PPP: | pkt type 0x0021, datagransize 72

BRO/0: 1 PPP: O pkt type 0x0021, datagransize 72




14: 02: 41:
i nk[i p]
14: 02: 41:
14:02: 42:
['ink[ip]
14: 02: 42:
i nk[i p]
14: 02: 42:

BRO/ 0: 1 PPP:

BRO/ 0: 1 PPP:
BRO/ 0: 1 PPP:

BRO/ 0: 1 PPP:

UOSPF- 5- ADJCHG. Process

| pkt type 0x0021, datagransize 76
O pkt type 0x0021, datagransize 116
| pkt type 0x0021, datagransi ze 668
| pkt type 0x0021, datagransize 72
123, Nbr 6.6.6.6 on Dialerl0

from EXCHANGE t o LOADI NG, Exchange Done

14: 02: 42:

%OSPF- 5- ADJCHG: Process 123, Nbr

from LOADI NG to FULL,

14:02:42:
I'i nk[ip]
14: 02: 42:
14: 02: 44:
i nk[i p]
14: 02: 44:
14: 02: 46:
to
14:02:47:
14: 02: 47:
i nk[i p]
14: 02: 49:
['ink[ip]
14: 02: 50:
14: 02: 58:
14: 03: 02:

BRO/ 0: 1 PPP:

BRO/ 0: 1 PPP:
BRO/ 0: 1 PPP:

BRO/ 0: 1 PPP:
% SDN- 6- CONNECT:
6666 unknown

BRO/ 0: 1 PPP:
BRO/ 0: 1 PPP:

BRO/ 0: 1 PPP:

BRO/ 0: 1 PPP:

BRO/ 0: 1 PPP

BRO/ 0: 1 PPP:

is Listen2.22.85.2

AN

6.6.6.6 on Dialerl0
Loadi ng Done

| pkt type 0x0021, datagransi ze 128
O pkt type 0x0021,
| pkt type 0x0021,

dat agransi ze 128
dat agransi ze 84

O pkt type 0x0021, datagransi ze 464
Interface BRIO/0:1 is now connect ed

O pkt type 0x0021,
I pkt type 0x0021,

128
128

dat agr ansi ze
dat agr ansi ze
| pkt type 0x0021, datagransi ze 84
O pkt type 0x0021, datagransize 84
O pkt type 0x0021, datagransize 44ping 17
Qut bound cdp packet dropped, CDPCP state

14:03:08: BRO/0:1 LCP: O ECHOREQ [Open] id 1 len 12 magic
0xB367FA47

14:03:08: BRO/0:1 LCP-FS: | ECHOREP [Open] id 1 len 12 magic
O0xB359E09A

14:03:08: BRO/0:1 LCP-FS: Received id 1, sent id 1, line up
R8#ping 172.22.85.2

Type escape sequence to abort.

Sending 5, 100-byte ICWMP Echos to 172.22.85.2, tineout is 2
seconds:

Success rate is 100 percent

32/ 33/ 36
R8#

14: 03: 14:
14: 03: 14:
i nk[i p]
14: 03: 14:

ns

BRO/ 0: 1 PPP:
BRO/ 0: 1 PPP:

BRO/ 0: 1 PPP:

(5/5), round-trip mn/avg/ max =

O pkt type 0x0021,
| pkt type 0x0021,

dat agransi ze 104
dat agransi ze 104

O pkt type 0x0021, datagransi ze 104




14: 03:14: BRO/0:1 PPP: | pkt type 0x0021, datagransize 104

14: 03: 14: BRO/ O:

nk[ i p]

=

PPP: O pkt type 0x0021, datagransize 104

14:03:14: BRO/0:1 PPP: | pkt type 0x0021, datagransize 104

14: 03: 14: BRO/ O:

nk[ip]

[ —

PPP: O pkt type 0x0021, datagransize 104

14:03:14: BRO/0:1 PPP: | pkt type 0x0021, datagransize 104

nk[ i p]

14: 03:14: BRO/0:1 PPP: O pkt type 0x0021, datagransize 104
14: 03:14: BRO/0:1 PPP: | pkt type 0x0021, datagransize 104

nk[i p]

R8#show i p route ospf

00O O OO0 O

1.0.0.0/32 is subnetted, 1 subnets
| A 1.1.1.1 [110/65792] via 172.22.85.2, 00:01:35, Dialerl0
3.0.0.0/32 is subnetted, 3 subnets
| A 3.3.3.3 [110/65728] via 172.22.85.2, 00:01:35, Dialeri0
E2 3.3.3.13 [110/20] via 172.22.85.2, 00:01:35, Dialerl0
E2 3.3.3.23 [110/20] via 172.22.85.2, 00:01:35, Dialerl0
4.0.0.0/32 is subnetted, 1 subnets
| A 4.4.4.4 [110/65664] via 172.22.85.2, 00:01:35, Dialerl0
140.100.0.0/16 is variably subnetted, 3 subnets, 2 masks
| A 140. 100. 45. 0/ 26 [110/65663] via 172.22.85.2, 00:01: 35,
al er10
| A 140. 100. 56. 0/ 26 [110/65599] via 172.22.85.2, 00:01: 35,
al er10
E2 140. 100.9.0/27 [110/20] via 172.22.85.2, 00:01: 35,
al er10
5.0.0.0/32 is subnetted, 2 subnets

6.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
I A 6.6.6.6/32 [110/65536] via 172.22.85.2, 00:01: 35,
al er10
67.0.0.0/24 is subnetted, 1 subnets
E2 67.67.67.0 [110/20] via 172.22.85.2, 00:01:35, Dialerl0
192.168.2.0/24 [110/76646] via 172.22.85.2, 00:01: 35,
al er10
150.100.0.0/16 is variably subnetted, 3 subnets, 3 masks
I A 150. 100. 32. 0/ 27 [110/65791] via 172.22.85.2, 00:01: 35,
al er10
I A 150. 100. 33.0/29 [110/65727] via 172.22.85.2, 00:01: 35,
al er 10
I A 150. 100. 31.0/28 [110/65791] via 172.22.85.2, 00:01: 35,
al er10
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5, | Reportsand Assioned by AAA client vool o TACACSH+ Enable Password
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scoSecure ACS - Microsoft Internet Explorer

Edit  Yiew Faworites Tools  Help

ss5 @) hetp:/f192.168.1,7:3790/index2. htm

w | ' Go | Links *®

15¢0 SYsTEMS User SEI[Il]
L

- M
TACACS* Settngs 5 " I,

User
[5e5 PFP IP o Accomnt Disabled
a | g:m R I ¢ Deleting a Usemmane
¢ Supplementary User Info
|Shared Profile [ Out access control list + Password Authentication
2 [ Components " . . .
] Reute s Group to which the user 15 assigned
| Netuork ] ; s Callback
Configurati 5 .
SHEE [ Routing [ Enabled o Client IP Address Assignment
| System [ Custom attribates o Advanced Settings
Configurati I -
gl s« Network Access Restrictions
H Interface o Max Sessions
Configuration . USZ’I‘TP glll]tZ'IS
%| Administration ¢ Account Disable
Cantrol e e
e ¢ Downloadable ACTs
; | Excternal User s Advanced TACACS+ Settings
Databses PPELCP « TACACS+ Enable Control
3 | Ezflir“t: and ] Callback fine [ . T.:%C1.:-XC‘:'::+ Enable Passw-:-rt-l -
= o TACACSH Outhound Password
3 | Onlins Callback rotary [1a s TACACSH Shell Command Authorization
= | Docurnentation = 7 B 5
[ Ho callback verify [ Enabled o Command Aunthorization for Network Device
O Cust Rl Management Applications
ustom attributes & 7
3 i ¢ TACACSH Unknovwn Services
| « IETF RADIUS Attnibutes
o BRADIUS Vendor-Specific Attnibutes
| b4
[ Submit ] [ Delete ] ’ Cancel ]
Account Disabled Status

Dialer rotary nmust match the TACACS+ setting

host nane R8
|
interface BRI 0/ 0
encapsul ati on ppp
ip ospf cost 65535
di al er rotary-group 10
di al er-group 1
i sdn switch-type basic-ni
i sdn spidl 8881 8888
i sdn spid2 8882 8888
ppp aut hentication chap
|
interface Dialerl0
i p address 172.22.85.1 255.255.255.0
encapsul ati on ppp
ip ospf cost 65535
di al er in-band




di aler idle-tinmout 60

di al er enabl e-timeout 5

di al er hol d- queue 20

di al er aaa

dialer-group 1

no peer default ip address

ppp cal |l back accept

ppp aut hentication chap callin

Section 18: Gsco IS Firewall (60 M nutes)

For this |lab section, refer to Figure 26-6 on page 927 of the

book.

host nane R6
|

ip nat inside source list 1 interface Serial0/0
|
ip nat inside source static tcp 130.100.26.10 80
ext endabl e no-ali as
ip nat inside source static tcp 130.100.26.12 21
ext endabl e no-ali as
ip nat inside source static tcp 130.100.26.12 20
ext endabl e no-ali as
ip nat inside source static tcp 130.100.26.11 23
ext endabl e no-ali as

|
interface FastEthernet0/0

I p address 130. 100. 26. 6 255. 255. 255. 224

i p nat inside

|

interface Serial0/0

I p address 140. 100. 56. 6 255. 255. 255. 192

i p nat outside

|

access-list 1 permit 130.100.26.0 0.0.0. 255

R6#sho ip nat tr

overl oad

140. 100. 56. 6 80

140. 100. 56. 6 21

140. 100. 56. 6 20

140. 100. 56. 6 23

Pro I nside gl obal I nsi de | ocal Qut si de | oca

Qut si de gl obal

tcp 140. 100. 56. 6: 20 130. 100. 26. 12: 20 ---
tcp 140. 100. 56. 6: 21 130. 100. 26. 12: 21 ---
tcp 140. 100. 56. 6: 23 130. 100. 26. 11: 23 ---
tcp 140. 100. 56. 6: 80 130. 100. 26. 10: 80 ---




host nanme R6
!

nspect audit-trai

nspect name ccie tcp

nspect name ccie udp

nspect name ccie ftp

nspect nanme ccie sntp

nspect nanme ccie http java-list 61

T T TTTT

nterface FastEthernet0/0
i p address 130.100. 26. 6 255. 255. 255. 224
I p access-group tinme_acl in

i p nat inside

Ip rip authentication node md5

ip rip authentication key-chain ccie
i p inspect ccie in

standby 1 ip 130.100.26.1

standby 1 preenpt

standby 1 aut hentication ccie
standby 1 track Serial0/0

nterface Serial0/0

i p address 140.100.56. 6 255. 255. 255. 192
| p access-group ccie in

no ip redirects

I p nat outside

i p ospf authentication nessage-di gest
i p ospf nmessage-di gest-key 5 mid5 cisco
I p ospf network point-to-point

ip nat inside source list 1 interface Serial0/0 overl oad

ip nat inside source static tcp 130.100.26.10 80 140.100.56.6 80
ext endabl e no-alias

ip nat inside source static tcp 130.100.26.12 21 140. 100.56.6 21
ext endabl e no-alias

ip nat inside source static tcp 130.100.26.12 20 140.100.56.6 20
ext endabl e no-alias

ip nat inside source static tcp 130.100.26.6 23 140.100.56.6 23
ext endabl e no-alias




cl assl ess
route 192.168.1.0 255.255.255.0 130. 100. 26.2

T T

i p access-list standard no_ospf _route
deny 130. 100. 26. 0 0.0.0. 255

permt any

|
ip access-list extended ccie

deny ip 127.0.0.0 0.255. 255. 255 any
deny ip 127.0.0.0 0. 255. 255. 255 any |og
deny ip 10.0.0.0 0.255.255.255 any | og
deny ip 172.16.0.0 0.15.255. 255 any | og
deny ip 192.168.0.0 0.0.255.255 any |og
permt icnp any any

permt udp any any eq isaknp

permt esp any any

permt gre any any

permt ospf any any

permt tcp any any eq bgp

permt tcp any eq bgp any

permt tcp any any established

permt tcp any any eq bgp | og

permt esp any any | og

permt icnp any any unreachabl e
permt icnp any any echo-reply
permt icnp any any packet-too-big

[
[
[

permt icnp any any tinme-exceeded
[
[
[

permt icnmp any any traceroute
permt icnp any any admi nistrativel y-prohibited
permt icnp any any echo

permt tcp any any eq tel net
deny ip any any |og

permt tcp any any eq www | og
deny tcp any host 130.100.26.6 established
permt tcp any host 10.0.0.1
permt tcp any host 130.100.26.6
permt udp any any eq ntp | og
permt gre any any | og

permt ospf any any |og

permt icnp any any |og

permt tcp any any eq bgp | og
permt tcp any any eq telnet |og
permt esp any any | og
| oggi ng 130. 100. 26. 8




access-list 61 permt 8.8.8.8 | og

access-list 167 permt tcp host 150.100.32.2 any |og
access-list 167 permt tcp host 150.100.31.1 any | og

line con O

exec-timeout 0 O

privilege |evel 15

| ogi n authentication no_login
line aux O
line vty 0 4

access-class 167 in

host nane RS8

|

ip inspect audit-trai

ip inspect max-inconplete | ow 300

ip inspect max-inconplete high 950

i p inspect dns-tinmeout 50

ip inspect tcp idle-tinme 130

ip inspect tcp max-inconplete host 132 bl ock-tinme 15
ip inspect nanme R8 chac tcp

ip inspect nanme R8_chbac http java-list 61 alert on audit-trai
on

ip audit notify | og

ip audit po nmax-events 100

|

interface FastEthernet0/0

description NAT to Internet
i p address 65.25.160. 24 255. 255. 255.0
I p access-group 150 in

I p nat outside

i p inspect R8 cbac out

access-list 61 permt 8.8.8.8 |og
access-list 150 permt gre any any
access-list 150 permt ospf any any

access-list 150 permt tcp any any eq bgp




access-list 150 permt icnp any any echo-reply
access-list 150 deny tcp any any
access-list 150 deny udp any any

R8#sho ip inspect all
Session audit trail i1s enabled
Session alert is enabled
one-m nute (sanpling period) thresholds are [400: 500]
connecti ons
max-i nconpl ete sessions threshol ds are [ 300: 950]
max-i nconpl ete tcp connections per host is 132. Block-tine 15
m nut es.
tcp synwait-tine is 30 sec -- tcp finwait-time is 5 sec
tcp idle-time is 130 sec -- udp idle-tinme is 30 sec
dns-timeout is 50 sec
| nspection Rule Configuration
| nspecti on nanme R8 cbac
tcp alert is on audit-trail is on timeout 130
http java-list 2 alert is on audit-trail is on timeout 130

| nterface Configuration
I nterface FastEthernet0/0
| nbound i nspection rule is not set
Qut goi ng inspection rule is R8 _chac
tcp alert is on audit-trail is on tinmeout 130
http java-list 2 alert is on audit-trail is on timeout 130
I nbound access list is 150
Qut goi ng access list is not set

R8#sho i p inspect sessions

Est abl i shed Sessi ons

Sessi on 82B3FEDO (192.168.1.8:2287)=>(198.133.219.25:80) http
SI'S_OPEN

Sessi on 82B40490 (192.168.1.6:4103)=>(216.136.226.118:23) tcp
SI'S_OPEN

Sessi on 82B3C100 (192.168.1.6:4105)=>(207.46.106.47:1863) tcp
SI' S_OPEN

Sessi on 82B3E4F0 (192.168.1.6:4106) =>(65.210.179. 117: 2525) tcp
SI'S_OPEN

Session 82B40040 (192.168.1.6:4104)=>(64.0.96.33:80) http

SI' S_OPEN

R8#sho access-lists 150

Extended I P access list 150

permt tcp host 216.136.226.118 eq tel net host 65.25.160. 24 eq
4103 (9 matches)




permt tcp host 64.0.96.33 eq ww host 65. 25. 160. 24 eq 4104 (7
mat ches)
permt tcp host 207.46.106.47 eq 1863 host 65.25.160.24 eq 4105
(23 mat ches)
permt tcp host 65.210.179.117 eq 2525 host 65.25. 160. 24 eq
4106 (6 matches)
permt tcp host 198.133.219.25 eq ww host 65. 25. 160. 24 eq 2287
(4 mat ches)
permt gre any any
permt ospf any any
permt tcp any any eq telnet (186 nmatches)
permt tcp any any eq bgp
permt icnp any any echo-reply
permt icnp any any time-exceeded
permt icnp any any packet-too-big
permt icnp any any traceroute
permt icnp any any unreachable (10 matches)
deny tcp any any (116 matches)
deny udp any any (199 matches)

R8#sho ip inspect config
Session audit trail i1s enabled
Session alert is enabled
one-m nute (sanpling period) thresholds are [400: 500]
connecti ons
max-i nconpl ete sessions thresholds are [ 300: 950]
max-i nconpl ete tcp connections per host is 132. Block-tine 15
m nut es.
tcp synwait-tine is 30 sec -- tcp finwait-time is 5 sec
tcp idle-time is 130 sec -- udp idle-tinme is 30 sec
dns-timeout is 50 sec
| nspection Rule Configuration
| nspecti on nanme R8 cbac
tcp alert is on audit-trail is on timeout 130
http java-list 2 alert is on audit-trail is on timeout 130




NAT Outside NAT Outside

121.121.121.121 121.121.121.121

host name R1
!
| oggi ng queue-limt 100
enabl e secret 5 $1$1xxK$LWh42sY9aOLl7nvAuehLPM
!
i p subnet-zero
I
!
interface Loopbackl

descri pti on OSPF Loopback

i p ospf network point-to-point

ip address 1.1.1.1 255.255. 255. 255
!
i nterface Loopbackl0

descri pti on BGP Loopback

i p address 1.1.1.11 255. 255. 255. 255
!
interface Loopbackll

i p address 11.11.11.11 255. 255. 255. 255
!
i nterface Loopbackl?2

description Same | P Address as R2

i p address 121.121.121.121 255.255.255.0
i p nat inside

!
interface SerialO

I p address 150.100. 31. 1 255. 255. 255. 240

I p nat outside

encapsul ation frame-rel ay

I p ospf authentication nessage-di gest

i p ospf nmessage-digest-key 5 mid5 7 094F471A1A0A
I p ospf network point-to-point

frame-relay map ip 150.100.31.3 101 broadcast




frame-relay | m-type ansi
|
router ospf 123

router-id 1.1.1.1

| og- adj acency- changes

area 0 authentication nmessage-di gest
redi stribute static subnets

network 1.1.1.1 0.0.0.0 area O
networ k 150.100.31.0 0.0.0.15 area O
distribute-list 2 in SerialO
distribute-list 1 in

|
router bgp 1

no synchroni zation

bgp router-id 1.1.1.1

bgp | og- nei ghbor - changes

bgp confederation identifier 1234

bgp confederation peers 2 3

network 1.1.1.11 mask 255. 255. 255. 255
nei ghbor 150. 100. 31.3 renonte-as 3

no aut o- sunmary

|
ip nat inside source static network 121.121.121.121 172.18.1.1
/32 no-alias

ip classless

ip route 172.18.1.1 255.255.255.255 NullO

ip http server

|
access-list 1 deny 5.5.5.55
access-list 1 permt any
access-list 2 deny 6.6.6.6
access-list 2 permt any

R1# sho ip ospf da | include 172.18

172.18.1.1 1.1.1.1 1817 0x80000001 0x0017C4
0

R1#

Rl#sho ip nat tr

Pro I nside gl obal I nsi de | ocal Qutside | oca

Qut si de gl oba

---172.18.1.1 121.121.121.121 --- ---
Subnet transl ation:

| nsi de gl obal | nsi de | ocal Qut si de | ocal Qut si de gl obal

[ prefix




172.18.1.1 121.121.121.121 --- ---

/32
R2#sho ip route 172.18.1.1

Routing entry for 172.18.1.1/32
Known via "ospf 123", distance 110, netric 20, type extern 2,
forward nmetric 128
Last update from 150.100.32.3 on Serial 0, 00:28:36 ago
Routi ng Descri ptor Bl ocks:
* 150.100.32.3, from1.1.1.1, 00:28:36 ago, via SerialO
Route nmetric is 20, traffic share count is 1

To be able to ping R1l’s Loopback 12 from R2, nodify the pre-
configured access-list 100 on R3 to match the foll ow ng output:

R3#sho access-lists 100

Ext ended I P access |ist 100
permt icnp any any echo-reply | og
permt icnp any any echo | og

R2#pi ng 172.18. 1.1

Type escape sequence to abort.

Sending 5, 100-byte ICWMP Echos to 172.18.1.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
108/ 108/ 112 ns

R2#

host nanme R2
!
!
i p subnet-zero

no i p domai n-1 ookup

i nterface Loopback?2
descri ption OSPF Loopback
I p address 2.2.2.2 255.255. 255. 255
i p ospf network point-to-point
|
i nterface Loopbackl?2
description Same | P Address as Rl
i p address 121.121.121.121 255.255.255.0




I p nat inside
|
interface Loopback22

description BGP Loopback

i p address 2.2.2.22 255.255. 255. 255
|
interface SerialO

I p address 150.100. 32. 2 255. 255. 255. 224

I p access-group 100 in

I p nat outside

encapsul ation frame-rel ay

i p ospf authentication nessage-di gest

I p ospf nessage-digest-key 5 md5 7 045802150C2E

i p ospf network point-to-point

frame-relay map i p 150.100. 32.3 202 broadcast

|
!
router ospf 123

router-id 2.2.2.2

| og- adj acency- changes

area 0 authentication nmessage-di gest

redistribute static subnets

network 2.2.2.2 0.0.0.0 area O

networ k 150.100.32.0 0.0.0.31 area O
|
router bgp 2

bgp router-id 2.2.2.2

bgp | 0og- nei ghbor - changes

bgp confederation identifier 1234

bgp confederation peers 1 3

network 2.2.2.22 mask 255. 255. 255. 255

nei ghbor 150.100. 32.3 renote-as 3

nei ghbor 150.100. 32. 3 description R3
|
ip nat inside source static network 121.121.121.121 172.19.1.1
/32 no-alias

ip classless

ip route 172.19.1.1 255.255.255.255 NullO

ip http server

|
access-list 100 permt tcp any any eq bgp

access-list 100 permt ip any 224.0.0.0 0.255.255. 255
access-list 100 permt icnp any any echo

access-list 100 permt icnp any any echo-reply




access-list 100 permt ospf any any
access-list 100 permt tcp any any eq ww
I

R2#sho ip nat translations

Pro I nside gl obal I nsi de | ocal Qut si de | oca

Qut si de gl obal

--- 172.19.1.1 121.121.121. 121 --- ---
Subnet transl ation:

I nsi de gl obal | nsi de | ocal Qut si de | ocal Qut si de gl obal
[ prefix

172.19.1.1 121.121.121.121 --- ---

/32

R2#sho i p ospf database | include 172.19

172.19.1.1 2.2.2.2 50 0x80000002 OxO00CEO5
0

172.19.1.1 2.2.2.2 50 0x80000002 OxOOEAEA
0

R2#

R1#ping 172.19.1.1

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.19.1.1, tineout is 2
seconds:

Sﬂéééss rate is 100 percent (5/5), round-trip mn/avg/ max =
108/ 108/ 112 ns

Ri#sho ip route 172.19.1.1
Routing entry for 172.19.1.1/32
Known via "ospf 123", distance 110, netric 20, type extern 2,
forward metric 128
Last update from 150.100.31.3 on Serial 0, 00:33:44 ago
Routi ng Descri ptor Bl ocks:
* 150.100.31.3, from2.2.2.2, 00:33:44 ago, via SerialO
Route netric is 20, traffic share count is 1

host nane R6
I




terface FastEthernet0/0
p address 130. 100. 26. 6 255. 255. 255. 224
p

in
[
I p access-group tinme_acl in

nat inside

ri p authenticati on node nd5

ri p authentication key-chain ccie
i nspect ccie in

T T T O

|
ip access-list extended tine_acl
deny tcp any any eq ww | og tine-range weekdays
permt udp any any tinme-range weekends
permt gre any any |og
permt ospf any any |og
permt icnp any any |og
permt tcp any any eq bgp | og
|
ti me-range weekdays
peri odi c weekdays 8:00 to 20: 00
|
ti me-range weekends
periodi c weekend 12:00 to 20: 00

R6#sho access-lists tine_acl
Extended | P access |list tinme_acl
deny tcp any any eq ww | og tine-range weekdays (inactive)
permt udp any any time-range weekends (inactive)
permt gre any any |log (174 nmatches)
permt ospf any any |og (48 matches)
permt icnp any any |log (10 matches)
permt tcp any any eq bgp log (9 matches)

|R6#c|ock set 17:00:12 18 MARCH 2003

R6#sho access-lists tine_acl
Extended | P access |list tinme_acl
deny tcp any any eq ww | og tine-range weekdays (active)
permt udp any any time-range weekends (inactive)
permt gre any any |og (394 natches)
permt ospf any any |log (74 matches)
permt icnp any any log (10 matches)
permt tcp any any eq bgp log (14 nmatches)




Section 19: PIX Firewall (45 M nutes)

Pl X1(config)# sho run
Saved

PI X Version 6.2(2)

namei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted

passwd 2KFOnbNI dI . 2KYOU encr ypt ed

host name PI X1

names

access-list bgpin permt tcp host 130.100.1.3 host 10.1.1.9 eq
bgp

access-list bgpin permt icnp any any

access-list bgpin permt tcp host 130.100.1.3 host 10.1.1.9 eq
t el net

access-list bgpin permt udp any any gt 33000
access-list 100 permt ip host 192.168.1.192 any
| oggi ng on

interface ethernet0O auto

interface ethernetl auto

icnp permt any echo-reply inside

i p address outside 130.100.1.1 255.255.255.0

ip address inside 10.1.1.1 255.255.255.0

nat (inside) 0O access-list 100

nat (inside) 10 0.0.0.0 0.0.0.0 0 O

gl obal (outside) 10 interface

static (inside,outside) 10.1.1.9 10.1.1.9 netnask
255. 255.255.255 0 O

access-group bgpin in interface outside

ri p outside passive version 1

rip inside passive version 2 authentication nd5 ccie 2
route outside 0.0.0.0 0.0.0.0 130.100.1.3 1
filter activex 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
filter java 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tel net 10.1.1.200 255.255. 255. 255 i nsi de

Pl X2(config)# sho run
Saved

PI X Version 6.2(2)

interface ethernet0 auto
interface ethernetl auto
interface ethernet2 auto shutdown
interface ethernet3 auto shutdown




nanei f ethernetO0 outside security0O
nanei f ethernetl inside securityl00

enabl e password 2KFQnbNI dI . 2KYOU encrypt ed
passwd 2KFOnbNI dI . 2KYOU encr ypt ed
host nane PI X2

donmai n- nanme

fi xup protoco
no fixup protocol

access-|i st
eq tftp
access-1|i st

130. 100. 26. 3

access-|i st
eq snmtp
access-1|i st
eq tel net
access-1|i st
eq ww
access-1|i st
eq ntp
access-1|i st
access-1|i st
eq tacacs
access-|i st
WY
access-1|i st

t el net
access-|i st
VWWY
access-1|i st
t el net

access-1li st
access-|i st
t el net

pager
| oggi
| oggi
| oggi
| oggi
| ogagi
| oggi
| oggi
| oggi

i nes
ng on
ng
ng
ng
ng
ng
ng
ng

nmoni
buf f

hi st
host

Cci sco.com

http 80

snmp 25

out si de_access_in permt

out side_access_in permt

udp any host

out si de_access_in permt tcp any host

out si de_access_in permt
out si de_access_in permt
out si de_access_in permt

out si de_access_in permt
out si de_access_in permt

tcp any host

tcp any host

udp any host
host

host

gre
tcp

any
any

130. 100. 26. 8

icnp host 130. 100. 26. 6 host

130. 100. 26. 125

130. 100. 26. 3

130. 100.
130. 100.

130. 100.
130. 100.

i nsi de_aut henticati on_TACACS+ permt tcp any any eq

i nsi de_aut hentication_TACACS+ permt tcp any any eq

i nsi de_aut hori zati on_TACACS+ permt tcp any any eq

i nsi de_aut hori zati on_TACACS+ permt tcp any any eq

I nsi de_accounting TACACS+ permt tcp any any eq wwww
i nsi de_accounting_TACACS+ permt tcp any any eq

24

ti mestanp
console critica

tor critical
ered energenci es

trap critical

ory emergencies
i nside 192.168.1.7

icnp deny any echo-reply outside
icnmp deny any echo outside

m u outside

1500

mu inside 1500




addr ess outside 130.100. 26.2 255. 255. 255. 224

i
i address inside 192.168.1.222 255.255.255.0

T T

verify reverse-path interface outside
audit info action alarm

i
i
i audit attack action alarm

T T T

gl obal (outside) 10 interface
nat (inside) 0 access-list inside_outbound natO_acl

static (inside,outside) 130.100.26.125 192.168.1.125 net mask
255. 255.255.255 0 O

static (inside,outside) 130.100.26.7 192.168. 1.7 net mask
255. 255.255.255 0 O

static (inside,outside) 130.100.26.8 192.168. 1.8 net nask
255. 255.255.255 0 O

static (inside,outside) 130.100.26.3 192.168.1.1 netmask
255. 255.255.255 0 O

access-group outside_access_in in interface outside

rip outside passive version 2 authentication nd5 ccie 1

rip inside passive version 1

route outside 0.0.0.0 0.0.0.0 130.100.26.6 1

route inside 192.168.0.0 255.255.0.0 192.168.1.1 1

aaa- server TACACS+ protocol tacacs+

aaa- server TACACSt+ (inside) host 192.168.1.7 cisco6727 timeout 5
aaa- server RADI US protocol radius

aaa- server LOCAL protocol |oca

aaa aut hentication match i nside_authentication_TACACS+ inside
TACACS+

aaa aut hentication ssh consol e TACACS+

aaa aut hentication telnet consol e TACACS+

aaa aut hentication serial consol e TACACS+

aaa aut hentication enabl e consol e TACACS+

aaa aut horization match inside_authorizati on TACACS+ i nside
TACACS+

aaa accounting match inside_accounting TACACS+ i nside TACACS+
filter activex 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

filter java 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

ntp authentication-key 6727 mi5 ******xxx

ntp aut henticate

ntp trusted-key 6727

ntp server 192.168.1.1 key 6727 source inside prefer

http server enable

http 192.168. 1. 222 255. 255. 255. 255 insi de

http 192.168. 1.8 255. 255. 255. 255 i nsi de

snnp-server host inside 192.168.1.8

snnp-server |ocation San Jose, CA




snnp-server contact Alyssa B

snnp-server conmunity nice_try

snnp-server enabl e traps

tftp-server inside 192.168.1.100 pix

fl oodguard enabl e

sysopt connection permt-ipsec

aut h- pronpt pronpt Authentication Login please

aut h- pronpt accept Welcone to CClIE Lab

aut h-pronpt reject You enter wwong | ogin: Check ACS Server
service resetinbound

telnet 192.168. 1.8 255.255. 255. 255 inside

tel net tinmeout 5

ssh 192.168. 1. 100 255. 255. 255. 255 i nsi de

ssh 192.168. 1.1 255. 255. 255. 255 i nsi de

ssh tinmeout 5

dhcpd address 192.168. 1. 200-192. 168. 1. 220 i nsi de

dhcpd dns 207.67.1.10

dhcpd wins 172.16.1.10

dhcpd | ease 3600

dhcpd ping_tinmeout 750

dhcpd domai n Practical Studi es. Security.com

dhcpd enabl e inside

username adm n password f3UhLvUj 1QsXsuK7 encrypted privilege 15
usernanme user2 password nbQO2j Ys13AXlI | AGa encrypted privilege 15
aut o-update ti meout 35

aut o-update server https://********x@ 92, 168. 1. 100/ / ww\. Ci SCO. com
verify-certificate

term nal w dth 80

Crypt ochecksum b7d8f 07¢5768d9627b2calf 24681a0db
. end

Section 20: Gsco ICS IDS (14 M nutes)

For this |l ab section, refer to Figure 26-6 on page 927 of the
book.

Pl X2

static (inside,outside) 130.100.26.8 192.168. 1.8 net nask
255. 255.255.255 0 O

access-list outside_access_in permt udp any host 130.100.26.8
eq 45000
access-list outside_access_in permt udp any host 130.100.26.8

eqg sysl og




hos
!
| og
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
!
use
ip
ip
!
!
n

©T T O

©

T T T OTTTTTDO

t name R6

gi ng queue-limt 100

new- nodel

aut hentication login default group tacacs+

aut hentication login no_login enable I ocal |ine none

aut henti cati on enabl e default group tacacs+

aut henti cation ppp default | ocal

aut hori zati on confi g- commands

aut hori zation exec default group tacacs+ if-authenticated
aut hori zation commands 3 default group tacacs+

aut horization network default | ocal

aut hori zation auth-proxy default group tacacs+

aut hori zation configuration default group tacacs+
accounting send stop-record authentication failure
accounting del ay-start

accounting nested

accounting update newinfo periodic 5

accounting auth-proxy default start-stop group tacacs+
accounting exec default start-stop group tacacs+
accounting connection default start-stop group tacacs+
accounting system default start-stop group tacacs+
accounting resource default start-stop group tacacs+

rname R8 password O cisco
subnet - zero
cef

i p domai n-1 ookup
dhcp excl uded- address 130. 100. 26. 6
dhcp excl uded- address 130. 100. 26. 2

dhcp pool ccie

net work 130. 100. 26. 0 255. 255. 255. 224
default-router 130.100.26.6

| ease infinite

i nspect audit-trail

i nspect nane ccie tcp

i nspect name ccie udp

i nspect name ccie ftp

I nspect nane ccie sntp

i nspect name ccie http java-list 61
audit notify nr-director

audit notify | og

audit po max-events 180




ip audit po renpte hostid 123 orgid 6666 rntaddress 130. 100. 26. 8
| ocal address 130. 100. 26. 6 port 45000 preference 1 tinmeou
t 5 application director

ip audit po local hostid 43 orgid 6666

audit signature 1100 di sable

audit signature 2154 disable

audit signature 3100 disable

audit nane ids info action reset

audit nane ids attack action reset

audit sntp spam 100

audit nane ids info list 66 action alarm

audit nane ids attack list 66 action alarm

T T T T TTTTTOT

[
[
[
[
[
[
[
[
[
|
i sdn swi tch-type basic-ni
|

key chain ccie

key 1
key-string ccie
call rsvp-sync
|

I
[
interface Loopback6

descri ption OSPF Loopback

I p address 6.6.6.6 255.255. 255. 255
i p ospf network point-to-point

interface Loopbackl6
description Loopback for VPN full mesh
i p address 16.16.16.16 255. 255. 255. 255

interface Loopback66
I p address 140.100. 86. 1 255. 255. 255. 224

interface Loopback666
description BGP Loopback
I p address 6.6.6.66 255.255. 255. 255

interface Tunnel O
description To R8 over PI X2
I p address 192.168. 2. 2 255. 255. 255. 0

I p ospf authentication nessage-di gest
I p ospf nessage-di gest-key 5 nmid5 cisco

tunnel source 130.100.26.6
tunnel destination 130.100. 26. 3




:nterface Fast Et hernet 0/ 0
I p address 130. 100. 26. 6 255. 255. 255. 224

I p nat inside
ip rip authentication node nd5
ip rip authentication key-chain ccie

standby 1 ip 130.100.26.1
standby 1 preenpt

standby 1 authentication ccie
standby 1 track Serial0/0

interface BRI 0/ 0

no i p address

encapsul ation ppp

I p ospf cost 65000

di al er pool - menber 10

di al er pool -nmenber 1

i sdn switch-type basic-ni

I sdn tei-negotiation first-cal
i sdn spidl 6661 6666

i sdn spid2 6662 6666

ppp authentication chap
ppp mul tilink

interface Serial0/0

I p address 140. 100. 56. 6 255. 255. 255. 192
ip audit ids in

i p access-group ccie in

I p nat outside

no i p route-cache sane-interface

no i p route-cache cef

i p ospf authentication nessage-di gest

I p ospf nmessage-digest-key 5 nmd5 cisco
i p ospf network point-to-point

interface Dialerl

I p address 172.22.85.2 255.255.255.0
encapsul ati on ppp

i p ospf authentication nessage-di gest

I p ospf nmessage-digest-key 5 nmd5 cisco
I p ospf cost 65535

i p ospf demand-circuit

di al er pool 1

di al er renote-name R8




di al er idle-tinmeout 60

di aler string 8888

di al er hol d- queue 20

di al er-group 1

no peer default ip address
no fair-queue

ppp cal |l back request

ppp aut hentication chap
ppp chap hostnane R6

ppp chap password 0 cisco
ppp mul tilink

|
router ospf 123
router-id 6.6.6.6

| og- adj acency- changes det ai |

aut henti cati on nessage- di gest

virtual-link 5.5.5.5 authenticati on nessage-di gest
virtual-link 5.5.5.5 nessage-di gest-key 5 nd5 cisco
aut henti cati on nessage- di gest

6.6.6.6 0.0.0.0 area 56

140. 100.56.0 0.0.0.63 area 56

172.22.85.0 0.0.0.255 area 86

area 56
area 56
area 56
area 86
net wor k
net wor k
net wor k

default-information originate always

di stribute-1i st

[
router ri
ver si on

Y
2

1 out

net wor k 130.100.0.0
no aut o- sumary

|
router bgp 456

no synchroni zation

bgp router-id 6.6.6.6
bgp | og- nei ghbor - changes

network 6.6.6.66 mask 255. 255. 255. 255
net wor k 140. 100. 86. 0 mask 255. 255. 255. 224

nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor

8.8
8.8
8.8
140
140
192

.8.8
.8.8
.8.8
. 100.
. 100.
. 168.

no aut o- sunmary

renot e-as 65000
ebgp-mul ti hop 2
updat e- source Loopback®6
56.5 renote-as 456

56.5 next-hop-self

2.1 renpte-as 65000

ip nat inside source list 1 interface Serial 0/0 overl oad




ip nat inside source static tcp 130.100.26.10 80 140.100.56.6 80

ext endabl e no-alias
ip nat inside source static tcp 130.100.26.12 21 140.100.56.6 21

ext endabl e no-alias
ip nat inside source static tcp 130.100.26.12 20 140.100.56.6 20
ext endabl e no-alias
ip nat inside source static tcp 130.100.26.6 23 140.100.56.6 23
ext endabl e no-alias
ip classless
ip route 192.168.1.0 255.255.255.0 130.100.26.2
ip http server
|
!
access-list 66 permt 140.100.0.0
|
ip access-list standard no_ospf _route
deny 130. 100. 26. 0 0.0.0. 255
permt any
|
| oggi ng 130. 100. 26. 8
access-list 1 permt 130.100.26.0 0.0.0.255 | og
access-list 2 permt 8.8.8.88
access-list 3 deny 130. 100. 26.0 0.0.0. 255 | og
access-list 3 permt any |og
access-list 11 permt 130.100.26.0 |og
access-list 12 permt any |og
access-list 18 permt 192.168.1.10 | og

|
|
!
line con O

exec-timeout 0 O

privilege |evel 15

| ogi n authentication no_login
line aux O
line vty 0 4
privilege | evel 15
|

R6#sho ip audit al

Event notification through syslog is enabled

Event notification through Net Director is enabled
Default action(s) for info signatures is alarm

Default action(s) for attack signatures is alarm

Default threshold of recipients for spam signature is 100




Signature 1100 di sable
Signature 2154 disable

Si gnature 3100 di sabl e
Post Of fice: Host1 D: 43 Orgl D: 6666 Msg dropped: 0
:Curr Event Buf Size:180 Configured: 180
Host I D: 123, Organization |ID: 6666, SYN pkts sent: 881,
ACK pkts sent: 0, Heartbeat pkts sent:0, Heartbeat ACK pkts
sent: 0,
Duplicate ACK pkts received: 0, Retransm ssion:0, Queued pkts:O0
I D: 1 Dest: 130. 100. 26. 8: 45000 Loc: 130.100. 26. 6: 45000 T:5 S: SYN
SENT

Audit Rul e Configuration
Audit name testids
info actions reset
attack actions reset
Audit name ids
info acl list 66 actions alarm
attack acl list 66 actions alarm
| nterface Configuration
Interface Serial0/0
| nbound I DS audit rule is ids

info acl list 66 actions al arm
attack acl |ist 66 actions alarm
Qutgoing IDS audit rule is not set

R6#

Section 21:. |PSec VPN (53 M nutes)

For this |l ab section, refer to Figure 26-6 on page 927 of the
book.

R8

interface FastEthernet0/0
i p address dhcp
speed auto

|
R8#sho interfaces fastEthernet 0/1
Fast Et hernetO0/1 is up, line protocol is up
Har dware is AmdFE, address is 00b0O.6463.d5cl (bia
00b0. 6463. d5c1)
I nternet address is 192.168.1.1/24




MIU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 255/255, txload 2/255, rxload 1/255

Encapsul ati on ARPA, | oopback not set

Keepal i ve set (10 sec)

Hal f - dupl ex, 10Mo/s, 100BaseTX/ FX

ARP type: ARPA, ARP Ti nmeout 04:00: 00

Last i nput 00: 00: 00, output 00:00: 00, output hang never

host name R1
!
| oggi ng queue-limt 100
enabl e secret 5 $1$1xxK$LWh42sY9aOLl7nvAuehLPM
!
i p subnet-zero

no i p domai n-I| ookup
!
!
crypto isaknp policy 1

hash md5

aut hentication pre-share

crypto isaknp key cisco address 0.0.0.0 0.0.0.0
!
[
crypto i psec transformset tr-ted esp-des esp-nd5- hmac
|

érypto dynam c-map ted-map 10
set transformset tr-ted

mat ch address 111

I
[
crypto map ted 10 i psec-isaknmp dynanmi c ted-mp di scover

interface Loopbackl

descri pti on OSPF Loopback

i p ospf network point-to-point

ip address 1.1.1.1 255.255. 255. 255
|
i nterface Loopbackl0
description BGP Loopback




I p address 1.1.1.11 255.255. 255. 255
|

interface Loopbackll

i p address 11.11.11.11 255.255.255.0
|
interface Loopbackl?2

description Sane | P Address as R2

I p address 121.121.121.121 255.255.255.0
I p nat inside

interface SerialO

I p address 150.100. 31. 1 255. 255. 255. 240

I p nat outside

encapsul ation frame-rel ay

I p ospf authentication nessage-di gest

I p ospf nessage-digest-key 5 mid5 7 094F471A1A0A
i p ospf network point-to-point

frame-relay map i p 150.100.31.3 101 broadcast

frame-relay I m-type ansi
crypto map ted

|
!
router ospf 123

router-id 1.1.1.1

| og- adj acency- changes

area 0 authentication nessage-di gest
redistribute static subnets

network 1.1.1.1 0.0.0.0 area O
network 11.11.11.0 0.0.0.255 area O
networ k 150.100.31.0 0.0.0.15 area O
distribute-list 2 in SerialO
distribute-list 1 in

|
router bgp 1

no synchroni zation

bgp router-id 1.1.1.1

bgp | og- nei ghbor - changes

bgp confederation identifier 1234

bgp confederation peers 2 3

network 1.1.1.11 mask 255. 255. 255. 255
nei ghbor 150. 100. 31.3 renote-as 3

no aut o- sunmary




ip nat inside source static network 121.121.121.121 172.18.1.1

/32 no-alias

ip classless

ip route 172.18.1.1 255.255.255.255 NullO

ip http server

|

access-list 1 deny 5.5.5.55

access-list 1 permt any

access-list 2 deny 6.6.6.6

access-list 2 permt any

access-list 111 permt ip 11.11.11.0 0.0.0.255 12.12.12.0

0.0.0.255 | og

|
line con O
exec-timeout 0 O
privilege |evel 15
| oggi ng synchronous
line aux O

line vty 0 4
| oggi ng synchronous
| ogi n

|

end

R1#

R2#sho run
Bui | di ng configuration..

Current configuration : 2658 bytes
!
version 12.2

service tinmestanps debug uptinme
service tinmestanps | og uptinme
no service password-encryption
|

host name R2
!
| oggi ng queue-limt 100

enabl e secret 5 $1$0 Dj $4. 39veJ97UQ7La4nOLLi CO
!
i p subnet-zero

no i p domai n-1 ookup
!
!
crypto isaknmp policy 1

hash nmd5




aut hentication pre-share
crypto isaknp key cisco address 0.0.0.0 0.0.0.0
I

crypto ipsec transformset tr-ted esp-des esp-nd5- hmac
!
crypto dynam c-map ted-map 10
set transformset tr-ted
mat ch address 111
I
!
crypto map ted 10 i psec-isaknmp dynanic ted-map di scover

interface Loopback?2

descri pti on OSPF Loopback

i p address 2.2.2.2 255.255. 255. 255
i p ospf network point-to-point

|
i nterface Loopbackl?2

i p address 12.12.12.12 255.255.255.0
|
i nterface Loopback22

descri pti on BGP Loopback

i p address 2.2.2.22 255.255. 255. 255
|
i nterface Loopbackl2l

description Sanme | P Address as Rl

i p address 121.121.121.121 255.255.255.0
I p nat inside

|
interface SerialO

i p address 150.100. 32. 2 255. 255. 255. 224

I p access-group 100 in

I p nat outside

encapsul ation frame-rel ay

I p ospf authentication nessage-di gest

I p ospf nessage-digest-key 5 md5 7 045802150C2E
i p ospf network point-to-point

frame-relay map i p 150. 100. 32. 3 202 broadcast

crypto map ted
|

}outer ospf 123




router-id 2.2.2.2
| og- adj acency- changes
area 0 authentication nmessage-di gest

redi stribute static subnets

network 2.2.2.2 0.0.0.0 area O

network 12.12.12.0 0.0.0.255 area O

net wor k 150.100.32.0 0.0.0.31 area O
|
router bgp 2

bgp router-id 2.2.2.2

bgp | og- nei ghbor - changes

bgp confederation identifier 1234

bgp confederation peers 1 3

network 2.2.2.22 mask 255. 255. 255. 255

nei ghbor 150.100. 32.3 renote-as 3

nei ghbor 150.100. 32. 3 description R3
|
ip nat inside source static network 121.121.121.121 172.19.1.1
/32 no-alias

ip classless

ip route 172.19.1.1 255.255.255.255 NullO

|

access-list 100 permt tcp any any eq bgp
access-list 100 permt ip any 224.0.0.0 0.255.255. 255
access-list 100 permt icnp any any echo
access-list 100 permt icnp any any echo-reply
access-list 100 permt ospf any any
access-list 100 permt tcp any any eq wwww
access-list 100 permt esp any any | og
access-list 100 permt udp any any eq isaknmp | og
access-list 111 permt ip 12.12.12.0 0.0.0.255 11.11.11.0
0.0.0. 255 log
|
line con O
exec-timeout 0 O
privilege |evel 15
| oggi ng synchronous
line aux O
line vty 0 4
| oggi ng synchronous
| ogi n
|
end




R2#pi ng

Protocol [ip]:

Target |IP address: 11.11.11.11

Repeat count [5]:

Dat agr am si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 12.12.12.12

Type of service [0]:

Set DF bit in IP header? [no]:

Val i date reply data? [no]:

Data pattern [OxABCD]:

Loose, Strict, Record, Tinmestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 11.11.11.11, tinmeout is 2
seconds:

Packet sent with a source address of 12.12.12.12

01:40:02: |1 PSEC(tunnel discover request): |,
(key eng. nsg.) INBOUND | ocal = 12.12.12.12, renpote=

11.11.11. 11,

| ocal _proxy= 12.12.12. 0/ 255. 255.255.0/0/0 (type=4),

renmot e_proxy= 150.100. 32. 2/ 255. 255. 255. 255/ 0/ 0 (type=1),

protocol = ESP, transforn= esp-des esp-nd5- hmac |,

i fedur= 3600s and 4608000kb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4004
dest =Seri al 0: 150. 100. 32. 3 .
01: 40: 02: YSEC- 6- | PACCESSLOGP: |ist 100 permitted udp
150. 100. 31. 1(500) -> 150.100. 32.2(500), 1 packet
01: 40: 03: CryptoEngi ne0: delete connection 3
01: 40: 04: CryptoEngi neO: generate al g paraneter
01: 40: 05: CRYPTO_ENGI NE: Dh phase 1 status: O
01: 40: 05: CRYPTO _ENGI NE: Dh phase 1 status: O.
01:40: 07: CryptoEngi ne0: generate al g paraneter
01: 40: 09: CryptoEngi neO: create | SAKMP SKEYID for conn id 4
01: 40: 09: CryptoEngi ne0: generate hmac context for conn id 4.
01:40:09: CryptoEngi ne0: generate hmac context for conn id 4
01:40: 09: CryptoEngi ne0: clear dh nunber for conn id 1
01:40: 09: | PSEC(key_engi ne): got a queue event...
01:40:09: | PSEC(spi_response): getting spi 523853408 for SA

from 150. 100. 32. 2 to 150.100.31.1 for prot 3

01: 40: 09: CryptoEngi ne0: generate hmac context for conn id 4
01: 40: 10: CryptoEngi ne0: generate hmac context for conn id 4
01: 40: 10: validate proposal O
01:40: 10: | PSEC(vali date_proposal request): proposal part #1,




(key eng. msg.) INBOUND | ocal = 150.100. 32.2, renote=
150. 100. 31. 1,
| ocal _proxy= 12.12.12.0/255. 255.255.0/0/0 (type=4),
renote_proxy= 11.11.11.0/255.255.255.0/0/0 (type=4),
protocol = ESP, transforns esp-des esp-nd5-hnmac |,
i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
01:40: 10: validate proposal request O
01:40: 10: CryptoEngi ne0: generate hmac context for conn id 4
01: 40: 10: ipsec allocate flow O
01: 40: 10: ipsec allocate flow O
01:40: 10: | PSEC(key_engi ne): got a queue event...
01:40:10: IPSEC(initialize_sas): ,
(key eng. nsg.) I NBOUND | ocal = 150.100. 32.2, renote=
150. 100. 31. 1,
| ocal _proxy= 12.12.12.0/255.255.255.0/0/0 (type=4),
renote_proxy= 11.11.11. 0/ 255. 255.255.0/0/0 (type=4),
protocol = ESP, transforne esp-des esp-nd5- hmac |,
i fedur= 3600s and 4608000kb,
spi = Ox1F395E60(523853408), conn_id= 2000, keysize= 0,
fl ags= 0x4
01:40:10: IPSEC(initialize_sas): ,
(key eng. nmsg.) OUTBOUND | ocal = 150.100. 32. 2, renote=
150. 100. 31. 1,
| ocal _proxy= 12.12.12.0/255.255.255.0/0/0 (type=4),
renote_proxy= 11.11.11.0/255.255.255.0/0/0 (type=4),
protocol = ESP, transforne esp-des esp-nd5- hmac |,
i fedur= 3600s and 4608000kb,
spi = 0x952FF04C(2502946892), conn_id= 2001, keysize= 0,
flags= 0OxC
01:40: 10: I PSEC(create_sa): sa created,
(sa) sa_dest= 150.100.32.2, sa_prot= 50,
sa_spi = Ox1F395E60(523853408),
sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2000
a): sa created,(create_s.
(sa) sa_dest= 150.100.31.1, sa _prot= 50,
sa_spi = 0x952FF04C(2502946892),
sa_trans= esp-des esp-nmd5-hmac , sa_conn_i d= 2001
Success
rate is O percent (0/5)
R2#
01:40: 16: %BSEC- 6- 1 PACCESSLOGDP: list 111 permtted icnp
12.12.12.12 -> 11.11.11.11 (8/0), 10 packets
R2#

R2#pi ng
Protocol [ip]:




Target | P address: 11.11.11.11

Repeat count [5]:

Dat agr am si ze [ 100] :

Ti meout in seconds [2]:

Ext ended commands [n]: vy

Source address or interface: 12.12.12.12

Type of service [0]:

Set DF bit in |IP header? [no]:

Val i date reply data? [no]:

Dat a pattern [ OXABCD]:

Loose, Strict, Record, Tinmestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 11.11.11.11, timeout is 2
seconds:

Packet sent with a source address of 12.12.12.12
Success rate is 100 percent (5/5), round-trip mn/avg/ max =
184/ 187/ 192 ns

R2#

01:41:10: YSEC- 6- 1 PACCESSLOGNP: 1ist 100 permtted 50
150.100.31.1 -> 150.100.32.2, 1 packet

R2#sho crypto i saknp sa
dst Src state conn-id sl ot
150. 100. 31.1 150. 100. 32. 2 QM | DLE 4 0

R2#sho crypto ipsec sa

interface: SerialO
Crypto map tag: ted, local addr. 150.100.32.2

| ocal ident (addr/mask/prot/port):
(12.12.12. 0/ 255. 255. 255. 0/ 0/ 0)

remote ident (addr/mask/prot/port):
(11.11.11.0/255. 255. 255.0/0/0)

current _peer: 150.100.31.1

PERM T, flags={}

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest 5

#pkts decaps: 5, #pkts decrypt: 5, #pkts verify 5

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts
decompress failed: O

#send errors 0, #recv errors O




| ocal crypto endpt.: 150.100.32.2, renote crypto endpt.:
150. 100. 31.1

path mu 1500, nedia nmu 1500

current outbound spi: 952FF04C

I nbound esp sas:

spi: Ox1F395E60(523853408)
transform esp-des esp-nmd5- hmac |,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: ted
sa timng: remaining key lifetine (k/sec):

(4607999/ 3446)

|V size: 8 bytes
replay detection support: Y

i nbound ah sas:
I nbound pcp sas:

out bound esp sas:

spi: 0x952FF04C(2502946892)
transform esp-des esp-nmd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: ted
sa timng: remaining key lifetinme (k/sec):

(4607999/ 3446)

|V size: 8 bytes
replay detection support: Y

out bound ah sas:

out bound pcp sas:

host name R3
|

iogging queue-limt 100
|

clock tinmezone PST -8

cl ock summer-tinme PDT recurring
i p subnet-zero

no i p domai n-1 ookup

|
[
crypto isaknmp policy 1




hash nd5

aut hentication pre-share

lifetime 2000
crypto isaknmp key cisco key cisco address 4.4. 4.
crypto isaknp key cisco key cisco address 6. 6. 6.
crypto isaknp key cisco key cisco address 8. 8. 8.
|
[
crypto ipsec transformset trvpn esp-des esp-sha- hmac
node transport

0o M~

|
crypto map vpn 10 i psec-isaknp
set peer 4.4.4. 4

set transformset trvpn

mat ch address 111
crypto map vpn 20 ipsec-isaknp
set peer 6.6.6.6

set transformset trvpn

mat ch address 112
crypto map vpn 30 ipsec-isaknp
set peer 8.8.8.8

set transformset trvpn

mat ch address 113

nterface Loopbacks3
descri pti on OSPF Loopback
i p address 3.3.3.3 255. 255. 255. 255
i p ospf network point-to-point
!
i nterface Loopbackl0
i p address 3.3.3.13 255. 255. 255. 255
i p ospf network point-to-point
!
i nterface Loopbackll
i p address 3. 3.3.23 255. 255. 255. 255
I p ospf network point-to-point
!
i nterface Loopbackl3
description Loopback for VPN full mesh
i p address 13.13.13.13 255.255.255.0
!
i nterface Loopback33
description BGP Loopback
I p address 3. 3.3.33 255. 255. 255. 255




nterface Tunnel 4

description Basic GRE Crypto to R4

I p address 192.168. 34.1 255.255. 255.0
tunnel source 3.3.3.3

tunnel destination 4.4.4.4

crypto map vpn

nterface Tunnel 6

description Basic GRE Crypto to R6

I p address 192.168. 36. 1 255. 255. 255.0
tunnel source 3.3.3.3

tunnel destination 6.6.6.6

crypto map vpn

nterface Tunnel 8

description Basic GRE Crypto to R8

I p address 192.168. 38. 1 255. 255. 255.0
tunnel source 3.3.3.3

tunnel destination 8.8.8.8

crypto map vpn

nt erface EthernetO
i p address 130.100. 1.3 255. 255. 255.0

nterface Serial O

no i p address
encapsul ati on franme-rel ay
no fair-queue

cl ockrate 64000
frame-relay I m-type ansi

nterface Serial 0.1 point-to-point

i p address 150.100. 31. 3 255. 255. 255. 240
i p ospf authentication nessage-di gest

I p ospf nmessage-digest-key 5 nmd5 cisco

frame-relay interface-dlci 301

nterface Serial 0.2 point-to-point

i p address 150. 100. 32. 3 255. 255. 255. 224
i p ospf authentication nessage-di gest

I p ospf nmessage-digest-key 5 nmd5 cisco

frame-relay interface-dlci 302
crypto map vpn




interface Serial 0.3 point-to-point
I p address 150. 100. 33. 3 255. 255. 255. 248

I p ospf authentication nessage-di gest
i p ospf nessage-di gest-key 5 mid5 cisco

frame-relay interface-dlci 304
crypto map vpn

|
router eigrp 100
network 13.0.0.0
network 192.168.34.0
network 192.168.36.0
network 192.168.38.0
maxi mum pat hs 1

no aut o- sunmary

|
router ospf 123

router-id 3.3.3.3

| og- adj acency- changes

area 0 authentication nmessage-di gest

redi stribute connected subnets route-map redist
network 3.3.3.3 0.0.0.0 area O

networ k 150.100.31.0 0.0.0.15 area O

net wor k 150.100.32.0 0.0.0.31 area O

networ k 150.100.33.0 0.0.0.7 area O

|
router rip

version 1

redistribute ospf 123 netric 1
networ k 130.100.0.0

|
router bgp 3

no synchroni zation

bgp router-id 3.3.3.3

bgp | 0og- nei ghbor - changes

bgp confederation identifier 1234

bgp confederation peers 1 2

network 3.3.3.33 mask 255. 255. 255. 255
nei ghbor 10.1.1.9 renote-as 9

nei ghbor 10.1.1.9 ebgp-nultihop 2

nei ghbor 10.1.1.9 next-hop-self

nei ghbor 150.100.31.1 renote-as 1

nei ghbor 150. 100. 31. 1 next- hop-self
nei ghbor 150. 100. 32.2 renote-as 2

nei ghbor 150.100. 32. 2 next - hop-self
nei ghbor 150.100. 33. 4 renote-as 456
nei ghbor 150.100. 33. 4 next - hop-self

ArBANNDRPRE




no aut o-summary
|

ip classless
ip route 10.1.1.0 255.255.255.0 130.100.1.1

ip http server
!

access-list 100 permt esp any any | og

access-list 100 permt gre any any | og

access-list 100 permt ahp any any

access-list 111 permt ip 13.13.13.0 0.0.0.255 14.14.14.0
0. 0. 0. 255

access-list 112 permt ip 13.13.13.0 0.0.0.255 16.16.16.0
0. 0. 0. 255

access-list 113 permt ip 13.13.13.0 0.0.0.255 18.18.18.0
0.0.0. 255

|
[
end

R3#sho crypto map
Crypto Map "vpn" 10 ipsec-isaknmp

Peer = 4. 4. 4.4

Extended I P access list 111

access-list 111 permt ip 13.13.13.0 0.0.0.255

14.14.14.0 0.0.0. 255

Current peer: 4.4.4.4

Security association lifetime: 4608000 kil obytes/ 3600
seconds

PFS (Y/N): N

Transform sets={ trvpn, }

Crypto Map "vpn" 20 ipsec-isaknmp

Peer = 6.6.6.6

Extended I P access list 112

access-list 112 permt ip 13.13.13.0 0.0.0.255

16. 16. 16. 0 0.0.0. 255

Current peer: 6.6.6.6

Security association lifetime: 4608000 kil obytes/ 3600
seconds

PFS (Y/N): N

Transform sets={ trvpn, }

Crypto Map "vpn" 30 ipsec-isaknm
Peer = 8.8.8.8
Extended I P access list 113




access-list 113 permt ip 13.13.13.0 0.0.0. 255
18.18.18.0 0.0.0. 255
Current peer: 8.8.8.8
Security association lifetime: 4608000 kil obytes/ 3600
seconds
PFS (Y/N): N
Transform sets={ trvpn, }
| nterfaces using crypto map vpn:
Serial 0.2
Serial 0.3
Tunnel 4
Tunnel 6
Tunnel 8

R3# sho ip route eigrp
D 192.168. 46. 0/ 24 [90/310044416] via 192.168.34.2, 01:45: 45,
Tunnel 4

16.0.0.0/32 is subnetted, 1 subnets
D 16. 16. 16. 16 [90/297372416] via 192.168. 36. 2, 01:45: 45,
Tunnel 6

18.0.0.0/32 is subnetted, 1 subnets
D 18.18.18.18 [90/297372416] via 192.168.38.2, 01:45:43,
Tunnel 8
D 192. 168. 68. 0/ 24 [90/310044416] via 192.168.36.2, 01:45: 46,
Tunnel 6

14.0.0.0/32 is subnetted, 1 subnets
D 14.14.14. 14 [90/297372416] via 192.168.34.2, 01:45: 45,
Tunnel 4
D 192.168.48.0/ 24 [90/310044416] via 192.168.34.2, 01:45: 46,
Tunnel 4

R3#pi ng

Protocol [ip]:

Target | P address: 14.14.14.14

Repeat count [5]:

Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Sour ce address or interface: 13.13.13.13
Type of service [0]:

Set DF bit in IP header? [no]:

Val idate reply data? [no]:

Data pattern [OxABCD]:

Loose, Strict, Record, Tinmestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.




Sending 5, 100-byte ICMP Echos to 14.14.14.14, tinmeout is 2
seconds:

Packet sent with a source address of 13.13.13.13

Success rate is 100 percent (5/5), round-trip m n/avg/ max =
128/ 128/ 128 ns

R3#pi ng

Protocol [ip]:

Target | P address: 16.16.16.16

Repeat count [5]:

Dat agr am si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 13.13.13.13

Type of service [0]:

Set DF bit in IP header? [no]:

Val i date reply data? [no]:

Data pattern [ OxABCD) :

Loose, Strict, Record, Tinmestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 16.16.16.16, timeout is 2
seconds:

Packet sent with a source address of 13.13.13.13

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
164/ 165/ 168 s

R3#pi ng

Protocol [ip]:

Target | P address: 18.18.18.1

*Mar 1 03:41:25.783: %SEC-6-1 PACCESSLOGDP: |ist 111 permtted
icnmp 13.13.13.13 -> 16.16.16.16 (8/0), 5 packets
18.18.18. 18

Repeat count [5]:

Dat agr am si ze [ 100]:

Ti meout in seconds [2]:

Ext ended commands [n]: vy

Source address or interface: 13.13.13.13

Type of service [0]:

Set DF bit in |IP header? [no]:

Val i date reply data? [no]:

Dat a pattern [ OXABCD]:

Loose, Strict, Record, Tinmestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.




Sending 5, 100-byte ICMP Echos to 18.18.18.18, tinmeout is 2
seconds:
Packet sent with a source address of 13.13.13.13

Success rate is 100 percent (5/5), round-trip m n/avg/ max =
168/ 169/ 172 s

R3#sho crypto isa sa

dst Src state conn-id sl ot
8.8.8.8 3.3.3.3 QM | DLE 3 0
6.6.6.6 3.3.3.3 QM | DLE 2 0
4.4.4.4 3.3.3.3 QM I DLE 1 0

host nane R4
|

iogging queue-limt 100
|

ip subnet - zero
no i p domai n-I| ookup
I
!
key chain ccie
key 6727
key-string ccie
I
crypto isaknp policy 1
hash nmd5
aut hentication pre-share
lifetime 2000
crypto isaknp key cisco key cisco address 3. 3. 3.
crypto isaknp key cisco key cisco address 6. 6. 6.
crypto isaknmp key cisco key cisco address 8. 8. 8.
!
!
crypto ipsec transformset trvpn esp-des esp-sha- hmac
node transport

o o W

|
crypto map vpn 10 i psec-isaknp
set peer 3.3.3.3

set transformset trvpn

mat ch address 111
crypto map vpn 20 ipsec-isaknp
set peer 6.6.6.6

set transformset trvpn

mat ch address 112




crypto map vpn 30 ipsec-isaknp
set peer 8.8.8.8

set transformset trvpn

mat ch address 113

nterface Loopback4

descri pti on OSPF Loopback

I p address 4.4.4.4 255.255. 255. 255
i p ospf network point-to-point

i nterface Loopbackl4
description Loopback for VPN full mesh
i p address 14.14.14.14 255.255.255.0

i nterface Loopback44
description BGP Loopback
i p address 4.4.4.44 255. 255, 255, 255

interface Tunnel 3

description Basic GRE Crypto to R3

i p address 192.168. 34. 2 255.255.255.0
tunnel source 4.4.4.4

tunnel destination 3.3.3.3

crypto map vpn

nt erface Tunnel 6

description Basic GRE Crypto to R6

i p address 192. 168.46.1 255.255. 255.0
tunnel source 4.4.4.4

tunnel destination 6.6.6.6

crypto map vpn

interface Tunnel 8

description Basic GRE Crypto to R8

I p address 192.168.48.1 255.255. 255.0
tunnel source 4.4.4.4

tunnel destination 8.8.8.8

crypto map vpn

interface EthernetO
I p address 140.100.47.4 255. 255. 255. 192
ip rip send version 2
ip rip receive version 2
Ip rip authentication node md5




Ip rip authentication key-chain ccie
crypto map vpn

|
interface SerialO

i p address 150. 100. 33. 4 255. 255. 255. 248
encapsul ation frame-rel ay

I p ospf authentication nessage-di gest

i p ospf nessage-digest-key 5 mid5 7 104DO00A0618
I p ospf network point-to-point

frame-relay map ip 150.100.33.3 404 broadcast

frame-relay I m-type ansi
crypto map vpn

|
interface Seriall

I p address 140. 100. 45. 4 255. 255. 255. 192

I p ospf authentication nessage-di gest

i p ospf nessage-digest-key 5 md5 7 1511021F0725

i p ospf network point-to-point

cl ockrate 2000000

crypto map vpn
router eigrp 100

network 14.0.0.0

network 192.168.34.0

network 192.168.46.0

network 192.168.48.0

maxi mum pat hs 1

no aut o- sumary
router ospf 123

router-id 4.4.4.4

| og- adj acency-changes detai l

area 0 authentication nessage-di gest

area 45 authenticati on nessage-di gest

area 45 virtual-link 5.5.5.5 authentication nmessage-di gest
area 45 virtual-link 5.5.5.5 nessage-di gest-key 5 md5 7
0822455D0A16

redistribute rip subnets route-map red_rip_ospf

network 4.4.4.4 0.0.0.0 area O

net wor k 140.100.45.0 0.0.0.63 area 45

networ k 150.100.33.0 0.0.0.7 area O

|
router rip

version 2

redistribute ospf 123 netric 1
network 4.0.0.0

net wor k 140.100.0.0




default-information originate
no aut o- sunmary

|
router bgp 456

no synchroni zation

bgp router-id 4.4.4.4

bgp | og- nei ghbor - changes

network 4.4.4.44 mask 255. 255. 255. 255

networ k 140. 100.47.0 mask 255.255. 255. 192
aggregat e- address 209.112. 0.0 255.255.0.0 summary-only
nei ghbor 140. 100.45.5 renote-as 456

nei ghbor 140.100. 45.5 next-hop-self

nei ghbor 140.100.47.7 renote-as 1560

nei ghbor 140.100.47.7 description R7_BB2

nei ghbor 140.100.47.7 password 7 1511021F0725

nei ghbor 140.100.47.7 renove-private-AS

nei ghbor 150.100. 33.3 renote-as 1234

no aut o- sunmary

WNNN~N OO

|

i p default-gateway 150.100. 3.3
ip classless

ip http server

|

access-list 44 permt 67.67.67.0 |o0g
access-list 44 permt 140.100.9.0 | og
access-list 111 permt ip 14.14.14.0 0.0.0.255 13.13.13.0
0. 0. 0. 255
access-list 112 permt ip 14.14.14.0 0.0.0.255 16.16.16.0
0.0.0. 255
access-list 113 permt ip 14.14.14.0 0.0.0.255 18.18.18.0
0.0.0. 255
route-map red rip_ospf permt 10

match i p address 44

|
|

Ra#sho ip route eigrp

16.0.0.0/32 is subnetted, 1 subnets
D 16. 16. 16. 16 [ 90/297372416] via 192.168.46.2, 01:51:53,
Tunnel 6

18.0.0.0/32 is subnetted, 1 subnets
D 18.18.18.18 [90/297372416] via 192.168.48.2, 01:51:51,
Tunnel 8
D 192.168. 38. 0/ 24 [90/310044416] via 192.168.34.1, 01:51:53,
Tunnel 3
D 192. 168. 36. 0/ 24 [90/310044416] via 192.168.46.2, 01:51:53,
Tunnel 6




D 192. 168. 68. 0/ 24 [90/ 310044416] via 192.168.46.2, 01:51:53,

Tunnel 6
13.0.0.0/32 is subnetted, 1 subnets

D 13.13.13.13 [90/297372416] via 192.168.34.1, 01:51:53,
Tunnel 3
rd#

R4#sho crypto map
Crypto Map "vpn" 10 ipsec-isaknmp

Peer = 3.3.3.3

Extended I P access |ist 111

access-list 111 permt ip 14.14.14.0 0.0.0. 255

13.13.13.0 0.0.0. 255

Current peer: 3.3.3.3

Security association lifetine: 4608000 kil obytes/ 3600
seconds

PFS (Y/N): N

Transform sets={ trvpn, }

Crypto Map "vpn" 20 ipsec-isaknm

Peer = 6.6.6.6

Extended I P access list 112

access-list 112 permt ip 14.14.14.0 0.0.0. 255

16. 16.16.0 0.0.0. 255

Current peer: 6.6.6.6

Security association lifetinme: 4608000 kil obytes/ 3600
seconds

PFS (Y/N): N

Transform sets={ trvpn, }

Crypto Map "vpn" 30 ipsec-isaknm
Peer = 8.8.8.8
Ext ended I P access list 113
access-list 113 permt ip 14.14.14.0 0.0.0. 255
18.18.18.0 0.0.0. 255
Current peer: 8.8.8.8
Security association lifetine: 4608000 kil obytes/ 3600
seconds
PFS (Y/N): N
Transform sets={ trvpn, }
| nterfaces using crypto map vpn:
Et hernet O
SerialO
Seriall
Tunnel 3
Tunnel 6
Tunnel 8




RA#

R4#pi ng

Protocol [ip]:

Target | P address: 13.13.13.13

Repeat count [5]:

Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 14.14.14.14

Type of service [O0]:

Set DF bit in IP header? [no]:

Val i date reply data? [no]:

Data pattern [ O0xABCD) :

Loose, Strict, Record, Tinmestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 13.13.13.13, tineout is 2
seconds:

Packet sent with a source address of 14.14.14.14

Success rate is 100 percent (5/5), round-trip m n/avg/ max =
128/ 136/ 168 ns

R4#pi ng

Protocol [ip]:

Target | P address: 16.16.16.16

Repeat count [5]:

Dat agr am si ze [ 100] :

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 14.14.14.14

Type of service [0]:

Set DF bit in IP header? [no]:

Val i date reply data? [no]:

Dat a pattern [ OXABCD]:

Loose, Strict, Record, Tinmestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 16.16.16.16, timeout is 2
seconds:

Packet sent with a source address of 14.14.14.14

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
72/ 72/ 76 s




R4#pi ng

Protocol [ip]:

Target | P address: 18.18.18.18

Repeat count [5]:

Dat agr am si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 14.14.14.14

Type of service [0]:

Set DF bit in IP header? [no]:

Val idate reply data? [no]:

Data pattern [OxABCD]:

Loose, Strict, Record, Tinmestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 18.18.18.18, tinmeout is 2
seconds:

Packet sent with a source address of 14.14.14.14

Success rate is 100 percent (5/5), round-trip m n/avg/ max =
72/ 76/ 80 s

Ra#sho crypto i saknmp sa

dst Src state conn-id sl ot
8.8.8.8 4.4.4.4 QM | DLE 1 0
3.3.3.3 4.4.4.4 QM | DLE 2 0
6.6.6.6 4.4.4. 4 QM | DLE 4 0

host nanme R6
!
!
!
no i p domai n-1 ookup

ip dhcp excluded-address 130. 100. 26. 6
i p dhcp excluded-address 130.100. 26. 2
!
[

dhcp pool ccie

net work 130.100. 26. 0 255. 255. 255. 224
defaul t-router 130.100. 26.6

p audit notify nr-director

p audit notify | og

ip audit po max-events 180

Y

o]

©

audit po renpte hostid 123 orgid 6666 rntaddress 130.100. 26.8
cal address 130.100.26.6 port 45000 preference 1 timeou

5 application director

ip audit po local hostid 43 orgid 6666

[
[
[
[
I
t
[
ip audit signature 1100 di sable




ip audit signature 2154 disable
ip audit signature 3100 disable
ip audit name testids info action reset
ip audit nanme testids attack action reset
ip audit name ids info action reset
ip audit nanme ids attack action reset

|
crypto isaknmp policy 1

hash nmd5

aut hentication pre-share

lifetime 2000

crypto isaknp key cisco address 3. 3. 3.

crypto isaknp key cisco address 8. 8. 8.

crypto isaknp key cisco address 4.4. 4.
!

crypto ipsec transformset trvpn esp-des esp-sha- hmac
node transport

M~ OO W

|
!
crypto map vpn 10 i psec-isaknp
set peer 3.3.3.3

set transformset trvpn

mat ch address 111
crypto map vpn 20 ipsec-isaknp
set peer 8.8.8.8

set transformset trvpn

mat ch address 112
crypto map vpn 30 i psec-isaknp
set peer 4.4.4.4

set transformset trvpn

mat ch address 113

|
isdn switch-type basic-ni
|
key chain ccie
key 1

key-string ccie
|
I
i nterface Loopback6

description OSPF Loopback

i p address 6.6.6.6 255.255. 255. 255
I p ospf network point-to-point

|
i nterface Loopbackl6

descri ption Loopback for VPN full nesh




I p address 16.16. 16. 16 255. 255. 255. 0

nterface Loopback66
i p address 140.100. 86.1 255. 255. 255. 224

nterface Loopback666
descri pti on BGP Loopback
i p address 6.6.6.66 255.255. 255, 255

nterface Tunnel O

description To R8 over PI X2

i p address 192.168.2.2 255.255.255.0

p ospf authentication nmessage-di gest

i p ospf nessage-di gest-key 5 mid5 cisco

tunnel source 130.100.26.6
tunnel destination 130.100. 26. 3
crypto map vpn

nt erface Tunnel 3

description Basic GRE Crypto to R3

I p address 192. 168. 36. 2 255. 255. 255. 0
tunnel source 6.6.6.6

tunnel destination 3.3.3.3

crypto map vpn

nt erface Tunnel 4

description Basic GRE Crypto to R4

I p address 192. 168. 46. 2 255. 255. 255. 0
tunnel source 6.6.6.6

tunnel destination 4.4.4.4

crypto map vpn

nt erface Tunnel 8

description Basic GRE Crypto to R8

I p address 192. 168. 68.1 255. 255. 255.0
tunnel source 6.6.6.6

tunnel destination 8.8.8.8

crypto map vpn

nterface FastEthernet0/0
i p address 130.100. 26. 6 255. 255. 255. 224

nat inside
rip authenticati on node nd5
rip authentication key-chain ccie

i
[
[
I p inspect ccie in

T T T O




standby 1 ip 130.100.26.1
standby 1 preenpt

standby 1 authentication ccie
standby 1 track Serial0/0
crypto map vpn

nterface BRI O/0

no i p address

encapsul ati on ppp

i p ospf cost 65000

di al er pool -nmenber 1

I sdn switch-type basic-ni

i sdn tei-negotiation first-cal
i sdn spidl 6661 6666

i sdn spid2 6662 6666

ppp authentication chap

nterface Serial0/0

I p address 140. 100. 56. 6 255. 255. 255. 192
I p access-group ccie in

no ip redirects

I p nat outside

no i p route-cache sane-interface

i p ospf authentication nessage-di gest

I p ospf nmessage-digest-key 5 nmd5 cisco
i p ospf network point-to-point

crypto map vpn

nterface Dialerl

i p address 172.22.85.2 255.255.255.0
encapsul ation ppp

I p ospf authentication nessage-di gest
i p ospf nessage-di gest-key 5 mid5 cisco
i p ospf cost 65535

I p ospf demand-circuit

di al er pool 1

di al er idle-tinmeout 60

di al er string 8888

di al er hol d- queue 20

dialer-group 1

no peer default ip address

no fair-queue




ppp cal | back request
ppp authentication chap

ppp chap hostnane R6
ppp chap password O cisco

router eigrp 100

network 16.0.0.0

network 192.168.36.0
network 192.168.46.0
network 192.168.68.0

maxi mum

no aut o-
|

paths 1
sumary

router ospf 123

router-id 6.6.6.6

| og- adj acency-changes det ai |

ink 5.5.5.5 authentication nessage-di gest
ink 5.5.5.5 nessage-di gest-key 5 nd5 cisco

area 56 authentication nessage-di gest
area 56 virtual -|

area 56 virtual -|

area 86 authentication nessage-di gest
network 6.6.6.6 0.0.0.0 area 56
networ k 140.100.56.0 0.0.0.63 area 56
network 172.22.85.0 0.0.0.255 area 86

default-information originate al ways

di stribute-1i st

[
router ri
ver si on

Y
2

1 out

network 130.100.0.0

no aut o-
I

summry

}outer bgp 456
no synchroni zation
bgp router-id 6.6.6.6

bgp | og- nei ghbor - changes
network 6.6.6.66 nmask 255. 255. 255. 255
net wor k 140. 100. 86. 0 mask 255. 255. 255. 224

nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor

no aut o-
|

ip nat inside source list 1 interface Serial 0/0 overl oad

8.8.8.8
8.8.8.8
8.8.8.8
140. 100.
140. 100.
sunmmary

renot e-as 65000
ebgp-mul ti hop 2
updat e- source Loopback®6
56.5 renote-as 456

56.5 next-hop-self




ip nat inside source static tcp 130.100.26.10 80 140. 100.56.6 80
ext endabl e no-alias

ip nat inside source static tcp 130.100.26.12 21 140.100.56.6 21
ext endabl e no-alias

ip nat inside source static tcp 130.100.26.12 20 140.100.56.6 20
ext endabl e no-alias

ip nat inside source static tcp 130.100.26.6 23 140.100.56.6 23
ext endabl e no-alias

ip classless

ip route 192.168.1.0 255.255.255.0 130.100.26.2

ip route 192.168.1.1 255.255. 255. 255 130. 100. 26. 2

ip http server

|
!
ip access-list standard no_ospf_route

deny 130. 100. 26.0 0.0.0. 255

permt any

ip access-list extended tine_acl

deny tcp any any eq ww | og tine-range weekdays

permt udp any any tine-range weekends

permt gre any any |og

permt ospf any any |og

permt icnp any any |og

permt tcp any any eq bgp | og

permt tcp any any eq telnet | og

permt esp any any | og

permt ahp any any |og

permt ip any any | og
| oggi ng 130. 100. 26. 8
access-list 111 permt ip 16.16.16.0 0.0.0.255 13.13.13.0
0.0.0.255 I og
access-list 112 permt ip 16.16.16.0 0.0.0.255 18.18.18.0
0.0.0. 255 log
access-list 113 permt ip 16.16.16.0 0.0.0.255 14.14.14.0
0.0.0.255 I og

|
ti me-range weekdays

peri odi c weekdays 8:00 to 20: 00
|

iine-range weekends
periodi c weekend 12: 00 to 20:00

R6#sho ip route eigrp

18.0.0.0/32 is subnetted, 1 subnets
D 18.18.18.18 [90/297372416] via 192.168.68.2, 01:58: 27,
Tunnel 8




D 192. 168. 38. 0/ 24 [ 90/ 310044416] via 192.168.36.1, 01:58: 27,

Tunnel 3
D 192.168. 34. 0/ 24 [90/310044416] via 192.168.46.1, 01:58: 26,

Tunnel 4
13.0.0.0/32 is subnetted, 1 subnets

D 13.13.13.13 [90/297372416] via 192.168.36.1, 01:58: 26,
Tunnel 3

14.0.0.0/32 is subnetted, 1 subnets
D 14.14.14. 14 [90/297372416] via 192.168.46.1, 01:58: 26,
Tunnel 4

D 192.168. 48. 0/ 24 [90/310044416] via 192.168.46.1, 01:58: 27,
Tunnel 4

R6# sho crypto map
Crypto Map "vpn" 10 ipsec-isaknmp

Peer = 3.3.3.3

Ext ended I P access list 111

access-list 111 permt ip 16.16.16.0 0.0.0. 255

13.13.13.0 0.0.0.255

Current peer: 3.3.3.3

Security association lifetinme: 4608000 kil obytes/ 3600
seconds

PFS (Y/N): N

Transform sets={ trvpn, }

Crypto Map "vpn" 20 ipsec-isaknmp

Peer = 8.8.8.8

Ext ended I P access list 112

access-list 112 permt ip 16.16.16.0 0.0.0. 255

18.18.18.0 0.0.0. 255

Current peer: 8.8.8.8

Security association lifetime: 4608000 kil obytes/ 3600
seconds

PFS (Y/N): N

Transform sets={ trvpn, }

Crypto Map "vpn" 30 ipsec-isaknm

Peer = 4. 4. 4.4

Ext ended I P access list 113

access-list 113 permt ip 16.16.16.0 0.0.0. 255

14.14.14.0 0.0.0. 255

Current peer: 4.4.4.4

Security association lifetime: 4608000 kil obytes/ 3600
seconds

PFS (Y/N): N

Transform sets={ trvpn, }




| nterfaces using crypto map vpn:
Fast Et hernet 0/ 0
Serial 0/0
Tunnel O
Tunnel 3
Tunnel 4
Tunnel 8

R6#pi ng

Protocol [ip]:

Target | P address: 13.13.13.13

Repeat count [5]:

Dat agr am si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmmands [n]: vy

Source address or interface: 16.16.16.16

Type of service [0]:

Set DF bit in IP header? [no]:

Val i date reply data? [no]:

Data pattern [ O0xABCD) :

Loose, Strict, Record, Tinmestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICWMP Echos to 13.13.13.13, tineout is 2
seconds:

Packet sent with a source address of 16.16.16.16

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
164/ 168/ 172 ns

R6#pi ng

Protocol [ip]:

Target | P address: 14.14.14.14

Repeat count [5]:

Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 16.16.16.16
Type of service [0]:

Set DF bit in I P header? [no]:

Val idate reply data? [no]:

Data pattern [ OxABCD) :

Loose, Strict, Record, Tinmestanp, Verbose[none]:
Sweep range of sizes [n]:




Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 14.14.14.14, tinmeout is 2

seconds:

Packet sent with a source address of 16.16.16.16

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
72/ 74/ 80 ns

R6#pi ng

Protocol [ip]:

Target | P address: 18.18.18.18

Repeat count [5]:

Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended commands [n]: vy

Source address or interface: 16.16.16.16

Type of service [0]:

Set DF bit in |IP header? [no]:

Val idate reply data? [no]:

Dat a pattern [ OXABCD]:

Loose, Strict, Record, Tinmestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 18.18.18.18, timeout is 2
seconds:

Packet sent with a source address of 16.16.16.16

Mar 11 15:50:41.508: %SEC- 6- 1 PACCESSLOGDP: |ist 111 permtted
icnp 16.16.16.16 -> 18.18.18.18 (8/0), 1 packet.!!!!

Success rate is 80 percent (4/5), round-trip m n/avg/ max =
12/ 13/ 16 s

R6#sho crypto i saknp sa

dst Src state conn-id sl ot
6.6.6.6 3.3.3.3 QM | DLE 2
6.6.6.6 8.8.8.8 QM | DLE 1 0
6.6.6.6 4.4.4.4 QM | DLE 3

host nane RS8
|

iogging queue-limt 100
enabl e password 7 05080F1C2243
|

usernane R6 password 7 01100F175804
usernane R8 password 7 13061E010803
usernane cisco privilege 15 password 7 02050D480809




clock tinezone PST -8
clock summer-time PDT recurring

crypto isaknmp policy 1

hash nmd5

aut hentication pre-share

lifetime 2000
crypto isaknp key cisco address 3. 3. 3.
crypto isaknp key cisco address 4. 4. 4.
crypto isaknp key cisco address 6.6. 6.
|
I
crypto ipsec transformset trvpn esp-des esp-sha-hmac

node transport

(o2~ PV

|
crypto map vpn 10 i psec-isaknp
set peer 6.6.6.6
set transformset trvpn
mat ch address 111
crypto map vpn 20 ipsec-isaknp
set peer 4.4.4.4
set transformset trvpn
mat ch address 112
crypto map vpn 30 ipsec-isaknp
set peer 3.3.3.3
set transformset trvpn
mat ch address 113
|
i sdn swi tch-type basic-ni
|
I
key chain ccie
key 1
key-string ccie
|
I
i nterface Loopback8
description OSPF Loopback
i p address 8.8.8.8 255. 255. 255. 255
I p ospf network point-to-point
|
interface Loopbackl18
descri ption Loopback for VPN full nesh




I p address 18.18.18. 18 255. 255. 255. 0
I

nterface Loopback88
description BGP Loopback
i p address 8.8.8.88 255.255. 255, 255

nterface Tunnel 1

description GRE Tunnel to R6

I p address 192.168. 2.1 255. 255. 255.0

i p broadcast-address 192. 168. 2. 255

i p ospf authentication nessage-di gest

I p ospf nessage-digest-key 5 md5 7 045802150C2E
tunnel source 192.168.1.1

tunnel destination 130.100. 26.6

crypto map vpn

nterface Tunnel 3

description Basic GRE Crypto to R3

i p address 192.168. 38. 2 255. 255. 255.0
tunnel source 8.8.8.8

tunnel destination 3.3.3.3

crypto map vpn

nt erface Tunnel 4

description Basic GRE Crypto to R4

I p address 192. 168. 48. 2 255. 255. 255.0
tunnel source 8.8.8.8

tunnel destination 4.4.4.4

crypto map vpn

nt erface Tunnel 6

description Basic GRE Crypto to R6

I p address 192. 168. 68. 2 255. 255. 255.0
tunnel source 8.8.8.8

tunnel destination 6.6.6.6

crypto map vpn

nterface FastEthernet0/0
description NAT to Internet
I p address dhcp

i p nat outside

nterface BRI O/ 0
no i p address
encapsul ati on ppp




I p ospf cost 100
di al er rotary-group 10

di aler-group 1

i sdn switch-type basic-ni
I sdn spidl 8881 8888

i sdn spi d2 8882 8888

ppp authentication chap

i nterface Fast EthernetO/1
i p address 192.168. 1.1 255.255.255.0
I p nat inside

interface Dialerl0

I p address 172.22.85.1 255.255.255.0
encapsul ati on ppp

i p ospf authentication nessage-di gest
i p ospf nmessage-digest-key 5 mid5 7 0822455D0A16
I p ospf cost 65535

di al er in-band

di al er idle-tineout 45

di al er enabl e-timeout 5

di al er hol d- queue 20

di al er aaa

di al er-group 1

no peer default ip address

ppp cal |l back accept

ppp authentication chap callin
|
router eigrp 100
network 192.168.38.0
network 192.168.48.0
network 192.168.68.0
maxi mum pat hs 1

no aut o- summary

|
router ospf 123

router-id 8.8.8.8

| og- adj acency-changes det ai |

area 86 authentication nessage-di gest
network 8.8.8.8 0.0.0.0 area 86
network 172.22.85.0 0.0.0.255 area 86

default-information originate al ways




distribute-list 10 in
|
router rip

version 1

network 192.168.1.0
no aut o-sunmary

|
router bgp 65000

no synchroni zation

bgp router-id 8.8.8.8

bgp | og- nei ghbor - changes

network 8.8.8.88 mask 255. 255. 255. 255
redi stribute connected route-map | oop
nei ghbor 6.6.6.6 renpte-as 456

nei ghbor 6.6.6.6 ebgp-nultihop 2

nei ghbor 6.6.6.6 update-source Loopback8
no aut o- summary

!
ip tacacs source-interface Loopback8
!
!
!
|

access-list 111 permt ip 18.18.18.0 0.0.0.255 16.16.16.0
0.0.0. 255 |l og
access-list 112 permt ip 18.18.18.0 0.0.0.255 14.14.14.0
0.0.0.255 I og
access-list 113 permt ip 18.18.18.0 0.0.0.255 13.13.13.0
0.0.0.255 log
dialer-list 1 protocol ip permt

|
!
tacacs-server host 192.168.1.7
tacacs-server directed-request
tacacs-server key cisco6727

|
line vty 0 4
transport input telnet ssh
line vty 5 15

privilege level 15

|
ntp aut hentication-key 6727 nd5 104DO00A0618 7
ntp authenticate

ntp trusted-key 6727

ntp clock-period 17180064

ntp master

ntp peer 192.168.1.222 key 6727




R8#sho ip route eigrp
D 192. 168. 46. 0/ 24 [ 90/ 310044416] via 192.168.48.1, 03:01: 48
Tunnel 4

16.0.0.0/32 is subnetted, 1 subnets
D 16. 16. 16. 16 [90/297372416] via 192.168.68.1, 03:01:48,
Tunnel 6
D 192.168. 36. 0/ 24 [90/310044416] via 192.168.38.1, 03:01: 48,
Tunnel 3
D 192.168. 34. 0/ 24 [90/310044416] via 192.168.38.1, 03:01:48
Tunnel 3

13.0.0.0/32 is subnetted, 1 subnets
D 13.13.13.13 [90/297372416] via 192.168.38.1, 03:01:48,
Tunnel 3

14.0.0.0/32 is subnetted, 1 subnets
D 14.14.14.14 [90/297372416] via 192.168.48.1, 03:01:48,
Tunnel 4

R8#sho crypto map
Crypto Map "vpn" 10 ipsec-isaknmp

Peer = 6.6.6.6

Extended I P access list 111

access-list 111 permt ip 18.18.18.0 0.0.0. 255

16. 16. 16. 0 0.0.0. 255

Current peer: 6.6.6.6

Security association lifetime: 4608000 kil obytes/ 3600
seconds

PFS (Y/N): N

Transform set s={

trvpn,
}

Crypto Map "vpn" 20 ipsec-isaknm

Peer = 4.4.4.4

Ext ended I P access list 112

access-list 112 permt ip 18.18.18.0 0.0.0. 255

14.14.14.0 0.0.0. 255

Current peer: 4.4.4. 4

Security association lifetine: 4608000 kil obytes/ 3600
seconds

PFS (Y/N): N

Transform set s={

trvpn,
}

Crypto Map

vpn" 30 ipsec-isaknp




Peer = 3.3.3.3
Extended I P access list 113
access-list 113 permt ip 18.18.18.0 0.0.0. 255

13.13.13.0 0.0.0. 255

Current peer: 3.3.3.3

Security association lifetinme: 4608000 kil obytes/ 3600
seconds

PFS (Y/N): N

Transform set s={

trvpn,
}

| nterfaces using crypto map vpn:
Tunnel 1
Tunnel 3
Tunnel 4
Tunnel 6

R8#pi ng

Protocol [ip]:

Target | P address: 13.13.13.13

Repeat count [5]:

Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 18.18.18.18

Type of service [O0]:

Set DF bit in IP header? [no]:

Val i date reply data? [no]:

Data pattern [ O0xABCD) :

Loose, Strict, Record, Tinmestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 13.13.13.13, tineout is 2
seconds:

Packet sent with a source address of 18.18.18.18

Success rate is 100 percent (5/5), round-trip m n/avg/ max =
168/ 168/ 172 ns

R8#pi ng

Protocol [ip]:

Target | P address: 14.14.14.14

Repeat count [5]:

Dat agr am si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 18.18.18.18




Type of service [O0]:

Set DF bit in IP header? [no]:

Val i date reply data? [no]:

Data pattern [ OxABCD) :

Loose, Strict, Record, Tinmestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICWMP Echos to 14.14.14.14, tinmeout is 2
seconds:

Packet sent with a source address of 18.18.18.18

[

Success rate is 100 percent (5/5), round-trip m n/avg/ max =
76/ 100/ 192 ns

R8#pi ng

Protocol [ip]:

Target | P address: 16.16.16.16

Repeat count [5]:

Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 18.18.18.18

Type of service [0]:

Set DF bit in IP header? [no]:

Val idate reply data? [no]:

Data pattern [OxABCD]:

Loose, Strict, Record, Tinmestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 16.16.16.16, tinmeout is 2
seconds:

Packet sent with a source address of 18.18.18.18

[

Success rate is 100 percent (5/5), round-trip m n/avg/ max =
12/ 14/ 16 s

R8#sho crypto i saknp sa

dst src state conn-id sl ot
3.3.3.3 8.8.8.8 QM I DLE 2 0
4.4.4. 4 8.8.8.8 QM I DLE 4 0
6.6.6.6 8.8.8.8 QM | DLE 3 0
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Pl X2(config)# sho run
Saved

Pl X Version 6.2(2)
interface ethernetO auto
interface ethernetl auto




nanei f ethernetO0 outside security0O
nanei f ethernetl inside securityl00

enabl e password 2KFQnbNI dI . 2KYOU encrypt ed

passwd 2KFOnbNI dI . 2KYOU encr ypt ed

host nane PI X2

fixup protocol ftp 21

access-list inside_outbound natO_acl permt ip 192.168.1.0
255. 255.255.0 10.1.1.0 255.255.255.0

access-list outside _cryptomap_20 permt ip 192.168.1.0
255. 255.255.0 10.1.1.0 255.255.255.0

i p address outside 130.100.26.2 255. 255, 255. 224

ip address inside 192.168.1.222 255.255.255.0

nat (inside) O access-list inside_outbound natO_acl
access-group outside_access_in in interface outside

route outside 0.0.0.0 0.0.0.0 130.100.26.6 1

route inside 192.168.0.0 255.255.0.0 192.168.1.1 1

sysopt connection permt-ipsec

service resetinbound

crypto ipsec transform set ESP-DES- MD5 esp-des esp-nd5- hmac
crypto map outside_map 20 ipsec-isaknp

crypto map outside_map 20 match address outside_cryptomp_20
crypto map outside_map 20 set peer 130.100.1.1

crypto map outside_map 20 set transform set ESP- DES- MD5
crypto map outside_map interface outside

i saknp enabl e outsi de

i saknp key *****x** zddress 130.100.1.1 netnmask 255.255. 255, 255
no- xaut h no-confi g- node

i saknp identity address

saknp policy 20 authentication pre-share

saknp policy 20 encryption des

saknp policy 20 hash md5

saknp policy 20 group 1

[
[
[
i
[
i saknmp policy 20 lifetine 86400

Pl X2(confi g)# debug crypto ipsec
PI X2(config)# debug crypto isaknp
Pl X2(confi g)# debug crypto engi ne

| SAKMP (0): beginning Main Mdde exchange

crypto_i saknmp_process_bl ock:src:130.100. 1.1, dest:130.100.26.2
spt: 500 dpt: 500




OAK_MM exchange

| SAKMP (0): processing SA payload. nessage ID =0

| SAKMP (0): Checking | SAKMP transform 1 against priority 20
policy

| SAKMP: encryption DES-CBC

| SAKMP: hash NMD5

| SAKIVP: default group 1

| SAKIVP: auth pre-share

| SAKMP: life type in seconds

| SAKVP: life duration (VPI) of O0xO0 Ox1 Ox51 0x80

| SAKMP (0): atts are acceptable. Next payload is O

| SAKMP (0): SA is doing pre-shared key authentication using id
type | D_| PV4_ADDR

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src:130.100. 1.1, dest:130.100.26.2
spt: 500 dpt: 500

OAK_MM exchange

| SAKMP (0): processing KE payload. nmessage ID =0

| SAKMP (0): processi ng NONCE payl oad. nessage ID = 0
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): renpte peer supports dead peer detection
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): speaking to another |IOS box!

| SAKMP (0): | D payl oad
next - payl oad : 8

type 1
pr ot ocol .17
port . 500
| engt h . 8

| SAKMP (0): Total payload |ength: 12

return status i s | KMP_NO ERROR

crypto_i saknp_process_bl ock: src:130.100. 1.1, dest:130.100.26.2
spt: 500 dpt: 500

OAK_MM exchange

| SAKMP (0): processing |ID payload. nessage ID =0

| SAKMP (0): processing HASH payl oad. nessage ID = 0

| SAKMP (0): SA has been authenticated




| SAKMP (0): begi nning Quick Mbde exchange, M 1D of

100359867: 5f b5ebbl PSEC( key_engi ne): got a queue event. ..

| PSEC(spi _response): getting spi 0x48958e19(1217760793) for SA
from 130.100.1.1 to 130. 100. 26.2 for prot 3

return status is | KMP_NO ERROR

| SAKMP (0): sending I NI TIAL_CONTACT notify

| SAKMP (0): sending NOTIFY nessage 24578 protocol 1

VPN Peer: | SAKMP: Added new peer: ip:130.100.1.1/500 Total VPN
Peers: 1

VPN Peer: | SAKMP: Peer ip:130.100.1.1/500 Ref cnt increnented
to:1 Total VPN Peers:1

crypto_i saknp_process bl ock: src:130.100. 1.1, dest:130.100. 26.2
spt: 500 dpt: 500

crypto_i saknp_process_bl ock: src:130.100. 1.1, dest:130.100.26.2
spt: 500 dpt: 500

OAK_(M exchange

oakl ey _process_qui ck_node:

OAK_QM I DLE

| SAKMP (0): processing SA payl oad. nmessage |ID = 100359867

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES
| SAKIVP: attributes in transform

| SAKMP: encaps is 1

| SAKIVP: SAlife type in seconds

| SAKMP: SA life duration (basic) of 28800

| SAKIVP: SA life type in kil obytes

| SAKIVP: SA life duration (VPI) of O0Ox0 0x46 0x50 0xO
| SAKMP: aut henti cator is HVAC- MD5

| SAKMP (0): atts are
accept abl e. | PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. msg.) dest= 130.100.1.1, src= 130.100. 26. 2,

dest proxy= 10.1. 1.0/ 255.255.255.0/0/0 (type=4),
src_proxy= 192.168. 1. 0/ 255. 255. 255.0/0/0 (type=4),
protocol = ESP, transforn= esp-des esp-nd5- hmac |,
i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

| SAKMP (0): processi ng NONCE payl oad. nessage | D = 100359867

| SAKMP (0): processing |ID payload. nessage ID 100359867
| SAKMP (0): processing |ID payl oad. nmessage |ID
100359867map_al l oc_entry: allocating entry 1

map_al l oc_entry: allocating entry 2




| SAKMP (0): Creating |IPSec SAs
i nbound SA from 130.100.1.1 to 130. 100. 26. 2
(proxy 10.1.1.0 to 192.168.1.0)
has spi 1217760793 and conn_id 1 and flags 4
lifetinme of 28800 seconds
lifetinme of 4608000 kil obytes
out bound SA from 130. 100.26.2 to 130.100.1.1
(proxy 192.168.1.0 to 10.1.1.0)
has spi 342191396 and conn_id 2 and flags 4
lifetime of 28800 seconds
lifetinme of 4608000 kil obytesl PSEC(key engine): got a
gueue event. ..
| PSEC(initialize_sas): ,
(key eng. msg.) dest= 130.100.26.2, src= 130.100.1.1,
dest proxy= 192.168. 1. 0/ 255. 255. 255.0/0/0 (type=4),
src_proxy= 10.1.1.0/255.255.255.0/0/0 (type=4),
protocol = ESP, transforns esp-des esp-nd5-hnmac |,
i fedur= 28800s and 4608000kb,
spi = 0x48958e19(1217760793), conn_id= 1, keysize= 0, flags=
0x4
| PSEC(initialize_sas): ,
(key eng. msg.) src= 130.100.26.2, dest= 130.100.1.1,
src_proxy= 192.168. 1. 0/ 255. 255. 255.0/0/0 (type=4),
dest proxy= 10.1.1.0/255.255.255.0/0/0 (type=4),
protocol = ESP, transforn= esp-des esp-nd5- hmac |,
i fedur= 28800s and 4608000kb,
spi = 0x14656d24(342191396), conn_id= 2, keysize= 0, flags=
0x4

VPN Peer: | PSEC. Peer ip:130.100.1.1/500 Ref cnt increnented
to:2 Total VPN Peers:1

VPN Peer: | PSEC. Peer ip:130.100.1.1/500 Ref cnt increnented
to:3 Total VPN Peers:1

return status is | KMP_NO ERROR

crypto_i saknmp_process_bl ock:src:130.100. 1.1, dest:130.100.26.2
spt: 500 dpt: 500

Pl X2(config)# sho crypto isa sa

Tot al 1
Enmbryonic : O
dst src state pendi ng
created
130.100.1.1 130. 100. 26. 2 QM I DLE 0
1

Pl X2(config)# sho crypto ipsec sa




i nterface: outside
Crypto map tag: outside_map, |ocal addr. 130.100.26.2

| ocal ident (addr/mask/prot/port):
(192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0)

remote ident (addr/mask/prot/port):
(10.1. 1.0/ 255.255. 255.0/0/0)

current _peer: 130.100.1.1:500

PERM T, flags={origin_is_acl,}

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify 3

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conmpr. failed: 0, #pkts
decompress failed: O

#send errors 1, #recv errors O

| ocal crypto endpt.: 130.100.26.2, renote crypto endpt.:
130.100.1.1

path ntu 1500, ipsec overhead 56, nedia mu 1500

current outbound spi: 14656d24

i nbound esp sas:
spi: 0x48958e19(1217760793)
transform esp-des esp-nmd5-hmac |,
in use settings ={Tunnel, }
slot: 0, conn id: 1, crypto map: outside_nap
sa timng: remaining key lifetinme (k/sec):
(4607999/ 28579)
|V size: 8 bytes
replay detection support: Y

i nbound ah sas:

I nbound pcp sas:

out bound esp sas:
spi: 0x14656d24(342191396)
transform esp-des esp-nmd5- hmac |,
in use settings ={Tunnel, }
slot: 0, conn id: 2, crypto map: outside_map
sa timng: remaining key lifetime (k/sec):
(4607999/ 28579)
|V size: 8 bytes




replay detection support: Y

out bound ah sas:

out bound pcp sas:

Pl X2(config)# sho crypto ma
Crypto Map: "outside map" interfaces: { outside }

Crypto Map "outside_map" 20 ipsec-isaknp

Peer = 130.100.1.1

access-list outside cryptomap 20 turbo-configured; 1
el ements

access-list outside_cryptomap_20 line 1 permt ip
192.168. 1.0 255.255.255.0 10.1.1.0 255.255.255.0 (hitcnt=6)

Current peer: 130.100.1.1

Security association lifetime: 4608000 kil obytes/ 28800
seconds

PFS (Y/N): N

Transform set s={ ESP- DES- MD5, }
Pl X2(config)#

Pl X1# sho run
Saved

PI X Version 6.2(2)

namei f ethernet0 outside securityO

namei f ethernetl inside securityl00

host nane PI X1

access-list inside_outbound_natO_acl permt ip 10.1.1.0
255. 255.255. 0 192.168.1.0 255.255.255.0

access-list outside _cryptomap 20 permt ip 10.1.1.0
255. 255.255. 0 192.168.1.0 255.255.255.0

interface ethernet0O auto

interface ethernetl auto

i p address outside 130.100.1.1 255.255.255.0

ip address inside 10.1.1.1 255.255.255.0

nat (inside) O access-list inside_outbound _natO_acl
route outside 0.0.0.0 0.0.0.0 130.100.1.3 1

route inside 9.9.9.0 255.255.255.0 10.1.1.9 1
sysopt connection permt-ipsec




no sysopt route dnat
crypto i psec transform set ESP-DES- MD5 esp-des esp-mi5- hmac

crypto map outside_map 20 ipsec-isaknp
crypto map outside_map 20 match address outside_cryptomp_20
crypto map outside_map 20 set peer 130.100. 26.2

crypto map outside_map 20 set transform set ESP-DES- VD5
crypto map outside_map interface outside

i saknmp enabl e out si de

i saknp key *******x gddress 130.100. 26. 2 net mask 255. 255. 255. 255

no- xaut h no-confi g- node

i saknp identity address

saknp policy 20 authentication pre-share
saknp policy 20 encryption des

saknmp policy 20 hash nd5

saknp policy 20 group 1

[
[
i
[
[
i saknmp policy 20 lifetine 86400

Pl X1#sho crypto isa sa

Tot al 1
Enbryonic : O
dst src state pendi ng
created
130.100.1.1 130. 100. 26. 2 QM I DLE 0
1
Pl X1#

Pl X1#sho crypto i psec sa
i nterface: outside
Crypto map tag: outside_map, |ocal addr. 130.100.1.1

| ocal ident (addr/mask/prot/port):
(10.1. 1.0/ 255. 255. 255. 0/ 0/ 0)

renmote ident (addr/mask/prot/port):
(192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0)

current _peer: 130.100. 26. 2

PERM T, flags={origin_is_acl,}

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify 10

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts
decompress failed: O

#send errors 0, #recv errors O

| ocal crypto endpt.: 130.100.1.1, renpte crypto endpt.:
130. 100. 26. 2

path ntu 1500, ipsec overhead 56, nedia mu 1500

current outbound spi: 48958el9




I nbound esp sas:
spi: 0x14656d24(342191396)

transform esp-des esp-nmd5- hmac |,

in use settings ={Tunnel, }
slot: 0, conn id: 2, crypto map: outside_map
sa timng: remaining key lifetine (k/sec):

(4607999/ 28300)

|V size: 8 bytes
replay detection support: Y

I nbound ah sas:
I nbound pcp sas:

out

bound esp sas:

spi: 0x48958e19(1217760793)

transform esp-des esp-nmd5-hmac |,

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: outside_nap
sa timng: remaining key lifetinme (k/sec):

(4607999/ 28300)

|V size: 8 bytes
replay detection support: Y

out bound ah sas:
out bound pcp sas:

Pl X1# sho crypto map

Crypto Map: "outside map" interfaces: { outside }

Crypto Map "outside_map" 20 ipsec-isaknp

255. 255.

seconds

Pl X1#

Peer = 130.100. 26.2

access-list outside_cryptomap_20; 1 elenents
access-list outside_cryptomap_20 permt ip 10.1.1.0
255.0 192.168. 1.0 255.255.255.0 (hitcnt=14)

Current peer: 130.100.26.2

Security association lifetime: 4608000 kil obytes/ 28800

PFS (Y/N): N
Transform set s={ ESP- DES- MD5, }




R8#ping 10.1.1.9

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 10.1.1.9, tineout is 2

seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max =
132/ 132/ 136 s

Section 22: 1PSec VPN with CA (17 M nutes)

CA-Auth

CA/AAA
192.168.1.7

NTP Master

FO/0
0/8 inside
1192.168.1.0/24

outside

VLANZ26

VLANS82

Tun 1
Must be shutdown for
this Case Study



Install cepsetup.exe from CD

CSCdwrazss

¢ | SCEP Add-0n for Certilicate Services Setup Wizand

Challenge Phrase Dptions

Seleck the chalange phrase if wou wish the CA ko sutomaticaly Bsus certficates o
SCEP requasts

elilinel ~ Fequira SCEP Chalenge Phease to Enrol

The SCEP protocal 2liaws the rauter ba provdde a chalenge phrase bo the C8 In the Macrosaft
05 Admi SCER irplementation this phrass s used & one bme passwond that can be used to
authenkicake the router making the requast,

0 The user satting up the rouker asks theoCo For 2 chalnge phrass. The user then provides
E 7 this phrasa during SCEP,

2 i The Ca will then detect this challenge password in the request and will immediastehy issue &
Heshest certficate if the phease has not vet been used by any other routes.
This speeds up router configuration since the user can request the phrase shead of tme and
i_} he ra lenger nesds to cal the CA o have each request approved,
.F Moke: You must check this option far an Enterprise CA or 8l users wil sutomaticaly be able to
deras request IP Security Cestificates,

Madia Fi il

Not e: Make sure to uncheck SCEP Chal | enge Phrase

Pl X2

domai n- nane ci sco.com

clock set 08:11:00 1 april 2003

clock tinmezone GV

ntp authentication-key 6727 nob ******xx




ntp aut henticate
ntp trusted-key 6727
ntp server 192.168.1.1 key 6727 source inside prefer

ca generate rsa key 512

ca identity caserver 192.168.1.7:/certsrv/nmscep/ nscep. dl
ca configure caserver ra 20 1 crloptiona

ca authen caserver

ca enroll caserver cisco

sho ca mypubkey rsa
% Key pair was generated at: 03:39:37 UTC Apr 2 2003
Key nanme: Pl X2.cisco.com

Usage: GCeneral Purpose Key

Key Dat a:

307c300d 06092a86 4886f 70d 01010105 00036b00 30680261 00910de3
3c9382a6

49bb9beb a56ceb6el 1a0l6fac 73f 32e58 de676b61 ff7eab679 625e37f8
38a7ff81l

38f 79eae f 3f ba3be ff490eal bd7c3d04 7733f3ba 3f7320f2 66d46dbf
6851b387

43bb9639 f4c22284 8555eff0 b905b716 285d44d0 bcc44b4d e€3020301 0001

Pl X2(config)# sho cl ock
03:46:32.112 UTC Wed Apr 2 2003

Pl X2(config)# sho ca certificate
CA Certificate
Status: Avail abl e
Certificate Serial Nunber: 528fe682a3f b53bd4ec07eaa0d059380
Key Usage: Signature
CN = CA Server
QU AES I P Core
O = "Cisco Systens
I nc"
L = San Jose
ST = CA
C = US
EA =<16> cci e4460@otmail.com
Val i dity Date:
start date: 23:12:01 UTC Mar 31 2003
end date: 23:20:53 UTC Mar 31 2005

RA Signature Certificate
Status: Avail abl e




Certificate Seri al
Si gnature

Key Usage:
CN = DB
= dB
= DB
= db

©g

wnr

T W
C = US
EA =<16> DB
Validity Date:
start date:

Number :

23:46: 53 UTC Mar

end

dat e:

23:56: 53 UTC Mar

6115cee9000000000002

31 2003
31 2004

RA KeyEnci pher

Certificate

St at us:

Avai |l abl e

Certificate Serial Nunber: 6115cfe3000000000003
Key Usage: Encryption
CN = DB
QU = dB
O = DB
L = db
ST =W
C = US
EA =<16> DB
Validity Date:
start date: 23:46:53 UTC Mar 31 2003
end date: 23:56:53 UTC Mar 31 2004
Certificate
Subj ect Nane
Nane: Pl X2.ci sco.com
St atus: Pendi ng
Key Usage: Ceneral Purpose
Fi ngerprint: 00000000 00000000 00000000 00000000

Pl X2(config)#

Fi ngerprint: 58c9eff9 d5885b15 47f 90327 d7cb9815

The certificate has been granted by CAl

ca save al
wite nmenory

R5

clock timzone PST -8




cl ock sumrer-time PDT recurring
|

ntp aut hentication-key 1 nmd5 110A1A0C12 7

ntp aut hentication-key 6727 nd5 03550B5F225F711C6F594F544F 7
ntp authenticate

ntp trusted-key 6727

ntp clock-period 17180064

ntp master

ntp peer 130.100. 26. 3 key 6727

R5R5# sho cl ock
20: 49: 20. 619 PST Tue Apr 1 2003

Note: Make sure tine is insync with the CA Server

R5(config)#i p donmai n-name ci sco.com
R5(confi g)#crypto key generate rsa
The name for the keys will be: R5.cisco
Choose the size of the key nodulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nodul us greater than 512 nay
t ake
a few m nutes.

How many bits in the nodulus [512]:

Generating RSA keys ...

[ OK]

00: 45: 12: %8SH- 5- ENABLED: SSH 1.5 has been enabl ed

R5(ca-identity)#crypto ca identity caserver
R5(ca-identity)# enroll ment node ra
R5(ca-identity)#enrol |l ment url

http://130. 100. 26. 7: 80/ certsrv/ nmscep/ nscep. dl |
R5(ca-identity)#crl optional

Configure PI X2 to allow NTP and CA aut h:

Pl X2

i p address outside 130.100.26.2 255.255. 255. 224

I p address inside 192.168.1.222 255. 255. 255.0

access-list outside_access_in permt tcp any host 130.100.26.7 eq wwww
access-list outside_access_in permt udp any host 130.100.26.3 eq ntp
gl obal (outside) 10 interface

nat (inside) 10 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 130.100.26.7 192.168.1.7 net mask
255.255.255.255 0 O

static (inside,outside) 130.100.26.3 192.168.1.1 netmask

255. 255.255.255 0 O

access-group outside_access_in in interface outside




FromR5 to verify port 80’
tel net 130.100.26.7 80 <- test port 80

HTTP/ 1.1 200 OK
Server: Mcrosoft-11S/5.0

Date: Wed, 02 Apr 2003 06:22:32 GMI
Content-Length: 3167

clock timezone PST -8

cl ock sumrer-tinme PDT recurring
|

ntp authentication-key 6727 nmd5 03550B5F225F711C6F594F544F 7
ntp aut henticate

ntp trusted-key 6727

ntp cl ock-period 17180064

ntp master

ntp peer 130.100.26.3 key 6727
|

R5#sho cl ock

20: 49: 20. 619 PST Tue Apr 1 2003

R5(confi g)#crypto ca authen caserver

Certificate has the following attributes:

Fi ngerprint: 5DD1A888 6F2BA9DA 9FF73BB7 CECA4499A
% Do you accept this certificate? [yes/no]:yes

R5(config)#crypto ca enroll caserver
%
% Start certificate enroll ment
% Create a chall enge password. You will need to verbally provide this
password to the CA Adm nistrator in order to revoke your
certificate.
For security reasons your password will not be saved in the
configuration.
Pl ease make a note of it.

Passwor d: ci sco
Re- enter password: cisco

% The subject name in the certificate will be: R5.cisco.com

% I nclude the router serial nunber in the subject name? [yes/no]: yes
% The serial nunber in the certificate will be: 06904020

% I nclude an I P address in the subject nane? [yes/no]: yes




I nterface:
% Ski ppi ng | P address

Request certificate from CA? [yes/no]: vy
% Certificate request sent to Certificate Authority

% The certificate request fingerprint will be displayed.
% The 'show crypto ca certificate' command will also show the
fingerprint.

R5#sho crypto ca certificates
Certificate
Status: Avail abl e
Certificate Serial Nunber: 610FD716000000000007
Key Usage: General Purpose
| ssuer:
CN = CA Server
QU = AES I P Core
O = "Cisco Systens

I nc"

L = San Jose
ST = CA

C = US

EA = cci e4460@otmail.com
Subj ect Nanme Cont ai ns:
Nanme: R5.cisco.com
Serial Nunmber: 06904020
CRL Di stribution Point:
http://sa-xyxwjtfll kbu/ CertEnroll/ CA%20Server. cr
Validity Date:
start date: 22:37:58 PST Apr 1 2003
end date: 22:47:58 PST Apr 1 2004
Associ ated ldentity: caserver

RA Signature Certificate
Status: Avail able
Certificate Serial Nunber: 6115CEE9000000000002
Key Usage: Signature
| ssuer:
CN = CA Server
QU = AES I P Core
O = "Cisco Systens

I nc"

L = San Jose
ST = CA

C = US

EA = cci ed4460@otmai |l . com




Subj ect :

CN = DB
oJ = dB
O = DB
L = db
ST = W
C = US
EA = DB

CRL Distribution Point:
http://sa-xyxwjtfll kbu/ CertEnroll/CA%Q0Server.crl
Val i dity Date:
start date: 15:46:53 PST Mar 31 2003
end date: 15:56:53 PST Mar 31 2004
Associ ated ldentity: caserver

RA KeyEnci pher Certificate
Status: Avail able
Certificate Serial Number: 6115CFE3000000000003
Key Usage: Encryption
| ssuer:
CN = CA Server
QU = AES I P Core
O = "Cisco Systens

I nc"

L = San Jose
ST = CA

C = US

EA = cci ed4460@otmil.com

Subj ect :

CN = DB

QU = dB

O = DB

L = db

ST =W

C = US

EA = DB

CRL Di stribution Point:
http://sa-xyxwjtfll kbu/ CertEnroll/CA%R0Server. crl
Validity Date:
start date: 15:46:53 PST Mar 31 2003
end date: 15:56:53 PST Mar 31 2004
Associ ated ldentity: caserver

CA Certificate
Status: Avail abl e
Certificate Serial Nunber: 528FE682A3FB53BD4ECO7EAA0D059380
Key Usage: Signature




| ssuer:
CN = CA Server

OU = AES | P Core
O = "Cisco Systens
I nc"

L = San Jose

ST = CA

C = US

EA = cci ed4460@otmil.com

Subj ect :

CN = CA Server

QU = AES I P Core
O = "Cisco Systens

I nc"

L = San Jose
ST = CA

C = US

EA = cci e4460@otmail.com
CRL Di stribution Point:
http://sa-xyxwjtfll kbu/ CertEnroll/CA%20Server. cr
Val i dity Date:
start date: 15:12:01 PST Mar 31 2003
end date: 15:20:53 PST Mar 31 2005
Associ ated ldentity: caserver

Configuration for PIX2 VPN

access-|list outside_access in permt tcp any host 130.100. 26.3 eq

t el net

access-list outside_access_in permt tcp any host 130.100.26.7 eq www
access-list outside_access in permt udp any host 130.100.26.3 eq ntp
access-list inside_outbound natO_acl permt ip 192.168.1.0
255.255.255.0 10.1.1.0 255.255.255.0

access-list inside_outbound natO_acl permt ip 192.168.1.0

255. 255. 255. 0 15.15.15. 0 255.255.255.0

access-list outside_cryptomap_40 permt ip 192.168.1.0 255.255.255.0
15.15.15. 0 255. 255. 255. 0

gl obal (outside) 10 interface
nat (inside) 0 access-list inside_outbound natO_acl
nat (inside) 10 0.0.0.0 0.0.0.0 O O

static (inside,outside) 130.100.26.7 192.168. 1.7 netmsk
255.255.255.255 0 O




static (inside,outside) 130.100.26.8 192.168. 1.8 net mask
255.255.255.255 0 O
static (inside,outside) 130.100.26.3 192.168.1.1 net mask

255.255.255.255 0 0

access-group outside _access_in in interface outside
route outside 0.0.0.0 0.0.0.0 130.100.26.6 1
route inside 192.168.0.0 255.255.0.0 192.168.1.1 1

ntp authentication-key 6727 nd5 ****x**x

ntp aut henticate

ntp trusted-key 6727

ntp server 192.168.1.1 key 6727 source inside prefer

crypto i psec transform set ESP-DES- MD5 esp-des esp-nd5- hmac

crypto map outside_map 20 ipsec-isaknmp

crypto map outside_map 20 match address outside_cryptomap_20

crypto map outside_nmap 20 set peer 130.100.1.1
crypto map outside_map 20 set transform set ESP-DES- MD5

crypto map outside_map 40 ipsec-isaknmp

crypto map outside_map 40 match address outside_cryptomap_40

crypto map outside_map 40 set peer 140.100.56.5

crypto map outside_map 40 set transform set ESP-DES- MD5
crypto map outside_map interface outside

i saknp enabl e out si de

I saknmp peer ip 140.100.56.5 no-xauth no-confi g-node

i sakmp policy 20 authentication pre-share

i saknmp policy 20 encryption des

I saknmp policy 20 hash md5

I saknmp policy 20 group 1

i saknmp policy 20 lifetine 86400

i saknmp policy 40 authentication rsa-sig

I saknp policy 40 encryption des

I sakmp policy 40 hash nmd5

i saknmp policy 40 group 1

i saknp policy 40 lifetime 86400

I saknmp identity hostnane

ca identity caserver 192.168.1.7:/certsrv/ mscep/ nscep. dl
ca configure caserver ra 20 1 crloptiona

Pl X2#sho crypto map

Crypto Map: "outside_map" interfaces: { outside }




Crypto Map "outside_map" 20 ipsec-isaknp

Peer = 130.100.1.1

access-list outside_cryptomap_20; 1 elenents

access-list outside_cryptomap 20 line 1 permt ip 192.168.1.0
255.255.255.0 10.1.1.0 255.255.255.0 (hitcnt=0)

Current peer: 130.100.1.1

Security association |lifetinme: 4608000 kil obytes/ 28800 seconds

PFS (Y/N): N

Transform set s={ ESP- DES- MD5, }

Crypto Map "outside_map" 40 ipsec-isaknp

Peer = 140.100.56.5

access-list outside cryptomap_40; 1 elenents

access-list outside_cryptomap_40 line 1 permt ip 192.168.1.0
255. 255. 255. 0 15. 15. 15. 0 255. 255. 255. 0 (hitcnt =6)

Current peer: 140.100.56.5

Security association |lifetinme: 4608000 kil obytes/ 28800 seconds

PFS (Y/N): N

Transform set s={ ESP- DES- MD5, }

Crypto Map: "vpn" interfaces: { }

Crypto Map "vpn" 10 ipsec-isaknp
No matching address |ist set.
Current peer: 0.0.0.0
Security association |lifetinme: 4608000 kil obytes/ 28800 seconds
PFS (Y/N): N
Transform sets={ }
Pl X2#

Pl X2(config)# sho debug
debug crypto ipsec 1
debug crypto isaknp 1
debug crypto engine
debug crypto ca 1

Pl X2(config)#

Ping from PC on Segnent 192. 168. 1. x

C:\ Docunents and Settings\ Adm n>pi ng 15.15. 15. 15

Pi ngi ng 15.15.15.15 with 32 bytes of data:




Request tinmed out.
Request tinmed out.

Reply from 15.15.15.15: bytes=32 ti ne=205ms TTL=255
Reply from 15. 15.15. 15: bytes=32 ti me=99nms TTL=255

Ping statistics for 15.15.15.15:

Packets: Sent = 4, Received = 2, Lost = 2 (50% I oss),
Approximate round trip tines in mlli-seconds:

M ni mum = 99nms, Maxi num = 205nms, Average = 152ns

| SAKMP (0): beginning Main Mdde exchange

crypto_i saknp_process_bl ock: src: 140. 100. 56. 5, dest: 130. 100. 26. 2 spt: 500
dpt : 500

OAK_MM exchange

| SAKMP (0): processing SA payload. nessage ID =0

| SAKMP (0): Checking | SAKMP transform 1 against priority 20 policy

| SAKMP: encrypti on DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 1

| SAKMP: auth RSA sig

| SAKIVP: life type in seconds

| SAKIVP: life duration (VPI) of 0x0 Ox1 Ox51 0x80

| SAKMP (0): atts are not acceptable. Next payload is O
| SAKMP (0): Checking | SAKMP transform 1 against priority 40 policy

| SAKMP: encrypti on DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 1

| SAKMP: auth RSA sig

| SAKIVP: life type in seconds

| SAKIVP: life duration (VPI) of 0x0 Ox1 0x51 0x80

| SAKMP (0): atts are not acceptable. Next payload is O
| SAKMP (0): Checking I SAKMP transform 1 against priority 65535 policy

| SAKIVP: encrypti on DES- CBC

| SAKMP: hash SHA

| SAKVP: default group 1

| SAKMP: auth RSA sig

| SAKIVP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 Ox1 O0x51 0x80

| SAKMP (0): atts are acceptable. Next payload is O

| SAKMP (0): SA is doing RSA signature authentication using id type

| D_FQDN

return status i s | KMP_NO ERROR

crypto_i saknp_process_bl ock: src: 140. 100. 56. 5, dest: 130. 100. 26. 2 spt: 500
dpt : 500




OAK_MM exchange

| SAKMP (0): processing KE payl oad. message ID = 0
| SAKMP (0): processi ng NONCE payl oad. nessage ID = 0
| SAKMP (0): processing CERT_REQ payl oad. nessage ID = 0
| SAKMP (0): peer wants a CT_X509_SI GNATURE cert
| SAKMP (0): processing CERT_REQ payl oad. message ID =0
| SAKMP (0): peer wants a CT_X509 KEY_ EXCHANGE cert
CRYPTO _CA: certificate not found
| SAKMP (0): can't find router cert for key exchange!
| SAKMP (0): processing vendor id payl oad
| SAKMP (0): speaking to another |IOS box!
| SAKMP (0): | D payl oad
next - payload : 6
type C 2
pr ot ocol » 17
port 500
| engt h » 18
| SAKMP (0): Tot al payload | ength: 22

return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src: 140. 100. 56. 5, dest:130.100. 26. 2 spt: 500

dpt: 500

OAK_MM exchange

| SAKMP (0): processing |ID payload. nessage ID =0

| SAKMP (0): processing CERT payl oad. nessage ID =0

| SAKMP (0): processing a CT_X509_SI GNATURE cert

CRYPTO PKI: status = 0: crl check ignored

CRYPTO PKI: WARNING. Certificate, private key or CRL was not found

whil e sel ecting CRL

CRYPTO PKI: cert revocation status unknown.

| SAKMP (0): cert approved w th warning

| SAKMP (0): processing SIG payload. nessage ID =0

| SAKMP (0): sa->peer.nane =, sa->peer_id.id.id_fqdn.fqgdn =
R5. ci sco. com

| SAKMP (0): SA has been authenticated

| SAKMP (0): beginning Quick Mdde exchange, M 1D of

1118864114: 42b082f 21 PSEC( key _engi ne): got a queue event...
| PSEC(spi _response): getting spi Ox3bf8a75a(1006151514) for
from 140. 100.56.5 to 130. 100. 26.2 for prot 3

SA

return status is | KMP_NO ERROR
| SAKMP (0): sending I N TIAL_CONTACT notify




| SAKMP (0): sending NOTI FY nessage 24578 protocol 1
VPN Peer: | SAKMP: Added new peer: ip:140.100.56.5/500 Total VPN Peers:1

VPN Peer: | SAKMP: Peer ip:140.100.56.5/500 Ref cnt increnmented to:1
Total VPN Peers:1

crypto_i saknp_process_bl ock: src: 140. 100. 56. 5, dest: 130.100. 26. 2 spt: 500
dpt: 500

OAK_QM exchange

oakl ey process_qui ck_node:

OAK_QM | DLE

| SAKMP (0): processing SA payload. nessage ID = 1118864114

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES
| SAKMP: attributes in transform

| SAKIVP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKVP: SA life duration (basic) of 28800

| SAKIVP: SAlife type in kil obytes

| SAKIVP: SA life duration (VPI) of 0x0 0x46 0x50 OxO
| SAKMP: aut henticator is HVAC- MD5

| SAKMP (0): atts are acceptable. | PSEC(validate_proposal request):
proposal part #1,
(key eng. nmsg.) dest= 140.100.56.5, src= 130.100. 26. 2,
dest _proxy= 15.15. 15. 0/ 255. 255. 255.0/0/0 (type=4),
src_proxy= 192.168. 1. 0/ 255. 255. 255.0/0/0 (type=4),
protocol = ESP, transforne esp-des esp-nd5- hmac
l'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

| SAKMP (0): processing NONCE payl oad. nessage ID = 1118864114

| SAKMP (0): processing |ID payload. nmessage ID 1118864114
| SAKMP (0): processing |ID payload. nmessage |ID 1118864114
| SAKMP (0): processing NOTIFY payl oad 24576 protocol 3
spi 828322018, nessage ID = 1118864114
| SAKMP (0): processing responder lifetine
| SAKMP (0): responder lifetime of 3600smap_alloc_entry: allocating
entry 1
map_al l oc_entry: allocating entry 2

| SAKMP (0): Creating |PSec SAs

i nbound SA from 140.100.56.5 to 130. 100. 26. 2 (proxy
15.15.15.0 to 192. 168. 1. 0)

has spi 1006151514 and conn_id 1 and flags 4

lifetime of 3600 seconds

lifetime of 4608000 kil obytes




out bound SA from 130. 100.26.2 to 140. 100. 56.5 (proxy
192.168.1.0 to 15. 15. 15. 0)
has spi 828322018 and conn_id 2 and fl ags 4
lifetime of 3600 seconds
lifetime of 4608000 kil obytesl PSEC(key _engi ne): got a queue
event. ..
| PSEC(initialize_sas): ,
(key eng. nmsg.) dest= 130.100.26.2, src= 140.100. 56. 5,
dest proxy= 192.168. 1. 0/ 255. 255. 255.0/0/0 (type=4),
src_proxy= 15.15. 15. 0/ 255. 255. 255.0/0/0 (type=4),
protocol = ESP, transforne esp-des esp-nd5- hmac
i fedur= 3600s and 4608000kb,
spi = Ox3bf 8a75a(1006151514), conn_id= 1, keysize= 0, flags= 0x4
| PSEC(initialize_sas): ,
(key eng. msg.) src= 130.100.26.2, dest= 140.100. 56. 5,
src_proxy= 192.168. 1. 0/ 255. 255. 255.0/0/0 (type=4),
dest proxy= 15.15. 15. 0/ 255. 255. 255.0/0/0 (type=4),
protocol = ESP, transforne esp-des esp-nd5- hmac
i fedur= 3600s and 4608000kb,
spi = 0x315f 30e2(828322018), conn_id= 2, keysize= 0, flags= 0x4

VPN Peer: | PSEC. Peer ip:140.100.56.5/500 Ref cnt incremented to:2
Total VPN Peers:1

VPN Peer: |PSEC. Peer ip:140.100.56.5/500 Ref cnt increnmented to:3
Total VPN Peers:1

return status is | KMP_NO ERROR

Pl X2(config)# sho crypto is sa

Tot al : 2
Embryonic : O
dst src state pendi ng creat ed
130. 100. 26. 2 140. 100. 56. 5 QM I DLE 0 1

crypto isaknmp policy 10
hash md5
aut hentication rsa-sig

!
!
crypto i psec transformset trvpn esp-des esp-nd5- hmac
|

crypto map vpn 10 i psec-isaknp
set peer 130.100.26.2
set transformset trvpn




mat ch address 101
!

i nterface Loopbackl5

Descri pti on VPN-Loopback To PI X2 CA Aut h:
i p address 15.15.15. 15 255. 255.255.0

|
i nterface EthernetO

i p address 130.100. 26.5 255. 255. 255. 224
standby 1 ip 130.100.26.1

standby 1 priority 95

standby 1 preenpt

standby 1 authentication ccie

|

interface Seriall

i p address 140. 100.56.5 255. 255. 255. 192
i p access-group 100 in

i p ospf authentication nessage-di gest

i p ospf message-di gest-key 5 nd5 cisco
i p ospf network point-to-point

cl ockrate 125000

crypto map vpn

|
access-list 101 permt ip 15.15.15.0 0.0.0.255 192.168.1.0 0.0.0. 255

| og

R5#sho crypto map
Crypto Map "vpn" 10 ipsec-isaknp
Peer = 130.100. 26. 2
Ext ended I P access list 101
access-list 101 permt ip 15.15.15.0 0.0.0.255 192.168.1.0
0.0.0. 255
Current peer: 130.100. 26. 2
Security association lifetinme: 4608000 kil obytes/ 3600 seconds
PFS (Y/N): N
Transform sets={ trvpn, }
Interfaces using crypto map vpn:
Et hernet O
Seriall

From PC on Segnment 192.168.1.x
C:\ Docunents and Settings\ Adm n>pi ng 15.15. 15. 15

Pingi ng 15.15.15.15 with 32 bytes of data:

Request tined out.




Request tinmed out.
Reply from 15. 15. 15. 15:
Reply from 15. 15. 15. 15:

Ping statistics for 15.
Packets: Sent = 4,
Approxi mate round trip tinmes in mlli-seconds:
M ni mrum = 24ms, Maxi nrum = 24nms, Average = 24ns

byt es=32 tinme=24ms TTL=255
byt es=32 tinme=24nms TTL=255

15. 15. 15:
Received = 2, Lost = 2 (50% 1 oss),

C.\ Docunments and Settings\ Adm n>

R5#

04: 05: 15:
04: 05: 15:
04: 05: 15:

04: 05: 15:

policy

04: 05: 15:
04: 05: 15:
04: 05: 15:
04: 05: 15:
04: 05: 15:
04: 05: 15:
04: 05: 15:

poiicy!

04: 05: 15:
04: 05: 15:

policy

04: 05: 15:
04: 05: 15:
04: 05: 15:
04: 05: 15:
04: 05: 15:
04: 05: 15:
04: 05: 15:
04: 05: 15:
04: 05: 15:

65535 pol |
04: 05: 15:

04: 05: 15:
04: 05: 15:
04: 05: 15:
04: 05: 15:
04: 05: 15:
04: 05: 15:
04: 05: 15:

| SAKMP (0:0):

| SAKMP: | oca

| SAKMP (0: 3):
| SAKMP (0: 3):

| SAKMP:;
| SAKMP:
| SAKMP;
| SAKMP:;
| SAKMP:
| SAKVP:
| SAKMP (0: 3):

| SAKMP (0: 3):
| SAKMP (0: 3):

| SAKMP:

| SAKMP:

| SAKMP:

| SAKMP:

| SAKMP:

| SAKMP:

| SAKMP (0: 3):
| SAKMP (0: 3):
| SAKMP (0: 3):
cy

| SAKMP:

| SAKMP:

| SAKMP:

| SAKMP:

| SAKMP:

| SAKMP:

| SAKMP (0: 3):
| SAKMP (0: 3):

recei ved packet from 130.100.26.2 (N) NEW SA
port 500, renmote port 500

processi ng SA payl oad. nessage ID = 0
Checking I SAKMP transform 1 against priority 10

encryption DES- CBC

hash NMD5

default group 1

auth RSA sig

life type in seconds

life duration (VPI) of O0xO0 Ox1 Ox51 0x80

Aut henticati on nethod offered does not match

atts are not acceptable. Next payload is 3
Checki ng | SAKMP transform 2 against priority 10

encryption DES- CBC

hash SHA

default group 1

auth RSA sig

life type in seconds

life duration (VPI) of O0xO0 Ox1 Ox51 0x80
Hash al gorithm of fered does not match policy!
atts are not acceptable. Next payload is O
Checking | SAKMP transform 1 against priority

encrypti on DES- CBC

hash NMD5

default group 1

auth RSA sig

life type in seconds

life duration (VPI) of 0x0 Ox1 Ox51 0x80
Hash al gorithm of fered does not match policy!
atts are not acceptable. Next payload is 3




04: 05:15: | SAKMP (0:3): Checking | SAKMP transform 2 against priority
65535 pollcy

04:05:1 | SAKVP: encrypti on DES-CBC

04:05:15: | SAKMP: hash SHA

04: 05: 15: | SAKMP: default group 1

04: 05: 15: | SAKMP: auth RSA sig

04: 05: 15: | SAKP: life type in seconds

04: 05: 15: | SAKIP: life duration (VPI) of 0x0 Ox1 Ox51 0x80
04:05:15: I SAKMP (0:3): atts are acceptable. Next payload is O

04: 05: 15: Crypt oEngi ne0: generate al g paraneter

04: 05: 16: CRYPTO ENGI NE: Dh phase 1 status: O

04: 05:16: CRYPTO ENGI NE: Dh phase 1 status: O

04:05:16: |ISAKMP (3): My ID configured as |Pv4 Addr, but Addr not in
Cert!

04: 05:16: |1 SAKMP (3): Using FQDN as My ID

04:05:16: I SAKMP (0:3): SA is doing RSA signature authentication using
id type | D_FQDN

04: 05:16: |1 SAKMP (0:3): sending packet to 130.100.26.2 (R} MM SA SETUP
04: 05:16: | SAKMP (0:3): received packet from 130.100.26.2 (R

MM_SA SETUP

04: 05:16: | SAKMP (0:3): processing KE payl oad. nessage ID = 0

04: 05:16: Crypt oEngi ne0: generate al g paraneter

04:05:18: | SAKMP (0:3): processi ng NONCE payl oad. nmessage ID =0

04: 05:19: CryptoEngi ne0: cal cul ate pkey hmac for conn id 3

04: 05:19: CryptoEngi ne0: create | SAKMP SKEYID for conn id 3
04:05:19: | SAKMP (0:3): SKEYID state generated

04:05:19: | SAKMP (0:3): processing CERT_REQ payl oad. nessage ID = 0
04:05:19: | SAKMP (0:3): peer wants a CT_X509 SI GNATURE cert

04:05:19: | SAKMP (0:3): peer want cert issued by CN = CA Server, QU =
AES | P Core, O = "Cisco Systens, Inc", L =

San Jose

, ST CA, C = US, EA = ccied4460@otmail.com

04: 05:19: | SAKMP (0:3): processing vendor id payl oad

04: 05:19: | SAKMP (0:3): processing vendor id payl oad

04: 05:19: | SAKMP (0:3): processing vendor id payl oad

04: 05:19: | SAKMP (0:3): processing vendor id payl oad

04:05:19: | SAKMP (0:3): speaking to another |10OS box!

04:05:19: I SAKMP (0:3): sending packet to 130.100.26.2 (R) WMV KEY_EXCH
04: 05:19: | SAKMP (0:3): received packet from 130.100.26.2 (R)

MM _KEY_EXCH

04:05:19: | SAKMP (0:3): processing ID payl oad. nessage ID = 0
04:05:19: | SAKMP (0:3): processing CERT payl oad. nessage ID =0
04:05:19: | SAKMP (0:3): processing a CT_X509_SI GNATURE cert

04: 05:19: CRYPTO _ENGI NE: key process suspended and conti nued
04:05:19: | SAKMP (0:3): cert approved with warning

04: 05:20: | SAKMP (0:3): processing SIG payload. nessage ID =0




04: 05:20: | SAKMP (3): sa->peer.nanme =, sa->peer_id.id.id_fqdn.fqdn =
Pl X2. ci sco. com
04: 05: 20: Crypto engine 0: RSA decrypt with public key
04: 05: 20: Crypt oEngi ne0: CRYPTO RSA PUB_DECRYPT
04: 05: 20: CRYPTO _ENG NE: key process suspended and conti nued
04: 05: 20: Crypt oEngi ne0: generate hmac context for conn id 3
04: 05:20: | SAKMP (0:3): SA has been authenticated with 130.100. 26. 2
04: 05:20: | SAKWMP (3): |ID payl oad
next - payl oad : 6

type C 2

pr ot ocol » 17
port . 500
| ength »12

04: 05: 20: | SAKMP (3): Total payload Iength: 16

04: 05: 20: | SKAMP: growi ng send buffer from 1024 to 3072

04: 05: 20: -Traceback= 3C2F482 3C38180 3C38412 3C2DCEA 3C27972 3C28892

04: 05: 20: Crypt oEngi ne0: generate hmac context for conn id 3

04: 05: 20: Crypto engine 0: RSA encrypt with private key

04: 05: 20: Crypt oEngi ne0: CRYPTO _RSA PRI V_ENCRYPT

04: 05: 22: CRYPTO _ENGI NE: key process suspended and conti nued

04: 05: 22: CRYPTO_ENGI NE: key process suspended and conti nued

04: 05: 22: CRYPTO _ENGI NE: key process suspended and conti nued

04: 05: 22: CRYPTO _ENGI NE: key process suspended and conti nued

04: 05: 23: CRYPTO _ENG NE: key process suspended and conti nued

04: 05: 23: CRYPTO_ENGI NE: key process suspended and conti nued

04: 05: 23: CRYPTO_ENGI NE: key process suspended and conti nued

04: 05: 23: CRYPTO _ENGI NE: key process suspended and conti nued

04: 05: 23: CryptoEngi ne0: clear dh nunber for conn id 1

04: 05:23: | SAKMP (0:3): sending packet to 130.100.26.2 (R} QM IDLE

04: 05:23: | SAKMP (0:3): received packet from 130.100.26.2 (R) QM IDLE

04: 05: 23: Crypt oEngi ne0: generate hnmac context for conn id 3

04:05:23: | SAKMP (0:3): processing HASH payl oad. nessage ID = -

688079982

04:05:23: | SAKMP (0:3): processing NOTIFY I NI TI AL_CONTACT protocol 1
spi 0, nmessage ID = -688079982, sa = 81377C

04: 05:23: | SAKMP (0:3): deleting node -688079982 error FALSE reason

"informational (in) state 1"

04: 05:23: | SAKMP (0:3): received packet from 130.100.26.2 (R) QM IDLE

04: 05: 23: Crypt oEngi ne0: generate hmac context for conn id 3

04: 05:23: | SAKMP (0:3): processing HASH payl oad. nmessage ID = 720620234

04: 05:23: | SAKMP (0:3): processing SA payl oad. nessage |ID = 720620234

04: 05:23: | SAKMP (0:3): Checking | PSec proposal 1

04: 05: 23: | SAKMP: transform 1, ESP_DES

04: 05: 23: | SAKMP: attributes in transform

04: 05: 23: | SAKIVP: encaps is 1

04: 05: 23: | SAKMP: SA life type in seconds

04: 05: 23: | SAKMP: SA life duration (basic) of 28800




04: 05: 23: | SAKMP: SAlife type in kilobytes

04: 05: 23: | SAKMP: SAlife duration (VPlI) of O0x0 0x46 0x50 0xO
04: 05: 24: | SAKVP: aut henticator i s HVAC- MD5

04: 05: 24: validate proposal 0

04:05:24: | SAKMP (0:3): atts are acceptable.

04: 05: 24: | PSEC(val i date_proposal _request): proposal part #1,

(key eng. nmsg.) I NBOUND | ocal = 140.100.56.5, renmote= 130.100. 26. 2,
| ocal _proxy= 15.15.15. 0/ 255. 255.255.0/0/0 (type=4),
renpte_proxy= 192. 168. 1. 0/ 255. 255. 255.0/0/0 (type=4),
protocol = ESP, transfornr esp-des esp-nmd5- hmac ,

i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
04: 05: 24: validate proposal request O
04: 05: 24: | SAKMP (0:3): processing NONCE payl oad. nmessage ID =
720620234
04: 05:24: | SAKMP (0:3): processing |ID payload. nessage ID
04:05:24: | SAKMP (0:3): processing |ID payload. nmessage ID
04: 05: 24: | SAKMP (0:3): asking for 1 spis fromipsec
04: 05: 24: | PSEC(key_engi ne): got a queue event...
04: 05: 24: | PSEC(spi _response): getting spi 1571703012 for SA

from 140. 100. 56. 5 to 130.100. 26. 2 for prot 3

04: 05: 24: | SAKMP: received ke message (2/1)
04: 05: 24: Crypt oEngi ne0: generate hnmac context for conn id 3
04: 05:24: | SAKMP (0:3): sending packet to 130.100.26.2 (R QM IDLE
04:05:24: | SAKMP (0:3): received packet from 130.100.26.2 (R) QM.IDLE
04: 05: 24: Crypt oEngi ne0: generate hmac context for conn id 3
04: 05:24: ipsec allocate flow O
04: 05:24: ipsec allocate flow O
04: 05: 24: | SAKMP (0:3): Creating |PSec SAs

720620234
720620234

04: 05: 24: i nbound SA from 130.100.26.2 to 140.100.56.5
(proxy 192.168.1.0 to 15.15.15.0)

04: 05: 24. has spi Ox5DAE48E4 and conn_id 2004 and fl ags 4

04: 05: 24: lifetinme of 28800 seconds

04: 05: 24: lifetinme of 4608000 kil obytes

04: 05: 24. out bound SA from 140.100.56.5 to 130. 100. 26. 2

(proxy 15.15.15.0 to 192.168.1.0 )

04: 05: 24: has spi 1382175893 and conn_id 2005 and flags C

04: 05: 24: lifetinme of 28800 seconds

04: 05: 24: lifetinme of 4608000 kil obytes

04: 05: 24: | SAKMP (0:3): deleting node 720620234 error FALSE reason
"qui ck node done (await()"

04: 05: 24: | PSEC(key_engi ne): got a queue event...

04:05:24: IPSEC(initialize_sas): ,

(key eng. nsg.) INBOUND | ocal = 140.100.56.5, renote= 130.100. 26. 2,
| ocal _proxy= 15.15.15. 0/ 255. 255. 255.0/0/0 (type=4),
remote_proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transforn= esp-des esp-nd5-hnmac |,




i fedur= 28800s and 4608000kb,
spi = Ox5DAE48E4(1571703012), conn_id= 2004, keysize= 0, flags= 0x4
04:05:24: IPSEC(initialize_sas): ,
(key eng. nsg.) OUTBOUND | ocal = 140.100.56.5, renote= 130. 100. 26. 2,
| ocal _proxy= 15.15. 15. 0/ 255. 255. 255.0/0/0 (type=4),
remote_proxy= 192.168. 1. 0/ 255. 255. 255.0/0/0 (type=4),
protocol = ESP, transforne esp-des esp-nd5- hmac
l'i fedur= 28800s and 4608000kb,
spi = 0x52625495(1382175893), conn_id= 2005, keysize= 0, flags= 0xC
04: 05:24: | PSEC(create_sa): sa created,
(sa) sa_dest= 140.100.56.5, sa_prot= 50,
sa_spi = Ox5DAE48E4(1571703012),
sa_trans= esp-des esp-nmd5-hmac , sa_conn_id= 2004
04: 05:24: I PSEC(create_sa): sa created,
(sa) sa_dest= 130.100.26.2, sa_prot= 50,
sa_spi = 0x52625495(1382175893),
sa_trans= esp-des esp-nd5-hnmac , sa_conn_id= 2005
04: 05: 24: |1 PSEC(add_sa): peer asks for new SAs -- expire current in 120
sec. ,
(sa) sa_dest= 130.100.26.2, sa_prot= 50,
sa_spi = Ox3BF8A75A(1006151514),
sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2003,
(identity) local= 140.100.56.5, renote= 130. 100. 26. 2,
| ocal _proxy= 15.15. 15. 0/ 255. 255. 255.0/0/0 (type=4),
remote_proxy= 192.168. 1. 0/ 255. 255. 255.0/0/ 0 (type=4)

R5#sho crypto engi ne connections active

I D Interface | P- Addr ess State Al gorithm Encr ypt
Decr ypt
1 <none> <none> set HVAC SHA+DES 56 CB 0
0
2 Seriall 140. 100. 56. 5 set HVAC SHA+DES 56 CB 0
0
3 Seriall 140. 100. 56. 5 set HVAC SHA+DES 56 CB 0
0
2004 Seriall 140. 100. 56. 5 set HVAC MD5+DES 56 CB 0
2
2005 Serial 1 140. 100. 56. 5 set HVAC MD5+DES 56 CB 2
0

R5#sho access-lists 101
Extended | P access list 101




perm t
mat ches)

ip 15.15.15.0 0.0.0.255 192.168.1.0 0.0.0.255 | og (56

Full config

uration of R5:

R5#sho run
Bui | di ng co

Current con
I
I Last conf
|

version 12.

nfiguration...
figuration : 13174 bytes

I guration change at 22:42:00 PST Tue Apr 1 2003

2

service tinmestanps debug uptinme
service tinmestanps | og uptinme

no service
I

host name R5
|

| oggi ng que
!

clock tinez
cl ock summe
i p subnet-z
i p domai n-n
|
I
crypto ca i
enrol | ment
enrol | ment
crl option
crypto ca c
certificat
30820413
092A8648
86F70D01
63636965
34343630
53310B30
09060355
65311B30
19060355
30120603
55040B13
41205365

passwor d- encryption

ue-limt 100

one PST -8

r-time PDT recurring
ero

ane cisco

dentity caserver
node ra
url http://130.100.26.7:80/certsrv/mscep/ nmscep. dl
al
ertificate chain caserver
e 610FD716000000000007
308203BD A0030201 02020A61 OFD71600 00000000 07300D0O6

01050500 30819931 23302106 092A8648 86F70D01 09011614
40686F74 6D61696C 2E636F6D 310B3009 06035504 06130255
04081302 43413111 300F0603 55040713 0853616E 204A6F73
040A1312 43697363 6F205379 7374656D 732C2049 6E633114

0B414553 20495020 436F7265 31123010 06035504 03130943




72766572

32303634
3735385A

06092A86
4886F70D
00010101
0500034B
ES83FA4AD
E385D968
97489C47
4D90A898
1DOF0404
030205A0
306286C2
113A0230
B9203CD4
36CFFF22
01090116
14636369
04061302
5553310B
6E204A6F
7365311B
496E6331
14301206
04031309
43412053
16060355
1D110101
30743037
AO035A033
2F436572
74456E72
35863366
696C653A
456E726F
6C6C5C43
07010104
81A33081
2D787978
7T7T6A7466
6A74666C
6C6B6275
05073002
86436669
65727445

301E170D

302B3110

01090213

00304802

64296D58

12439BA4

301D0603

81D50603

02CE6DA1

65343436

30090603

30190603

0355040B

65727665

FF040C30

86316874

6F6C6C2F

2F2F5C5C

41253230

A0304D06

6C6C6B62

S5F434125

6C653A2F

30333034

300E0603

0872352E

4100B6F1

5526AFEC

8F630203

551D0EO4

551D2304

819FA481

3040686F

55040813

55040A13

130B4145

72821052

0A820872

74703A2F

43412532

73612D78

53657276

082B0601

752F4365

32305365

2F5C5C73

30323036

55040513

63697363

9D40EFB2

0C614F53

010001A3

160414D1

81CD3081

9C308199

746D6169

02434131

12436973

53204950

8FE682A3

352E6369

2F73612D

30536572

7978776A

65722E63

05050730

7274456E

72766572

612D7879

33373538

07363930

6F305C30

OF3A1DF1

3EO08169E

82025230

114FC3DF

CA801469

31233021

6C2EG36F

11300F06

636F2053

20436F72

FB53BD4AE

73636F30

78797877

7665722E

74666C6C

726C3081

02864168

726F6C6C

2E637274

718776A74

5A170D30

34303230

0DO6092A

272B029E

DEO58C55

82024E30

929B5C02

S5E123437

06092A86

6D0310B30

03550407

79737465

65311230

CO7EAAOD

7D060355

6A74666C

63726C30

6B62755C

B0O06082B

7474703A

2F73612D

304F0608

666C6C6B

34303430

31173015

864886F7

CACEC9E2

A895A4B9

0B060355

2388AB59

AEOACEF7

4886F70D

09060355

13085361

6D732C20

10060355

05938030

1D1F0476

6C6B6275

39A037A0

43657274

06010505

2F2F7361

78797877

2B060105

62755C43




6E726F6C 6C5C7361 2D787978 776A7466 6C6C6B62

65727665

722E6372 74300D06 092A8648 86F70D01 01050500

CC36535A

2D13739E 7D975518 A93A0E81 7865864F 958C7EA7

C6A5S1E3F

54C525B0 B13FAO01C 61E21792 040168D4 565FD430

qui t

certificate ra-sign 6115CEE9000000000002

3082048F
092A8648
86F70D01
63636965
34343630
53310B30
09060355
65311B30
19060355
30120603
55040B13
41205365
72766572
31323335
3635335A
09060355
04061302
13026462
310B3009
30090603
55040313
00308189
02818100
FB3COC2E
5AB32785
5A89640A
2BF393DF
3190AEBB
7813E7E5
055DCEF8
103AADBF
04030206
C0301506
551D0EO4
16041464
551D2304
81CD3081
819FA481

30820439

01050500

40686F74

04081302

040A1312

0B414553

301E170D

30613111

5553310B

06035504

02444230

FOAAB4DB

A2551672

1E16D276

C73BEO9D

02030100

03551D25

A23711E7

CA801469

A0030201

30819931

6D61696C

43413111

43697363

20495020

30333033

300F0609

30090603

0A130244

819F300D

414134F6

040FAA47

298EE699

5CB85BES

01A38202

040E300C

27362708

S5E123437

02020A61

23302106

2E636F6D

300F0603

6F205379

436F7265

33313233

2A864886

55040813

42310B30

06092A86

870C3C49

AO4AA851

B2651780

4A19A1C9

54308202

060A2B06

57898751

AEOACEF7

15CEE900

092A8648

310B3009

55040713

7374656D

31123010

34363533

F70D0109

02574931

09060355

4886F70D

29E858C4

4541D1C9

32ABA016

4B1FOAED

50300E06

01040182

364637C3

B9203CD4

755F4341

03410042

46DB790C

8ED599

00000000

86F70D01

06035504

0853616E

732C2049

06035504

5A170D30

01160244

0B300906

040B1302

01010105

EOF3CFOE

0D4A5BC6

93836DF9

67D8EGC/

03551D0F

37140201

4CAEAL130

36CFFF22

25323053
8119C875

A3A231FC

02300D06

09011614

06130255

204A6F73

6E633114

03130943

34303333

42310B30

03550407

6442310B

0003818D

9375BDAC

37828D02

AB0310D7

70FDE2B7

0101FF0O4

301D0603

81D50603

02CE6DA1




9C308199

3040686F
746D6169

55040813
02434131
55040A13
12436973
130B4145
53204950
72821052
8FE682A3
A035A033
86316874
74456E72
6F6C6C2F
696C653A
2F2F5C5C
6C6C5C43
41253230
81A33081
A0304D06
7T76A7466
6C6C6B62
6C6B6275
S5F434125
86436669
6C653A2F
6E726F6C
6C5C7361
722E6372
74300D06
4632C7C0
35DFFBD3
845BA40D
63D9B822
qui t

31233021

6C2EG636F

11300F06

636F2053

20436F72

FB53BD4E

74703A2F

43412532

73612D78

53657276

082B0601

752F4365

32305365

2F5C5C73

2D787978

092A8648

E801BFD3

80A46048

06092A86

6D310B30

03550407

79737465

65311230

CO7EAAOD

2F73612D

30536572

7978776A

65722E63

05050730

71274456E

72766572

612D7879

7T7T6A7466

86F70D01

24EF3658

365F03E6

4886F70D

09060355

13085361

6D732C20

10060355

05938030

78797877

7665722E

74666C6C

726C3081

02864168

726F6C6C

2E637274

718776A74

6C6C6B62

01050500

FAFSFB7F

EOC17A34

01090116

04061302

6E204A6F

496E6331

04031309

7D060355

6A74666C

63726C30

6B62755C

B006082B

7474703A

2F73612D

304F0608

666C6C6B

755F4341

03410089

2B705820

CAF46C

certificate ra-encrypt 6115CFE3000000000003
3082048F 30820439 A0030201 02020A61 15CFE300

092A8648

86F70D01 01050500 30819931 23302106 092A8648

63636965

34343630 40686F74 6D61696C 2E636F6D 310B3009

53310B30

09060355 04081302 43413111 300F0603 55040713

65311B30

19060355 040A1312 43697363 6F205379 7374656D

30120603

14636369

5553310B

7365311B

14301206

43412053

1D1F0476

6C6B6275

39A037A0

43657274

06010505

2F2F7361

78797877

2B060105

62755C43

25323053

9D26160C

4536C340

00000000

86F70D01

06035504

0853616E

732C2049

65343436

30090603

30190603

0355040B

65727665

30743037

2F436572

35863366

456E726F

07010104

2D787978

6A74666C

05073002

65727445

65727665

3EF11CF5

B4EO9BOC

03300D06

09011614

06130255

204A6F73

6E633114




55040B13

41205365
72766572

31323335
3635335A
09060355
04061302
13026462
310B3009
30090603
55040313
00308189
02818100
8F681663
7DFFA61F
FCOA984E
3EBDOE45
2AEAQ05B1
F85D1FC3
FC85CEBD
4831D9A3
04030204
30301506
551D0EO4
16041462
551D2304
81CD3081
819FA481
9C308199
3040686F
746D6169
55040813
02434131
55040A13
12436973
130B4145
53204950
72821052
8FE682A3
AO035A033
86316874
74456E72
6F6C6C2F
696C653A
2F2F5C5C
6C6C5C43

0B414553

301E170D

30613111

5553310B

06035504

02444230

EB65C003

9127C18D

35E70264

D556 78AA

02030100

03551D25

53DAFBSE

CA801469

31233021

6C2EG36F

11300F06

636F2053

20436F72

FB53BD4E

74703A2F

43412532

73612D78

20495020

30333033

300F0609

30090603

0A130244

819F300D

F9367673

C03D4663

EE2F5382

BFFO74C4

01A38202

040E300C

C3C14CB5

S5E123437

06092A86

6D0310B30

03550407

79737465

65311230

CO7EAAOD

2F73612D

30536572

7978776A

436F7265

33313233

2A864886

55040813

42310B30

06092A86

D7C28900

743D2C54

9F1B29A6

21E8DD89

54308202

060A2B06

F7DB4E1C

AEOACEF7

4886F70D

09060355

13085361

6D732C20

10060355

05938030

78797877

7665722E

74666C6C

31123010

34363533

F70D0109

02574931

09060355

4886F70D

6893DESC

39953B62

35B4E191

41B69DB4

50300E06

01040182

95BI9FFAS

B9203CD4

01090116

04061302

6E204A6F

496E6331

04031309

7D060355

6A74666C

63726C30

6B62755C

06035504

5A170D30

01160244

0B300906

040B1302

01010105

7A6BEBC1

769FD388

78964491

AO0A5024C

03551D0F

37140201

C3B9C530

36CFFF22

14636369

5553310B

7365311B

14301206

43412053

1D1F0476

6C6B6275

39A037A0

43657274

03130943

34303333

42310B30

03550407

64423108B

0003818D

A33F96B9

C2AAF88F

920A5C87

1DC7326D

0101FF0O4

301D0603

81D50603

02CE6DA1

65343436

30090603

30190603

0355040B

65727665

30743037

2F436572

35863366

456E726F




41253230

81A33081
A0304D06

7T76A7466
6C6C6B62
6C6B6275
5F434125
86436669
6C653A2F
6E726F6C
6C5C7361
722E6372
74300D06
244DDEAA
D2D7E870
942A3536
D70EF33B
qui t

53657276
082B0601

752F4365

32305365

2F5C5C73

2D787978

092A8648

1A88B53D

65722E63
05050730

7274456E

72766572

612D7879

7T7T6A7466

86F70D01

26359C95

726C3081
02864168

726F6C6C

2E637274

78776A74

6C6C6B62

01050500

15E75138

6BFE249F 73243A7E 8CA482521

BO06082B

7474703A

2F73612D

304F0608

666C6C6B

755F4341

034100A9

787AEB74

FBF768

06010505

2F2F7361

78797877

2B060105

62755C43

25323053

6A08A206

EO1230EF

certificate ca 528FE682A3FB53BD4ECO7EAA0DO59380

30820306
05938030
0D06092A
00010901
16146363
55040613
02555331
616E204A
6F736531
20496E63
31143012
55040313
09434120
0D303530
33333132
16146363
69653434
02555331
0B300906
6F736531
1B301906
31143012
06035504
09434120
53657276
024100BF
AD50953C
3558569B

308202B0

864886F7

69653434

0B300906

1B301906

06035504

53657276

33323035

36304068

03550408

0355040A

0B130B41

6572305C

53538A7B

A0030201

0D010105

36304068

03550408

0355040A

0B130B41

6572301E

335A3081

6F746D61

13024341

13124369

45532049

300D0609

B319588E

02021052

05003081

6F746D61

13024341

13124369

45532049

170D3033

99312330

696C2E6G3

3111300F

73636F20

5020436F

2A864886

A72A560E

8FE682A3

99312330

696C2E6G3

3111300F

73636F20

5020436F

30333331

2106092A

6F6D310B

06035504

53797374

72653112

F70D0101

1889E291

FB53BD4E

2106092A

6F6D310B

06035504

53797374

72653112

32333132

864886F7

30090603

07130853

656D732C

30100603

01050003

A4E37763

07010104

2D787978

6A74666C

05073002

65727445

65727665

OF354CFD

76549499

CO7EAAOD

864886F7

30090603

07130853

656D732C

30100603

30315A17

00010901

55040613

616E204A

20496E63

55040313

4B003048

0D5CDC56




EDOF875D
96E5B302
03010001

1D130101
FF040530
B9203CD4
36CFFF22
74703A2F
2F73612D
43412532
30536572
73612D78
7978776A
53657276
65722E63
2A864886
F70D0101
CBAAO7E1L
B695AC94
93FFC1F6

2AE57CCC

A381D130

030101FF

02CE6D30

78797877

7665722E

74666C6C

726C3010

05050003

4250AB2E

573178E6

81CE300B

301D0603

7D060355

6A74666C

63726C30

6B62755C

06092B06

4100B71E

D554C085

61F2EAOD B9B2127C 2206

qui t
|

érypto I saknp policy 10

hash nd5

aut hentication rsa-sig

SE306478

0603551D

551D0EO4

1D1F0476

6C6B6275

39A037A0

43657274

01040182

DABB567C

B3037F73

91E177D3

0F040403

16041469

30743037

2F436572

35863366

456E726F

37150104

90497816

3F572938

09A30916

0201C630

SE123437

A035A033

74456E72

696C653A

6C6C5C43

03020100

C2CF5262

A4645F2C

crypto ipsec transformset trvpn esp-des esp-nd5- hmac
|

érypto map vpn 10 i psec-isaknp

set peer

130. 100. 26. 2

set transformset trvpn
mat ch address 101

nt erface Loopback5

descri pti on OSPF Loopback
ip address 5.5.5.5 255. 255. 255. 255
i p ospf network point-to-point

AD2B64E3

0F060355

AEOACEF7

86316874

6F6C6C2F

2F2F5C5C

41253230

300D0609

ED2 COCAF

E7AA2793

I nterface Loopbackl5

i p address 15.15.15.15 255. 255.255.0
I

i nterface Loopback55




description BGP Loopback
i p address 5.5.5.55 255. 255. 255. 255

nterface EthernetO

i p address 130.100. 26.5 255. 255. 255. 224
standby 1 ip 130.100.26.1

standby 1 priority 95

standby 1 preenpt

standby 1 authentication ccie

crypto map vpn

nterface Serial O

i p address 140. 100.45.5 255. 255. 255. 192
i p ospf authentication nessage-di gest

i p ospf nmessage-di gest-key 5 nd5 cisco
i p ospf network point-to-point
fair-queue

nterface Seriall

i p address 140.100.56.5 255. 255. 255. 192
i p access-group 100 in

i p ospf authentication nessage-di gest

i p ospf message-di gest-key 5 nd5 cisco
ip ospf network point-to-point

cl ockrate 125000

crypto map vpn

router ospf 123

router-id 5.5.5.5

| og- adj acency- changes det ai |
area 0 authentication nmessage-di gest
area 45 authentication nmessage-di gest
area 45 virtual -link 4.4.4.4 authentication nmessage-di gest
area 45 virtual-link 4.4.4.4 nessage-di gest-key 5 nmd5 cisco
area 56 authentication nessage-di gest
area 56 virtual-link 6.6.6.6 authentication nessage-di gest
area 56 virtual-link 6.6.6.6 nessage-di gest-key 5 nmd5 cisco
network 5.5.5.5 0.0.0.0 area 45

net wor k 140. 100.45.0 0.0.0.63 area 45

net work 140.100.56.0 0.0.0.63 area 56

}outer bgp 456

no synchroni zation

bgp router-id 5.5.5.5

bgp | og- nei ghbor - changes

network 5.5.5.55 mask 255. 255. 255. 255
nei ghbor 140.100.45.4 renote-as 456




route-reflector-client
next - hop- sel f
renpt e-as 456
route-reflector-client

next - hop-sel f

nei ghbor 140. 100. 45.
nei ghbor 140. 100. 45.

nei ghbor 140. 100. 56.
nei ghbor 140. 100. 56.
nei ghbor 140. 100. 56.
no aut o- sunmary

OO0 MM

|
ip classless
ip http server
|
access-list 100 deny udp host 140.100.56.6 any range 33434 33523
access-list 100 permt ip any any

access-list 100 permt esp any any | og

access-list 100 permt ahp any any |og

access-list 101 permt ip 15.15.15.0 0.0.0.255 192.168.1.0 0.0.0. 255
| og

|

line con O

exec-tinmeout 0 O

line aux O

line vty 0 4

privilege |evel 15

no | ogin

|
ntp authentication-key 6727 nd5 03550B5F225F711C6F594F544F 7
ntp aut henticate

ntp trusted-key 6727

ntp cl ock-period 17180064

ntp master

ntp peer 130.100.26.3 key 6727 prefer
end

R5#

Full configuration of PI X2

Pl X2# sho run
Saved

Pl X Version 6.2(2)

interface ethernet0 auto

i nterface ethernetl auto

namei f ethernet0 outside securityO

namei f ethernetl inside securityl00

namei f ethernet2 intf2 securityl0

namei f ethernet3 intf3 securityl5

enabl e password 2KFQOnbNI dI . 2KYOU encr ypt ed
passwd 2KFOnbNI dI . 2KYOU encr ypt ed




hostnane Pl X2
domai n- nane ci Sco. com

fi xup protocol http 80

no fixup protocol smp 25

fixup protocol sqglnet 1521

names

access-list outside_access_in permt icnp any any

access-|list outside_access_in permt udp any host 130.100.26.8 eq tftp
access-|list outside access in permt udp any host 130.100.26.8 eq 45000
access-list outside_access_in permt udp any host 130.100.26.8 eq
sysl og

access-list outside_access in permt icnp host 130.100.26.6 host
192.168.1.1

access-list outside_access_in permt gre host 130.100.26.6 host
192.168.1.1

access-list outside_access_in permt tcp any host 130.100. 26. 125 eq
sntp

access-list outside_access_in permt tcp any host 130.100.26.3 eq

t el net

access-list outside_access in permt tcp any host 130.100.26.7 eq ww,
access-|list outside_access_in permt udp any host 130.100.26.3 eq ntp
access-list inside_outbound natO_acl permt ip 192.168.1.0

255. 255.255.0 10.1.1.0 255.255.255.0

access-list inside_outbound natO_acl permt ip 192.168.1.0

255. 255. 255. 0 15. 15.15. 0 255. 255.255.0

access-list outside_cryptomap_20 permt ip 192.168.1.0 255.255.255.0
10.1.1.0 255.255.255.0

access-list outside_cryptomap_40 permt ip 192.168.1.0 255.255.255.0
15. 15. 15. 0 255. 255. 255.0

pager |ines 24

| oggi ng on

| oggi ng timestanp

| oggi ng console critical

| oggi ng nonitor critical

| oggi ng buffered energencies

| ogging trap critical

| oggi ng hi story enmergencies

| oggi ng host inside 192.168.1.7

ntu outside 1500

nu inside 1500

i p address outside 130.100.26.2 255. 255. 255. 224

i p address inside 192.168.1.222 255.255.255.0

no ip address intf3

ip audit info action alarm
ip audit attack action alarm
no fail over




failover timeout 0:00:00

failover poll 15

arp timeout 14400

gl obal (outside) 10 interface

nat (inside) 0 access-list inside_outbound natO_acl

nat (inside) 10 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 130.100.26.125 192.168.1.125 net mask
255. 255.255.255 0 O

static (inside,outside) 130.100.26.7 192.168. 1.7 netmsk
255.255.255.255 0 O

static (inside,outside) 130.100.26.8 192.168. 1.8 net nmask
255. 255.255.255 0 O

static (inside,outside) 130.100.26.3 192.168.1.1 netmask
255.255.255.255 0 O

access-group outside_access_in in interface outside

route outside 0.0.0.0 0.0.0.0 130.100.26.6 1

route inside 192.168.0.0 255.255.0.0 192.168.1.1 1

ti meout xlate 3:00:00

ti meout conn 1:00:00 half-closed 0:10: 00 udp 0:02:00 rpc 0:10: 00 h225
1: 00: 00

timeout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

aaa-server LOCAL protocol |oca

filter activex 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

filter java 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

ntp authentication-key 6727 nu5 *****xxx

ntp aut henticate

ntp trusted-key 6727

ntp server 192.168.1.1 key 6727 source inside prefer

ntp server 192.168.1.7 key 6727 source inside prefer
snnp-server host inside 192.168.1.8

snnp-server | ocation San Jose, CA

snnp-server contact Alyssa B

snnp-server conmunity nice_try

snnp-server enable traps

tftp-server inside 192.168.1.100 pix

fl oodguard enabl e

sysopt connection permt-ipsec

service resetinbound

crypto i psec transform set ESP-DES- MD5 esp-des esp-nd5- hnmac
crypto ipsec transformset trvpn esp-des

crypto map outside_map 20 ipsec-isaknmp

crypto map outside_map 20 match address outside_cryptomap_20
crypto map outside_nmap 20 set peer 130.100.1.1

crypto map outside_map 20 set transform set ESP-DES- MD5




crypto map outside _map 40 ipsec-isaknp

crypto map outside_map 40 match address outside_cryptomap_ 40
crypto map outside_map 40 set peer 140.100.56.5

crypto map outside_map 40 set transform set ESP-DES- MD5
crypto map outside_map interface outside

I saknmp enabl e outside

I sakmp key ******x* gddress 130.100. 1.1 netnmask 255. 255. 255. 255 no-
xaut h no-confi g- node

i saknp peer ip 140.100.56.5 no-xauth no-confi g- node

I sakmp policy 20 authentication pre-share

i saknmp policy 20 encryption des

i saknmp policy 20 hash nd5

i saknp policy 20 group 1

I sakmp policy 20 lifetinme 86400

i saknmp policy 40 authentication rsa-sig

i saknmp policy 40 encryption des

I saknp policy 40 hash md5

I saknmp policy 40 group 1

i saknmp policy 40 lifetine 86400

ca identity caserver 192.168.1.7:/certsrv/ mscep/ mscep. dl
ca configure caserver ra 20 1 crloptiona

dhcpd address 192.168.1.200-192. 168. 1. 220 i nsi de

dhcpd dns 207.67.1.10

dhcpd wins 172.16.1. 10

dhcpd | ease 3600

dhcpd ping_tinmeout 750

dhcpd domai n Practical Studi es. Security.com

dhcpd auto_confi g outside

dhcpd enabl e inside

aut o-update tinmeout 35

aut o-update server https://********@ 92, 168. 1. 100/ / wwww. ci SCO. com
verify-certificate

term nal width 80

Crypt ochecksum c09f 05f 61cdc38f 02f b52a2dc05d806a

. end

Pl X2#

Section 23: Configuring VPN dient Renote Access (15
M nut es)




RADIUS

8888 TACACS+
@ @\é 192.168.1.7
inside outside
iA DIUS- ; 192.168.1.0/24 130.100.26.x/27
uthentication
Authorization Tacacs+ PIX1
Accounting Tacacs+ Console Authentication
With privilege level 7 Tacacs+ Telnet Authentication

Tacacs+ HTTP Authentication
Tacacs+ Authorization telnet/http
Tacacs+ Accounting

Tacacs+ ssh to PIX1

Figure 1 Section 4 AAA Configuring Easy VPN Server with Split

tunnel on PI X

PI X Version 6.2(2)

nanei f ethernetO0 outside security0O
namei f ethernetl inside securityl00
namei f ethernet2 DMZ2 securitylO
namei f ethernet3 DMZ securitylb

enabl e password 2KFQnbNI dI . 2KYOU encrypt ed
passwd 2KFOnbNI dI . 2KYOU encr ypt ed

host nane PI X2

domai n- name ci sco. com

names

name 130.100.26.6 R6

access-list outside_access_in permt icnp any 130.
255. 255. 255. 240

access-list outside_access_in permt tcp any host
eq tacacs

access-list outside_access_in permt udp any host
eq ntp

access-list outside_access_in permt udp any host
eq radius

access-list outside_access_in permt udp any host
eq radi us-acct

t el net

100.

130.

130.

130.

130.

26.0

100. 26. 7

100. 26. 8

100. 26. 7

100. 26. 7

access-list inside_authentication TACACS+ permt tcp any any eq

VPN Cleint
PIX2 3.5.2b




access-list inside_authenticati on TACACS+ pernmt tcp any any eq
W

access-list inside_authorizati on TACACS+ permt tcp any any eq
t el net

access-list inside_authorization_TACACS+ permt tcp any any eq
WY

access-list inside_accounting TACACS+ permt tcp any any eq

t el net

access-list inside_accounting TACACS+ permt tcp any any eq www

access-list inside_outbound natO_acl permt ip 192.168.1.0
255. 255.255. 0 192.168. 2.0 255.255.255.0

access-group outside_access_in in interface outside

interface ethernet0 10ful |
interface ethernetl auto
interface ethernet2 auto
interface ethernet3 10baset

address outside 130.100. 26. 2 255. 255. 255. 224
address inside 192.168.1.222 255. 255.255.0
address DWZ2 172.16.23.1 255.255.255.0
address DWMZ 172.16.22.1 255.255.255.0

T T T O

ip local pool ippool 192.168.3.1-192.168. 3. 254
gl obal (outside) 10 interface

nat (inside) O access-list inside_outbound natO_acl
nat (inside) 10 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 130.100.26.7 192.168.1.7 netmask
255. 255.255.255 0 O
static (inside,outside) 130.100.26.8 192.168.1.1 net nask
255. 255.255.255 0 O

route outside 0.0.0.0 0.0.0.0 R6 1
route inside 8.8.8.0 255.255.255.0 192.168.1.1 1

aaa- server TACACS+ protocol tacacs+

aaa- server TACACS+ (inside) host 192.168.1.7 cisco6727 timeout 5
aaa-server RADI US protocol radius

aaa-server LOCAL protocol |oca

aaa aut hentication match inside_authenticati on_TACACS+ inside
TACACS+




aaa aut hentication tel net consol e TACACS+
aaa aut hentication ssh consol e TACACS+

aaa aut horization match inside_authorizati on _TACACS+ i nside
TACACS+
aaa accounting match inside_accounting TACACS+ inside TACACS+

sysopt connection permt-ipsec
no sysopt route dnat

crypto ipsec transform set ccie esp-des esp-nd5- hmac
crypto dynam c-map dynmap 10 set transformset ccie
crypto map nymap 10 i psec-isaknp dynam c dynmap
crypto map nymap client authentication TACACS+
crypto map nynmap i nterface outside

i saknmp enabl e out si de

i saknp identity address

i saknp policy 10 authentication pre-share
i saknp policy 10 encryption des

i saknmp policy 10 hash nd5

i saknp policy 10 group 2

i saknp policy 10 lifetinme 86400

[ [

[ [

[ [

[
[

saknp policy 20 authentication pre-share
saknp policy 20 encryption des
saknmp policy 20 hash nmd5

saknp policy 20 group 1
saknp policy 20 lifetime 86400

vpngroup vpn address-pool i ppool
vpngroup vpn dns-server 156.46.10. 10
vpngroup vpn wi ns-server 10.1.1.1
vpngroup vpn default-domain cisco.com
vpngroup vpn split-tunnel 101
vpngroup vpn pfs

vpngroup vpn idle-time 1800

vpngroup vpn password cisco

telnet 192.168. 1. 100 255. 255. 255. 255 i nsi de

ssh 192.168. 1. 100 255. 255. 255. 255 i nsi de

ssh 192.168. 1.1 255. 255. 255. 255 insi de

username adm n password f3UhLvU 1QsXsuK7 encrypted privil ege 15
usernane user2tacacs password mbO2j Ys13AXl | AGa encrypted
privilege 2




Q-\ 192.168.1.7
1 N
-._\_,..-r")IRJ.DiUE

Authanticatian
Authrerization
Aggounting

With privilage lavel T

TACACS+ '\,__,/
—
—
132.108.1.0024 VRN Claint
Tacacs+ PIXT -a—— PIX2 3.5.2b

Tacacs+ Console Autheniication
Tacacs+ Talnet Authentication
Tacacs+ HTTP Authenticaticn
Tecacs+ Authorization tainethilp
Tacacs+ Accounding

Tacacs+ ssh o PIXT

Mew Connection Entry Wizard ) ﬂ

Cisco SysTEMs

The WPM Client letz pou create secure connechions bo
remote networkz. Thiz wizard helps you create a
connection entry for connecting to a specific remote
etk

Mame of the new connection entry:

CCIE_Securty WFPHM

Description of the new connection enty [optional):

Securty WPH_Client 354

¢ Hack Meut » Cancel Help




New Connection Entry Wizard

Cisco SYSTEMS

The following information identifies the server to which
you connect for access to the remote network.

Host name or IP address of the server:

|13u_1uu_25.2
To Firewall PIX2
Qutside IP address
< Back Next > Cancel Help

New Connection Entry Wizard P

Cisco SysTENS

x|
Your administrator may have provided you with group
parameters of a digital cerlificate to authenticate your
access to the remote server. If so, select the appropriate PIX2 vpngroup configuration
authentication method and complete your entries .
& Group Access Information vpngroup vpn address-pool ippool
N vpngroup vpn dns-server 156.46.10.10
ame:  fvpn vpngroup vpn wins-server 10.1.1.1
Password: [ vpngroup vpn default-domain cisco.com
L AN vpngroup vpn split-tunnel 101
Password: [ \ vpngroup vpn pfs
- ——_| _|vpngroup vpn idle-time 1800
€ Cetificate vpngroup vpn password e
Name:  |NoCertificates Installed ~l
Walidate Certificate... I
< Back Next> Cancel |  Heb |




Mew Connection Entry Wizard B El

You have successfully created a new virtual private
networking connection entry named:

Cisco SvsTens

CCIE Securty YPM

Click Finizh to zave thiz entny.

Ta connect to the remote netwark,, zelect the Connect
buttan from the main window.

To modify thiz connection entry, click Optiohs on the main
window and zelect Properties from the menu that appears.

£ Back Firizh I Cancel Help




# Cisco Systems ¥PN Client

Gisco SvsTems

Connection Entn:

CCIE_Secunty WPM

Host name or [P address aof remote zerver:

Ophionz

130.100.26.2

Connect

LCloze




User Authentication for CCIE_Security VPN

The server has requested the information
% specified below to complete the user
authentication.
Usermame:
admin
Password:

HEENE

[= Save Password
Lok | Cancel

aaa-server TACACS+ protocol tacacs+
aaa-server TACACS+ (inside) host 192.168.1.7 cisco6727 timeout 5
crypto map mymap client authentication TACACS+

Connecting to IEIJIIID,EEJ-’_

@ Authenticating user. ..

Connection Hiztan

Initializing the connection... e~
Contacting the gateway at 130.100.26.2...
Authenticating user...

Cancel




Cisco Systems ¥PN Client Connection Status

Butes in: 180 Bytes aut: arg
Fackets decryphed: 3 Packets encrppted: a
Fackets bypaszed: 70 Packetz discarded: i
Secured routes:

M etworl Subnet Mazk Bytez Sz Part Dz
=3192.168.1.0 205.256.256.0 40z B
=3130.10026.2 205,256,256, 255 1] %

4| ]
Local LAM routes:

M etwork, Subniet M aszk S Port Crzt Piort Fri

4| | 1

Time connected: 00:07 23
Ok, I Motifications. .. Rezet | Dizconnect |

Section 24: QS (12 M nut es)




host nanme R6
|

iogging queue-limt 100
|

usernane R8 password O cisco
i p subnet-zero
ip cef

[
|
[
crypto isaknmp policy 1

aut hentication pre-share

lifetime 2000
crypto isaknp key cisco address 3. 3. 3.
crypto isaknp key cisco address 8. 8. 8.
crypto isaknp key cisco address 4.4.4.
|
[
crypto i psec transformset trvpn esp-des esp-sha-hnmac
node transport

H 00 W

|
crypto map vpn 10 i psec-isaknp
set peer 3.3.3.3

set transformset trvpn

mat ch address 111
crypto map vpn 20 ipsec-isaknp
set peer 8.8.8.8

set transformset trvpn

mat ch address 112
crypto map vpn 30 ipsec-isaknp
set peer 4.4.4.4

set transformset trvpn

mat ch address 113




sdn switch-type basic-ni

key chain ccie

key 1
key-string ccie

nterface Loopback6

description OSPF Loopback

I p address 6.6.6.6 255.255. 255. 255
i p ospf network point-to-point

nt erface Loopbackl6
descri ption Loopback for VPN full nesh
I p address 16.16.16.16 255. 255. 255.0

nt erface Loopback66
I p address 140.100. 86. 1 255. 255. 255. 224

nt erface Loopback666
descri ption BGP Loopback
I p address 6.6.6.66 255.255. 255. 255

nterface Tunnel O
description To R8 over PI X2
I p address 192.168. 2. 2 255. 255. 255. 0

i p ospf authentication nessage-di gest
I p ospf nmessage-digest-key 5 nmd5 cisco

tunnel source 130.100.26.6
tunnel destination 130.100.26.3
crypto map vpn

nterface Tunnel 3

description Basic GRE Crypto to R3

I p address 192. 168. 36. 2 255. 255. 255. 0
tunnel source 6.6.6.6

tunnel destination 3.3.3.3

crypto map vpn

nterface Tunnel 4
description Basic GRE Crypto to R4
I p address 192. 168. 46. 2 255. 255. 255. 0




tunnel source 6.6.6.6
tunnel destination 4.4.4.4

crypto map vpn

nterface Tunnel 8

description Basic GRE Crypto to R8

I p address 192.168.68. 1 255. 255. 255.0
tunnel source 6.6.6.6

tunnel destination 8.8.8.8

crypto map vpn

nterface FastEthernet0/0
I p address 130. 100. 26. 6 255. 255. 255. 224
I p access-group tinme_acl in

i p nat inside

Ip rip authentication node md5

ip rip authentication key-chain ccie
i p inspect ccie in

speed 10

hal f - dupl ex

standby 1 ip 130.100.26.1
standby 1 preenpt

standby 1 authentication ccie
standby 1 track Serial0/0
crypto map vpn

nterface BRI O/0

no i p address

encapsul ation ppp

I p ospf cost 65000

di al er pool - menber 10

di al er pool -nmenber 1

i sdn switch-type basic-ni

I sdn tei-negotiation first-cal
i sdn spidl 6661 6666

i sdn spid2 6662 6666

ppp authentication chap
ppp mul tilink

nterface Serial0/0

I p address 140. 100. 56. 6 255. 255. 255. 192
I p access-group ccie in

ip verify unicast reverse-path 12




I p nat outside
rate-limt input access-group 120 496000 2000 2000 conform

action transmt exceed-action drop

rate-limt output access-group 121 296000 2000 2000 conform
action transmt exceed-action continue

no i p route-cache sane-interface

no i p route-cache cef

i p ospf authentication nessage-di gest

I p ospf nmessage-digest-key 5 mid5 cisco

I p ospf network point-to-point

crypto map vpn

nterface Dialerl

i p address 172.22.85.2 255.255.255.0
encapsul ati on ppp

I p ospf authentication nessage-di gest
i p ospf nessage-di gest-key 5 mid5 cisco
ip ospf cost 65535

I p ospf demand-circuit

di al er pool 1

di al er renote-name R8

di al er idle-tinmout 60

di aler string 8888

di al er hol d- queue 20

di al er-group 1

no peer default ip address

no fair-queue

ppp cal |l back request

ppp aut hentication chap
ppp chap hostnane R6

ppp chap password O cisco
ppp multilink

crypto map vpn

|
router eigrp 100
network 192.168. 36.0
network 192.168.46.0
network 192.168.68.0
maxi mum pat hs 1

no aut o- summary

|
router ospf 123

router-id 6.6.6.6

| og- adj acency-changes detail




area 56 authentication nmessage-di gest
area 56 virtual-link 5.5.5.5 authentication nessage-di gest

area 56 virtual-link 5.5.5.5 nessage-di gest-key 5 md5 cisco
area 86 authentication nessage-di gest

network 6.6.6.6 0.0.0.0 area 56

net wor k 140.100.56.0 0.0.0.63 area 56

network 172.22.85.0 0.0.0.255 area 86

network 192.168.2.0 0.0.0.255 area 86

default-information originate al ways

distribute-list 1 out

|
router rip

version 2

networ k 130.100.0.0
no aut o- sunmary

|
router bgp 456

no synchroni zation

bgp router-id 6.6.6.6

bgp | 0og- nei ghbor - changes

network 6.6.6.66 mask 255.255. 255. 255

net wor k 140. 100. 86. 0 mask 255. 255. 255, 224
nei ghbor 8.8.8.8 renote-as 65000

nei ghbor 8.8.8.8 ebgp-nultihop 2

nei ghbor 8.8.8.8 update-source Loopback6
nei ghbor 140. 100.56.5 renote-as 456

nei ghbor 140.100.56.5 next-hop-self

nei ghbor 192.168.2.1 renote-as 65000

no aut o- sunmary

|
ip nat inside source list 1 interface Serial 0/0 overl oad
ip nat inside source static tcp 130.100.26.10 80 140. 100.56.6 80
ext endabl e no-alias
ip nat inside source static tcp 130.100.26.12 21 140. 100.56.6 21
ext endabl e no-alias
ip nat inside source static tcp 130.100.26.12 20 140. 100.56.6 20
ext endabl e no-alias
ip nat inside source static tcp 130.100.26.6 23 140.100.56.6 23
ext endabl e no-ali as
ip classless
ip route 192.168.1.0 255.255.255.0 130. 100. 26. 2
route 192.168.1.1 255.255. 255. 255 130. 100. 26. 2
http server

T T O

ip access-list standard no_ospf _route
deny 130. 100. 26. 0 0.0.0. 255




permt any
|
i p access-list extended ccie

permt icnp any any

permt udp any any eq isaknp

permt esp any any

permt gre any any

permt eigrp any any

permt ospf any any

permt tcp any any eq bgp

permt tcp any eq bgp any

deny ip 127.0.0.0 0. 255.255. 255 any
deny ip 127.0.0.0 0.255.255.255 any | og
deny ip 10.0.0.0 0.255.255.255 any | og
deny ip 172.16.0.0 0.15.255. 255 any |og
deny ip 192.168.0.0 0.0.255.255 any |og
permt tcp any any eq bgp | og

permt eigrp any any | og

permt esp any any |og

permt icnp any any unreachabl e
permt icnp any any echo-reply
permt icnp any any packet-too-big

permt icnp any any traceroute

permt icnp any any adm nistrativel y-prohibited
permt icnp any any echo

permt tcp any any eq telnet
permt tcp any any eq www | og

deny tcp any host 130.100.26.6 established
permt tcp any host 10.0.0.1

permt tcp any host 130.100.26.6

permt udp any any eq ntp |og

deny i p any any

[
[
[

permt icnp any any tine-exceeded
[
[

ip access-list extended tine_acl

deny tcp any any eq ww | og tine-range wkdays
permt udp any any tine-range weends

deny tcp any any eq ww | og tine-range weekdays
permt udp any any tinme-range weekends

permt gre any any |og

permt ospf any any | og

permt icnp any any |og

permt tcp any any eq bgp | og

permt tcp any any eq telnet |og

permt esp any any | og

permt ahp any any | og

permt ip any any | og




access-list 111 permt ip 16.16.16.0 0.0.0.255 13.13.13.0
0.0.0. 255 log
access-list 112 permt ip 16.16.16.0 0.0.0.255 18.18.18.0
0.0.0. 255 | og
access-list 113 permt ip 16.16.16.0 0.0.0.255 14.14.14.0
0.0.0. 255 log

line con O

exec-timeout 0 O

privilege level 15

| ogi n authentication no_login
line aux O
line vty 0 4
privilege | evel 15

|

Section 25: L2VPN (10 M nut es)

For this |l ab section, refer to Figure 26-7 on page 932 of the
book.

R1
interface FastEthernetl.1
description VLAN 10

encapsul ation dot1Q 10

i p address 10.1.1.1 255.255.255.0
|
interface FastEthernetl.?2
description VLAN 11

encapsul ation dot1Q 11

ip address 11.1.1.1 255.255.255.0

R10#show r un

|
i nterface FastEthernet2/0.1
encapsul ati on dot1Q 10

ip address 10.1.1.10 255.255.255.0
[
i nterface Fast Et hernet2/0.2
encapsul ation dot1Q 11

ip address 11.1.1.10 255.255.255.0




3550- A
|

interface G gabitEthernet0/10 #to Rl

swi tchport access vlan 100
swi t chport node dot 1g-tunnel

| 2prot ocol -tunnel cdp #zpass CDP, VTP and STP to Rl

| 2pr ot ocol -tunnel vtp
| 2protocol -tunnel stp

3550-B
|

interface G gabitEthernet0/12 #to R10

swi tchport access vlan 100
swi t chport node dot 1g-tunnel

| 2prot ocol -tunnel cdp #pass CDP, VTP and STP to R10

| 2prot ocol -tunnel vtp
| 2protocol -tunnel stp

3550- A#

interface G gabitEthernet0/12 #to 3550-B
swi tchport trunk encapsul ati on dot 1q

swi t chport node trunk

3550- B#

interface G gabitEthernet0/9 #t o 3550-A
swi tchport trunk encapsul ati on dot 1q

swi t chport node trunk

R1#pi ng 11.1.1.10

Type escape sequence to abort.

Sending 5, 100-byte ICWMP Echos to 11.1.1.10, tineout is 2
seconds:

Success rate is 80 percent (4/5), round-trip m n/avg/ max
ns

Rl#ping 11.1.1.10

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 11.1.1.10, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip m n/avg/ max
1/1/4 s

1/1/4




R1#




