
Figure 1 Section 4 AAA Configuring Easy VPN Server with
Split tunnel on PIX

PIX Version 6.2(2)
nameif ethernet0 outside security0
nameif ethernet1 inside security100
nameif ethernet2 DMZ2 security10
nameif ethernet3 DMZ security15

enable password 2KFQnbNIdI.2KYOU encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname PIX2
domain-name cisco.com
names
name 130.100.26.6 R6

access-list outside_access_in permit icmp any 130.100.26.0
255.255.255.240
access-list outside_access_in permit tcp any host
130.100.26.7 eq tacacs
access-list outside_access_in permit udp any host
130.100.26.8 eq ntp
access-list outside_access_in permit udp any host
130.100.26.7 eq radius
access-list outside_access_in permit udp any host
130.100.26.7 eq radius-acct

access-list inside_authentication_TACACS+ permit tcp any any
eq telnet
access-list inside_authentication_TACACS+ permit tcp any any
eq www
access-list inside_authorization_TACACS+ permit tcp any any
eq telnet
access-list inside_authorization_TACACS+ permit tcp any any
eq www
access-list inside_accounting_TACACS+ permit tcp any any eq
telnet
access-list inside_accounting_TACACS+ permit tcp any any eq
www



access-list 101 permit ip 192.168.1.0 255.255.255.0
192.168.3.0 255.255.255.0
access-group outside_access_in in interface outside

interface ethernet0 10full
interface ethernet1 auto
interface ethernet2 auto
interface ethernet3 10baset

ip address outside 130.100.26.2 255.255.255.224
ip address inside 192.168.1.222 255.255.255.0

ip local pool ippool 192.168.3.1-192.168.3.254

global (outside) 10 interface

nat (inside) 0 access-list 101
nat (inside) 10 0.0.0.0 0.0.0.0 0 0

static (inside,outside) 130.100.26.7 192.168.1.7 netmask
255.255.255.255 0 0
static (inside,outside) 130.100.26.8 192.168.1.1 netmask
255.255.255.255 0 0

route outside 0.0.0.0 0.0.0.0 R6 1
route inside 8.8.8.0 255.255.255.0 192.168.1.1 1

aaa-server TACACS+ protocol tacacs+
aaa-server TACACS+ (inside) host 192.168.1.7 cisco6727
timeout 5
aaa-server RADIUS protocol radius
aaa-server LOCAL protocol local

aaa authentication match inside_authentication_TACACS+
inside TACACS+
aaa authentication telnet console TACACS+
aaa authentication ssh console TACACS+
aaa authorization match inside_authorization_TACACS+ inside
TACACS+
aaa accounting match inside_accounting_TACACS+ inside
TACACS+

sysopt connection permit-ipsecno sysopt route dnat

auth-prompt prompt Authentication Login please
auth-prompt accept Welcome to CCIE Lab
auth-prompt reject You enter wrong login: Check ACS Server

crypto ipsec transform-set ccie esp-des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set ccie
crypto map mymap 10 ipsec-isakmp dynamic dynmap
crypto map mymap interface outside

isakmp enable outside
isakmp identity address



isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des
isakmp policy 10 hash md5
isakmp policy 10 group 2
isakmp policy 10 lifetime 86400
isakmp policy 20 authentication pre-share
isakmp policy 20 encryption des
isakmp policy 20 hash md5
isakmp policy 20 group 1
isakmp policy 20 lifetime 86400

vpngroup vpn address-pool ippool
vpngroup vpn dns-server 156.46.10.10
vpngroup vpn wins-server 10.1.1.1
vpngroup vpn default-domain cisco.com
vpngroup vpn split-tunnel 101
vpngroup vpn pfs
vpngroup vpn idle-time 1800
vpngroup vpn password cisco

telnet 192.168.1.100 255.255.255.0 inside
ssh 192.168.1.100 255.255.255.255 inside
ssh 192.168.1.1 255.255.255.255 inside
username admin password f3UhLvUj1QsXsuK7 encrypted privilege
15
username user2tacacs password mbO2jYs13AXlIAGa encrypted
privilege 2
















