
Case Study: Configuring TACACS+ Authentication and Authorization for VPDN

Figure 1 Section 9: Configuring TACACS+ Authentication and
Authorization for VPDN

hostname R3
!
interface BRI0/0
no ip address
encapsulation ppp
dialer pool-member 1
isdn switch-type basic-ni
isdn spid1 26278037230101
isdn spid2 26278037240101
ppp authentication chap
!
interface Dialer0
ip address negotiated
encapsulation ppp
no ip route-cache
no ip mroute-cache
dialer pool 1
dialer remote-name ccie4460@cisco.com
dialer string 5551212
dialer-group 1
no cdp enable
ppp authentication chap callin
ppp chap hostname ccie4460@cisco.com
ppp chap password cisco
!
dialer-list 1 protocol ip permit
!
ip route 0.0.0.0 0.0.0.0 Dialer 0

LAC/NAS Configuration with a TACACS+



R5

aaa new-model
aaa authentication ppp default group tacacs+
aaa authorization network default group tacacs+
!
vpdn enable
vpdn search-order domain
interface BRI0/0
no ip address
encapsulation ppp
dialer pool-member 1
isdn switch-type basic-ni
isdn spid1 26293867870101
isdn spid2 26293867880101
ppp authentication chap
!
interface Dialer0
ip unnumbered serial 0
encapsulation ppp
no ip route-cache
no ip mroute-cache
dialer pool 1
dialer-group 1
no cdp enable
ppp authentication chap
!
dialer-list 1 protocol ip permit
!
tacacs-server host 130.100.26.7 key cisco6727

LNS/Home-Gateway Configuration for AAA with the TACACS+
Server

R8

aaa new-model
aaa authentication ppp default if-needed group tacacs+
aaa authorization network default group tacacs+
!
vpdn enable
vpdn-group 1
!
accept-dialin
protocol any
virtual-template 1
terminate-from hostname R5
local name R8
lcp renegotiation always
l2tp tunnel password 0 cisco
!
interface Virtual-Template1
ip unnumbered Loopback100
encapsulation ppp
no ip route-cache
no ip mroute-cache
peer default ip address pool HOME



ppp authentication chap
!
interface Loopback100
ip address 192.168.100.1 255.255.255.0
!
ip local pool HOME 192.168.100.10 192.168.100.20
!
tacacs-server host 192.168.1.7 key cisco6727

PIX2
ip address outside 130.100.26.2 255.255.255.224
ip address inside 192.168.1.222 255.255.255.0
static (inside,outside) 130.100.26.7 192.168.1.7 netmask
255.255.255.255 0 0
static (inside,outside) 130.100.26.8 192.168.1.1 netmask
255.255.255.255 0 0
access-list outside_access_in permit udp any host
130.100.26.8 eq 1701
access-list outside_access_in permit tcp any host
130.100.26.7 eq tacacs
access-group outside_access_in in interface outside

Configuring cisco.com User on the TACACS+ Server






