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Abstract

9



Design of a restorable MPLS-based Layer-3 VPN network with QoS guarantee is a new and important subject that has

10
not been widely studied before. The main challenge arises from the fact that the Service Level Agreements (SLAs) of a L3-

11
VPN usually only specify the maximum ingress and egress traﬃc rate, and provide no point-to-point traﬃc matrix infor-

12
mation (i.e., a hose-model VPN). Conventional restoration and traﬃc engineering techniques do not apply to this type of

13
traﬃc model. In this paper, we present a restoration network architecture and present two algorithms for solving the rout-

14
ing problem of this type of restoration networks. We demonstrate the eﬀectiveness of our proposed restoration architecture

15
by comparing the throughput performance with other approaches.

16


2007 Elsevier B.V. All rights reserved.

17
Keywords:
Layer-3 VPNs; MPLS network; Traﬃc engineering; Restoration

18

19
1. Introduction



edge router. The internal label is the VPN label
30

and it is used by the edge router to separate traﬃc
31

20
1.1. MPLS-based L3-VPN


from diﬀerent VPNs (Figs. 1 and 2).


32

21



MPLS-based VPN services can help an enterprise


Depending on the protocol levels involved in
33

constructing a VPN, we can divide VPNs into two
34

22
to converge existing disparate networks onto a con-

23
solidated, end-to-end infrastructure that can sup-


types: Layer-2 (L2) and Layer-3 (L3) VPNs. A L2
35

VPN provides a secure point-to-point transport ser-
36

24
port combined data, voice, and video services. The


vice. But if an enterprise needs connectivity among n


37

25
underlying concept for VPN implementation is


points, full connectivity among them requires
38

26
MPLS’s label stacking. We can use a two-layer label

27
stack: an external label and an internal label. The


n(n
1) L2 VPN links. It is obviously not econom-

ical unless n is small. A L3 VPN (MPLS-based), on


39

40

28
external label is the routing label and is used by

29
the core router to route a packet to its destination

*
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the other hand, is a set of sites of which the connec-
41

tivity is provided by a provider’s MPLS routing net-
42

work and there are no virtual links set up directly
43

among these sites. L3 VPNs provide three key ben-
44

eﬁts to enterprises: any-to-any connectivity through
45

the use of forwarding tables, the ability to retain
46

1389-1286/$ - see front matter
2007 Elsevier B.V. All rights reserved.

doi:10.1016/j.comnet.2007.07.009

Please cite this article in press as: J. Chu, C.-T. Lea, A restorable MPLS-based hose-model VPN network, Comput.

Netw. (2007), doi:10.1016/j.comnet.2007.07.009




2


COMPNW 3627

25 August 2007 Disk Used

Custormer site

SLA


ARTICLE IN PRESS

J. Chu, C.-T. Lea / Computer Networks xxx (2007) xxx–xxx

Edge Router

Edge Router

SLA

Internal Core Router

Fig. 1. An MPLS backbone network.


No. of Pages 13, Model 3+

Customer site

V1 (VPN label = 12)

V2 (VPN label = 24)

A




B




V1 packet

12
18



V2 packet

24
18



C




D

Internal label

(VPN label)



External label

(routing label)

Fig. 2. There are two labels in a VPN packet. The internal label is the VPN label, and the external label is the routing label.

47
existing IP addressing plan by supporting overlap-

48
ping IP addresses, and greater scalability at the




ﬁc rate between each source-destination pair. Hose-
58

model VPNs obviously are much easier to use for
59

49
site-to-site and data center levels [1].

customers.


60

50


To support the QoS of a L3 VPN, customers are


This paper will focus on hose-model L3 VPNs.
61

51
required to sign a Service Level Agreement (SLA)


Conventional MPLS traﬃc engineering tools usu-
62

52
with the provider (Fig. 1). The SLA of a L3-VPN

53
usually only speciﬁes the ingress and egress rate,

54
but provides no destination information. This type


ally assume that traﬃc matrix
T = {dij} of the

VPN to be set up is given, where dijrepresents the

average traﬃc intensity from node i to node j. How-


63

64

65

55
of VPNs are usually called hose-model VPNs
[2].

56
The other type of rate speciﬁcation is the pipe-

57
model that requires the customer to specify the traf-


ever, as pointed above a hose-model L3-VPN does
66

not always provide that information. Instead, only
67

the row sumsPjdijјai, where ai(the ingress band-
68
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3

69
width constraint) is the maximum rate of traﬃc that

70
node i can send into the network, and column sums

71Pidijјbj, where
bj(the
egress
bandwidth con-

72
straint) is the maximum rate of traﬃc that node
j

73
can receive from the network, are given. To guaran-

74
tee the QoS of a hose-model L3-VPN is a challeng-

75
ing task because for a given set of traﬃc constraints

76
aiand
bi, there are many traﬃc matrices that can

77
satisfy the constraints. Therefore, we must provide

78
enough bandwidth for any traﬃc matrix that meets

79
the ingress and egress constraints. The uncertainty




still a tree. This is obviously not an eﬃcient protec-
119

tion scheme as we need to do it for every VPN. A
120

recent paper
[13]
proposed to create a fully-con-
121

nected virtual topology on top of the physical topol-
122

ogy. It then routes packets across two-hop logical
123

links in the fully-connected virtual topology. Some
124

obvious drawbacks of the approach include longer
125

paths, and thus longer end-to-end delays, and low
126

eﬃciency. These problems become more severe for
127

networks with sparse links as creating a fully-con-
128

nected topology out of these networks will be more
129

80
inherited in a hose-model traﬃc pattern makes ﬁnd-


expensive than networks with dense links.


130

81
ing eﬃcient routing and capacity planning algo-

82
rithms a diﬃcult task.


In this paper, we propose a restorable MPLS
131

VPN network architecture with QoS guarantees.
132

83


Many algorithms have been proposed for hose-


Our contributions include the following:


133

84
model VPN provisioning
[3–6]. But there is little

85
work on hose-model VPN restoration. This is the

86
focus of the paper. When a link or node fails, tra-

87
versing traﬃc needs to be rerouted through alter-




1. We present a restorable MPLS-based network
134

architecture for supporting L3 VPNs with QoS
135

guarantees. The protection is done for all VPNs,
136

88
nate paths. There are two restoration approaches:


not just for one VPN.


137

89
link restoration and path restoration. In
link resto-

90
ration
(also referred to as local restoration or fast

91
restoration), each link of the network is protected


2. We present an eﬃcient decomposition algorithm
138

to compute the optimal routes for this restora-
139

tion network. This algorithm can include a hop-
140

92
by a set of pre-determined detour paths that connect


count limit on the restoration paths.


141

93
the two endpoints of that link. Upon a link failure,

94
traﬃc of the link is switched to the detour protecting

95
paths. In path restoration, each path carrying work-

96
ing traﬃc is protected by a diverse backup path.

97
Link restoration can be activated immediately when


3. We compare the throughput performance of the
142

new restoration architecture with that of conven-
143

tional architectures. The results show that our
144

proposed architecture can achieve a better per-
145

formance for hose-model VPNs under diﬀerent
146

98
link failures are detected. In contrast, path restora-

99
tion can be activated only after the failure informa-


bandwidth requirements.


147

148

100
tion propagates to the source node. Link restoration


The rest of the paper is organized as follows. Sec-
149

101
is the preferred method for providing fast restora-


tion 2 presents the new restorable network architec-


150

102
tion in MPLS and optical networks [7,8] and we will

103
focus on link restoration in the paper.


ture and the linear programming formulation for
151

designing the working and restoration paths for
152

the network. Section 3 presents an eﬃcient decom-
153

104
1.2. Prior works and our contributions


position algorithm. Section 4 presents performance


154

105



There are many papers on restoration, but few


evaluation of the proposed schemes. We conclude
155

our discussion in Section 5.
156

106
are related to hose-model traﬃc patterns. Ref. [9]
107
presented the linear programming based approaches

108
to solve the optimal capacity and ﬂow assignment




2. Restorable L3-VPN network with QoS guarantee
157

109
problem with link and path restoration strategies.

110
Refs.
[10,11]
tackled a similar problem in mesh-


We consider single-link failures [10]. Single-node

failures can be analyzed similarly. The analysis in [5]

158

159

111
based WDM optical networks. In all these papers,

112
traﬃc matrix T is assumed given. Consequently they

113
do not apply to a hose-model problem. For hose-

114
model VPN protection, Ref.
[12] proposed a resto-

115
ration algorithm for a single hose-model VPN con-

116
struction. It constructs a tree with each link

117
protected by a detour path. In case of a link failure,

118
traﬃc will be rerouted and the overall topology is


showed that splitting traﬃc among multiple paths
160

will have a much better performance than a single
161

path approach for supporting hose-model VPNs.
162

We will use the multi-path approach in this paper.
163

Multiple paths for a given source-destination pair
164

will be set up and load-balancing among them is
165

done according to a set of pre-determined splitting
166

ratios derived from the routing computation.
167
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168
Load-balancing can be done such that no out-of-

169
sequence transmissions occur for packets belonging




A(e)
the capacity on link e reserved for working

traﬃc. When link
e
fails,
A(e) amount of




216

217

170
to the same ﬂow [14].


traﬃc has to be rerouted along a set of res-
218

toration (detour) paths that connect the
219

171
2.1. Network architecture



ye

two endpoints of this link.

The amount of restoration traﬃc that will


220

221

172


Our architecture is based on the non-blocking


f


be routed through link e in case link f fails.


222

173
network approach outlined in [15]. The advantages

174
of this approach for restoration will be discussed


223

Given the ingress and egress traﬃc constraints at
224

175
later. Let рh~i; hb~iЮ
represent the maximum amount

176
of
total
ingress and egress VPN traﬃc allowed to

177
enter and leave the network at the edge router i,

178
where ~iand b~iare given constants, describing the

179
degree of unevenness of amount of traﬃc at each

180
node. For example, suppose a network speciﬁes

181
р~1ј 4; ~1ј 4Ю
and
р~2ј 12; ~2ј 12Ю, then it

182
means that the amount of traﬃc allowed at edge

183
router 2 (both ingress and egress) is three times that

184
of router 1. Note that only the relative – not abso-

185
lute – magnitudes of ~iand
~bihave signiﬁcance as

186
the real amount of admissible traﬃc is determined

187
by h. We need to design the network such that as


all the edge nodes, a traﬃc matrix is called valid if it

satisﬁes the speciﬁed traﬃc constraints. Let
H ј

Ѕр~1; ~b1Ю; . . . ; р~n; ~bnЮ
and
He
ј Ѕрh~1; hb~1Ю; . . . ; рh~n;

h~bnЮ. Let
M
be the set of valid traﬃc matrices

T = {dij} constrained by H. If T 2 M, then hT will

be a valid traﬃc matrix for the constraint
He . In

the following discussion, we consider
T 2 M
and

use the form
hT
to indicate a valid traﬃc matrix

constrained by He .

Our problem is to determine the working ﬂow veij

and the restoration ﬂow yef
that can maximize h. We

formulate it as the following:

max h
р1aЮ


225

226

227

228

229

230

231

232

233

234

235

236

237

188
long as the ingress and egress traﬃc of node
i
is

189
below
рh~i; h~biЮ, traﬃc routed through a link is


s:t:


X

	
v
	e

ij



X


veijј0;
i;j 2 Q;
v 2 V ; v 6ј i;j

190
always below its link capacity. A network with this

191
property is called non-blocking in [15]. If the net-

192
work is non-blocking, we only need to check if there

193
is enough bandwidth left at the edge routers to

194
which endpoints of the VPN are connected. There

195
is no need to check the internal paths’ available

196
bandwidths. The decision of admitting a VPN is

197
greatly simpliﬁed.


e2CюрvЮ

X

e2CюрvЮ

X

e2CюрvЮ

X



	v
	e

ij


	v
	e

ij



e2C
рvЮ

X

e2C
рvЮ

X

e2C
рvЮ



р1bЮ

veijј1;
i;j 2 Q;
v 2 V ; v ј i

р1cЮ

veijј 1;
i;j 2 Q;
v 2 V ; v ј j

р1dЮ

198
2.2. Optimal routing and link restoration


i;j2Q


veij рhdijЮ 6 AрeЮ;
e 2 E; T 2 M


р1eЮ

X


ye

X


ye
199


Our goal is to compute the working and link-res-


f


fј0;
f ј рo;tЮ 2 E; v 6ј o;t

200
toration paths to maximize the admissible amount

201
of traﬃc (i.e., h). Recall that ~iand b~iare given con-

202
stants and their values are determined from past

203
traﬃc demands (if there is no prior information

204
about the network, we can simply assume the

205
ingress–egress capacity at an edge node is propor-

206
tional to the total capacity of network links incident


e2CюрvЮ

X

e2CюрvЮ

X



	y
	e

f


ye

e2C
рvЮ

X

e2C
рvЮ

X



р1fЮ

yefјAрf Ю;
f ј рo; tЮ 2 E; v ј o

р1gЮ

yefј Aрf Ю;
f ј рo;tЮ 2 E; v ј t

207
at that node). The network is described as a directed

208
graph G(V, E), where V is the set of vertices (nodes)


e2CюрvЮ


f


e2C
рvЮ



р1hЮ

209
and E is the set of links. Let Q
V be the set of edge

210
routers through which traﬃc is admitted into the

211
network. We ﬁrst introduce the following nota-

212
tions:ceThe capacity for link e 2 E


AрeЮ ю yef6ce;
e;f 2 E; e 6ј f

yeeј0;
e 2 E

v;y;h;A P 0


р1iЮ

р1jЮ

р1kЮ
239

213
veij

214

215


The routing variable, representing the por-

tion of working traﬃc from node i 2 Q to

j 2 Q routed through link e.


where C+(v) and C
(v) are the set of outgoing and

incoming links of node
v, and
o
and
t
represent

the originating and terminating nodes of link
f.


240

241

242
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243
Constraints
(1b)–(1d) represent the ﬂow conserva-

244
tion constraints for working traﬃc at intermediate,

245
source, and destination nodes and constraints (1f)–

246
(1h)
represent the ﬂow conservation constraints

247
for restoration traﬃc. Constraint
(1e)
ensures that

248
the total amount of working traﬃc on any link does

249
not exceed the working capacity
A(e). Constraint

250
(1i)
ensures that the sum of working traﬃc and

251
the restoration traﬃc that appears on a link due

252
to failure of any other link does not exceed the link

253
capacity. Constraints
(1j,1k) provide the ranges for

254
the variables.



Property 1.
Given
H ј Ѕр~1; ~1Ю; . . . ; р~n; b~nЮ, rout-

ing
xeij
and working capacity reservation A(e) can

satisfy constraint (2e) for all trafﬁc matrices in M if

and only if there exist non-negative weights pe(i) and

ke(i) for each e 2 E and i 2 Q such that

(i)Pi2Q~ipeрiЮ юPi2Qb~ikeрiЮ 6 AрeЮ
for
each

e 2 E.

(ii)
xeij6peрiЮ ю keрjЮ
for each e 2 E and every

i, j 2 Q.

Proof.
The proof is provided in Appendix A.
h



267

268

269

270

271

272

273

274

275

278

255


Constraint (1e) is not a linear constraint. But we


Property 1 allows us to replace constraint (2e) in


279

256
can introduce a new routing variable xeijјveijhand

257
rewrite Eq. (1) as the following:

258


Eq. (2) with requirements (i)–(ii) in Property 1 and

transform the formulation into the following:

max h
р3aЮ


280

281

282

max h
р2aЮ

X
X


s:t:


X

	
x
	e

ij



X


xeijј0;
i;j 2 Q;
v 2 V ; v 6ј i;j

s:t:


e2CюрvЮ

X

	
x
	e

ij


xe

e2C
рvЮ

X


xeijј0;
i;j 2 Q;
v 2 V ; v 6ј i; j

р2bЮ

xeijјh;
i;j 2 Q;
v 2 V ; v ј i


e2CюрvЮ

X

e2CюрvЮ



	x
	e

ij



e2C
рvЮ

X

e2C
рvЮ



р3bЮ

xeijјh;
i;j 2 Q;
v 2 V ;
v ј i
р3cЮ

e2CюрvЮ


ij


e2C
рvЮ


X

	
x
	e

ij



X


xeijј h;
i;j 2 Q;
v 2 V ; v ј j

X



xe

X



xe

р2cЮ


e2CюрvЮ


e2C
рvЮ



р3dЮ

e2CюрvЮ


ij


e2C
рvЮ


ijј h;
i; j 2 Q;
v 2 V ; v ј j

р2dЮ


X

i2Q


~ipeрiЮ ю


X

i2Q


b~ikeрiЮ 6 AрeЮ;
e 2 E


р3eЮ

X


xeij6peрiЮ юkeрjЮ;
i;j 2 Q; e 2 E


р3fЮ

i;j2Q


xeijdij6AрeЮ;
e 2 E; T 2 M


р2eЮ


X

	
y
	e

f



X


yefј0
f ј рo;tЮ 2 E; v 6ј o;t

X


ye

X


yefј0;
f ј рo;tЮ 2 E; v 6ј o;t


e2CюрvЮ


e2C
рvЮ

e2CюрvЮ


f


e2C
рvЮ



р2fЮ


X

	
y
	e

f



X


р3gЮ

yefјAрf Ю;
f ј рo;tЮ 2 E; v ј o

X


ye

X


yefјAрf Ю;
f ј рo; tЮ 2 E; v ј o


e2CюрvЮ


e2C
рvЮ



р3hЮ

e2CюрvЮ


f


e2C
рvЮ



р2gЮ


X

	
y
	e

f



X


yefј Aрf Ю;
f ј рo; tЮ 2 E; v ј t

X

	
y
	e

f



X


yefј Aрf Ю;
f ј рo;tЮ 2 E; v ј t


e2CюрvЮ


e2C
рvЮ


р3iЮ

e2CюрvЮ


e2C
рvЮ



р2hЮ


AрeЮ юyef6ce;
e;f 2 E; e 6ј f

yeeј0;
e 2 E


р3jЮ

р3kЮ

AрeЮ ю yef6ce;
e;f 2 E; e 6ј f


р2iЮ


x;y;p;k; h;A P 0


р3lЮ
284

260


yeeј0;
e 2 E

x;y;h;A P 0


р2jЮ

р2kЮ


The above linear programming (LP) problem can be
285

solved by standard LP solvers like Cplex [18]. Then
286

we can derive the set of working paths and link res-
287

261
Although Eq. (2) is a linear programming formula-

262
tion, it cannot be solved directly because constraint

263
(2e) lists every valid T in M and there are too many

264
of them. The problem is solved with the following


toration paths from the ﬂow variables xeijandyef.
3. Adding hop-count limit to restoration paths


288

289

265
property. Diﬀerent forms of this property have been

266
given in [16,17].


If the goal is only to maximize network through-
290

put, some of the computed restoration paths may
291
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292
be long and this makes the restoration latency unac-

293
ceptable. In the following we present a decomposi-

294
tion scheme that will lead to a path formulation for

295
the design of restoration paths. The path formula-




improve
h.
Ke
can be computed as
Ke
K ю sc,

where c is a subgradient vector at point K and s is

the step size.
c
is called a
subgradient vector
of

h(K) at the point K if



331

332

333

334

296
tion allows us to add a hop count limit on the resto-

297
ration paths. Another beneﬁt of the approach is that

298
the new approach is faster than the one in Section 2.


hрKЮ  hрKЮ 6 c  рK
KЮ;
K 2 R

holds. We show how to compute c below.


р6Ю
336

337

299
3.1. Two-stage decomposition algorithm


Property 3.
Suppose K is a working capacity vector

as deﬁned by Eq.
(

HYPERLINK "#6"
4

HYPERLINK "#6"
). Let
K 2 R
and
c
be a

subgradient of h(K) at K. Then


338

339

340

300


The computation of the working ﬂow and the


c ј Ѕx1; x2; . . . ; xm:


р7Ю
342

301
restoration ﬂow in Eq. (3)
can be partitioned into

302
two separate stages. At the ﬁrst stage, correspond-

303
ing to constraints (3b)–(3f), we assume the working

304
capacity vector K is given, where


where x are the corresponding optimal dual variables

for constraint (5e).

Proof.
From the deﬁnition of subgradient, c at K


343

344

345

307


K ј ЅAр1Ю; Aр2Ю; . . . ; AрmЮ


р4Ю


can be computed as follows. For h(K), let x be the


346

308
and m is the number of links (assuming the set of

309
links is labeled from 1 to m). We can compute the

310
optimal routing. The process also generates a new

311
working capacity vector Ke . A working capacity vec-


corresponding optimal dual variables for constraint
347

(5e). Then from linear programming theory,
348

X
X
349

hрKЮ  hрKЮ ј
xeAрeЮ 
xeAрeЮ

312
tor is called feasible if it satisﬁes constraints
(3g)–

313
(3k), meaning that the network has enough capacity

314
left to protect it. At the second stage, we will test if




6


e

X

e

X



xeAрeЮ 


e

X

e



xeAрeЮ

315
the newly generated
Ke
from stage 1 is feasible or

316
not. If not, we will modify
Ke
in the 2nd stage to

317
make it feasible and pass the result back to stage 1


ј



e


xeЅAрeЮ  AрeЮ


р8Ю


351

318
for another round of iteration.


We can rewrite Eq.
(8)
as
hрKЮ  hрKЮ 6 Ѕx1; x2;

. . . ; xm  рK
KЮ: From the deﬁnition of subgradi-


352

353

319


Stage 1: Assume
K (i.e., all
A(e)) is given. We


ent, we thus have c ј Ѕx1; x2; . . . ; xm.
h


354

320
determine routing and maximum h
by solving the

321
following linear programming problem.


Stage 2: At stage 2, we check if the new working


355

max h


р5aЮ


capacity vector
Ke ј Ѕe р1Ю; . . . ; e рmЮ
produced by


356

s:t:


X


xe
ij


X


xeijј0;
i;j 2 Q;
v 2 V ; v 6ј i;j


stage 1 is feasible or not. If not, we will modify it
357

e2CюрvЮ

X



xe

e2C
рvЮ

X



xe


р5bЮ


and make it feasible. This is done with the following
358

LP formulation.
359

360

max r
р9aЮ

e2CюрvЮ


ij


e2C
рvЮ


ijјh;
i;j 2 Q;
v 2 V ; v ј i


s:t:


X


ye

X


yefј0;
f ј рo;tЮ 2 E; v 6ј o;t

X



xe

X



xe

р5cЮ


e2CюрvЮ


f


e2C
рvЮ

e2CюрvЮ


ij


e2C
рvЮ


ijј h;
i; j 2 Q;
v 2 V ; v ј j


X


ye

X


р9bЮ

yefјAрf Ю;
f ј рo; tЮ 2 E; v ј o

X

i2Q


~ipeрiЮ ю


X

i2Q


р5dЮ

b~ikeрiЮ 6 AрeЮ;
e 2 E
р5eЮ


e2CюрvЮ

X


f


e2C
рvЮ

X



р9cЮ

324


xeij6peрiЮ ю keрjЮ;
i;j 2 Q; e 2 E

x;p;k;h P 0


р5f Ю

р5gЮ


e2CюрvЮ

	
y
	e

f



e2C
рvЮ


yefј Aрf Ю;
f ј рo;tЮ 2 E; v ј t

325
We use h(K) to denote the optimal value of h in Eq.

326
(5) since it is a function of the working capacity vec-

327
tor K. Let R denote the set of feasible K. Property 2
328
in Appendix B shows that h(K) is a concave function

329
on R. This allows us to use the subgradient scheme

330
[19] to compute a new working capacity vector Ke to



AрeЮ ю yef6ce;
e;f 2 E; e 6ј f

yeeј0;
e 2 E

AрeЮ P eрeЮ  r;
e 2 E

y;r; A P 0


р9dЮ

р9eЮ

р9fЮ

р9gЮ

р9hЮ
362
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363
Constraints
(9b)–(9e)
ensure that the computed

364
working capacity is feasible. Constraint (9g) implies




(11b). In addition, constraint (11c) can be easily sat-

isﬁed if we divide all weights w(e, f) byPeeрeЮze.



400

401

365
that r ј minefAрeЮ=e рeЮg. Thus, if r P 1, Ke
is obvi-


The algorithm proceeds iteratively. At each itera-
402

366
ously feasible and it will be put back into Eq. (5) for

367
the next iteration. If
r < 1 (Ke
is not feasible), then


tion, for each link e, the
shortest path p 2 Pethat

minimizes the LHS of constraint (11b) is computed,


403

404

368
(rKe ) will be feasible and we will pass this vector

369
back to stage 1 for further iterations.

370
3.2. Path formulation for restoration paths


ﬂow is sent on the path, and the primal and dual
405

variables are updated accordingly. Note that we
406

can impose a hop-count limit in this step when we
407

compute the shortest paths (e.g., we can use the
408

Bellman–Ford algorithm
[21]). This may reduce
409

371


The formulation in stage 2 is link based. But we


the working capacity a little bit (see Section
4),

410

372
now transform it into a
path-ﬂow
formulation so


but the restoration latency can be restricted by add-
411

373
that we can impose a hop-count limit on the resto-

374
ration paths. Also, a faster computation algorithm

375
is available for the new form. Let
Pedenote the

376
set of all paths, except
e, from the originating node


ing this constraint.

4. Performance evaluation


412

413

377
to the terminating node of link e. Let y(p) denote the

378
restoration traﬃc on path p if its protected link fails.

379
To restore the traﬃc for any failed link e, we must

380
have AрeЮ јPp2PeyрpЮ
for all e 2 E. The path-ﬂow

381
formulation of Eq. (9) is as follows:

382

max r
р10aЮ

X


In this section we compare the performance for
414

diﬀerent schemes. The primary performance mea-
415

sure is the maximum admissible bandwidth of traﬃc
416

the network can sustain. In the following experi-
417

ments, we assume the preference parameters
~i418

and b~iat edge node i is set proportional to the total
419

capacity of network links incident at node i. This is
420

s:t:



p2Pe

X


yрpЮ P r
eрeЮ
e 2 E

X


р10bЮ


a logical assumption because if there is more traﬃc
421

demand from a node, more links will be added to
422

p2Pe


yрpЮ ю


p:p2Pf;e2p


yрpЮ 6 cef
6ј e; e;
f
2 E

р10cЮ


that node. As we mentioned in the introduction,
423

most existing restoration algorithms assume the
424

traﬃc matrix is given, and they can not be applied
425

to problems with hose-model traﬃc patterns. In
426

384


y; r P 0


р10dЮ


the following, we only compare our scheme with
427

385
The above path-ﬂow formulation can be solved eﬃ-

386
ciently with a primal-dual approach adapted from

387
the technique developed for the maximum concur-

388
rent ﬂow problem in [20]. In addition, the hop-count

389
limit can be easily included in the algorithm. The

390
dual formulation of Eq. (10)
is to associate a vari-

391
able re, for each link e, corresponding to constraint

392
(10b)
and a non-negative variable
w(e,f), for each

393
pair
e,f 2 E,
e 5 f, corresponding to constraint

394
(10c). The dual formulation can be written as

X
X

min
cewрe; f Ю
р11aЮ


those that can be applied to hose-model traﬃc pat-
428

terns. The schemes we compare include the
429

following:
430

(a)
Linear
programming,
no
link
protection
431

(LP_NP): the optimal scheme by solving
432

Eq. (5) by setting the working capacity = link
433

capacity (i.e., A(e) = cefor all e 2 E).
434

(b) Linear programming, with link protection
435

(LP_P): the optimal scheme by solving Eq.
436

(3) with standard LP solvers.
437

(c)
Decomposition and Iterative scheme (DI): the
438

s:t:


e2E

X

e02p

X


f2E;f6јe

wрe0; eЮ ю


X

f 2E;f 6јe



wрe; f Ю P rep 2 Pe;
e 2 E

р11bЮ


working and restoration ﬂows are computed
439

by the decomposition algorithm discussed in
440

Section 3.
441

(d) Non-iterative scheme (NI): the working capac-
442

ity is computed by the link partition scheme
443

396


e


eрeЮreP 1


р11cЮ


that will be described below.

(e)
Shortest path routing and restoration (SPRR):


444

445

397
If we set zeto the minimum value of the left-hand-

398
side (LHS) of constraint
(11b), then
w(e, f) will be

399
a dual feasible solution that satisﬁes constraint


Use the shortest paths for the working traﬃc.
446

If multiple shortest paths exist, traﬃc will be
447

evenly split among them. SPRR also uses the
448
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449

450

451

452

453



shortest restoration paths to protect a link.

Once working and restoration paths are given,

we can easily compute the maximum h.

Two non-iterative schemes of (d) are described

454
below. Without considering what type of traﬃc pat-

455
terns to be supported in the network, we just com-

456
pute the amount of working capacity under the

457
condition that it can be protected.

458

459


Non-Iterative Scheme 1 (NI1):

X X

max


e2E
p2Pe

X


yрpЮ



X


р12aЮ


Fig. 3. The Sprint US backbone topology used for performance

evaluation.

s:t:




p2Pe


yрpЮ ю



p:p2Pf;e2p


yрpЮ 6 ce;
f
6ј e;
e; f
2 E

р12bЮ



15000



DI

LP_P

461


y P 0


р12cЮ

462
The objective function (12a) is to maximize the sum

463
of all links’ working capacity. Once we have y(p), we

464
can derive A(e). We then put A(e) back into Eq. (5)
465
to ﬁnd the maximum h for the hose-model pattern.

466
This is done in one iteration.



10000

467

468


Non-Iterative Scheme 2 (NI2):

Similar to the previous non-iterative scheme, we


5000

469
compute the working capacity ﬁrst. But we change

470
the objective function in
(12a)
to
r ј mine2Efreg,

471
where
reis the fraction of the capacity of link
e

472
reserved for the working traﬃc.



0

1
2
3
4
5
6
7
8
9
10
11
12
13

Number of Phases

max r

X

s:t:

p2Pe

X




yрpЮ P r
cee 2 E

X


р13aЮ

р13bЮ


Fig. 4. Maximum admissible bandwidth for the decomposition

scheme in the Sprint topology.

p2Pe


yрpЮ ю


p:p2Pf;e2p


yрpЮ 6 ce;
f
6ј e; e;
f
2 E

р13cЮ


indicates the maximum admissible bandwidth com-
487

puted by the LP_P scheme. As we can see, after 10
488

phases, the maximum admissible bandwidth com-
489

474


y; r P 0


р13dЮ


puted by the decomposition scheme is very close
490

to the optimal value. For larger networks presented
491

later, we normally can get a near-optimal solution in
492

475
4.1. Speed of convergence of the decomposition


less than a hundred phases for the decomposition
493

476
scheme


scheme.


494

477



We ﬁrst evaluate the eﬀectiveness of the decom-


The number of iterative phases needed for
495

achieving convergence given in
Fig. 4
does not
496

478
position algorithm with the Sprint IP backbone

479
topology shown in Fig. 3 

HYPERLINK "#12"
[22]. We assume all nodes


depend on the type of CPUs we use, but the real
497

computation time for each phase will be machine
498

480
are edge nodes and all links have the same capacity


dependent.
Fig. 5
compares the running-times (in


499

481
of 1000 U. Although the theoretical rate of conver-

482
gence for basic subgradient algorithm is linear [23],

483
its convergence speed is much better in practice [24].

484
Fig. 4 shows how many iterative phases the decom-

485
position algorithm needs to perform before getting a

486
near-optimal solution. The straight line in
Fig. 4

seconds) of the two approaches on randomly gener-
500

ated topologies measured on a 3-GHz Pentium-4
501

PC with 2 GB of memory. The results clearly show
502

that the DI scheme is much faster than the LP_P
503

scheme. The running-time of the LP_P scheme
504

grows quickly with the size of the network. In con-
505
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0

40


NI1

NI2

SPRR



60



80



100



120

Number of nodes

Fig. 5. The running time of the LP_P and DI schemes in various

randomly generated topologies with diﬀerent number of nodes.

506
trast, the running-time of the DI scheme grows in a

507
much slower pace.

508
4.2. Throughput comparison


Number of links

Fig. 6. Maximum admissible bandwidth vs. the number of links

in Experiment 1.

3000

LP_NP

DI

NI1

NI2

2500
SPRR

509



We evaluate the throughput of LP_NP, DI, NI1,



2000

510
NI2, and SPRR, based on randomly generated

511
topologies with the following varying parameters:

512
(1) number of links in the network, (2) number of

513
nodes in the network, and (3) number of edge

514
nodes.

515
•
Experiment 1: 20 node topologies with 40–120




1500

1000

500

0

516

517


bidirectional links. The number of edge nodes is

set to 10.


10
15
20
25
30
35
40
45
50

Number of nodes

518
• Experiment 2: 10–50 node topologies. The num-


Fig. 7. Maximum admissible bandwidth vs. the number of nodes

519

520


ber of links is twice the number of nodes in the

topology. The number of edge nodes is set to 10.


in Experiment 2.

521
• Experiment 3: 40 node topologies with 80 bidirec-

522

523

524

525


tional links. The number of edge nodes is varied

from 6 to 20.

The link capacity is 100 U. Figs. 6–8 are the aver-


3000

2500


LP_NP

DI

NI1

NI2

SPRR

526
age results of ten independent runs. LP_NP is pre-

527
sented only to show how much traﬃc we need to

528
sacriﬁce to ensure restoration. Comparing LP_NP

529
and DI, we ﬁnd that DI reduces the admissible traf-

530
ﬁc by 7.4–25.8% in Experiment 1, 11–35.1% in

531
Experiment 2, and 11.8–19.9% in Experiment 3.


2000

1500

1000

500

532


DI performs much better than NI1 and NI2 in all

533
the experiments. The performance gap between DI

534
and NI1 (which achieves the secondary high perfor-

535
mance among the restoration schemes) ranges from




0



6



8
10
12
14
16
18
20

Number of edge nodes

536
10.8% to 40% in Experiment 1, from 23.5% to

537
32.8% in Experiment 2, and from 19.8% to 33.3%


Fig. 8. Maximum admissible bandwidth vs. the number of edge

nodes in Experiment 3.
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538
in Experiment 3. The reason is because the two NI



is deﬁned as the percentage of the total VPN
567

539
schemes partition the link capacity without taking


requests that is rejected.


568

540
in account the hose-model traﬃc pattern. This

541
results in the reduction of admissible capacity.


In a dynamic VPN environment, previously pro-
569

posed VPN provisioning algorithms, as pointed out
570

542
Among the two, NI1, which maximizes the working


in
[15], have the drawback of computing working


571

543
capacity for the working traﬃc, performs better than

544
NI2. We also observe that SPRR performs much

545
worse than the other schemes. This is because SPRR

546
uses shortest paths for working and restoration traf-

547
ﬁc. Load-balancing can not be done as eﬃciently as

548
the other schemes.

549
4.3. Impact of hop-count limit on throughput


and link-restoration paths every time a new VPN
572

is added. This is time consuming and can create a
573

scalability problem if the frequency of adding and
574

deleting VPNs is high. The non-blocking network
575

approach does not have the same problem. For
576

our approach, we will use one additional measure
577

to further improve the performance presented in
578

the previous sections. We use a server to record
579

how much bandwidth of each link has been taken
580

for existing VPNs. Recall that in the proposed
581

550


We use the Sprint backbone topology (Fig. 3) to


approach, the paths are ﬁxed. When a new VPN
582

551
study the throughput degradation due to adding a

552
hop-count limit. Fig. 9 plots the maximum admissi-


arrives, we use the formulation of Eq. (A.1) (given

in
Appendix A) to ﬁnd the maximum amount of


583

584

553
ble bandwidth as the maximum allowable hop count

554
of the restoration paths. As can be seen, the maxi-

555
mum admissible bandwidth does not change much

556
beyond a hop-count of 6. The results allow us to

557
make an intelligent tradeoﬀ between the throughput

558
and the restoration latency.

559
4.4. Dynamic construction of hose-model VPNs


bandwidth required (i.e., the worst-case traﬃc pat-
585

tern) along the paths for this new VPN. The compu-
586

tation required for this is much less than ﬁnding the
587

optimal set of working and restoration paths of
588

each new VPN. The throughput presented in the
589

previous sections does not track this information
590

and only uses the information of the ingress and
591

egress nodes of the VPN to decide if the VPN can
592

be admitted.
593

We conduct experiments on the Sprint backbone
594

560


The performance of the proposed approach


topology (Fig. 3). The VPN requests are generated


595

561
shown in the previous sections can be further

562
improved as described in this section. We compare

563
the performance of the proposed approach with that

564
of the conventional approaches in a dynamic envi-

565
ronment where VPNs come and go. The perfor-

566
mance measure we use is the
rejection ratio
which

14000

12000

10000

8000

6000

4000

2000

optimal

DI

0


following a Poisson process and the holding time
596

is exponentially distributed. The VPN endpoints
597

are randomly attached to the edge nodes, and the
598

number of endpoints of each VPN is chosen ran-
599

domly between 5 and 15. The ingress and egress
600

25

Conventional approach

proposed approach

20

15

10

5

0

3


4


5


6


7


8


9


10


50


60


70


80


90


100

Maximum number of hops allowed for a restoration path

Fig. 9. Maximum admissible bandwidth vs. maximum hop count

of a restoration path.


K

Fig. 10. The comparison of rejection ratio of the conventional

and our proposed VPN construction approaches.
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650

601
bandwidth requirement of a VPN endpoint are

602
assumed to be the same, and its value is chosen ran-

603
domly between 1 and
K, where
K
is a selected

604
parameter that indicates the degree of variability


max

s:t:




ij

X

j2Q


xeijdij

dij6 ~i;
i 2 Q


рA:1aЮ

рA:1bЮ

605
of VPN bandwidth requirements. The results are

606
shown in Fig. 10. As can be seen, the rejection ratios

607
of the two approaches are very close if
K
is small.

608
However, as
K
becomes larger, which implies

609
greater variability of the bandwidth requirements


Xdij6b~j;
j 2 Q

i2Q

dijP 0;
i; j 2 Q


рA:1cЮ

рA:1dЮ
652

610
of each VPN, our proposed approach has a better

611
performance than the conventional approach.

612
5. Conclusions


where constraints (A.1b) and (A.1c) are the ingress

and egress bandwidth constraints. The dual
of the

above LP problem for link e is:

X
X

min
~ipeрiЮ ю
b~ikeрiЮ
рA:2aЮ

i
i


653

654

655

613


In this paper, we presented a new restoration


s:t: peрiЮ ю keрjЮ P xeij;i; j 2 Q


рA:2bЮ

614
architecture for L3-VPN networks. We also pre-

615
sented a linear programming formulation for com-


p; k P 0


рA:2cЮ
657

616
puting the optimal routing and link restoration for

617
this architecture. Furthermore, we showed an eﬃ-

618
cient decomposition algorithm that can compute a


SincePijxeijdij6 AрeЮ, the dual for any link e must

have optimal value 6A(e). Therefore, the objective



658

659

619
near-optimal solution with much less computational

620
overhead. The proposed architecture has many

621
advantages, including no need to set up an external

622
routing table, no need to set up restoration paths for

623
a new VPN, and high throughput performance. The

624
proposed decomposition algorithm is computation

625
eﬃcient and allows us to include a hop-count limit


function of the dual satisﬁes (i). Requirement (ii)
660

is trivially satisﬁed by the dual problem constraint
661

(A.2b).
662

(‘‘if’’ direction): Let xeij be a routing, and T = {dij}
663

be any valid trafﬁc matrix. Also let pe(i) and ke(i) be
664

the weights satisfying requirements (i)-(ii). Consider
665

a link e. From (ii), we have
666

626
to bound the restoration latency of the VPN in case

627
restoration occurs. The techniques developed in this

628
paper can also be applied to other restoration

629
networks.


xeij6peрiЮ ю keрjЮ

Summing over all node pairs (i, j), we have

X
X


668

669

630
Appendix A. Proof of Property 1

631

632
Property 1.
Given H ј Ѕр~1; b~1Ю; . . . ; р~n; ~bnЮ, rout-


i;j2Q


xeijdij6
ј


ЅpeрiЮ ю keрjЮdij
i;j2Q

X
X
X

peрiЮ
dijю

i2Q
j2Q
j2Q

X
X



keрjЮ



X

i2Q



dij
633
ing
xeij
and working capacity reservation
A(e) can

634
satisfy constraint (2e) for all trafﬁc matrices in M if


6


i2Q


~ipeрiЮ ю


i2Q


b~ikeрiЮ


671

635
and only if there exist non-negative weights
pe(i)

636
and ke(i) for each e 2 E and i 2 Q such that


The last inequality comes from the constraints im-
672

posed by H (i.e.,Pjdij6~iandPidij6~bj). From
673

(i), we have
674

637

638

641

639


(i)Pi2Q~ipeрiЮ юPi2Q~bikeрiЮ
6 AрeЮ
for
each

e 2 E

(ii) xeij6 peрiЮ ю keрjЮ
for each
e 2 E
and every


X

i;j2Q


xe
ijdij6

X

i2Q


~ipeрiЮ ю


X

i2Q


b~ikeрiЮ 6 AрeЮ



676

642

640


i,j 2 Q


This means that for any traﬃc matrix constrained
677

by
H, the working trafﬁc on any link is at most
678

643
Proof.
(‘‘only if’’ direction): Let routing
xeijand
644
working capacity reservation
A(e) satisfy con-

645
straints
(2e)
for all trafﬁc matrices in
M
(i.e.,

646Pe

ijxijdij6AрeЮ for all e 2 E and T
2 M). Consider

647
a link e. The problem of ﬁnding T = {dij} that max-

648
imizes link load on
e can be formulated as the fol-

649
lowing linear programming problem.


A(e).
h

Appendix B. Concavity of h(K)

Property 2.
Let R denote the set of feasible K. Then

h(K) is a concave function on R.


679

680

681

682

683
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Proof.
The property can be proven from the dual

685
form of Eq. (5).
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