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Source Destination Protocal | Info =

| 7123.331003 213.180.204.11  172.16.255.84 TCP  http > 1111 [ACK] Seq-27983 Ack=485 win=37810 Len=0
172.16,255.84 19 NS Standard guery A img-Totki.yandex.ru I

193.233.144.7 172.16,255.84 NS Standard guery response CNAME img.foTki.yandex.ru A 77.88.21,

172.16,255.84 193.233.144.7 NS Standard guery A yabs.yandex.ru

193.233.144.7 172.16,255.84 NS Standard guery response A 213.180.204.91

172.16,255.84 193.233.144.7 NS Standard guery A img.yandex. et

103.733.144.7 172.16.255.84 DS standard query response A 21318020444
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@ Frame 75 (62 bytes on wire, &2 bytes captured)
@ Ethernat 11 5  d 5

1d5 (00:14:F2:chi46:d5)

version
Header length: 20 byres
@ Differentiated services Field: 0x00 (DSCP 0x00: Default; ECN: 0X00
Total Length: 48
Identification: 0x03d4 (980
[ Flags: 0x04 (Don't Fragment)
Fragnent offset: 0
Time to live: 128
Protocal: TCP (0x06)
[ Header checksum: 0xe8fo [correct]
Source: 172.16.255.84 (172.16.255.84)
Destination: 77.88.21.61 (77.88.21.61
5 Transmission Contral protocal, src Port: 1113 (1113), bst Port: http (80), Seq: 0, Len: O
Source port: 1113 (1113) -l

[0000 00 14 2 cb 46 d5 00 07 &0 b3 73 dc
lod1o d 006
loo20 b 8 aa Tc 00 00 00 00 70 02

loo30 fa d0 00 00 G2 04 05 b4 OL 01 04 02

rternet Protocol (), 20 bytes [P T170: 117 0 0ropsi 0
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Fiter pression... | lear | aply

No.. [Time Saurce Destination Protocol | Info A
T 72167555 70,934 TCP TIT7 5 TWetp [ACK] SEq=476 ACK=70R0 Win=ed175 Lan=! I
33 1.013806  172.16.255.84 66.249.03.147 TCP  [TCP Segment of 2 reassembled POU
34 1.013060  172,16.255.84 66.249.93.147 HTTP  GET /extern_is/f/CulydRICCHUNMADAAYw/SUOHEG7Lhs. §5 HTTR/1.1
351.003086  66.24.03.147 172.16.255.84 TCP  [TCP segment of a reassembled POU]
361.003200  66.24.93.147 172,16.255.84 TCP  [TCP segment of a reassembled POU
371.003434  172.16.255.84 66.249.03.147 TCP 1117 > http [ACK] Seq=768 Ack=0940 Win=65535 Len=0
382.004412  66.24.03.147 172.16.255.84 TCP  [TCP segment of 2 reassembled POU:
30 2.004555  66.24.93.147 172,16.255.84 TCP  [TCP segment of a reassenmbled POU
40 2.004603  172.16.255.84 66.249.03.147 TCP 1117 > http [ACK] Seq=768 Ack=12800 win=65535 Len=0
412000328 56, 245,05 147 172.16.255.84 TCP __[TCP Segment of 3 reassembled PDU
2. 065652 AER 177.16.255 5 o
43 2.060834 | 172.16.355.84 66.245.093.147 TCP 1117 > Mttp [ACK] Seq=r68 Ack=15504 Win=65535 Le
44 > 257802 Cicrn aR-hf-ROcnDATD/NTB/BANBAINTE  unamic Triniine Beoracol IS
[ Frame 42 (1328 bytes on wire, 1328 bytes captured) N

= Ethernet 11 i Ciscochid6ids (00i14:f2:chids:ds), pst: Intel b3if3idc (00:07:20:b3:f3idc

version: 4

Header length: 20 byres
@ Differentiated services Field: 0x00 (DSCP 0x00: Default; ECN: 0X00
Total Length: 1314
Tdentification: oxas2d (42541)
@ Flags: 0x00
Fragnent offset: 0 L
Time to Tive: 55
Protocal: TCP (0x06)
@ Header checksum: 0xBch7 [correct]
Source: 66.249.93.147 (66.249.93.147
pestination: 172.16.255.84 (172.16.255.84)
|5 Transmission Contral protocal, src Port: http (80), DSt Port: 1117 (1117), Seq: 14230, Ack: 768, Len: 1274

Source port: http (80) -l
[0000 b3 73 dc 00 1472 b 46 a5 4
loo1o o 00 7 ¢ b7 47 10 ¢ 10 I
looza 50 04 5d 37 70 d'20 58 50 18 -

o030 Te 58 o1 b8 00 00 28 70 29 3b 70 3d e 75 &C 6c
0020 3b 7a 2e 76 61 6¢ 75 65 3d 22 78 22 7d 7d 7d 66
0050 7 ce B3 74 65 6f o2 20 &7 &l 28 20 /b 7o &l 72 incrien ga(iva
oeo 20 GLxd oz 73 ccoc3b 74 7370 Tbsl 3d ge sy anwll; tryfahe
o070 77 20 21 63 74 65 76 65 58 4f 62 6a 65 63 74 28w active xobject¢

Frame (1328 bytes) [ Reassonbld 1CP (842 byte) [k enty by 155 bytes) |
Frternet Protocol (o), 20 bytes [FE 570 570 1 0 Drops: 0





