HABa rnasHLIX cnocoba opraHU3aumMm A0CTyna K

obopyaosaHuHo:
1. Local database
2. AAA server

PyHKUUMU AAA:
. authentication
. authorization
. accounting

[lBa 0CcHOBHbIX nNpoTokona AAA
1. RADIUS
2. Tacacs (Tacacs+)

Bonee noapobHo 0 AAA MOXHO NoYUTATb 34eChb, 0 radius 34echb U
34ecb, a 0 facacs 34echb
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TTpotokon ubP TCP/49
1812/1645 authentication
1813/1646 accounting
Lngpposaruve LnppyeT Tonbko naponsb Wngppyer
NOSTHOCTbHO
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http://habrahabr.ru/company/pt/blog/192668/
http://rfc2.ru/2866.rfc
http://rfc2.ru/2865.rfc
http://www.cisco.com/russian_win/warp/public/3/ru/solutions/sec/mer_tech_ident-tacacs.html
http://rfc2.ru/2865.rfc
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Tunosble HaCTpoUKU poyTepa Ana AAA

Router(config)#enable secret cisco
Router(config)#username admin privilege 15 secret cisco
Router(config)#aaa new-model

Router(config)#aaa authentication login default group radius
local

Router(config)#radius-server host 192.168.1.4 key cisco

Tunosbie HacTpoku AAA cepsepa

Bt L aw — = =]

| Services | Desktop | Software/Services
| SERVICES | AAA
( HTTP J
[ DHCP ] Service @ on © Off Radius Port 1645
[ DHCPv6 ] Network Configuration
( TFTP J f
Client Name Client IP
( DNS |
[ AAA ] Client Name Client IP Server Type Keyl
[ NTP ] 1 R1341 192.168.1.1 Radius cisco I
[ EMAIL ] Save
( FTP J
Remove |
User Setup |
Username Password
Username Password -
1 cooper cisco
2 test cisco Save l
I
I Remove |
|
|
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