Kak AaTb AOCTYN K NOKANbHLIM CepBepam?
1. Static NAT
2. DMZ
3. VPN

VPN - Virtual Private Network - BupTyanbHaa yacTHas

ceTb
« IPsec Site-to-Site VPN - o6beauHeHue ceteli
o  IPsec RA VPN - noaknroyeHwe yaaneHHOro nosib3osarens

TTocTpoeHue TyHHens B age pa3bl (IKE)
1.  TTepeasa qa3sa (yctaHoska SA u ISAKMP Tunnel)
2.  Bropas qasa (IPsec Tunnel)

bonee l"IOApOGHO O NpuBeAEHHBIX TEXHONOMUAX MOXHO NoYnUTaTb 34eChb U 34eCb
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http://habrahabr.ru/post/170895/
http://xgu.ru/wiki/Cisco_ASA/Site-to-Site_VPN

Tunosbie HACTPOUKU poyTepa:
Hactpoiika nepsoui ¢passl

crypto isakmp policy 1

encr 3des

hash md5

authentication pre-share

group 2

HacTpoiika knkoua ayTeHTU@PUKALUU U Nupa
crypto isakmp key cisco address 210.210.2.2
Bropasa gasa

crypto ipsec transform-set TS esp-3des esp-md5-
hmac

Onpepensem Kakoi TpagpuK LWWGPpPOBATbL

ip access-list extended FOR-VPN

permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
Co3paHue KpUNTOKApTLI

crypto map CMAP 10 ipsec-isakmp

set peer 210.210.2.2

set transform-set TS

match address FOR-VPN

TTpuBaska k UHTepeucy
interface FastEthernet0/0
crypto map CMAP

Tunoseie HacTpoku M3:
HacTpoiika nepeoii ¢passl

crypto ikevl enable outside

crypto ikevl policy 1

encr 3des

hash md5

authentication pre-share

group 2

lifetime 43200

HacTpoiika knroua ayTeHTUPUKALUUU U Nupa
tunnel-group 210.210.2.2 type ipsec-I2|

tunnel-group 210.210.2.2 ipsec-attributes

ikevl pre-shared-key cisco

Bropas asa

crypto ipsec ikevl transform-set TS esp-3des esp-md5-hmac
Onpepensem KaKoW TPaPUK WMUEPPOBATD
access-list FOR-VPN extended permit icmp 192.168.1.0
255.255.255.0 192.168.2.0 255.255.255.0

Co3paaHue KpUNTOKApTLI

crypto map To-Site2 1 match address FOR-VPN

crypto map To-Site2 1 set peer 210.210.2.2

crypto map To-Site2 1 set security-association lifetime seconds
86400

crypto map To-Site2 1 set ikevl transform-set TS

TTpueaska K UHTepgeiicy
crypto map To-Site2 interface outside
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Kypc monoporo 6omnua. lNpakruyeckun Kypc ¢ ucnonob3osaHuem Cisco Packet Tracer.
Lesson18 - VPN
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ApXUTEKTYpa KopropaTMBHbIX
ceten

Kpatkoe pykoBoAcTBO

Switch Stack.
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CkayvaTtb becnnaTHy0 BEPCUIO PYKOBOACTBA

online network school

.7\0 NetSkills


http://skill-admin.blogspot.ru/p/blog-page.html
http://skill-admin.blogspot.ru/p/blog-page.html

