Cisco ASA - Adaptive Security Appliance

YcTporicTeo obecneuyeHus ceteBo 6e30MacHOCTU. YCTAHABIMBAETCA HA MepumeTpe CeTU U B cermeHTe cepBepoB. BOMbLIMHCTBO (yHKLMIMA
6€30MacHOCTU BKIMFOYEHBI MO YMOSIYaHUH. ObLume PyHKLUU C MapLIpyTU3aTOpPaMU:

. AvHamuyeckas mapwpyTtusaums (RIP, OSPF, EIGRP)
. NAT

o  @unbtpaums Tpaguka (Access List)

. VPN (Site-to-Site, RA VPN)

OcHogHbIe yHKUMM Cisco ASA: ®YHKLUUU AOCTYMHbIE TOMbKO B
1.  Stateful packet inspection MapLpyTU3aTOpax:
2. IDFW 1. BGP;
i. TrustSec " 2. MPLS:
. YnyJweHHbIN Vi _
5  IPS 3.  DMVPN;
4. GRE:
Bbonee noapobHo 06 oTnuumax M3 ot 5. WLAN Conftroller
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MogpenbHbri paa Cisco ASA 5500 u 5500-X

Mbps/Gbps - max throughput
cps - connections per second CTa pa;| CeleFl 5500

Bua cnepean

HoBas cepus 5500-X

throughput - actual bandwidth that is available to a network, as opposed to BRI ASA 5512-X

theoretical bandwidth

ASA 5515-X
bandwidth - how much information a network can move at a period of time
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Ckavatb Cisco Packet Tracer 6.2

Coctas nabopaTopHoM paboThI: F:i-———
1841

1. TloaknroueHue k Cisco ASA RDTEFD Sarvert
2. Tlposepka nuueH3suu

3. HacTtpovika yaaneHHoro aoctyna k M3

4. Hactpovika Security Level o

5. HacTpovika maplpyTta No yMON4YaHUIO \

6. HacTpolka nHcnexkTUpoBaHUA Tpagpuka i[ i:]l

(Stateful Inspection) ==y =
PCO PCI

7. Hactpouka NAT
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OCHOBHbIE KOMAHAbI:

1.  TloaxnroueHue k Cisco ASA 5.  HacTpoiika maplwpyTa no yMOnuaHUIo
TTaponb Ha enable - oTcTyTCTBYET, NPOCTO HAXMUTE enter route outside 0.0.0.0 0.0.0.0 210.210.0.1

2.  Tlpoeepka nuueHsuu 6.  Hacrtpoiika uHcnekTuposaHua Tpaguka (Stateful Inspection)
show ver ciscoasa(config)#class-map inspection_default

3.  Hactpoiika yaaneHHoro aoctyna k M3 ciscoasa(config-cmap)#match default-inspection-traffic
ciscoasa(config)#enable password cisco ciscoasa(config-cmap)#Hexit
ciscoasa(config)#username admin password cisco ciscoasa(config)#policy-map global_policy
ciscoasa(config)#ssh 192.168.1.0 255.255.255.0 inside ciscoasa(config-pmap)#class inspection_default
ciscoasa(config)#aaa authentication ssh console LOCAL ciscoasa(config-pmap-c)#inspect icmp
ciscoasa(config)#crypto key generate rsa modulus 1024 ciscoasa(config-pmap-c)#exit

4 Hactpoiika Security Level ciscoasa(config)#service-policy global_policy global

7.  Hactpouika NAT
object network FOR-NAT

subnet 192.168.1.0 255.255.255.0

nat (inside,outside) dynamic interface

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
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Switch Stack.
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